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B Domain Name System - DNS
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Domain Name IP Address

www.hinet.net 202.39.224.7
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v' DNSHEIER
B DNS Cache Poisoning(DNSHREUT#2)
B Domain/DNS Hijacking(#81s;/DNS#EI3)
B Men in the middle(15iE DNS=E # 1 S {E1&)
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Root
IS Server

www.hinet.net S
NS < .
IP? b < >
www.hinet.net S N
I P Cache NS Server
U erver
o 202.39.224.7 °°
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I Don’t know!
Try ask .Net DNS

Koot Server
[INS Server
www.hinet.net [, _ 3
N 8
IP? . =
= I Don’t know!
, NET Try ask
‘acl - o
|:-.\Fsag:uer DNS Server INET.Net DNS Server
s www.hinet.net IP
o 202.39.224.7

=

HIMNET.NET I know!
IIMS Server IP: 202.39.224.7
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DNSEET

BT ER (Recursive query)

m DNSHFEI#EDNS Serverfy&E 1
HEEANTEELNER - MEEFERAENERERE

R R EF (Iterative query)

B DNS Server@Em&Ez1E D HClientlmal 2DNS Server - AR -
%E?’iﬁ%ﬁ@ﬂjiﬁﬁ - FrEIERIRNERA—TE & E IR 2 HEA

REYE#E (Cache Server)

B SE5RENERH - EHIFEARE - 80 : GSN : 210.69.1.1 ~ 210.69.2.1

m FMI : HiNet : 168.95.1.1 - 168.95.192.1 - Google : 8.8.8.8 -
8.8.4.4

R E#% (Authoritative Server)

B EETEEHBERN 1%

B EEINEEEN > AOURRIERINEHINEE

B EEE2VPMELI EEH 2 RlAMasteriiSlavetd B 1%
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DNS&E#ET(1/5)

N\

User

www.hinet.net
IP?

202.39.224.7

www.hinet.net IP:

Cache

NS Server

IEE T ERE (Recursive query)

I Don't know!
Try ask .Net DNS
Server

Koot

NS Server

I Don’t know!
Try ask
NET INET.Net DNS Server

NS Server

\‘ I know!

HINET.NET IP: 202.39.224.7
IDME Server
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DNS&E:H1E((2/5)

v R ER (Iterative query)

I Don't know!
Try ask .Net DNS
Server

Koot
NS Server

www.hinet.net
IP?

I Don’t know!
www.hinet.net 1P NET Try ask
202.39.224.7 Cache ons server  [TINET.Net DNS Server

User INS Server

- I know!
HINET. NET IP: 202.39.224.7
DME Server
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DNS&E T (3/5)

REYE# (Cache Server)

IP?
www.hinet.net
202.39.224.7

User

www.hinet.ne;

NS Server

I Don't know!
Try ask .Net DNS
Server

Koot
NS Server

I Don’t know!
Try ask
NET INET.Net DNS Server

NS Server

\‘ I know!

HINET.NET IP: 202.39.224.7
IDME Server
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DNS&E:1E7(4/5)

v %R T (Authoritative Server)

I Don't know!
Try ask .Net DNS
Server

Koot
NS Server

www.hinet.net
IP? I Don’t know!
www.hinet.net IP: N Try ask
202.39.224.7 Cache DNS Server INET.Net DNS Servern
LUser - - - [INS Server

\‘ I know!

HINET NET IP: 202.39.224.7
IDME Server
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DNS&E&#ET(5/5)

Koot
IS Server
www.hinet.net
P 3 B—
www.hinet.net B N
IP T T 11 ISP Cache DNS/ ,: [INS Server
User 202.39.224 i DNsFoward i publicDNs

DNS 53 |
+ FO rwa rders HINET.NET

IIME Server
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k= RDNSZ218(1/3)
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A
CA TV
dedessecee

ACL :

allow Local to 10¢ 10.2.1 port 53

72 BE# A 2 049 NATIONAL DEVELOPMENT COUNCIL



T8 2 "-%"%DNS%%*%(ZB)

D

168.95.1.1
8.8.8.8
other

).2.1 port 53
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T8 2 "-%"%DNS%%*%(?B)

oooooo
\ \ \
y \ N AU Y
" don s

D

168.95.1.1
8.8.8.8
others

ACL :
allow Local to
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DNS TREE
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DNS TREE
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DNS&E K 1E-;
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SEgE

O gliFa¥ mu.v . >

1

ACL1:allow UDP gsn dns src
port 53
ACL2: deny UDP src port 53

Gateway
Router
Access ...........
Router S
ﬁ PRI GSN IPHE[{FHL

FFEE FFsE
Google DNS IGPS§1%N6S9 1.1
IP:8.8.8.8 - S

3.8.4.4 210.69.2.1
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EEBc 2SS

123 DNS Server

B DNSAr# sz EFamGSN Cache DNS(210.69.1.1
1 210.69.2.1)

ELh & FH AR 75 (WAP)

B HERERGSNZEERERBF RN - BREER
DNS{I&E7%210.69.1.162 210.69.2.1

DNS#oixfEmtE A - 75 A B bt AR 5

B CMDIEZSZSEFENGSN DNS - tEEERIGE LA
B R ARTS - 90 -
http://networking.ringofsaturn.com/Tools/dig.php

ah o e A e LO6FF4 H30 H A ST Ak i 22
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http://networking.ringofsaturn.com/Tools/dig.php

v" BIND DNS Forwarderszg & £33
B options {

// #EFTADNS Queryia ki3 GSN Cache DNS

forward only; // = 705t forward

forwarders { 210.69.1.1; //5% & forwarderfyIP
210.69.2.1; };

I3

IOl R 200 _EIPV6 :

® 2001:4420::1

® 2001:4420::2:1
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v Windows DNS Forwarders
B 0 DNS @bz RAER Windows 7T E R #EZ UL

1.
2.

3.
4,

5.

FEL [DNS B8] -
rEEERE B ixTiE— MEAR DNS FAkss -
o UE
DNS/E R DNS G Ak z3
£ [31T] TIEEER © 3% — N [RE] -
E [ IL] Z511EE A9 [DNS A8lE] 2§ @ #I— i3 &
£ [EENNAIGESF I IP 58] B - i AEFILAY IP
It - ABE— N [Frig] -

v 2EEE

B https://technet.microsoft.com/zh-
tw/library/cc754941(v=ws.11).aspx#BKMK_winui
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ZZ gl

v EPRFITCP port 53%1# B DNSH BRI ZE
B EEHHmERREDNS(master/slave)is - BiSH#BEARIARGSNEEZRDNS
R EABmaster - 3FGSNL§E’JE§E%SIave

%@DNS(Master)
examplea B.gov.tw

 TCP port 53

H¥EEDNS(Slave)
examplea-A.gov

GSN Cache DNS
—) HeJport 53

TCP port 53

R DNS(Master)

R DNS(Slave)
examplea-A.gov

examplea-B.gov.tw
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