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1 BER IS
1.1 CA 244638

1.1.1  CA 246 #eria g

45 ITU-T X.509 | ISO/IEC 9594-8 = 4G & iR [1] » CA 245 #% (CA

Certificate) ¥ 4 % = #f :
(1)p % &z (Self-Signed Certificate ) :

Self-Signed Certificate ¥~ f& CA Certificate » i ¥ £r¢ & 3% % #. 7
Root CA p 7 & % «» CA Certificate > E_r¢ & ;¢ PKI ¥ ig# 5 A8t ;
by gk PKE ZF49 > - 8 CA » ¥ o &4 Self-signed CA

Certificate » ™  #25 #7F F G EZ CAZ* # GG T4 -
(2)p % &z (Self-Issued Certificate ) :

Self-Issued Certificate #_— & CA Certificate - £ GRCA & suv* 3 #
Ea4n 0 7 {337 CA £4enpFiz - 0 GRCA i su ¥ CA &4k 37
CALMGIIEFNEE NFRSEATELEHIFTEAMD - T4 4
AATEEHTEF LT HCABREE T P REL AT KB -

(3)% 3 &% (Cross Certificate ) :

Cross Certificate » - # CA Certificate » = Cross Certificate 7 &
FH %A CAREL 8 £ 6 CA s R EE CAR# 4T - B CA
B s 3 CA® 22 BIBER @offie s 1k s PKI P 1 & CA
%3 @#ES 27 % CA (Subordinate CA) 2 8% it #58% » @ % CA

W PKIzZ CAEFR I u%m - BCAEF LY - CAhEHE™
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Bt s 8B -

1.1.2 CA 24gBFERIRA
%7 95 X509 - [1]2 > GPKI 2 CA 2 458 s iy oot 3 ot i gt
F R
® £ IETF PKIX Certificate and CRL Profile (RFC 5280)z. & 7& # 1%
[2] -
® {3 4 IETF PKIX Qualified Certificates Profile (RFC 3039)2_ & & . 1%
[3] -
® 22 Asia PKI Consortium z_ & z& 24 [4]4P & ©
® 22 NIST FPKI 2 8 # R ¥ [5]4p % -
® SUEE 2 BEARKREIFE -
® 2 \Web Browser 4p %

® 3 £ Secure Electronic Transaction (SET)z_ & & #.12[7] -
GL: FeRris bl o B &g A A2 (GPKI) 51% SET 4 > 5 &
%‘; 6 8 #r 2_% i hashedRootKey 4 “ # = ¥ & Root CA Bf E{# 4
T e 22 ég%%i\gﬁa SET Root CA “RfriE 3 AR 7
+ it Ftfrz Root CA) - p 101 # 9 * 12 {8 GPKI Root CA #1 & % 2
Self-Signed & % #- = ’z&x\ﬁ i SET 445> 2 £ ¢ 7 hashedRootKey ¥
S o

® 387 &% X509v2 14 = (12345 RFC 5280 [2]2 &3k ) -
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1.1.3 CA Q4G #® i =
TEAERBU IR AT A CARE R P roH Y il v
E‘a%*fﬂ” 5 P%AE IR e & 4 = (Required Field) 5 32 T x, e85 - Pl 2
K CAGHED H i % sl

N

CA & # (CA Certificate)
# = & - (Field Name)
Self-Signed Certificate | Self-Issued Certificate| Cross Certificate
version 4 v v
serialNumber 4 4 v
signature v v v
issuer 4 4 v
validity 4 v v
subject 4 4 v
subjectPublicKeylInfo v 4 v
issuerUniqueldentifier x x x
subjectUniqueldentifier x x x
extensions v 4 v
MTZ A=A CARETRY iz HP TV ?’cgjfu’ﬁ v L3

¥ 15 7 e £ LY = (Required Extension Field) ; 3" O | L 0 A INE
7 iE # 12 4% “L 4§ = (Optional Extension Field) ; #3 ' x| B - B T
Y AR PP o TR TR LA L A F R & critical » H
P TTRUE ) &7 2@ % 23 v pIJE 247 5 critical ; "TFLASE | % 77
PouF e Pl 4R % non-critical 5 T N/A ; (Not Applicable) # 7+ % GPKI

23 CABRFE? &% %P o > Flet & 473} critical & non-critical v o
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Self-Signed Certificate :

4,48 1> _Sj
(EXTN?ST?N'T:ELD) Cortfonts | Critica
authorityKeyldentifier x N/A

subjectKeyldentifier v FALSE
keyUsage v TRUE

privateKeyUsagePeriod x N/A

certificatePolicies x N/A
policyMappings x N/A
subjectAltName x N/A
issuerAltName x N/A
subjectDirectoryAttribute x N/A
basicConstraints v TRUE
nameConstraints x N/A
policyConstraints x N/A
extKeyUsage x N/A
cRLDistributionPoints x N/A
inhibitAnyPolicy x N/A
freshestCRL x N/A
authoritylnfoAccess x N/A
subjectInfoAccess x N/A
X
hashedRootKey (101 & 9" 242 NA
B )
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Self-Issued Certificate :

4,48 1 3
(EXTN?ST?N'T:ELD) Cortitionte | Critical
authorityKeyldentifier v FALSE
subjectKeyldentifier v FALSE
keyUsage v TRUE
privateKeyUsagePeriod x N/A
certificatePolicies v FALSE
policyMappings v FALSE
subjectAltName x N/A
issuerAltName x N/A
subjectDirectoryAttribute x N/A
basicConstraints v TRUE
nameConstraints x N/A
policyConstraints O TRUE
extKeyUsage x N/A
cRLDistributionPoints v FALSE
inhibitAnyPolicy O TRUE
freshestCRL x N/A
authoritylnfoAccess v FALSE
subjectInfoAccess x N/A
hashedRootKey x N/A

Cross Certificate :
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(EXTN?STT?N%IELD) Cross Certificate | Critical
authorityKeyldentifier v FALSE
subjectKeyldentifier v FALSE
keyUsage v TRUE
privateKeyUsagePeriod x N/A
certificatePolicies v FALSE
policyMappings v FALSE
subjectAltName x N/A
issuerAltName x N/A
subjectDirectoryAttribute x N/A
basicConstraints v TRUE
nameConstraints x N/A
policyConstraints O TRUE
extKeyUsage x N/A
cRLDistributionPoints v FALSE
inhibitAnyPolicy O TRUE
freshestCRL x N/A
authoritylnfoAccess v FALSE
subjectinfoAccess x N/A
hashedRootKey x N/A
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B EAR LB EERANME R AR E K 2 P

&
BREF AT o
(I3)iFpciz A & #&

E%%?é%@%}%%é$@%”’é6¢Bﬁi%i§%%’
AHFERFIT L ER REEXRZEAT R M A2 22

A o

(14)8 & o5& WG R

EEHE L AARE R L P PE R B e S B -
(15)p 2 * &3

B EAR A AARRS S g AL

(16)% % 4 p X % B

RN BARBAFAMERE VR BT AETE ALY

yEE B \];E]‘?"jﬂ%é{’?f“q: Gtk AT pARA o
aNFE < fEw

EHHE e FaBARFEAME AT FLIRATHRLFEL
A

(18)PPRER™* i &

EER M () 2 Ffpd PR B R 08 0 & A
FRPfpeEa» Rkl o niws iﬁ%%i%ﬁ?ﬁm
PR BA 0 ¢ 45 SSL RUR BB HiAl - B BT PR BB Bk
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EERFRERY S o
©Lb e R PR B ot Tk dp 3 % RFC3161 Time-Stamp
Protocol (TSP) PRA*HFPRE ; @ FIRBR* 4§ 7 &3

g r o {-‘?i?ﬁﬁ*’# # 0 ArraEd Finao o
(19)OCSP IR E G %
B H R S S B s R(OCSP) PIRE #rit * e -

(20)- 5% & BiEiRiE

™
5

e
i

Hhio0 FE2FUEP2 - 5507 FirERpE

N

s

=k
o

1.2.2 % 2 X/ HEATR T RP

% 8 5 X.500 # A [1]2 #F > GPKI * = 2R B if ek 3= X P T R
Ay -

® {2 & |IETF PKIX Certificate and CRL Profile (RFC 5280)z. & 7 1
[2]

® {3 £ IETF PKIX Qualified Certificates Profile (RFC 3039)2_ & 7 .1
[3] -

® & Asia PKI Consortium 2_ Gz 12 [4]40 % °
® 27 NISTFPKI 2 g # 45 [5]4p 7 -

® Swp 2GRl E -
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S

® 7 \\eb Browser 4p % -

® : S/MIME [8]% SSL/TLS[9, 10]2 ‘& & *te4p %

[
\\'E‘.

? Internet IP Security(IPsec)z_ & & #L¥[11]4p &
® L ¥ &% X509Vv21 i (1945 RFC5280 [2]2 3% ) -

1.2.3 7 = 2GR

T A iR IR RN 2 gl e B R TV e gianip i

¥ 0 A% B# e & 4§ = (Required Field) - #3x Mx | EHLE 0 RS RREEE
FoE R enfp ol
¥ = 2 4£(Field Name) (ﬁEﬁgeBr:iﬂfﬁi)
version 4
serialNumber v
signature 4
issuer v
validity v
subject v
subjectPublicKeylnfo v
issuerUniqueldentifier x
subjectUniqueldentifier x
extensions 4

TAGEARREATR Y e Y R TV g SRR

11
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TR A T AL A =8 F L ocritical» # ¢ TTRUE | %7
F i LR P E T 5 ocritical 5 TFALSE | & T AP CLF B @ R
e % non-critical 5 @ "TN/A | BI& 7 2 CAGZHER 7 @ % % -vff = » Tt

& critical & non-critical s/ :

P * ﬁ”ﬁﬂ%&ﬁ critical
(EXTNESION FIELD) (EE Certificate)
authorityKeyldentifier v FALSE

subjectKeyldentifier 4 FALSE
keyUsage 4 TRUE
privateKeyUsagePeriod x N/A
certificatePolicies v FALSE
policyMappings x N/A
subjectAltName O FALSE
issuerAltName x N/A
subjectDirectoryAttribute O FALSE
basicConstraints x N/A
nameConstraints x N/A
policyConstraints x N/A
extKeyUsage 4 TRUE
cRLDistributionPoints v FALSE
inhibitAnyPolicy x N/A
freshestCRL x N/A
authoritylnfoAccess 4 FALSE

12
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GPKI & % % 1 % At 1t 1
subjectinfoAccess x N/A
hashedRootKey x N/A

13 B#ER

GPKI #r# * ihig 7 5 X.509 = 4G 7 [1] - X.509 =446 7% £~ a8 SIGNED

FA s BT
Wi nE BN
toBeSigned To-Be-Signed & 3 (1w & & & |To-Be-Signed & & e 3¢ 37 4L E‘} 7 X.509 1%

ﬁq)& =8 )

iﬁ» LN A“:i)& ﬁtx‘?frﬂr P\?'m NITH
GPKI #p B s & 47 To-Be-Signed & % 7 3%

s m g

algorithmlidentifier |CA

HrBEER T 2R

% & ;2 2. Algorithmldentifier

P e iE 2 2 ¥ toBeSigned 1§ N e
signature ¥ =i 4p

.algorithm VEAMNTEZFEFODZ |& sr,ﬁﬁ’ﬂ, 22 OID>GPKIl p# g @ * 1T
- ﬁ -ﬁ- /ﬁﬁ PE
shalWithRSAEncryption shalWithRSAEncryption ~
(1.2.840.113549.1.1.5) sha256WithRSAENcryption
sha256WithRSAEnNcryption
(1.2.840.113549.1.1.11)
.parameters NULL GPKI# * chgE 7822 3 &
parameters - = # parameters & /f 3}
NULL > # ¥ %% » NULL 2. DER %5 =
0x0500
signature CAHBHEEF M % & §_CA % toBeSigned # i~ ¢ ¢

To-Be-Signed & 3“1 i g &

MR LR E SRR g & L L HEE P 140 To-Be-Signed

B A g F L

2

PZPE";%’JP\EO

B I

R

1.3.1 To-Be-Signed p & &#E 5\

K= eh3 &8 &AL (Subject Name) £ #7

TE BT E D

¥ 2. To-Be-Signed (G 78 #2378 & B3P 40T

i

| n

13
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S

H

\ersion

v3(2)

GPKIl &z # ;4 & * X.509 V3
B (LR V3 aiEd 2
m A E_3)

SerialNumber

& 7 5 8. ( Certificate Serial
Number)

GPKI ® #7i¢ * 2_ 1535 B 5.4
- & & % 16 Bytes e £
#c 0 1345 DER ¥o#8 %t I ficr
i# * #12’s Compliment 2.9 »
FERBET € e A
0x00- @ i =116 Bytes =it &
HF b 17 Bytes (%
&

Signature AHMERERERT Y 2ZER T P DESFE A
;; 72 z_ Algorithmldentifier SIGNED & #% 2.
algorithmldentifier § s ig 4p
f&
.algorithm FENTEZFEZODZ- HEFFEE2 OID GPKI p
shalWithRSAEnNcryption R NT EFFE
(1.2.840.113549.1.1.5) - shalWithRSAEncryption
sha256WithRSAEncryption sha256WithRSAEncryption
(1.2.840.113549.1.1.11)
.parameters NULL GPKI ¢ * cnE /78 2% 3
& parameters: iz 2 parameters
& g3 P NULL > 7 7 g2 »
NULL 2. DER %45 5 0x0500
Issuer B E W (CA) e LA CA # £ 51 X.500 DN(CA =z
DN #-d 2 ¢ #8837 22)
(i PKIX %2> #r} ASN.1
DirectoryString < 3 % #5 —
=i * UTF-8 %5 )
Validity B RS BELRFT  (BEPERREHEIL A
T
.notBefore BT R R AP iz PKIX % 2_# 2049/12/31
(GMT)» feptprfFz gz | (23:69:59 (7 ) 2= i *
% UTCTime F42 31 & » 5% 5
YYMMDDHHMMSSZ » %
2050/01/01 00:00:00 ( % ) 2
fs > i¢ * GeneralizedTime ¥
AR > B35
YYYYMMDDHHMMSSZ -
A GNP T 48 SS
2005 3 F g0k @ Ets e
Z %57 GMT = 2 7 4%
.notAfter B A TR R R iz PKIX . 2_# 2049/12/31

(GMT) > AR 2 G EA

23:59:59 (5 ) 2 @ & *

14
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AL |

UTCTime 71 4] & » #5° &
YYMMDDHHMMSSZ >
2050/01/01 00:00:00 ( 7z ) 2
fs > ¢ * GeneralizedTime 7
A 0 RS
YYYYMMDDHHMMSSZ -
Vb BRSP4 8k SS
2004 37 gk 0@ Bfsih
Z 47 GMT S 3 7 4%

Subject

7 a1 (Subject) ¢ Fi

CA » £ 1 X500 DN > ¢* DN
& JF 22 issuer fF = ¢ e DN 4p
F(CA 2 DN #-d i & H b 37
T2)

(i PKIX 7> #} ASN.1
DirectoryString ~ & %% - &
&% UTF-8 %75 )

SubjectPublicKeylInfo

1§ ¥ 3 4 < Public Key Info

7 §¢ Subject 7 Public Key #f
B 2 Public Key i

.algorithm * % subjectPublicKey #g %] c
Algorithmldentifier
.algorithm OID rsaEncryption Public Key #g %] 2. OID > GPKI
Public Key
.parameters NULL rsaEncryption ;i & j* & 2% 7

2 & parameters » iz #
parameters & g3 + NULL -
7 ¥ 4 v% » NULL 2. DER %
75 % 0x0500

.SubjectPublicKey

BIT STRING > ¢* BIT STRING p
z Subject Public Key 7 DER ¥

GPKI p = ¥ ¢ * RSA Public
Key » #7112 ¢t BIT STRING
R F T F R

DER $m#g :

RSAPublicKey ::= SEQUENCE {
modulus INTEGER,
publicExponent INTEGER }

Extrensions

SEQUENCE OF Extensions

1"l

7""{— S;}%:‘b%&gf""gﬂ z!
Tw%~ﬁwﬁ#(ﬁﬁ@

EP TVER T o A A RILT
mﬂ'a)?)-

.subjectKeyldentifier

Subject Key Identifier #§ ~c # = >
Key Identifier sn & 4 = ;% ik e
PKIX & » B~ Subject =7 Public
Key 71 SHA-1 Hash & # 5 Key
Identifier

PUPE LA e B e d T
Subject #ri¢ * 4 4 H 8-
Ju

.extnld

B~ A P ouf -eh OID
id-ce-subjectKeyldentifier

15
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(2.5.29.14)
.critical % GPKI # > subjectKeyldentifier|;Z %, ¢ ** FALSE 4_
< Z_&_non-critical extension - #7 | DEFAULT VALUE > #7114 DER
2 critical ehie & T H_FALSE %5 ° > S HF g AR K i A
.extnValue extnValue 73 #24] f& £ OCTET |#*% subjectKeyldentifier iz 44

STRING

Extension m % > & Jf ¢ *
Keyldentifier 77 DER %75 i
% ¢ OCTET STRING chig

.Keyldentifier

KeylDentifier # £ % - B
OCTET STRING 7 #4] i

Keyldentifier 02 4 = Vi e
PKIX & # > B~ Subject
Public Key 7 SHA-1 Hash &
# % Keyldentifier 5 OCTET
STRING &

STRING 7 #21] 4

.keyUsage Key Usage # ~« 1§ > 7z §* Subject| i % & % 2 Key Usage #-=
Public Key #p ¥+ & 2 Prlvate Key | % Certificate Signing, Off-line
SRR AEE 1) CRL Signing, CRL Signing =
A i
.extnld B A P L a0 OID
id-ce-keyUsage (2.5.29.15)
critical % GPKI # > keyUsage < % &_ [j+ g d > TRUE 7 &_
critical extension » #7112 critical H|DEFAULT VALUE > #7112 DER
&< 2% TRUE YnRB P o JL A VAR S 0k B
.extnValue extnValue m3 #2 4] is £ OCTET |$** keyUsage i&#& Extension
STRING m 3 0 &R+ KeyUsage e
DER Ja#5 w5 ¢t OCTET
STRING =g
.KeyUsage KeyUsage » £ % — 1 Named BIT|#* Named BIT STRING 2

keyCertSign(5)£ cRLSign(6)
w3 B Bit #- g m s 1

.basicConstraints

Basic Constraints #% ~v #f i~

o w’f&” e p e {5
f& PE R‘ CA f& FJS

.extnld ISR ALY % And=z10] (D)
id-ce-basicConstraints (2.5.29.19)

.critical # GPKI ¥ > basicConstraints & |+ & d % TRUE 7 &_
F_4_critical extension » #114 DEFAULT VALUE- #7172 DER
critical 0 % #_&¥_TRUE SakB P o PR A T AL R A

.extnValue extnValue 73 44 4] i £ OCTET |¥+** basicConstraints iz &

STRING

Extension @ 3 > & Jf ¢ *
BasicConstraints 7 DER %75
i a #* OCTET STRING g

.BasicConstraints

BasicConstraints ::=
SEQUENCE {
cA BOOLEAN DEFAULT FALSE,
pathLenConstraint INTEGER (0..MAX)
OPTIONAL }

& GPKI® »p BiG3 Y ¢ 12
FCAFHZm A g
pathLenConstraint =+ # =

.Ca

iLid % TRUE 7 &

16
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g DEFAULT VALUE #7 2 DER
BBV o PP A T ARG A

.hashedRootKey Hashed Root Key # “v #f > sz §¢ 2" o = 5 SET #RF o1

CA g Z_it * ™ — s 24k | & ehPrivate Extension % SET

Hash & & PO 2 & critical
SR RS SRR S E e
iy § 0 GPKI #-p ff 3% &
non-critical e 3% 4 3% o 4§
i~ GPKI i 101 4# 9 » i3
E@p FERERIL S Z
hashedRootKey 1§ = °

.extnld B~ & PP oL = OID
id-set-hashedRootKey
(2.23.42.7 0)

.critical % GPKI ¢ >hashedRootKey % ;3 & d % FALSE #_
%_non-critical extension » #1171 IDEFAULT VALUE - #1172 DER
critical shig 2 % §_FALSE Bf Y o MR YA

.extnValue extnValue m3 # 4] i £ OCTET |#+*% hashedRootKey iz &
STRING Extension @ % >« jf ¢ * SET

#1 Z_% 11 RootKeyThumb
DER %u#§ i % ¢ OCTET
STRING =hig
.RootKeyThumb Roggéed&”&bf RootKeyThumb & - &
rootKeyThumbprint  DigestedData } SEQUENCE > #2.a¢ © g’ﬁ -

# PKCS#7 DigestedData + ##

P
(had

.rootKeyThumbprint

rootKeyThumbprint 7% L 4] ik
# - 1 PKCS#7 DigestedData > 2

R KA
DigestedData ::=
SEQUENCE {
version INTEGER,
algorithm  Algorithmldentifier,
contentinfo Contentinfo
digest OCTET STRING }

.version version «nig % 0 %P SET ¥ #13_& K &~ (&
ddVer0(0)
.algorithm &7+ * %k P~ Next Root Public Key
Thumb z_ 32/% & #icen
Algorithmldentifier
.algorithm OID id-SHA1 (1.3.14.3.2.26) %P SET 2. T % 1¢ * SHA-1
LA
.parameters NULL SHA-1 & 2827872 7 &

parameters » e # p arameters
2 EE 1 NULL » 3 7 4z o
NULL 2. DER #%#5 5 0x0500

.contentInfo

contentinfo 73 44 3] & 3 B SET 2 2% > "

17



GPKI &2 % 1§28 fix 1t ;

AL |

ContentInfo » H z_& 4T
ContentInfo ::=
SEQUENCE {
contentType ContentType,
content Content OPTIONAL}

contentType &+ #§ => @ 4 & 2|
content + ## i

.contentType OID id-set-rootKeyThumb SR SET 2 T & » 7
(2.23.42.3.0.0) DigestedData r % Next Root
Public Key Thumb L
.digest OCTET STRING > ¢+ OCTET |2 & &4 SET 2. 2% > Next

STRINGpf 7 F - s 3pzt i@ * 2
Root Public Key 1 PublcheyInfo
e SHA-L 3% &

Root Public Key Thumb &_4*+
¥ % % SubjectPublicKeylInfo
BeieihiE oo @ LR B
SubjectPublicKey =32 % & »
gt 7 PKIX #7 2_5 e
Keyldentifier 2~ 7

1.3.2 To-Be-Signed p % & #E ;"

o

o

Version

v3(2)

GPKI &z 54 & * X.509 V3
BN (LR V3adiEE 2
m A E_3)

serialNumber

8 ¥ B 55 (Certificate Serial
Number)

GPKI ® #7i¢ * 2 g F 54
- & & 5 16 Bytes s £
#c 0 1345 DER %o#8 $ 1 fict
i¢ * 12’s Compliment
E!'J’*ﬁ BASLTE hwg A
F 0x00 » @ i 116 Bytes
ffﬁ{“’* ik % 17 Bytes

gz [

Signature Issuing CA #4157 & & #7 M chie & Jf 22 ¢k &
2 FRmE L SIGNED & % 2.
AlgorithmlIdentifier algorithmldentifier # & 4p
&
algorithm VANMT EXFEEOID|ERiFE 22 OID > GPKI
- R T ERIRE S
shalWithRSAEncryption shalWithRSAEncryption ~
(1.2.840.113549.1.1.5) ~ sha256WithRSAENcryption
sha256WithRSAEnNcryption
(1.2.840.113549.1.1.11)
.parameters NULL GPKI & * g /78273 3
& parameters- iz # parameters
& E3 F NULL 7 & 4% »
NULL 2. DER % %5 5 0x0500
Issuer B %% % (CA) 2. X500[ % 3 1§ # 2 Issuing CA ¢
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GPKI 6 % % 15 5 b i P 158 31

S

H

Name

DN(#-d & CA 2 2 3 #h 37
T 2)

(i& PKIX 2> #75 ASN.1
DirectoryString < & %5 - &
i * UTF-8 %)

Validity

g

B £ R ARG IR
%

.notBefore

B ol AR e
(GMT)» At P 2 5 G 3

el

iz PKIX A 2 7 2049/12/31
2355959 (7 ) 2w i@ *
UTCTime 3318 » #3545
YYMMDDHHMMSSZ » #&
2050/01/01 00:00:00 ( 7z ) 2
f¢ » ¢ * GeneralizedTime 7
FAE - S
YYYYMMDDHHMMSSZ - 14
AR TR AHSS S
00+ # % %t > @k itsenZ
.7 GMT PERF 2 % 7 0%

.notAfter

B A PTARAR o R
(GMT )» Bt PERF 2 15 18 %

&/ 3T

i)

% PKIX ALt 2049/12/31
23:50:59 (5 ) 2z % @& *
UTCTime 71 4] & » #5% &
YYMMDDHHMMSSZ >
2050/01/01 00:00:00 ( z ) 2
fs > i¢ * GeneralizedTime
A 0 RS
YYYYMMDDHHMMSSZ - 14
A fERE Y iR 8 SS S
00+ # ¥ 749 » i@ ffsenZ
%7 GMT pFEfF» 2 ¥ 4%

Subject

1§ 7 2 %8 (Subject) 2. X.500
Name

$ 38 % 2 Subject CA
DN(:#-d & CA z i ¢ #8BE 37
E_2)

(& PKIX %> #75 ASN.1
DirectoryString ~ & %% - =
it * UTF-8 %5 )

subjectPublicKeylnfo

1§ ¥ 2 4 < Public Key Info

i ;‘ Subject CA 7Public Key
# %W % Public Key g

.algorithm % subjectPublicKey #f %]
e Algorithmldentifier
.algorithm OID rsaEncryption Public Key #g %] 2. OID» GPKI
(12840113549111) p a0 T ofE rsaEncryption Z_
Public Key
.parameters NULL rsaEncryption ;i & ;* 82 2% 7

Z & parameters » iz H
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| 1G22 G G 2%

parameters & ‘g 3 + NULL »
% ¥ 4% » NULL 2. DER %
# % 0x0500

.SsubjectPublicKey BIT STRING - ¢ BIT GPKI p = 7 % * RSA Public
STRING p 7 Subject Public |Key > #7112 gt BIT STRING
Key 7 DER %% & BN 7T TR e
DER 45 :
RSAPublicKey ::= SEQUENCE {
modulus INTEGER,
publicExponent INTEGER }
Extrensions SEQUENCE OF Extensions |p % 2 — B #F vz & 7 14

T AP R (R R
HPHVERY A R RILT
ﬁj)llé“ﬁ, ) :

.authorityKeyldentifier

Authority Key Identifier 3%
# = > Key Identifier eng 4
=V ik B PKIX % > B~
Issuing CA =1 Public Key
SHA-1 Hash & # 5 Key
Identifier

P L P R R T
Issuing CA * X & # ~ 5%
N Rl ¥ - R SR VR |
f Issuing CA { 3 £ 4% H
AR P YR E Y
Issuing CA R - 3k CA &%
Kokt G

.extnld B~ VA PP Lf e 0ID
id-ce-authorityKeyldentifier
(2.5.29.35)

.critical & GPKI ¢ > 1% d > FALSE &_
authorityKeyldentifier < z_¥ |DEFAULT VALUE: #7172 DER
non-critical extension » #7126 ¢ o J 4 g B K ek A
critical = i& % #_¥_FALSE

.extnValue extnValue 3544 4] i & ¥+t authorityKeyldentifier i&

OCTET STRING

#8 Extension m 7 > & JfiE *
AuthorityKeyldentifier s7DER
S8 w5 ¢ OCTET STRING

AuthorityKeyldentifier

AuthorityKeylDentifier ::=
SEQUENCE {

keyldentifier [0] Keyldentifier
OPTIONAL,

authorityCertlssuer [1] GeneralNames
OPTIONAL,

authorityCertSerialNumber [2]
CertificateSerialNumber

OPTIONAL }

GPKI & % i #% PKIX » ¥ 3
* keyldentifier #f = > @ 7 i
* authorityCertlssuer &

authorityCertSerialNumber 1§

>

keyldentifier keyldentifier # = cnF 4L 4] |Keyldentifier s 2 # = ;% xR
iy 2_Keyldentifier » A PKIX & # > B~ Subject
KeylDentifier ~ £ % - &  |Public Key 1 SHA-1 Hash &
OCTET STRING 7 #4l fs  |# 5 Keyldentifier 7 OCTET
STRING &
.subjectKeyldentifier Subject Key Identifier # ~c 1§ | o 3 “c #f =P 08 {57

= » Key ldentifier enz 4 =

Subject CA #7i# * cri4 s
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GPKI &5 % 16 3 Aot i 15 215

7o i% fe PKIX & % > B~ Subject
1 Public Key 7 SHA-1 Hash
B s Key ldentifier

wR— %‘u

.extnld B~ R & oty eh OID
id-ce-subjectKeyldentifier
(2.5.29.14)

.critical & GPKI| ¢ > 1% ¢ " FALSE &
subjectKeyldentifier & 7_&_ |DEFAULT VALUE: #7172 DER
non-critical extension » #714 |Safg @ o g = € AL vE -
critical =i % 7_&¥_FALSE

.extnValue extnValue 3 #43) fi & ¥+ subjectKeyldentifier iz &

OCTET STRING

Extension m 5 > & Jf ¢ *
Keyldentifier 77 DER %75 i
% #* OCTET STRING &g

.Keyldentifier

KeylDentifier ~ & 5 - B
OCTET STRING F #L3] i

Keyldentifier sng 4 = ;% ik e
PKIX & & > B~ Subject ¢
Public Key 7 SHA-1 Hash &
# % Keyldentifier 5 OCTET
STRING &

.keyUsage

Key Usage # = § i » s ¢
Subject Public Key #p %+ /& 2.
Private Key e1% 32 *24)

B 38 % 2. Key Usage #-¢
z keyCertSign £ cRLSign =
far g

.extnld

B A P =en OID
id-ce-keyUsage (2.5.29.15)

.critical

& GPKI ¢ » keyUsage & z_
®_critical extension » #7114
critical =ni& % ¥ TRUE

dwd > TRUE # £_
DEFAULT VALUE: #t12 DER
BfB Y PR T AR R

.extnValue

extnValue =% 423 ik £
OCTET STRING

¥+ keyUsage iz & Extension
m o0 &R * KeyUsage
DER a#5 a5 ¢t OCTET
STRING hig

.KeyUsage

KeyUsage ~ & 5 — i
Named BIT STRING 3L 3]

.
X

#t Named BIT STRING 2.
keyCertSign(5)£ cRLSign(6)
s B BitR-g4n i1

.certificatePolicies

Certificate Policies 4 v {#
o e CA BB
i * g K

IR L ¥ Self-Issued
Certificate @ = > * ¥ L =
% K41 Subject CA #1Ak
LFEHH chd fa Certificate
Policies » @ # &_{&7 Issuing
CA (%% ?ﬁfﬁb’%ﬁ g e
Certificate Polcies

.extnld B~ A P =en OID
id-ce-certificatePolicies
(2.5.29.32)

.critical 2 E AR & GPKI [iA g ¢ > FALSE _
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|2&iﬁa)& }%\,L _pns]:é,—\*J

# > certificatePolicies #£ 3% |
% non-critical extension > #7
r4 critical =g % #_&_FALSE

DEFAULT VALUE: #1127 DER
Y T Y PO T

.extnValue

extnValue 7§ 414 i £
OCTET STRING

¥+ certificatePolicies i&4&
Extension m = - & Jf (& *
CertificatePolicies 7 DER 4
& i ¢t OCTET STRING =

s
12N

.CertificatePolicies

CertificatePolicies % #2 3]
faE -
SEQUENCE
SIZE (1..MAX) OF
Policylnformation

& GPKI &% ¢ - Self-Issued
Certificate ¥ ic 7 7 1 B %
# Policylnformation » & i

Policylnformation sp % 4o
-

*.Policylnformation

Policylnformation & -
SEQUENCE > p 2z
policyldentifier &
policyQualifiers = ##

GPKI G & ¢ *
policyldentifier #f = > @ 7 ¢
* policyQualifiers 4 i+

.policyldentifier

policyldentifier 4§ = % !
it ¥_CertPolicyld > @

CertPolicyld » ¥ 5 - B

OBJECT IDENTIFIER F #2

AN 7x
EIRY

#2975 Subject CA # Issuing CA
WM IRE R &

( Assurance Level ) » # + &
# 3% %% & &2 GPKI
Certificate Policy OID » 2 i i
CA/Browser Forum # 7 §#
2 %a’iﬂ PR EH GRS
2. CA/Browser Forum z_s ¢
Certificate Policy OID

.policyMappings

(Optional)Policy Mappings #
o ket & GPKI
Certificate Policy 4vie &2
Subject CA domain =%
Certificate Policy ¥+ %

B i % Optional » v& 3 §
Subject CA #1/4; domain =
Certificate Policy I #£ GPKI
Certificate Policy p¥ » 4 2 &
o L

.extnld B~ V& PP L 0 0ID
id-ce-policyMappings
(2.5.29.33)

critical @*} # PKIX » % GPKI ¢ » |2 & d ** FALSE &_
policyMappings & #_&_ DEFAULT VALUE: #7r2 DER
non-critical extension » #712 |$#5 @ o pUAF AL K vk A
critical =i % 7_&_FALSE

.extnValue extnValue % 44 fi & ¥+ policyMappings iz 78

OCTET STRING

Extension @ 3 > & Jf ¢ *
PolicyMappings 77 DER % %5
# i ¢ OCTET STRING i

.PolicyMappings

pas

PolicyMappings =% #L 4] &
¥ - 1 SEQUENCE > ¥ ¢ 2

# — 1% Policy Pair ehp 7 #-
S E- W3 HEM GG
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GPKIl 53 % 57 A1 5

AL |

n (n>=1) %t Policy Pairs

Certificate Policy 7 OID > 4~
u] % GPKI Certificate Policy
101D £ Subject CA v’L’riﬁ 7
z_ Certificate Policy 77 OID

.basicConstraints

Basic Constraints #§ v #§ i~

PR e e
Bas CAB# &7 EAN
B RO  LE R 1

Certification Path £ &

.extnld BN R4 oLy =0 0ID
id-ce-basicConstraints
(2.5.29.19)
.critical 7 GPKI # > basicConstraints|;i % ¢ > TRUE # £_
& Z_H&_critical extension » #7|DEFAULT VALUE: #1127 DER
v critical ehiE % T E_TRUE | %5 ¢ » pLF 23 ¥ A4 g w2
.extnValue extnValue 3 #43) fi & ¥+ basicConstraints :&4a.

OCTET STRING

Extension m 3% > & Jf ¢ *
BasicConstraints 7 DER %5
i a ¢ OCTET STRING g

.BasicConstraints

BasicConstraints ::=
SEQUENCE {
cA BOOLEAN DEFAULT FALSE,
pathLenConstraint INTEGER (0..MAX)
OPTIONAL }

wGPKI# » 23 gFEL ¢ @
P CAFHFE A
pathLenConstraint + 4 = &_%
Z & 34 Certification Path £
BpE > e @

.CA

# » TRUE » #&7

e
CAG#E

i34 % TRUE 7 &_
DEFAULT VALUE > #7142 DER
Ky R AEEUE B AR S RS 8

.pathLenConstraint

(Optional) & & v £ ~
Certification Path & & *24 ¢

7
=

FAGSE o RAAK
Certification Path & & *341 ;
0 & % Subject CA ¥ it & %
EE & # 7 st ?’}‘lﬁi’ﬂ = CA
i& {7 Cross Certification ;

1 ¥ % Subject CA K,lrt R

EE &z » P L &ebg 1
% CA iz {7 Cross
Certification ;
2 i % Subject CA K,lrt R
EE&# s £ 2 tg 14 CA
i 7 Cross Certification > @ 3
hECAx wila{te 1A
CA :& {7 Cross Certification ;

pUEEdR o

.policyConstraints

(Optional)Policy Constraints
Wi ko
Certification Path » 75 3% & | 5

pH ¥ = 5 Optional » *& 5 %
Issuing CA % & ¥+ Subject CA
EFERFITTEP RS
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GPKIl 53 % 57 A1 5

AL |

BE 7 PFEE VLD
Certificate Policy #% ~ # = »
& 5% k& 4 Certification
Path ¢ i * Policy Mapping
adid]

z Certificate Policy # ~v # =
pF oo g« & # b Subject CA
W IREPFR
PolicyMapping F¥ > 4 7 & ¢
LA

.extnld

B~ % & L4 A e OID
id-ce-policyConstraints
(2.5.29.36)

.critical

% GPKI ¥ >policyConstraints|;i

A2k z_F_critical extension »
#1120 critical eniE & 7 &
TRUE

& d * TRUE 7 &_
DEFAULT VALUE: #r12 DER
FnFB P P 2 T AR G R A

.extnValue

extnValue 7§ 414 i £_
OCTET STRING

¥+ policyConstraints izf&
Extension @ 2 » & Jf ¢ *
PolicyConstraints 7 DER 5
# 5 # OCTET STRING i

.PolicyConstraints

PolicyConstraints ::=
SEQUENCE {
requireExplicitPolicy
[0] SkipCerts OPTIONAL,
inhibitPolicyMapping
[1] SkipCerts OPTIONAL }

SkipCerts ::= INTEGER (0..MAX)

requireExplicitPolicy &+ 4 =
£2 inhibitPolicyMapping + ##
iz g2 28 g8 4_Optional - iz &
AELICHY L -RFGE

1f o AR

requireExplicitPolicy

R A e o a0 £dp
PRI A Y

$ & BB £ o1 & Certification
Path ¥ »d PG B A2 &
BREGHELCPEAT T
Certificate Policies # “v {#

iz » ® 3% Certificate Policies
R R E T RR
11 Policy OID

.InhibitPolicyMapping

R AR E o 0 L4,
PEBE N D

st EE i £ o1 e Certification
Path » > d JL3RGZE B 422 %
ARG HER T FRE
Policy Mapping %+

.CRLDistributionPoints

CRL Distribution Points # “v
e pfEEr sy
2. CA = iw gt G AP M 2

CRL/CARL 4 Bl

PR R EEERT I
1217 4p i CRL/CARL m&‘p
51> pw GPKI #1i# * 2. CRL
Distribution Points % — &
URL =1t

.extnld B R4 oLy =0 0ID
id-ce-cRLDistributionPoints
(2.5.29.31)

.critical & GPKI| ¢ > R d 3 FALSE &£
cRLDistributionPoints 44 2% @ |DEFAULT VALUE: #712 DER
% non-critical extension » #7 | %A% ? o U g AL 0 A
r4 critical =g % #_&_FALSE

.extnValue extnValue % 4L 4] fi £ ¥1-+* cRLDistributionPoints iz
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OCTET STRING

f& Extension @ 3 > & JE {& *
CRLDistributionPoints =7 DER
kG a5 ¢ OCTET STRING

g

.CRLDistributionPoints

CRLDistributionPoints %
A - R
SEQUENCE
SIZE (1.MAX) OF
DistributionPoint

& GPKlI&§#"? » &7 g’ﬁ 1
B DistributionPoint

.DistributionPoint

DistributionPoint 3 —
SEQUENCE > p 2
distributionPoint ~ reasons &2
cRLIssuer =

GPKIl Gz & & *
distributionPoint 4 i~ > @ 7 &
* reasons £2 cRLIssuer :i&# B

i i

distributionPoint

distributionPoint § -3 L
DistributionPointName > =
DistributionPointName * £
% - f CHOICE F#4 & -
v 3% * fullName &
nameRelativeTOCRLIssuer

GPKI & # 1 CRL
distributionPoint &_#x *
fullName

fullName

fullName e 4L 4] i £
GeneralNames @
GeneralNames 7 4] fi 2|
SEQUENCE
SIZE (1..MAX) OF
GeneralName

GPKI & # 7 CRL
distributionPoint = fullName
v ¢ ¢ 7 1% GeneralName

.GeneralName

GeneralName & - &
CHOICE T #7] &

GPKI i * CHOICE ¥ =
uniformResourceldentifier » I
B P e CA 2 CRL
# URL

.inhibitAnyPolicy

(Optional)Inhibit Any-Policy
oo F
Certification Path # & *
anyPolicy iz B 477K ¢
Certificate Policy OID (OID
7 5 25.29.32.0)

$ 4§ = % Optional » v&3 §
Issuing CA % & # 1+ Subject
CALHTHCA RS BHEM
i# * anyPolicy iz B 7k
Certificate Policy OID p& »
TR QP

.extnld B~ VA PP L e 0ID
id-ce-inhibitAnyPolicy
(2.5.29.54)

critical % GPKI ¥ inhibitAnyPolicy|;x & ¢ ** TRUE # &_
A2k 2_H_critical extension » |DEFAULT VALUE: #7127 DER
st critical eRE % T E MY o B T ALK A
TRUE

.extnValue extnValue 35 44 4 i & ¥+ policyConstraints iz &

OCTET STRING

Extension @ = » & g & *
7 F
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GPKIl 53 % 57 A1 5

AL |

PolicyConstraints 7 DER %5
# s ¢ OCTET STRING eig

.InhibitAnyPolicy

& R AR o 0 2p
RGP

B F i 4 o1 1 Certification
Path » > d 3R ZE B 422 %
NIRRT HE AN F R
anyPolicy iz B 7k
Certificate Policy OID

.authorityInfoAccess

Authority Info Access # ~« 1§

]’%v

GPKI i * pt 3 “e fff i k3§

Issuing CA = 7 H &~ ¥ 5%

2 8¢k CA G DRy > X
I ST N - )

B-F 3 0 blde 1 OCSP

.extnld B~ & gt 4§ L e OID |authorityInfoAccess 2_PKIX
id-pe-authorityInfoAccess #1 Z_% 1 Private Extension
(1.3.6.1.5.5.7.1.1)

.critical & GPKI ¢ > A% 4 > FALSE &
authoritylnfoAccess & = DEFAULT VALUE- #7172 DER
non-critical extension » #712  |[Sfs ¢ o p4F g AL K ek A
critical =i % 7_&_FALSE

.extnValue extnValue 3 #3) fi £ ¥+ authorityInfoAccess iz &

OCTET STRING

Extension m 3% > & Jf ¢ *
AuthorityInfoAccessSyntax =
DER %#§ i 5 ¢+ OCTET
STRING sig

AuthorityInfoAccessSyntax

AuthorityInfoAccessSyntax
SE A A - B
SEQUENCE
SIZE (1..MAX) OF
AccessDescription

& GPKIG#" » #3127
1 i calssuers i&fd
AccessDescription » &
et Hos fAggen
AccessDescription » &]4- ocsp
AccessDescription

VARE

. AccessDescription

AccessDescription % -
SEQUENCE > p %
accessMethod &2
accessLocation =

PHAF R EEERY K
2~ 1¥ Issuing CA » £ 5 3%
% P}é] CA &% m,}‘ﬁryl

.accessMethod

accessMethod 1§ i+ e #2 3]
iy #_OBJECT

IDENTIFIER » ¢t B2 ~ OID
id-ad-calssuers
(1.3.6.1.5.5.7.48.2)

id-ad-calssuers = PKIX RFC
5280 *+ %_% 1 accessMethod

.accessLocation

accessLocation fi§ s F A2 4] |
it ¥_GeneralName > @
GeneralName £ § - i
CHOICE 7 #4] f& » GPKI
i#* CHOICE ¥ ¢
uniformResourceIdentifier ) T

L URL#FIF%—II%L: 7 H @
CA & % % lIssuing CA m’i =
CRCATEY e SR - S s g A
PKCS#7 53 # 7 ; »* URL
« V1 - iFdp e LDAP ¥
CAEntry
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GPKI & 7% * 1 78 A b i1

SNETE

Bt f ¢ ce - B calssuers
&1 URL

crossCertificatePair Attribute
77 URL 4t

.accessMethod

accessMethod 1§ i e 5k 3]

f& £ OBJECT

IDENTIFIER > ¢* zdi » OID
id-ad-ocsp (1.3.6.1.5.5.7.48.1)

id-ad-ocsp 5 PKIX RFC 5280
“rg_2& 1 accessMethod

.accessLocation

accessLocatlon B g
it ¥_GeneralName > &
GeneralName A & § - i

2 URL 4 — 1 40+ & 3%
i ﬂm}(ocsp): PR i
URL %4 » £ OCSP IR &

CHOICE F#3] & » GPKI |#t 3% i A G & ek i 730
# * CHOICE ¥ ¢
uniformResourceldentifier»
Bt ff e szt - B OCSP PR
7+ URL
1.3.3 To-Be-Signed % 3 §# 5\
1§ = nE PP
\ersion v3(2) GPKIl &z #2548 * X.509 V3
f& \:B_’féq\ (/._‘& V3 mlg_qr\z
3 E_3)

serialNumber

8 ¥ B 55 (Certificate Serial
Number )

GPKI ® #7i¢ * 2 g & R 54
- & & 5 16 Bytes s £
#ic > 1995 DER $o#6 4 & ot
i¢ * 12’s Compliment
Pl 3 £ RELF i € A
+ 0x00 > @ i 716 Bytes e
IR v L ik 17 Bytes

ey [

Signature Issuing CA 4 1578 & & &7 M1 el & Jf 22 ok
2 BR B EL SIGNED & % 2.
AlgorithmlIdentifier algorithmldentifier # & 4p
&

algorithm FANMT EXFEEOID|ERiFE 22 OID > GPKI B
- R NT ERIFY E
shalWithRSAEnNcryption shalWithRSAEncryption ~
(1.2.840.113549.1.1.5) ~ sha256WithRSAENcryption
sha256WithRSAENcryption
(1.2.840.113549.1.1.11)

.parameters NULL GPKI ¢ * cngE /78 2% 3

& parameters: e # parameters
2 E# F NULL > % +
NULL 2. DER 4%# = 0x0500

'g\l% ’
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S

H

Issuer

B E %;“—‘,% (CA) 2z X.500
Name

3 g E 2 Issuing CA
DN(#-d & CA 2z i # #5837
€ 2)

(i& PKIX 2> #75 ASN.1
DirectoryString < & %% - =
i * UTF-8 %)

Validity

g

B £ R ARG IR
7

.notBefore

e IR T
(GMT)» A gt P 2 % G 3%

i)

iz PKIX % % 2049/12/31
23:59:59 (7 ) 2@ *
UTCTime 3318 » #3545
YYMMDDHHMMSSZ > &
2050/01/01 00:00:00 ( z ) =
2 > i¢ * GeneralizedTime
i FERN
YYYYMMDDHHMMSSZ - 14
AR TR A HSS S
00+ # % %t > @k itsenZ
#.5n GMT pFfffe 3 7 4%

.notAfter

e AT p) O § ey
(GMT ) et PR 2 15 1B 3%

Frilrd

i)

iz PKIX A%t 2049/12/31
23:50:59 (5 ) 2z % @& *
UTCTime 341 4] & » #5° 5
YYMMDDHHMMSSZ >
2050/01/01 00:00:00 ( z ) 2
fs > i¢ * GeneralizedTime
A 0 RS
YYYYMMDDHHMMSSZ - 14
A fERE Y iR 8 SS S
00+ 2 ¥ 42> mkisen”Z
%7 GMT pFEfF» 2 ¥ 4%

Subject

1§ 7 2 %8 (Subject) 2. X.500
Name

M2 3 g2 Subject CA
DN(#-+d & CAz i #8837
L)

(& PKIX #.%_> #r3 ASN.1
DirectoryString ~ 5 %% - &
i€ * UTF-8 %75 )

subjectPublicKeylnfo

1§ ¥ 2 4 < Public Key Info

i ;‘ Subject CA 7Public Key
# %W % Public Key g

.algorithm % subjectPublicKey #f %]
e11 Algorithmldentifier
.algorithm OID rsaEncryption Public Key #g &) 2. OID > GPKI
(12840113549111) p a0 T ofE rsaEncryption Z_
Public Key
.parameters NULL rsaEncryption ;i & ;* 82 7% 7
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| 1G22 G G 2%

Z & parameters » iz H
parameters & ‘g 3 + NULL »
7 ¥ 42 > NULL 2. DER %
7 5 0x0500

.SsubjectPublicKey BIT STRING - ¢* BIT GPKI p = 7 % * RSA Public
STRING p 7 Subject Public |Key > #7112 gt BIT STRING 7
Key 7 DER %% & BN 7T TR e
DER %5 :
RSAPublicKey ::= SEQUENCE {
modulus INTEGER,
publicExponent INTEGER }
Extrensions SEQUENCE OF Extensions |p % 2 — B #F-vif & 7 14

T sl AR A (R
HPAVERV A A RLT
ﬁj)rlﬁﬁ, ) :

.authorityKeyldentifier

Authority Key Identifier 3%
# = > Key Identifier eng 4
= ViR R PKIX % > B~
Issuing CA =1 Public Key
SHA-1 Hash & # 5 Key
Identifier

AR D R
Issuing CA * &k & % ~ &%
e * g4 VR- Ju o (]
A Issuing CA { # & 4% H
R T AT
Issuing CA R — 3& CA & %
Kokt G

.extnld B~ VA PP uf e 0ID
id-ce-authorityKeyldentifier
(2.5.29.35)

critical % GPKI # > A% d 3t FALSE #_
authorityKeyldentifier < z_¥ |DEFAULT VALUE: #7172 DER
non-critical extension » #7126 ¢ o p4F g B K ek A
critical =i 2 z_§_FALSE

.extnValue extnValue 3 4 4] fi £ ¥+t authorityKeyldentifier iz

OCTET STRING

#8 Extension m 7 > & JfiE *
AuthorityKeyldentifier s7DER
S8 w5 ¢ OCTET STRING

0B

AuthorityKeyldentifier

AuthorityKeylDentifier ::=
SEQUENCE {

keyldentifier [0] Keyldentifier
OPTIONAL,

authorityCertlssuer [1] GeneralNames
OPTIONAL,

authorityCertSerialNumber [2]
CertificateSerialNumber

OPTIONAL }

GPKI & % i # PKIX » ¥ 3
* keyldentifier #f = > @ 7 i
* authorityCertlssuer &

authorityCertSerialNumber 1§

>

keyldentifier keyldentifier # = «nF 4L 4] |Keyldentifier s & # = ;% xR
iy 2_Keyldentifier » A PKIX & # > B~ Subject
KeylDentifier ~ £ % - &  |Public Key 1 SHA-1 Hash &
OCTET STRING 7 # 4l s |5 Keyldentifier 7 OCTET
STRING &
.subjectKeyldentifier Subject Key Identifier # ~c 1§ | o 3 “c #f =P 08 {57
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i » Key ldentifier (72 # =
7o i% fe PKIX & % > B~ Subject
1 Public Key 7 SHA-1 Hash
B s Key ldentifier

Subject CA *7i# * 14 4%
vR— Ju

.extnld B~ R & oty eh OID
id-ce-subjectKeyldentifier
(2.5.29.14)

.critical & GPKI ¢ > % d > FALSE &_
subjectKeyldentifier < z_¥_ |DEFAULT VALUE: #712 DER
non-critical extension » #7140 | Safg @ o g = € AL vk -
critical =& % 7_&_FALSE

.extnValue extnValue 3 #3) fi £ ¥+ subjectKeyldentifier iz 48

OCTET STRING

Extension m % > & Jf ¢ *
Keyldentifier s DER % #8
% #* OCTET STRING #hig

.Keyldentifier

KeylDentifier ~ & 5 - B
OCTET STRING F #L3] i

Keyldentifier sng 4 = ;% ik e
PKIX & > B~ Subject ¢
Public Key 7 SHA-1 Hash &
# % Keyldentifier 5 OCTET
STRING &

.keyUsage

Key Usage # = f§ i » s ¢
Subject Public Key #p %+ /& 2-
Private Key 1% 32 *24

2 I 5 # 2. Key Usage #-#
7 keyCertSign £ cRLSign =
i

.extnld

B~ % & L4 A e OID
id-ce-keyUsage (2.5.29.15)

.critical

& GPKI ¢ » keyUsage & %_
®_critical extension » #7114
critical =ni& % ¥ TRUE

A d 3 TRUE # £_
DEFAULT VALUE> #7112 DER
GfB Y o PR T AR R A

.extnValue

extnValue =% 423 ik £
OCTET STRING

¥+ keyUsage iz & Extension
m o &R * KeyUsage
DER a#5 a5 ¢t OCTET
STRING hig

.KeyUsage

KeyUsage » ¥ % - B
Named BIT STRING F #4]

.
X

#* Named BIT STRING z
keyCertSign(5)£ cRLSign(6)
A B Bit#gAE 51

.certificatePolicies

Certificate Policies # v {#
o e CA BB
i % g

AR ¥ Cross Certificate
AL AR L kiR
Subject CA #1g iL3F & * e
% 7 Certificate Policies > @ %
F 457 Issuing CA & 7 &
P v’ﬂ% i 1 Certificate
Polcies

.extnld

B~ V& gL 0 0ID
id-ce-certificatePolicies

(2.5.29.32)
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.critical

14 F AR 0 & GPKI

# > certificatePolicies 44 2% |
= non-critical extension » #7
2 critical = ig % 7_&_FALSE

1% 9 " FALSE &
DEFAULT VALUE- #7112 DER
Y A Ry P T

.extnValue

extnValue = 414 i £_
OCTET STRING

¥+ certificatePolicies i&4&
Extension m = - & Jf (& *
CertificatePolicies 7 DER
& i ¢t OCTET STRING =

P
B

.CertificatePolicies

CertificatePolicies 3% #2 3]
i E -
SEQUENCE
SIZE (1..MAX) OF
Policylnformation

& GPKI & ® - Cross
Certificate ¥ ic 7 7 1 B %
# Policylnformation » & i

Policylnformation sp % 4o
-

*.Policylnformation

Policylnformation & -
SEQUENCE > p 2
policyldentifier &
policyQualifiers = 4

GPKIl Gz & ¢ *
policyldentifier #f = > @ 7 ¢
* policyQualifiers 4 i+

.policyldentifier

policyldentifier 4§ = =% #!
4] i &_CertPolicyld » @
CertPolicyld » ¥ 5 - B
OBJECT IDENTIFIER 7 #¢

AN 7r
EIRY

295 Subject CA # Issuing CA
( Assurance Level ) » 3 + &
# 3% %% & &2 GPKI
Certificate Policy OID » 2 i i
CA/Browser Forum s 7. 4
ZRFOE VP EB IR
2. CA/Browser Forum z_s ¢
Certificate Policy OID

.policyMappings

(Optional)Policy Mappings #
o ket & GPKI
Certificate Policy 4rim &2
Subject CA domain =%
Certificate Policy ¥+ %

B i % Optional » v& 3 §
Subject CA #1/4; domain =
Certificate Policy I #£ GPKI
Certificate Policy p% » 4 2 &
o L

.extnld B~ VA PP L e 0ID
id-ce-policyMappings
(2.5.29.33)

critical ﬁ # PKIX » % GPKI ¢ » |2 & d ** FALSE &_
policyMappings & #_&_ DEFAULT VALUE: #7r2 DER
non-critical extension » #r4 |Ynfg ¢ 0 gt RS 0
critical =i % %_&_FALSE

.extnValue extnValue % 44 fi £ ¥+ policyMappings iz 78

OCTET STRING

Extension @ 3 » & Jf ¢ *
PolicyMappings 77 DER % %5
# i ¢ OCTET STRING i

.PolicyMappings

PolicyMappings =13 44 i

& — 1 Policy Pair =p % #-
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AL |

£ - i SEQUENCE > ¥ ¢ %
n (n>=1) %7 Policy Pairs

¢ -y HEMGD
Certificate Policy 7 OID » 4~
u] % GPKI Certificate Policy
101D £ Subject CA v’L’riﬁ i
2_ Certificate Policy 71 OID

.basicConstraints

Basic Constraints #§ ~v 1§ i

P L e R R T
B CAEE TVEHME
l-*v # j\Kfl«;“r} LL)& ﬁll,ég"ﬁ
Certification Path & &

.extnld BN R4 oLy =0 0ID
id-ce-basicConstraints
(2.5.29.19)
.critical 7 GPKI # > basicConstraints|;i % ¢ > TRUE # &_
< g_F_critical extension » #t | DEFAULT VALUE: #r12 DER
v critical eniE & T A_TRUE | %8 » - JL 4 27 7 4R 4 v hL
.extnValue extnValue 3 #3) fi £ ¥+ basicConstraints :&4a.

OCTET STRING

Extension m 3% > & Jf ¢ *
BasicConstraints =7 DER %45
s ¢ OCTET STRING eig

.BasicConstraints

BasicConstraints ::=
SEQUENCE {
cA BOOLEAN DEFAULT FALSE,
pathLenConstraint INTEGER (0..MAX)
OPTIONAL }

wGPKI# » 23 gFEL ¢ @
P CAFHEZ A
pathLenConstraint + 4 = &_%
Z & 34 Certification Path £
BpE > e @

.CA

7~ TRUE » &1
CA & #

A A

A% d 3 TRUE 7 §_
DEFAULT VALUE- #1127 DER
oGP o SRR T A A

.pathLenConstraint

(Optional) & & pF+# 3 »~
Certification Path £ & *24] ¢

pun
=)

AR S -
Certification Path & & *341 ;
0 i % Subject CA © 5‘; 5
EE&# 72w §# 2 H i CA
i& {7 Cross Certification ;
1 ¥ % Subject CA K,lrt R
EEG#H » R L &eta 1
% CA iz {7 Cross
Certification ;
2 % % Subject CA “,f T 5
EE&# L &4 a 1k CA
i 7 Cross Certification > @ 3
hECAx il te 1A
CA :& {7 Cross Certification ;
G U

.policyConstraints

(Optional)Policy Constraints
e ko

LL)ﬂ;E lf_;i Optional s \:’Evﬁ g
Issuing CA 7 & %+ Subject CA
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AL |

Certification Path ¥ =7 3% %
BEF PR ERLD
Certificate Policy #% ~ # = »
&g % k4 # Certification
Path ¢ i * Policy Mapping
adid]

ERBEMAT LS
z Certificate Policy 4§ ~v # =
pF s g\ § & # b Subject CA
W IREPER
PolicyMapping F¥ > 4 7 & i¢
* PR

.extnld

B~ % & g A e OID
id-ce-policyConstraints
(2.5.29.36)

.critical

% GPKI ¥ >policyConstraints|;i

A2k z_F_critical extension »
“rr) ocritical ehiE
TRUE

XE

% d * TRUE 7 &_
DEFAULT VALUE: #r12 DER
FFB P PP T AR G R A

.extnValue

extnValue 3 414 i £
OCTET STRING

¥+ policyConstraints i&fé&
Extension @ 3 » & Jf ¢ *
PolicyConstraints 7 DER 5
# 5 #* OCTET STRING i

.PolicyConstraints

PolicyConstraints ::=
SEQUENCE {
requireExplicitPolicy
[0] SkipCerts OPTIONAL,
inhibitPolicyMapping
[1] SkipCerts OPTIONAL }

SkipCerts ::= INTEGER (0..MAX)

requireExplicitPolicy &+ # =
£2 inhibitPolicyMapping + ##
iz g2 28 g8 4_Optional - iz &
r%'%z‘*';_}‘_[c‘i—-.o;pﬁ =R

4 o R A AR

requireExplicitPolicy

&R A e o a0 £dp
PRI A Y

$ & B e 4 o1 & Certification
Path @ »d pt g‘g)&%}s = A= 7 S
Aok )&pﬁ_\»/?fm-&pg}a
Certificate Policies #§ ¢ ##
[+ Certificate Policies
Wi w3 7 EL
11 Policy OID

.nhibitPolicyMapping

R A RE o 0 L4
PAEBE N D

e £ 57 % Certification
Path ¥ »d J* 361G 7 B A2 2
MERBEE A e
Policy Mapping 1

.CRLDistributionPoints

CRL Distribution Points #

%&5%,’*?\. I}LAﬁ?@
2. CA = iw gt ?@ %40 B 2.

CRL/CARL e hh

PR EERERT I
|45~ 19 4p B CRL/CARL sy
515 p % GPKI #7# * 22 CRL
Distribution Points %z — &
URL &1+

.extnld B~ A PP en OID
id-ce-cRLDistributionPoints
(2.5.29.31)

.critical & GPKI| ¢ > 1% d * FALSE #_

cRLDistributionPoints ## 2% #_
% non-critical extension > #7
r4 critical =g % #_&_FALSE

DEFAULT VALUE > #+12 DER
SR P o S g AL E R
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.extnValue

extnValue =% 424 f& £
OCTET STRING

¥+t cRLDistributionPoints i&
f& Extension m % > % R *
CRLDistributionPoints 7 DER
Fg s - OCTET STRING

g

.CRLDistributionPoints

CRLDistributionPoints %
A G- R
SEQUENCE
SIZE (1.MAX) OF
DistributionPoint

& GPKlI &#"? » &7 g’ﬁ 1
i# DistributionPoint

.DistributionPoint

DistributionPoint 3 —
SEQUENCE > p 2
distributionPoint ~ reasons £2
cRLIssuer = ##

GPKIl Gz & & *
distributionPoint # i~ > @ 7 &
* reasons £2 cRLIssuer :i&# B

i

distributionPoint

distributionPoint § 3 L
DistributionPointName > =
DistributionPointName * £
% - f CHOICE F#4 & -
# £ * fullName
nameRelativeTOCRLIssuer

GPKI & # 7 CRL
distributionPoint &_#x *
fullName

fullName

fullName =% L4 fs &
GeneralNames @
GeneralNames =17 L 3] f5 &_
SEQUENCE
SIZE (1..MAX) OF
GeneralName

GPKI & # 7 CRL
distributionPoint = fullName
r ¢ ¢ 7 1% GeneralName

.GeneralName

GeneralName &_— &
CHOICE T #7] i&

GPKI i * CHOICE ¥ =
uniformResourceldentifier » I
B¢ e CA 2 CRL
# 1 URL

.nhibitAnyPolicy

(Optional)Inhibit Any-Policy
oo R A
Certification Path # & *
anyPolicy iz B 47K
Certificate Policy OID (OID
7 5 2.5.29.32.0)

B i % Optional » v& 3 §
Issuing CA % & # i+ Subject
CALHT™HCA RS BHEM
i# * anyPolicy it B #7k e
Certificate Policy OID p& »
TR QP

.extnld B~ V& PP L 0 0ID
id-ce-inhibitAnyPolicy
(2.5.29.54)

critical % GPKI ¥ sinhibitAnyPolicy|;x & ¢ ** TRUE # &_
Ak 2_H_critical extension » |DEFAULT VALUE- #7127 DER
#1120 critical ehiE & 2 & K NS B S SRR A
TRUE

.extnValue extnValue 3 44 4 fi & ¥+ policyConstraints iz &
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AL |

OCTET STRING

Extension m % - & Jf (¢ *
PolicyConstraints 7 DER 5
# i #t OCTET STRING i

.InhibitAnyPolicy

DR -3 SR JUEE R
RGP

B F#cie 4 o1 1 Certification
Path ¥ »d pt3RIGEE A2 5
NIRRT HE AN FR Y
anyPolicy iz B 7k
Certificate Policy OID

.authorityInfoAccess

Authority Info Access # “« 1§

(>

GPKI i # gt 3 “u ff i ke ¢
Issuing CA =i H » ¥ 5 3%
z # PR CAGHEDREy T
FALG LA P Hois fARgeany
%ﬁgm » &4 : OCSP

.extnld B~ & gt L = en OID |authorityInfoAccess 2_PKIX
id-pe-authorityInfoAccess #1 Z_% 1 Private Extension
(1.3.6.1.5.5.7.1.1)

.critical & GPKI # > 3% 4 > FALSE &_
authoritylnfoAccess & = DEFAULT VALUE- #7172 DER
non-critical extension » #1714 |$fg ¢ o U AF g AR G R A
critical =i <% 7_&_FALSE

.extnValue extnValue 3 #43) fi & ¥+ authorityInfoAccess iz &

OCTET STRING

Extension m % > & Jf ¢ *
AuthorityInfoAccessSyntax =
DER %#§ i 5 ¢+ OCTET
STRING HITE

AuthorityInfoAccessSyntax

AuthorityInfoAccessSyntax
AR A A - B
SEQUENCE
SIZE (1..MAX) OF
AccessDescription

& GPKIEz? » #1  7 }
1 i calssuers izfd
AccessDescription » & ¥
£ e P H U D
AccessDescription » )4 ocsp
AccessDescription

wg

. AccessDescription

AccessDescription % -
SEQUENCE > p %
accessMethod &2
accessLocation =

PHAF R EEERY I
2~ 1¥ Issuing CA ~ £ 5 3%
% }é] CA &% rrq‘ﬁ 3|

.accessMethod

accessMethod 1§ i+ e 2 7]
it €. OBJECT
IDENTIFIER » ¢t B2 ~ OID

id-ad-calssuers
(1.3.6.1.5.5.7.48.2)

id-ad-calssuers % PKIX RFC
5280 #t z_% ¢ accessMethod

.accessLocation

accessLocation fi§ s F A2 4] |
it ¥_GeneralName > @
GeneralName £ § - i
CHOICE F #4] & » GPKI
i#* CHOICE ¥ ¢

L URL#FIF%—II%L: 7 H @
CA % 7 ¥ Issuing CA m’i =

#enfh s Ak R e &
PKCS#? B 7] URL
» ¥ g - #dgw LDAP ¥
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AL |

uniformResourceIdentifier’ B
Gt ¢ sz - 1B calssuers
1 URL

CAEntry 0
crossCertificatePair Attribute
77 URL 4t

.accessMethod

accessMethod 1§ i e L 3]
fi £ OBJECT

IDENTIFIER > ¢* zdi » OID
id-ad-ocsp (1.3.6.1.5.5.7.48.1)

id-ad-ocsp 5 PKIX RFC 5280
“rg_2& 1 accessMethod

.accessLocation

accessLocation fif 5 L 3)

it %_GeneralName >
GeneralName ~ ¥ ¥ — i

o URL 4y o — B 40 ¢ 16 34
& % 74 IR i%(OCSP) 7 IR B 25
URL 5 + #* OCSP 7 IR &

CHOICE F# 4l fs » GPKI  |ac #& ix NG & eyl it 73
i## * CHOICE ¥ ¢+
uniformResourceIdentifier’ ¥
ER | S i\— % OCSP R
x> URL
1.3.4 To-Be-Signed s /-4 b 16 & #2 54
1§ = nE o

Version

v3(2)

GPKI &z 5% & * X.509
V3 I& ’l‘é-)(\‘ (/._‘E, V3 L’F’IE'
'«LZ m 7 zk3>

serialNumber

B ¥ B 55 (Certificate Serial
Number)

GPKI ® #1i¢ * 2_15 3% B 50

¥ - BE R 5 16 Bytes it

B #1995 DER %85 %+ ¥k
#1i¢ * en12’s Compliment 3
Al 3 & ALY G € vk

A4+ 0x00 - @ i# #7116 Bytes
e FHCR EL R 17

Bytes e7 R
signature CA E# 41" 2 B w82 [BipenE e For otk
2_ Algorithmldentifier SIGNED & # 2.
algorithmldentifier # =& 4p
&
algorithm TANTERHEZOID2|EFE %2 OID GPKI
- PR @* T ERIRE
shalWithRSAEncryption EI
(1.2.840.113549.1.1.5) ~ shalWithRSAEncryption
sha256WithRSAENcryption  [sha256WithRSAEncryption
(1.2.840.113549.1.1.11)
.parameters NULL GPKI i * eng & /78 2 %

Z & parameters > e H
parameters «& f 3}

36




GPKI

B2 AL P 2R

NULL» 7 # % ¢ » NULL 2
DER % #% = 0x0500

issuer

B EF (CA) X.500
Name

CA & £ hDN(#-d CAZL ¢
P T R 2)

(i& PKIX 3 2 #75 ASN.1
DirectoryString = F % #% —
@ * UTF-8 %)

validity

BRECT PRI G R A
i

G E RALIGHEICR ™

T

.notBefore

QR AR ISR
(GMT) > Byt pFEf 2w g

iz PKIX 2 1 2049/12/31
23:59:59 (7 ) 2 wnig *
UTCTime 74231 - f5% &
YYMMDDHHMMSSZ » &
2050/01/01 00:00:00 ( 7z ) =
t¢ > ¢ * GeneralizedTime F
A - R R
YYYYMMDDHHMMSSZ -
DRI SR <
SS L 00+ # ¥ 9% 5 @
isenZ %7 GMT pERF 4 2
A

.notAfter

el A S R S L Y
(GMT) » B PR 2 (508

2 2 s
vE AT

% PKIX 2 21 2049/12/31
23:59:59 (7 ) 2w ¢ *
UTCTime 3444 & > #2545
YYMMDDHHMMSSZ » %
2050/01/01 00:00:00 ( z ) 2
f¢ > ¢ * GeneralizedTime 3
FARE > 238 5
YYYYMMDDHHMMSSZ -
A fER T TR ik
SS 500~ # ¥ gt @
t$enZ 457 GMT prfF» %
A

subject

B %% ¥ % (Subject) 2
X.500 Name

f’zf,‘q—q\;& i =11 X.500 Name =
FheT o
C T™W

L=£#7 ZA(EFHSFF
_f # 2L 's’,}'{/“ﬁ
L=r%487 % 2 (EH#ELF
B R K S R
O=#H (#) 792 T2
OU= it f 8 B (1E) 7% € 2
FERLEE T If 7 k)
(i& PKIX 3 % #75 ASN.1
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2&1—*4;1)& }%},L _Fn,h;,\aj

DirectoryString < 3 %8 —
=i * UTF-8 %48 )

subjectPublicKeylnfo

1§ ¥ 2 1 0 Public Key Info

7z 1 Subject -7 Public Key %
w2 Public Key hig

.algorithm * % subjectPublicKey # %]
11 Algorithmldentifier
.algorithm OID rsaEncryption Public Key #g %] 2. OID >
(1.2.840.113549.1.1.1) GPKI p % = & *
rsaEncryption z_ Public Key
.parameters NULL rsaEncryptlon e L
Z & parameters - iz H
parameters «& g 3
NULL > # ¥ 74 3% » NULL 2
DER %#% = 0x0500
.subjectPublicKey BIT STRING - ¢+ BIT GPKI p # % % RSA

STRING p # Subject Public
Key 7 DER % #5 &

Public Key » #7112yt BIT
STRING hig#-p 5 11T &
FL4] 4% = DER $0#B
RSAPublicKey ::= SEQUENCE {

modulus INTEGER,
publicExponent INTEGER }

extrensions

SEQUENCE OF Extensions

REL-BBARE ¢S
T eyl oo R (%
LBEY VERT i R
[V ﬁqmg.“}?g_ ) :

.authorityKeyldentifier

Authority Key Identifier 3%
# = » Key Identifier en g 4
> ViR e PKIX 28 > B
Issuing CA =1 Public Key
SHA-1 Hash & # 5 Key
Identifier

A e T
CA™ kg4 hBE TR
& 4L 0 1 i & CA
R RS T s
%7 i% ¢ * CA - 3k CA
B kB

.extnld B A L =0 OID
id-ce-authorityKeyldentifier
(2.5.29.35)

critical & GPKI ¥ > A% d >t FALSE &_
authorityKeyldentifier & z_&¥_ |[DEFAULT VALUE » #712
non-critical extension » #7127 |DER $a#§ ¢ - U4 = € 4% 4
critical enig & 7 §_FALSE |[v% #

.extnValue extnValue 35 44 2] fi & ¥t authorityKeyldentifier

OCTET STRING

izfd Extension @ 3 5 & Jpié
*  AuthorityKeyldentifier 7
DER %% i i #* OCTET
STRING i

AuthorityKeyldentifier

AuthorityKeyldentifier %

#L2H 2§ = i Optional e

GPKI & # iz 93 PKIX » ¥ #
* keyldentifier #f > m % i
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S

W = & % &_keyldentifier ~
authorityCertlssuer £

authorityCertSerialNumber 4§ | -

(>

* authorityCertlssuer £
authorityCertSerialNumber ##

’
>

.keyldentifier

keyldentifier # 5 5 #L4)
it 2_Keyldentifier » &
KeylDentifier ~ £ % — B
OCTET STRING 7 #4] fx

Keyldentifier eng 4 = ;% i
P PKIX &% » B~ Subject =
Public Key #57SHA-1 Hash &
# % Keyldentifier 7 OCTET
STRING &

.SubjectKeyldentifier

Subject Key Identifier 3 ~« 1§
iz » Key ldentifier 02 4 =
;Ui R PKIX 4% > B~
Subject 7 Public Key =n
SHA-1 Hash & # & Key
Identifier

PR AR en e g R
Subject #7i¢ * & 4 H IR -
;IH:

.extnld B~ V& PP L e 0ID
id-ce-subjectKeyldentifier
(2.5.29.14)

.critical & GPKI ¥ > A% d >t FALSE &_
subjectKeyldentifier < z_¥_ |DEFAULT VALUE - #7112
non-critical extension » 712 |DER %af§ ¢ - o 4 = € 4% 4
critical i & 7_¥_FALSE [ H-

.extnValue extnValue 3 #3) fi £ ¥+ subjectKeyldentifier i&

OCTET STRING

& Extension @ % - <& Jf f& #
Keyldentifier < DER %78
%+ OCTET STRING i

.Keyldentifier

KeylDentifier ~ ¥ 5 - B
OCTET STRING F#L3] i

Keyldentifier 0 4 = ;% i
P PKIX %% » B~ Subject
Public Key #57SHA-1 Hash &
% Keyldentifier sn OCTET
STRING &

&_critical extension » #714

.keyUsage Key Usage # o #§f = » ;2 §% |GPKI = i Subject 3% i¢ *
Subject Public Key p ¥+ &2 |59 % & 4% = B & 4G4
Private Key e# i '3 (Dual Key Pairs) % ‘i ) A,\
% Lé.q.i SufRip o ¥
% EE T IBHEZ Key Usage
#-¢ 7 digitalSignature: @ 4c
% % & % 2. Key Usage #-#
7z keyEncipherment £
dataEnmpherment B fE T g
.extnld B R4 oL =eh OID
id-ce-keyUsage (2.5.29.15)
critical & GPKI ¢ » keyUsage & z_[i & ¢ ** TRUE % &_

DEFAULT VALUE » #1114
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B2 BEAL P RINY

critical =& % #_§_TRUE

DER %% @ + g f§f =7 ¥ 4%
R

.extnValue extnValue 3 42 4] i 2 ¥+ keyUsage i&4d
OCTET STRING Extension m = - & Jf (¢ *
KeyUsage 1 DER %5 #4 5
#t OCTET STRING i
.KeyUsage KeyUsage & £ % — i FrBHELHEETYRE

Named BIT STRING 7%

.
g

A+ Named BIT STRING z.
digitalSignature (0):z # Bit
ME AL L L EHES
‘e @ > Bl Named
BIT STRING z
keyEncipherment(2) ¢z
dataEncipherment (3)i = i
Bit #-¢ A% 5 1

.certificatePolicies

Certificate Policies % v {#
o e CA R BT

® i K

B~ CA 5 2 BT ik
¥ 71 GPKI Certificate Policy
z_ 0OID

.extnld B~ VA PP uf e 0ID
id-ce-certificatePolicies
(2.5.29.32)
.critical 14 FE AR > & GPKI [/2E 4 3t FALSE &
¢ > certificatePolicies # % ®|DEFAULT VALUE » #712
= non-critical extension » #7 |DER %#g ¢ > M i € 4 4
2 critical e & 2 & W H
FALSE
.extnValue extnValue % 4 4] fi & ¥+ certificatePolicies i& 48

OCTET STRING

Extension m = - & g (& *
CertificatePolicies 1 DER %%,
st OCTET STRING

.CertificatePolicies

CertificatePolicies =% #2 3]
- B
SEQUENCE
SIZE (1..MAX) OF
PolicyInformation

& GPKI &% " - EE
Certificate % it 2 7 1 B
Policylnformation

.PolicyInformation

Policylnformation & -
SEQUENCE > p 3
policyldentifier 2
policyQualifiers = #

GPKIl gz & *
policyldentifier #f = > a 7
* policyQualifiers # -

.policyldentifier

policyldentifier #§ & 7 2
4| 4 %_CertPolicyld »
CertPolicyld ~ ¥ % -
OBJECT IDENTIFIER 7 #2

Al {E
EY LY

95 CA & 3 o g PF 73
* hikE % % (Assurance
Level )» 3 F X £ % %%
% 2_ GPKI Certificate Policy
OID
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2&1—*4;1)& }%},L _Fn,h;,\aj

.SubjectAltName

Subject Alternative Name 7
i 0 B GPKI s s B
BT PP R r e
Subject =7 Email Address

$ ¥ = 5 Optional » =& %
13 Subject /2 7 Emall
Address » & F 74 # F #-
Email Address 2 i %.1§ %
6’ﬂiﬁmﬁaﬁgw

.extnld

B~ % & L4 A e OID
id-ce-subjectAltName
(2.5.29.17)

.critical

% GPKI # > subjectAltName|;i

2K Z_% non-critical
extension » #7 14 critical ehiE
% Z_¥_FALSE

% ¢ ** FALSE 4_
DEFAULT VALUE » #7111
DER % @ > s {F i€ 48
i Kin

.extnValue

extnValue 3 #43) fi £
OCTET STRING

¥+ subjectAltName iz f&
Extension m % > & Jf ¢ *
SubjectAltName =7 DER %75
% ¢ OCTET STRING

/A
B

.SubjectAltName

SubjectAltName 3
&_GeneralNames
GeneralNames 73 . 4] i £
SEQUENCE
SIZE (1..MAX) OF
GeneralName

sl
A

i |GPKI 1§ %

SubjectAltName
GeneralNames ¥ ¢ ¢ 2
GeneralName

1

.GeneralName

GeneralName &_—- B
CHOICE ¥

sl A BE
=3 Ry

GPKI & * CHOICE ¥
rfc822Name » I A pL ¥ &
1 Subject =7 Email Address

.SubjectDirectoryAttributes

Subject Directory Attributes
L =0 * Kk eék Subject

* RRERAETR Y
g 13k

OB

.extnld B~ A L = en OID
id-ce-subjectDirectoryAttribu
tes (2.5.29.9)

.critical # GPKI ¢ > ;1% d * FALSE #_
subjectDirectoryAttributes & |[DEFAULT VALUE > #7112
% ®_5 non-critical DER %5 ¢ » L iF i g 44 4
extension » #712 critical (g w2 H-
& %_§_FALSE

.extnValue extnValue 3 4 4] fi & ¥

OCTET STRING

subjectDirectoryAttributes &
#8 Extension @ 7 » & Jp ¢ *
SubjectDirectoryAttributes
DER %% i i+ OCTET
STRING i

.SubjectDirectoryAttributes

SubjectDirectoryAttributes £

BT e 5 F Rl SRy

FRAE L

B M EE € T A B
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G R G A  F F R

S

H

SEQUENCE
SIZE (1..MAX)
OF Attribute

.subjectType Subject #g ] G140 H type 2|} B K E A 1 BHE
values 4= : Subject e &)
type OID id-chtpki-at-subjectType |+ % #~ % Subject Type
(2.16.886.1.100.2.1) Attribute 2. OID
.values OID ¢t OID # 7t & % Subject

id-chtpki-et-GovernmentAge
ncy (2.16.886.1.100.3.2.1.1)

HW) 5 RO R

.cardHolderRank

FEAmrg+t s 4
type ¥ values 4= :

PR KR A B
Subject 2. + ® ##3 4 GE b
At L

4] i 2_SEQUENCE SIZE
(1..MAX) OF KeyPurposeld

type OID # % £ Card Holder Rank
id-chtpki-at-cardHolderRank |Attribute 2. OID
(2.16.886.1.100.2.2)
.values ¥ ~ printable % &’ ‘primary’ %+ B4 A
primary’ £’ secondary’ S B
secondary’ # it + HiFF A
A FF G A
.entityOID 42 OID it - H type & ot Bt * ket B3
values 4= : Subject 57 0OID
type OID id-chtpki-at-entityOID  |# % # 4 Entity OID
(2.16.886.1.100.2.102) Attribute z. OID
.values B~ rehris i 2 OID d GPKI Naming Authority %t
- Smpez e M OID
.extKeyUsage Extended Key Usage # “o 1 | " #ff i 2 & Fo i B 15 385
= » z=§* Subject Public Key |Private Key i il * i
A0 %% s 2. Private Key ehd# sk
* i
.extnld B~ V& PP L e 0ID
id-ce-extKeyUsage
(2.5.29.37)
.critical % GPKI ¥ »extKeyUsage #% [/ & ¢ ** TRUE % &_
%_4_critical extension » #712|DEFAULT VALUE » #7112
critical =hig & ¥ _TRUE |DER %5 ¥ » JHHF =7 ¥ 4%
A En
.extnValue extnValue % 4 4] fi £ ¥+ extKeyUsage 48
OCTET STRING Extension @ = » & Jf & *
ExtKeyUsageSyntax -7 DER
S8 w5 2t OCTET
STRING =g
ExtKeyUsageSyntax ExtKeyUsageSyntax e 4 |52 i B G 3 eh

ExtKeyUsageSyntax ¢ 7 1
2 2 # KeyPurposeld
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.KeyPurposeld

Ah

KeyPurposeld % #2 3] g &_
OBJECT IDENTIFIER » #* i
# » OID |d-kp-cI|entAuth
(1.3.6.1.5.5.7.3.2)

id-kp-clientAuth % PKIX
RFC 5280 #12_s& = Key
Purpose OID » 7= 5 Extended
Key Usage # v 1§ = 3f 3K 2.
Key Purpose OID

.KeyPurposeld

KeyPurposeld % L 4] & &_
OBJECT IDENTIFIER > * e
# ~ OID
id-kp-emailProtection
(1.3.6.1.5.5.7.3.4)

id-kp-emailProtection 3
PKIX RFC 5280 #13_%
Key Purpose OID - ¢ Key
Purpose OID % Optional » &
SubjectAIternative Name ¥
ol 3 2 se{t Subject
& Email Address p% > R
Extended Key Usage # ~¢ ##
8 & % ¢ KeyPurpose
OID

.CRLDistributionPoints

CRL Distribution Points # -t
%&B]’a , 1‘%?\2?}% L33 I&%}ﬁ
z. CA 2wt g dE4p b 2

CRL 4t

LL%/UJ{?I«&]L)& }f&’ﬂjﬁ
e @ 4p b CRL chdp sl p
@ GPKI #1i¢ * 2. CRL
Distribution Points ¥ ¢ 7 1
i 21 URL

.extnld B~ V& PP L e 0ID
id-ce-cRLDistributionPoints
(2.5.29.31)

.critical & GPKI ¢ > A% ¢ > FALSE &
cRLDistributionPoints 4#3% |DEFAULT VALUE » #7112
¥_% non-critical extension > |DER %% ® 5 st 4F € AL H
#r12 critical e0iE &% T_&_ v H
FALSE

.extnValue extnValue 3 4 4] fi & ¥1-+* cRLDistributionPoints

OCTET STRING

i Extension @ % 5 & Ff ié
* CRLDistributionPoints
DER %.#5 #a % ¢ OCTET
STRING g

.CRLDistributionPoints

CRLDistributionPoints %
A E - B
SEQUENCE
SIZE (1..MAX) OF
DistributionPoint

i GPKI G f Y o =
CRLDistributionPoints z 7 1
120 DlstrlbutlonPomt °o o
% 7 & 1% DistributionPoint
P> % 1 1% 5 Partitioned CRL
crURL> % 2 i 5 Complete
CRL#URL;4r% = 2 1%
DistributionPoint fF » p] %
Complete CRL =7 URL

.DistributionPoint

DistributionPoint : -
SEQUENCE > p %
distributionPoint ~ reasons £

GPKI Gz & & *
distributionPoint # i~ > @
i * reasons £ cRLIssuer i&
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cRLIssuer =

SR

distributionPoint

distributionPoint - e 3 L
DistributionPointName > =
DistributionPointName * £
= — 1 CHOICE ¥ ) FLA g o
v £ * fullName &t
nameReIativeToCRLIssuer

GPKI & # 7 CRL
distributionPoint &_3x *
fullName

fullName

fullName e 4L 4] i £
GeneralNames m
GeneralNames =3 42 4] & 2
SEQUENCE
SIZE (1..MAX) OF
GeneralName

GPKI & # e CRL
distributionPoint = fullName
v ¢ ¢ 7 1% GeneralName

.GeneralName

GeneralName &_—- B
CHOICE 7 #3] i

GPKI :£ * CHOICE *# =
uniformResourceIdentifier’ .

E )U? CA i CRL
;}fgijRL P EG CRL S
Partitioned CRL B » Rt 4
[hadlhs o= v:;\ v URL
CRL =
issuingDistributionPoint 4 v
e #riefteh URL = 2
il

/F’ bl;" %

.authorityInfoAccess

Authority Info Access #§ ~« 1§

>

GPKI & * L“%fu%&“%i*’
?\. CAamH AELGHz H
K CA B e AL &
AREEA B fé@pm,;ﬁx
3 > b4e - OCSP

.extnld B~ & gt L =0 OID |authorityInfoAccess 2 PKIX
id-pe-authorityInfoAccess #7 %_s ¢ Private Extension
(1.3.6.1.5.5.7.1.1)

.critical & GPKI ¥ > A% d >t FALSE &_
authoritylnfoAccess & = DEFAULT VALUE » #11
non-critical extension » #712 |DER %af§ ¢ > o ff = € 4% 4
critical i % 7_§_FALSE |v& H-

.extnValue extnValue 3 4 4] fi & ¥+>+ authoritylnfoAccess iz

OCTET STRING

#8 Extension m 3 > & R i@ *
AuthoritylnfoAccessSyntax
1 DER 4078 i s ¢t OCTET
STRING i

AuthorityInfoAccessSyntax

AuthorityInfoAccessSyntax
ET"F ‘f"q' Hi{— )£
SEQUENCE

SIZE (1..MAX) OF

& GPKlI gz ? » #3732
3 1 1@ calssuers izfd
AccessDescription > I ¥
&b P H B

wF

44




GPKIl 53 % 57 A1 5

AL |

AccessDescription

AccessDescription» |4 ocsp
AccessDescription

. AccessDescription

AccessDescription 3 -
SEQUENCE > p 3
accessMethod &2
accessLocation = ##

Ll R RRERY I
2~ 1¥ Issuing CA + £ 5%
%+ CA G5

.accessMethod

accessMethod 1§ i+ e 2 3]
it %_OBJECT
IDENTIFIER > ¢+ &g ~ OID
id-ad-calssuers
(1.3.6.1.5.5.7.48.2)

id-ad-calssuers = PKIX RFC
5280 *+ %_% <1 accessMethod

.accessLocation

accessLocation #§ 3 L
A #& ¥_GeneralName » @
GeneralName A & & -
CHOICE 734 fi » GPKI
# * CHOICE ¥ ¢
uniformResourceldentifier >
Tof g AE e - B
calssuers =7 URL

## URL4ge - e 7 2o
CA &% % éf Issuing CA mi
I REShE ’;x*éﬁ*mfé
;S A PKCS#7 a#e 7] ¢
URL » ¥ & - Bdpw
LDAP # CAEntry e

crossCertificatePair Attribute
1 URL 4t

.accessMethod

accessMethod {§ i e 3 AL 3
i #_OBJECT
IDENTIFIER > ¢* i » OID
id-ad-ocsp
(1.3.6.1.5.5.7.48.1)

id-ad-ocsp = PKIX RFC
5280 *+ %_% 5 accessMethod

.accessLocation

accessLocation fif % L

W URL 4w - B4t &3

2] i ¥_GeneralName » @ [ it & 4 PR7+(OCSP) 7 PR
GeneralName ~ ¥ § - i = URL f4- ¢+ OCSP @
CHOICE F# 4l f& » GPKI [JRE iv #& i MG TRk & §
# * CHOICE ¢ e 2
uniformResourceldentifier »
T gt ff P se§t - B OCSP
PR7% 7 URL

1.3.5 To-Be-Signed scfir-¥ 1§ # # 54

e rE P
version v3(2) GPKIl & #5418 * X.509

V3 & \'—'E.’]v\:z"}\‘ (/l % V3 iE
£2a 7% E.3)

serialNumber

8 ¥ B 5 ( Certificate Serial
Number )

GPKI # #7i¢ * 2 15 & B 5L
- & R 5 16 Bytes it
0 1935 DER %075 %4 1 #c
#rig e 2’s Compliment
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B2 B AL P fE 31

S

Bl 3 EARET R Am
i+ 0x00 » @ & ¢ 16 Bytes
SOl R E L R 17
Bytes t7 @&

signature CAEHFH* 2 FRFE 2 [P fedtk
z_ Algorithmldentifier SIGNED & # 2
algorithmldentifier # =i 4p
&
algorithm FALMTERFEZ0ID2|E R w5 22 OID GPKI
- Pa R @* T ERIRE
shalWithRSAEncryption PEI
(1.2.840.113549.1.1.5) shalWithRSAEncryption
sha256WithRSAENcryption  |sha256WithRSAENcryption
(1.2.840.113549.1.1.11)
.parameters NULL GPKI & % eng 3 /%8 2
2 & parameters > iz #
parameters & Jf 3}
NULL: % ¥ % v » NULL 2
DER 7§ 5 0x0500
issuer &% %% % (CA) 2 X500/CA # £ :HDN(#-d CA L ¢
Name R 3T 2)
(& PKIX #2735 ASN.1
DirectoryString <~ F %5 —
Ei#* UTF-8 %5 )
validity B PP R A o |G R RALB IR A
[ &
.notBefore BB R SR R PKIX 23R 2 % 2049/12/31
(GMT)» A ptpFRFz w0 lg (23:59:59 (3 ) 2 @ ig *
[ s UTCTime 741 i » f3% 5
YYMMDDHHMMSSZ » &
2050/01/01 00:00:00 ( 7z ) =
f¢ » ¢ * GeneralizedTime
AR 0 RS R
YYYYMMDDHHMMSSZ -
MLF A fEN Y T fdk
SS L 00+ # ¥ 9% 5 @
fsenZ &7 GMT PFRF & 7
A
.notAfter G A s R o R | PKIX 2R 2_1 2049/12/31

(GMT) > Ayt pFRF 2 1505

23:50:50 (5 ) 2 % @& *

UTCTime 7R 318 » #5 5
YYMMDDHHMMSSZ »
2050/01/01 00:00:00 ( 7 ) 2
{5 > & * GeneralizedTime ¥
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G A B AL P R

S

H

PG
YYYYMMDDHHMMSSZ -
PEEE TR L

SS % 004 # ¥ iz > @ f
isenZ %7 GMT R4 2

A

subject

G K % ¥ % (Subject) 2
X.500 Name

Fe-H 4 X.500 Name
g™

C=TW

L=£#7 ZA(FHLF P
@ H S TR

L=7%487 & 2 f(E# LW
[0 B # M 3 O
O=# B (J£) 72 T2
OU= 1 5 W (1) £ H 12557
FELF(ERL L T
)

OU="t g o 2 T 2F
(i& PKIX 3 %> %75 ASN.1
DirectoryString = F % #% —
i+ UTF-8 %48 )

subjectPublicKeylnfo

1§ ¥ 2 4 < Public Key Info

7z §¢ Subject cmPublic Key #f
5| %2 Public Key #hig

.algorithm * % subjectPublicKey #g %]
1 Algorithmldentifier
.algorithm OID rsaEncryption Public Key #g %] 2. OID >
(1.2.840.113549.1.1.1) GPKI p % = & *
rsaEncryption z_ Public Key
.parameters NULL rsaEncryption ;i & j* &2 2% 7

Z £ parameters » iz H
parameters & /g 3

NULL > # ¥ 4 %% » NULL 2_
DER % # 5 0x0500

.SubjectPublicKey

BIT STRING - ¢* BIT
STRING p 7 Subject Public
Key 77 DER %78 &

GPKI p # = # * RSA
Public Key » #7172 3 BIT
STRING ehig #-p 3 1T F

FL A i 0 DER %0 /5 ¢

RSAPublicKey ::= SEQUENCE {
modulus INTEGER,
publicExponent INTEGER }

extrensions

SEQUENCE OF Extensions

REL-BBAWE F S
YU g g e fE s (F %
LI GVER T i 4 E_R
1 F ﬁ””’a}‘?‘ ) .

.authorityKeyldentifier

Authority Key Identifier 3% >

P A LR e hE R T
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# = > Key Identifier eng 4
ViR PKIX &% 5 B~
Issuing CA 1 Public Key =n
SHA-1 Hash & # 5 Key

CA* XE& ABH TR
G4 R — F 000 i & CA
{Hs42 2 ALDREERFD
$7 3% @ * CA 5w%— 3E CA

Identifier B REHR ! EGE

.extnld B~ R & oty eh OID
id-ce-authorityKeyldentifier
(2.5.29.35)

.critical & GPKI ¢ > 2% 9 > FALSE H_
authorityKeyldentifier & z_& |[DEFAULT VALUE » #712
non-critical extension > #7127 |DER $n#§ ¢ - U4 = € 45 4
critical #niE % T ¥_FALSE |v% #

.extnValue extnValue 3 #43) fi £ ¥+>+ authorityKeyldentifier

OCTET STRING

iof8 Extension @ 3 5 & Ffi#
* AuthorityKeyldentifier e
DER %#§ i 5 ¢+ OCTET
STRING sig

AuthorityKeyldentifier

AuthorityKeyldentifier em3
% H# 7 7 = B Optional e
%&“ i~ > 4 w]E_keyldentifier
authorityCertlssuer £

authorityCertSerialNumber 4§ | -

>

GPKI & # iz 95 PKIX » ¥ #%
* keyldentifier #§f > @ % i
* authorityCertlssuer £

authorityCertSerialNumber ##

2
>~

.keyldentifier

keyldentifier # 5 eF #43)
it 2_Keyldentifier » A
KeylDentifier ~ ¥ 5 -
OCTET STRING F #+3] &

Keyldentifier eng 4 = ;% i
P PKIX % # » B~ Subject
Public Key #57SHA-1 Hash &
% Keyldentifier sn OCTET
STRING &

.SubjectKeyldentifier

Subject Key Identifier 4 1§
iz » Key ldentifier chz # =
7 i g PKIX 28 - B
Subject =7 Public Key
SHA-1 Hash & &% Key
Identifier

O b el s U
Subject #7i¢ * 4 4 H IR -
#u

.extnld B~ V& gL e 0ID
id-ce-subjectKeyldentifier
(2.5.29.14)

critical & GPKI ¥ > A% d >t FALSE &_
subjectKeyldentifier < z_%_ |DEFAULT VALUE - #7112
non-critical extension » #7127 |DER $a#8 ¢ > U4 = € 4% 4
critical i % 7_§_FALSE [v& H-

.extnValue extnValue % 4 4] fi £ ¥+% subjectKeyldentifier iz

OCTET STRING

& Extension @ % - <& Jf {& #
Keyldentifier =7 DER %5 i
% 1+ OCTET STRING i
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.Keyldentifier

KeylDentifier & £ 5 - B
OCTET STRING 7 #4] i

Keyldentifier eng 4 = ;% i
P PKIX %% » B~ Subject =
Public Key #57SHA-1 Hash &
# % Keyldentifier 57 OCTET
STRING &

Named BIT STRING F #4]

-
Ry

.keyUsage Key Usage # o #§ = » ;4% |GPKI # i Subject i 3% i¢ *
Subject Public Key 4p 2 |4 & £ 4 & B £ 43
Private Key =% i *34] (Dual Key Pairs) & 5t > &
SEFE fEBmag o HY
% % % * 52 Key Usage
#-e g digitalSignature> @ 4c
ﬁ* & 7% 2. Key Usage #-=
3 keyEnC|pherment g
dataEncipherment = & * &
.extnld BN A L a0 OID
id-ce-keyUsage (2.5.29.15)
critical % GPKI # » keyUsage & z_|ix &, d ** TRUE # &_
H_critical extension » #712  IDEFAULT VALUE > #7112
critical ehig % T & TRUE |DER % ¥ > s 27 7 4%
v
.extnValue extnValue 3 #3) fi & ¥+ keyUsage i&fd
OCTET STRING Extension @ = » & Jf & *
KeyUsage =77 DER % #5 it
¢ OCTET STRING =g
.KeyUsage KeyUsage » ¥ % — EFrEELKETT BE

A ¢+ Named BIT STRING 2.
digitalSignature (0)i& i Bit
Mg ME L L ELBES
et g EE 0 Rt Named
BIT STRING 2z
keyEncipherment(2) 2
dataEncipherment (3)i& = &
Bit #-g 4% 5 1

.certificatePolicies

Certificate Policies #§ v
A ;“ CA B % M B&EAT
e % m’@ 5 T

g~ CA &3P ik
#;m GPKI Certificate Policy
2. OID

.extnld B~ N A L =0 OID
id-ce-certificatePolicies
(2.5.29.32)

.critical 2O E AR & GPKI i & 4 »> FALSE &_

® > certificatePolicies 44 3% %
% non-critical extension » #1
r critical i & T
FALSE

DEFAULT VALUE » #f12
DER %f5 ® » s 4§ = & 4% 74
-
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.extnValue

extnValue =% 424 f& 4
OCTET STRING

¥+ certificatePolicies iz 78
Extension m = - & Jf (& *
CertificatePolicies 7 DER
7B s ¢ OCTET STRING

.CertificatePolicies

CertificatePolicies % L 3]
BA- B
SEQUENCE
SIZE (1..MAX) OF
PolicyInformation

& GPKI &% ® » EE
Certificate " it 2 7 1 B
PolicyInformation

.Policylnformation

Policylnformation % -
SEQUENCE > p 2
policyldentifier &2
policyQualifiers = 4

GPKIl 5z » @& *
policyldentifier # > @ 7 i
* policyQualifiers f i

.policyldentifier

policyldentifier 4§ = % #d
it &_CertPolicyld » =

CertPolicyld » ¥ 5 - B

OBJECT IDENTIFIER 7 #¢

AN 7r
B

1995 CA & % o G P T4
* % & & (Assurance
Level ) # F N Lz %

& 2_ GPKI Certificate Policy
OoID

%_GeneralNames m
GeneralNames 13 #1 4] i £
SEQUENCE
SIZE (1..MAX) OF
GeneralName

.SubjectAltName Subject Alternative Name # [ # == 5 Optional > & & &%
A = & GPKI s = |0 Subject ;2§ Emall
BEY LRt |Address 0 & 27 F Y K
Subject 7 Email Address EmallAddress e
¢l M%»»’r&“:”‘ g v
.extnld B N A L = en OID
id-ce-subjectAltName
(2.5.29.17)
.critical % GPKI ¥ > subjectAltName|/x &, d ** FALSE &_
3K Z_& non-critical DEFAULT VALUE » #1121
extension » #712 critical eie |DER $fg ¥ > M F - € A% 4
< 7 &_FALSE £
.extnValue extnValue 3544 4] i & ¥+ subjectAltName & #4
OCTET STRING Extension m 3 » & Jf ¢ *
SubjectAltName =7 DER 5
# s #+ OCTET STRING &
1=
.SubjectAltName SubjectAltName H 42 3] f& |GPKI /& % ¢

SubjectAltName
GeneralNames * ¢ ¢ 7 1 1
GeneralName

.GeneralName

GeneralName & - &
CHOICE ?#-’iﬂ' AL

GPKI & * CHOICE ¥
rfc822Name » I fp 4§ @ 3=
- Subject 7 Email Address
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AR T L I A

3 ‘J ﬁg]

S

.SubjectDirectoryAttributes

Subject Directory Attributes
L =0 * Kk uék Subject
BT R

F BB R
g 13k

.extnld BN R4 oLy =0 0ID
id-ce-subjectDirectoryAttribu
tes (2.5.29.9)

.critical & GPKI| ¢ > ;1% d > FALSE #_
subjectDirectoryAttributes 4% |[DEFAULT VALUE » #712
* %% non-critical DER %@ » 2 € 44 %
extension > #7124 critical g v H-
< _§_FALSE

.extnValue extnValue 3 42 4] i 2 £ty

OCTET STRING

subjectDirectoryAttributes &
#8 Extension @ 3 > & Zf ig *
SubjectDirectoryAttributes £
DER %% i i #* OCTET
STRING i

.SubjectDirectoryAttributes

SubjectDirectoryAttributes
TR AR AL
SEQUENCE
SIZE (1.MAX)
OF Attribute

US| A I Y e 9
H iR g s 7 b

.subjectType Subject #g &) 140 B type £2|t iR K FR AP BFE
values 4- : Subject =g 4|
type OID id-chtpki-at-subjectType |+ % % Subject Type
(2.16.886.1.100.2.1) Attribute z_ OID
.values OID ¢t OID # 7t & % Subject 7

id-chtpki-et-governmentUnit
(2.16.886.1.100.3.2.1.2)

BN G RO E

.cardHolderRank

FHAamprgtEs H
type £2 values 4= :

R K TE AR E
Subjectz. + 7 ¥ 5 A i 1
R

type OID #t % % 4% Card Holder Rank
id-chtpki-at-cardHolderRank |Attribute z. OID
(2.16.886.1.100.2.2)
.values # »~ printable % &’ ‘primary’ %7+ B 4FF A
primary’ &’ secondary’ L = I
secondary’ # 7+ R iFG A
,E,_'Jﬁ—{: ;}3’;7& A
.entityOID 48 OID fft - H type &2 |t Bt * Kis st g
values 4 : Subject - 0OID
type OID id-chtpki-at-entityOID |+ 2 % % Entity OID
(2.16.886.1.100.2.102) Attribute 2. OID
.values 2~ yefrHE = 0ID ¢ GPKI Naming Authority st

~ ez FrE @ OID
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it ¥_SEQUENCE SIZE
(1..MAX) OF KeyPurposeld

GPKIl g8 % Gz Ak P #3315
.extKeyUsage Extended Key Usage # “o #f " #ff i 2 & s frH 05 38 0
> zz§* Subject Public Key |Private Key it i * i
A0 ¥t s 2. Private Key ehdF 7k
* g
.extnld B~ R QP L eh OID
id-ce-extKeyUsage
(2.5.29.37)
critical % GPKI # > extKeyUsage % i & ¢ ** TRUE # &_
%_4_critical extension » #712 |DEFAULT VALUE > #712
critical ehig % T §_TRUE |DER % ¥ > s Hf 27 7 4%
kS
.extnValue extnValue 3 #43) fi £ #7 extKeyUsage iz f&
OCTET STRING Extension @ 2 » & Jf & *
ExtKeyUsageSyntax 7 DER
S #G s 2t OCTET
STRING =g
ExtKeyUsageSyntax ExtKeyUsageSyntax 3 |FefirH 0§ 3 0

ExtKeyUsageSyntax ¢ 7 1
I 2 i KeyPurposeld

.KeyPurposeld

KeyPurposeld =3 3] ik £_
OBJECT IDENTIFIER » ¢* iy
# » OID id-kp-clientAuth
(1.3.6.1.5.5.7.3.2)

id-kp-clientAuth % PKIX
RFC 5280 +#%_% 1 Key

v

Purpose OID » 7= % Extended
Key Usage # v 1§ = 3f 3K 2.
Key Purpose OID

.KeyPurposeld

KeyPurposeld % L 3] & 2_
OBJECT IDENTIFIER » ¢* &d
# »~ OID
id-kp-emailProtection
(1.3.6.1.5.5.7.3.4)

id-kp-emailProtection 3
PKIX RFC 5280 #13_%
Key Purpose OID - p* Key
Purpose OID % Optional » #
Subject Alternative Name %
ol i 2 f set Subject
&1 Email Address p > B
Extended Key Usage #% ~ 1§
> p ¢ 7 ¢ KeyPurpose
OoID

.CRLDistributionPoints

CRL Distribution Points % ~v
*&B,’a ’ e‘:‘_;\;?ﬁiﬁ L33 2&%}3
z. CA 2wt 57 4p B 2

e Ry
W@ ta W CRL iz 512 p
7 GPKI #1i¢ * 2. CRL

CRL s nt Distribution Points ¥ ¢ 7 1
% 2 1 URL % xt
.extnld B~ A P =en OID
id-ce-cRLDistributionPoints
(2.5.29.31)
.critical & GPKI ¥ > A& ¢ 3 FALSE &

cRLDistributionPoints 4 &
¥_% non-critical extension >

DEFAULT VALUE » #f 12
DER %5 ¥ M 2 6 4L 4
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~

#7120 critical shiE & 2 A
FALSE

v

.extnValue

extnValue 7§ 42 4] i £
OCTET STRING

¥13+ cRLDistributionPoints
iz#4 Extension @ 3 > & ff ¢
* CRLDistributionPoints =7
DER %8 Wi ¢t OCTET
STRING =i

.CRLDistributionPoints

CRLDistributionPoints %
i
SEQUENCE

SIZE (1..MAX) OF

DistributionPoint

% GPKI G @zt ¢ o i
CRLDistributionPoints z 7 1
I 2 i DistributionPoint o 4
% % & i DistributionPoint
P> % 1 1% 5 Partitioned CRL
cnURL> % 2 i 5 Complete
CRLemURL; 4% 2 2 1
DistributionPoint pF » p] 4
Complete CRL =7 URL

.DistributionPoint

DistributionPoint % -
SEQUENCE > p 2
distributionPoint ~ reasons ¥
cRLIssuer = #

GPKI gz ¥ i
distributionPoint # i~ > @ %
i# * reasons ¥7 cRLIssuer i&

BB

.distributionPoint

distributionPoint § i+ e L
3 s &
DistributionPointName » =
DistributionPointName # ¥
% — & CHOICE F#44] & »
v £ * fullName gt
nameRelativeToCRLIssuer

GPKI &% - CRL
distributionPoint &_ *
fullName

fullName

fullName 3 4 2 fg 5
GeneralNames @

GeneralNames 13 #1 4] i 4
SEQUENCE

SIZE (1..MAX) OF
GeneralName

GPKI & # 7 CRL
distributionPoint = fullName
¥ ¢ ¢ 7z 11 GeneralName

.GeneralName

GeneralName ¥ - &
CHOICE ¥ 7oA Ak

GPKI :£ * CHOICE #
uniformResourceIdentifier’ b

ity e sedt CA = CRL
;]rgijRL v ¥ OERY CRL Y
Partitioned CRL p¥ » R ot 4§
et i URL & 237
CRL z
issuingDistributionPoint # ~
e #rie e URL = 2
i

.authoritylnfoAccess

Authority Info Access # - 1§

,
i~

GPKI i * pb g o = %k 3e
f‘ CA>mHAELGHE H
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B2 BEAL P RINY

Lk CAR#E g » ¥ 7
ARG R A BB ARy B
pﬁ’?‘% » 4 © OCSP

.extnld # o~ % & P L 260 OID |authorityInfoAccess 2 PKIX
id-pe-authorityInfoAccess #1 Z_% 1 Private Extension
(1.3.6.1.5.5.7.1.1)

.critical & GPKI ¢ > 1% ¢ " FALSE &
authoritylnfoAccess & = DEFAULT VALUE s #1112
non-critical extension > #7127 |DER $n#§ ¢ > U4 = € 4% 4
critical #niE % T ¥_FALSE |v% #

.extnValue extnValue 3 #43) fi £ ¥4+ authoritylnfoAccess iz

OCTET STRING

#& Extension @ 3 > & Jf i¢ *
AuthorityInfoAccessSyntax
e DER $a#8 w5 2t OCTET
STRING i

AuthorityInfoAccessSyntax

AuthorityInfoAccessSyntax
ST L
SEQUENCE
SIZE (1..MAX) OF
AccessDescription

& GPKI®z? » %32 %
7 1 1 calssuers i&fd
AccessDescription I ¥ 4L 7
B4t Hos fAgEen
AccessDescription > &4 ocsp
AccessDescription

. AccessDescription

AccessDescription % —
SEQUENCE > p 2
accessMethod 2
accessLocation = 1§

PR R R EREY
582~ 1¥ Issuing CA * ¥ § %
2 1 CA gty sl

.accessMethod

accessMethod 1§ i 57 4L 4]
fi £_OBJECT
IDENTIFIER > }* JE » OID
id-ad-calssuers
(1.3.6.1.5.5.7.48.2)

id-ad-calssuers &z PKIX RFC
5280 #t z_% ¢ accessMethod

.accessLocation

accessLocation fif % L
A it ¥_GeneralName >
GeneralName + £ g - i
CHOICE 73#4] f + GPKI
# * CHOICE ¢ e
uniformResourceldentifier »
B M
calssuers =7 URL

URLIpe - e z 20
CA & % % Issuing CA #13%
SOREAHEE O AR R
H_PKCSH#7 5# e 7 ;
URL » 7 & - B »
LDAP # CAEntry i
crossCertificatePair Attribute
g URL 31t

ll,L

.accessMethod

accessMethod 1§ i e L 4]
it €. OBJECT
IDENTIFIER > #* 2 ~ OID
id-ad-ocsp
(1.3.6.1.5.5.7.48.1)

id-ad-ocsp = PKIX RFC
5280 #+ 7_% ¢ accessMethod

.accessLocation

accessLocation f§ =3 L
A A5 ¥_GeneralName > @

s URL 4w - B&LF &S
5 ik % 38 JRA3(OCSP) 7 1R
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| 1G22 G G 2%

GeneralName ~ ¥ ¥ — &
CHOICE F#4] f& > GPKI
i# * CHOICE ¥ &
uniformResourceldentifier »
Tt f P sz - B OCSP
PRF% URL

=51 URL 44> 4+ OCSP 2
B ABEARET
n
¥

1.3.6 To-Be-Signed 2 @ & N

i

S

version

v3(2)

GPKI g # #3% 2 * X.509
V3G #E¥; (AR V3 miE
X2ma*E3)

serialNumber

B ¥ B 55 (Certificate Serial
Number)

GPKI ¥ #7& % 2 B3 B 55
¥ - & B 5 16 Bytes e
B ¥ 1395 DER %% ¥4 ¢ #c
#1i¢ * e12’s Compliment
Al 3 BEEELT & € n ok
A4+ 0x00 - @ i# 716 Bytes
SO BERCR EL R 17
Bytes e ¥

signature CABHF* 2 R wii P Es Fo otk
z_ Algorithmldentifier SIGNED & # 2
algorithmldentifier # i& 4p
&
algorithm TANTERHEZOID2|E R % %2 OID GPKI
- Pav R i T BRI
shalWithRSAEnNcryption shalWithRSAEncryption ~
(1.2.840.113549.1.1.5) ~ sha256WithRSAENcryption
sha256WithRSAENcryption
(1.2.840.113549.1.1.11)
.parameters NULL GPKI & * eng /7 5 2
2 & parameters » iz #
parameters & /g 3
NULL > # ¥ %4 v% » NULL 2
DER % #% % 0x0500
issuer B & %% (CA) 2 X500/CA # £ HDN(#-d4 CAL §
Name W)
(i& PKIX 3 %> #75 ASN.1
DirectoryString = F % #5 —
Ei* UTF-8 %% )
validity B ECT PERF 2 IG 3 &

B

Gy k RALGHEITK A

T
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S

.notBefore

B R I ER
(GMT)» At pEf2 1§

iz PKIX 2 1 2049/12/31
23:59:50 (5 ) 2w it *
UTCTime FA41 4] & > #2545
YYMMDDHHMMSSZ >
2050/01/01 00:00:00 ( 7z ) 2
f¢ > i¢ * GeneralizedTime
PR
YYYYMMDDHHMMSSZ -
M AR T
SS L 00+ # ¥ 9 s @
{6 Z %5 GMT BFF» 7

-7 1 P
Al ﬁé

.notAfter

A RARR IR
(GMT> s x’L;F_ll'L E%FFE&—C {s ,)El

o

iz PKIX 42t 2049/12/31
23:59:59 (7 ) 2 wnig *
UTCTime T4 4] i - f23% &
YYMMDDHHMMSSZ > &
2050/01/01 00:00:00 ( 7 ) =
t¢ > ¢ * GeneralizedTime F
i FERA A
YYYYMMDDHHMMSSZ -
A fER G TR Ak
SS L 00+ # ¥ 9 5 @
{6 Z 57 GMT PR+ 7

b
AT

subject

B % # % (Subject) 2
X.500 Name

2§ #1 X.500 Name # 3% 4e

L

C=TW

O=2 77t GV g7 ZHL

serialNumber=§ & z 12 # .
f BT P2 - G
(i& PKIX 3 2> #75 ASN.1

DirectoryString < 3 % #5 —
Ei* UTF-8 %% )

subjectPublicKeylnfo

1§ ¥ 2 4+ Public Key Info

7= 3¢ Subject -7 Public Key #
B % Public Key hig

.algorithm % % subjectPublicKey # %]
11 Algorithmldentifier
.algorithm OID rsaEncryption Public Key #g %] 2. OID >
(1.2.840.113549.1.1.1) GPKI p % ¥ f¢ #
rsaEncryption z_ Public Key
.parameters NULL rsaEncryption ;& & ;* 82 2% 7

Z & parameters » iz H
parameters «& Jf 4.
NULL > # ¥ %4 %2 » NULL 2.
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)& B2 )& }%} bt ’F

" "szgl

S

DER ¥n#§ = 0x0500

.SsubjectPublicKey

BIT STRING - ¢ BIT
STRING p 7 Subject Public
Key =7 DER ¥ #5 &

GPKI p = = % * RSA
Public Key » #7112t BIT
STRING i #-p § 2T F
#14) i 1 DER %075 °
RSAPublicKey ::= SEQUENCE {

modulus INTEGER,
publicExponent INTEGER }

extrensions

SEQUENCE OF Extensions

REER-BH S
P i A g (3

EBFEY TVERET A ? AR
M HVER )

.authorityKeyldentifier

Authority Key Identifier 3§ v
# = > Key Identifier en g 4
=V ik pe PKIX % > B~
Issuing CA =1 Public Key
SHA-1 Hash & # 5 Key
Identifier

PIE L en P e T
CA* kg NEGHETR*
& g E TN Joo il & CA
9\%3%¢&%1 S A

%73z 18 * CAGwR— 3k CA
BE KK\ BHE

.extnld B~ V& PP L e 0ID
id-ce-authorityKeyldentifier
(2.5.29.35)

critical % GPKI # > 2% ¢ > FALSE #_
authorityKeyldentifier & 7_&_ |[DEFAULT VALUE » #712
non-critical extension » #7127 |DER $a#§ ¢ - U4 = € 4% 4
critical e & 7_§_FALSE |v& H-

.extnValue extnValue 3 42 4] i 2 ¥4+ authorityKeyldentifier

OCTET STRING

ie#4 Extension m 3 > & ff ¢
* AuthorityKeyldentifier 0
DER ¥ #% i i ¢ OCTET
STRING =g

AuthorityKeyldentifier

AuthorityKeyIdentifier E
#4273 = B Optional &

%&“ i~ 4w §_keyldentifier ~

authorityCertlssuer &

authorityCertSerialNumber 4| -

P
(sl

GPKI & # & 95 PKIX » ¥ $
* keyldentifier #f > m % i
* authorityCertlssuer &

authorityCertSerialNumber ##

>

—\

keyldentifier

keyldentifier # = 7% 4L 4]
it 2_Keyldentifier » &
KeylDentifier ~ ¥ 5 - B
OCTET STRING F#L3] i

Keyldentifier 0z 4 = ;% ix
P PKIX %% » B~ Subject
Public Key 77 SHA-1 Hash &
% Keyldentifier sn OCTET
STRING &

.subjectKeyldentifier

Subject Key Identifier # ~ 1§
= » Key ldentifier enz 4 =
;U ik R PKIX 42 > B
Subject =7 Public Key

PP L e P R AR T
Subject #ri¢ * & i H IN-
;}a
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SHA-1 Hash & # 5 Key
Identifier

.extnld BN R4 oLy =0 0ID
id-ce-subjectKeyldentifier
(2.5.29.14)

.critical # GPKI ¢ > ;1% d > FALSE &_
subjectKeyldentifier « z_¥_ |DEFAULT VALUE - #711
non-critical extension > #7127 |DER $n#§ ¢ > U4 = € 4% 4
critical #niE % T ¥_FALSE |+ #

.extnValue extnValue 3 42 4] i 2 ¥1>+ subjectKeyldentifier i&

OCTET STRING

#a Extension @ 3 » & Jf i¢ *
Keyldentifier <7 DER 3% #8
% ¢ OCTET STRING i

.Keyldentifier

KeylDentifier &~ £ % - i
OCTET STRING 7 #L4] i

Keyldentifier eng 4 = ;% i
P PKIX %% » B~ Subject
Public Key #57SHA-1 Hash &
% Keyldentifier sn OCTET
STRING &

Named BIT STRING 7L 3]

-
Ry

keyUsage Key Usage # * #f = » s& % |GPKI & i = @ Subject 2 &
Subject Public Key #p i 2- | * chf B 244 5 £ 44
Private Key 7% 2 *24] (Dual Key Pairs) s 5L > &
N S C T S
% % % * 5% 2 Key Usage
#-& 7 digitalSignature> @ “¢
i3 %15 % 2. Key Usage #-¢
7 keyEncipherment £
dataEncipherment = & * i
.extnld B v A PR 25 0ID
id-ce-keyUsage (2.5.29.15)
.critical % GPKI # » keyUsage % z_|;i+ & ¢ ** TRUE % &_
&_critical extension > #7142  |DEFAULT VALUE » #7112
critical ehig % T §_TRUE |DER % ¥ > S 27 7 4
ki
.extnValue extnValue 3 4 4] fi & ¥+ keyUsage i&4d
OCTET STRING Extension @ = » & Jf & *
KeyUsage 7 DER #n#§ i &
#* OCTET STRING g
.KeyUsage KeyUsage ~ ¥ 5 — i FrEBELHRERT BE

A+ Named BIT STRING z
digitalSignature (0):z # Bit
Mg AR S L ESEHES
deip * G o P2t Named
BIT STRING z
keyEncipherment(2) £
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2&1—*4;1)& }%},L _Fn,h;,\aj

dataEncipherment (3)i&
Bit ek sl

.certificatePolicies

Certificate Policies # = %&5
e CA B H B
%% G T TR

2~ CA & % 0V IR 1 ik
#;m GPKI Certificate Policy
2. OID

.extnld B~ & oty eh OID
id-ce-certificatePolicies
(2.5.29.32)
.critical = ApEMAR > & GPKI |2 R ¢ 3t FALSE &_
® > certificatePolicies # % #|DEFAULT VALUE » #7112
= non-critical extension » #7 |DER #n#% @ » p ff = € 4L 4
14 critical eiE % 7 EF
FALSE
.extnValue extnValue 3 42 4] i 2 ¥+ certificatePolicies i&4&

OCTET STRING

Extension m = - & Jf (& *
CertificatePolicies 1 DER %%,
s v OCTET STRING

h’m’ﬁ

.CertificatePolicies

CertificatePolicies 3% #2 3]
I
SEQUENCE
SIZE (1..MAX) OF
Policylnformation

& GPKIl &% ¥ - EE
Certificate " it 7 7 1 B
Policylnformation

.PolicyInformation

Policylnformation % -
SEQUENCE > p 2
policyldentifier ¥
policyQualifiers =

GPKI 5z » @ *
policyldentifier # > @ 7 i
* policyQualifiers # -

.policyldentifier

policyldentifier 1 = 7 e
A i €_CertPolicyld > &
CertPolicyld ~ ¥ 5 - B
OBJECT IDENTIFIER F #2

A e
B

oy CA &% o G EPF o 7ix
* iR & & (Assurance
Level ) 3 F} X L Z %FEXE
i 2_ GPKI Certificate Policy
OoID

.SubjectAltName

Subject Alternative Name
g i A GPKI 2 2 5%
¢ R % 42 ' Subject
1 Email Address

P = % Optional » =& %
77 Subject /X 3 Ema|I
Address > £ §_# # ¥ #-
EmallAddress TR R4
| zk#%w%?l:“’ g g

.extnld

B (& 4 A eh OID
id-ce-subjectAltName
(2.5.29.17)

.critical

A GPKI # > subjectAltName|;i

A 3% F_% non-critical
extension » #714 critical =g
2 F_{_FALSE

3. d > FALSE &
DEFAULT VALUE » #7114
DER %#5 ¢ » s = ¢ L%
LEE =8

.extnValue

extnValue = #4214 i £_

¥+ subjectAltName iz &
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BREBRAEL TP S

3 ‘J ﬁg]

S

OCTET STRING

Extension m 2% - & Jf (¢ *
SubjectAltName =7 DER %5
w5 ¢ OCTET STRING

e
B

.SubjectAltName

SubjectAltName 3 4L 4] i
%_GeneralNames @
GeneralNames = #2 3] 5 £ |
SEQUENCE
SIZE (1..MAX) OF
GeneralName

GPKI & 3%
SubjectAltName
GeneralNames = ¢ ¢ 7 1 &
GeneralName

.GeneralName

GeneralName & - &
CHOICE F #7] f&

GPKI i * CHOICE ¥ ¢
rfc822Name » & At ¢ 32

7 Subject = Email Address

.subjectDirectoryAttributes

Subject Directory Attributes
oot o % K 3sék Subject
F1OBIET A

7 BB TR Y PR
Bizgs ik

.extnld B N A L -0 OID
id-ce-subjectDirectoryAttribu
tes (2.5.29.9)

.critical % GPKI # > A% d 3t FALSE #_
subjectDirectoryAttributes 4 [DEFAULT VALUE - #712
2% Z_% non-critical DER Sof% # - s = € 4L
extension > #712 critical g v H-
< _§_FALSE

.extnValue extnValue 3 42 4] i A ¥

OCTET STRING

subjectDirectoryAttributes &
#8 Extension @ % > & Jf i¢ *
SubjectDirectoryAttributes £
DER %% i i+ OCTET
STRING i

.SubjectDirectoryAttributes

SubjectDirectoryAttributes =~
R A A
SEQUENCE
SIZE (1.MAX)
OF Attribute

FWT s F R AP
B3¢ et T AR

.subjectType Subject #g W] 14 B type 22|t iR Kk FR A P BFE
values 4 : Subject =g 5|
type OID id-chtpki-at-subjectType |+ % * % Subject Type
(2.16.886.1.100.2.1) Attribute z_ OID
.values OID id-chtpki-et-company |} OID 4 -+ & ¥ Subject =

(2.16.886.1.100.3.2.2.1.1)

BpW A o F

.cardHolderRank

FHAprg+ Fe o d
type £ values 4= :

BT ks B
Subjectz. + P ¥ 35 4 ih
—Fgwﬁ—kﬁja X

)2
KJ}

type

OID

M % % 4 Card Holder Rank
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AR T L I A

3 ‘J ﬁg]

S

id-chtpki-at-cardHolderRank
(2.16.886.1.100.2.2)

Attribute 2. OID

.values

# ~ printable 5 ¢’
primary’ £’ secondary’

‘primary’ & 7+ 3G 4
X+ ;},é’:ﬂ}g Ao
secondary’ # 1 + F 3G 4
gt g 4

.uniformQOrganizationlD

o- Yl Bt > H type &2
values 4

R TR S AT 4
Subject (= & ) - YHE

4] i ¥ SEQUENCE SIZE
(1..MAX) OF KeyPurposeld

type OID $t & & Uniform
id-chtpki-at-uniformOrganiza | Organization 1D Attribute 2
tionID (2.16.886.1.100.2.101) |o|D
values N D ) BN #7i * chii— %%t 8
i» > #c
.extKeyUsage Extended Key Usage # L #f [ i 2 & = @ G & eh
= » zz4* Subject Public Key |Private Key it i * i
A0 %1 ik 2. Private Key ehd# 7k
* g
.extnld B~ N A L - en OID
id-ce-extKeyUsage
(2.5.29.37)
.critical % GPKI » »extKeyUsage % |/ & ¢ ** TRUE # &_
F_4_critical extension » #7142 | DEFAULT VALUE - #712
critical ehig % T & TRUE |DER % ¥ > s 27 7 4%
v
.extnValue extnValue 3 #3) fi £ ¥+ extKeyUsage iz
OCTET STRING Extension @ 3 » & Jf ¢ *
ExtKeyUsageSyntax -7 DER
A s 2t OCTET
STRING =hig
.ExtKeyUsageSyntax ExtKeyUsageSyntax sh s |2 1§ 3% th

ExtKeyUsageSyntax ¢ 7 1
I 2 i KeyPurposeld

.KeyPurposeld

KeyPurposeld 3 4] fg 2_
OBJECT IDENTIFIER » ¢* &
# » OID id-kp-clientAuth
(1.3.6.1.5.5.7.3.2)

id-kp-clientAuth % PKIX
RFC 5280 #t%_% 1 Key

v

Purpose OID » 7= % Extended
Key Usage ¥ 3‘.‘_,%&5 fi;??a: 2
Key Purpose OID

.KeyPurposeld

&

KeyPurposeld 3 4] fg 2_
OBJECT IDENTIFIER » p*
# »~ OID
id-kp-emailProtection
(1.3.6.1.5.5.7.3.4)

s

id-kp-emailProtection %
PKIX RFC 5280 #t2_&
Key Purpose OID - pt Key
Purpose OID % Optional » #
Subject Alternative Name #%
ol i ¥ set Subject
&1 Email Address p# > B
Extended Key Usage # > ##
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2&1—*4;1)& }%},L _Fn,h;,\aj

=’ ¢ 7 #t Key Purpose
OID

.CRLDistributionPoints

CRL Distribution Points # -t
,}ﬁﬂlﬁ s c?ﬁ’% W ] )&—73
2. CA = Twpt 5 A0 B 2

CRL e nt

PR R EEREREY K
e @4p b CRL chdp sl p
@ GPKI #1i¢ * 2. CRL
Distribution Points ¥ ¢ 7 1
1 21 URL

.extnld B~ R oty eh OID
id-ce-cRLDistributionPoints
(2.5.29.31)

.critical & GPKI ¢ > 1% ¢ " FALSE &
cRLDistributionPoints 4#3% |DEFAULT VALUE » #712
¥_% non-critical extension > |DER %% ® > st 4F € AL H
112 critical shiE & T_H_ (EE- 8
FALSE

.extnValue extnValue 3 #3) fi £ ¥1-+* cRLDistributionPoints

OCTET STRING

izf8 Extension @ 3 5 & Ff i#
* CRLDistributionPoints
DER Ja#g w5 ¢+ OCTET
STRING g

.CRLDistributionPoints

CRLDistributionPoints %
A A - B
SEQUENCE
SIZE (1..MAX) OF
DistributionPoint

i GPKI R P =
CRLDistributionPoints z 7 1
I 2 i DistributionPoint o 4
% z & 1% DistributionPoint
P> % 1 1% 5 Partitioned CRL
e URL> % 2 i 5 Complete
CRLeURL; 4% 2 2 1
DistributionPoint fF » p] %
Complete CRL =7 URL

.DistributionPoint

DistributionPoint 3 —
SEQUENCE > p %
distributionPoint ~ reasons &7
cRLIssuer = #

GPKI Gz = i@ *
distributionPoint # i~ > @
i# * reasons ¥7 cRLIssuer i&

5B

distributionPoint

distributionPoint § i+ e L
3 s &
DistributionPointName » =
DistributionPointName # ¥
% — & CHOICE F#43] & »
v iE * fullName gt
nameRelativeToOCRLIssuer

GPKI & # 7 CRL
distributionPoint &_x *
fullName

fullName

fullName = 42 4] i £
GeneralNames @

GeneralNames =3 42 4] & £
SEQUENCE

SIZE (1..MAX) OF

GPKI & 7 = CRL
distributionPoint =7 fullName
¥ ¢ ¢ 7z 11 GeneralName

62




GPKI

2&1—*4;1)& }%},L _Fn,h;,\aj

GeneralName

.GeneralName

GeneralName &_— B
CHOICE Skl Ak

GPKI :£ * CHOICE # =
unlformResourceIdentlfler’ a

a gt ¢ et CA =i CRL
;}«gijRL v 8B CRL )
Partitioned CRL B.i‘ » PR AR
i e URL & Jf 8237
CRL z
issuingDistributionPoint 4 v
e et URL = 2
Uil

.authorityInfoAccess

Authority Info Access # ~« 1§

]"‘—v

GPKI i& * pt 3 “ufff ik 3e
£ CA 2 7}-\15/)&%73;;
R CABE L T
RFEASPHE fé@gm,;ﬁx
o bl4e 1 OCSP

.extnld # o~ & P L 260 OID |authorityInfoAccess 2_PKIX
id-pe-authorityInfoAccess #1 Z_% 1 Private Extension
(1.3.6.1.5.5.7.1.1)

.critical & GPKI| ¢ > 1% d 3 FALSE &
authoritylnfoAccess & = DEFAULT VALUE » #11
non-critical extension » #712 |DER %af§ ¢ > o 4 = € A% 4
critical i & 7_¥_FALSE | H-

.extnValue extnValue 3 #3) fi £ ¥+% authoritylnfoAccess iz

OCTET STRING

#8 Extension @ 3 > & R i *
AuthorityInfoAccessSyntax
e DER Y78 w5 2t OCTET
STRING i

AuthorityInfoAccessSyntax

AuthorityInfoAccessSyntax
PR A A AL B
SEQUENCE
SIZE (1..MAX) OF
AccessDescription

& GPKl gz " » #3153
3 1 1@ calssuers izfd
AccessDescription > I ¥
B4t Hois fAgEen
AccessDescription > &4 ocsp
AccessDescription

wF

AccessDescription

AccessDescription % —
SEQUENCE > p 2
accessMethod #2
accessLocation = 1§

P R REERT i
2~ 18 Issuing CA » £ 5%
2+ R CAE#E rn;}ﬂf;l

.accessMethod

accessMethod 1§ = % 4L 3]
it £ OBJECT
IDENTIFIER > * & » OID
id-ad-calssuers
(1.3.6.1.5.5.7.48.2)

id-ad-calssuers = PKIX RFC
5280 *+ %_% 1 accessMethod

.accessLocation

accessLocation fif % L
A i ¥_GeneralName » @

s URLa‘ﬁrav— Be 7 HE
& % X Issuing CA 1%
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GeneralName ~ & §_— i
CHOICE A4 i > GPKI

i# * CHOICE ¥ &
uniformResourceIdentifier )
It €&$“— i
calssuers &7 URL

IIRFESHEE R E R
$H_PKCS#7 Bz e 7 M
URL » 7 & - g w
LDAP ¢ CAEnNtry =1
crossCertificatePair Attribute
9 URL 34t

.accessMethod

accessMethod 1§ i+ 2% 4L 3]
5 ¥_OBJECT

IDENTIFIER > #* &2 ~ OID
id-ad-ocsp
(1.3.6.1.5.5.7.48.1)

id-ad-ocsp = PKIX RFC
5280 *+ %_% <1 accessMethod

.accessLocation

accessLocation i % L
4] it ¥_GeneralName >
GeneralName + £ g - i
CHOICE # PO it » GPKI
#* CHOICE ¢ ¢
uniformResourceldentifier »
I et - i OCSP
PR 7% URL

s URL ;F o — f@;é;;z\ I )&e;s
P FF»jZ-(OCSP):

® 1y URL genb > o ocsp =
PREi AR T

=
o

1.3.7 To-Be-Signed & = &

AR

o

r %

i

version

v3(2)

GPKI & # t4 5% i * X.509
V3B #E K (LR V3 i
A2@m %A 3)

serialNumber

8 ¥ B 55 (Certificate Serial
Number)

GPKI » #1i¢ * 2 15 2% R 55
¥ - & & 5 16 Bytes ehit
5§ > 12345 DER % f5 % 1t #c
#rig * e 2°s Compliment
Rl . 3BT E v
4+ 0x00 » @ & #7116 Bytes
S B R ik 17
Bytes ez

signature CAEH“* 2 FRFE 3 (B hie foetk
z_ Algorithmldentifier SIGNED & #% 2.
algorithmldentifier 1 s i& 4p
fF
-algorithm TANTERZHEZOID2|EF %L 22 OID GPKI

shalWithRSAEncryption
(1.2.840.113549.1.1.5) ~

sha256WithRSAEnNcryption

Poan R T BRI
shalWithRSAEnNcryption ~
sha256WithRSAEnNcryption
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2&,&;{)& }%\,L .P.ls]v‘:lﬂ}\ej

(1.2.840.113549.1.1.11)

.parameters

NULL

GPKI & * ch§ % 7% B £ 3
% & parameters > e H
parameters & ’f 3

NULL> 7 # %% » NULL 2
DER %#§ = 0x0500

issuer

&”%‘é’i‘i (CA) z X.500
Name

CA A £ ihDN(#-d CAL ¢
Wi EL)

(i& PKIX 3 % %75 ASN.1
DirectoryString = F % #% —
i * UTF-8 %)

validity

i

B E BB EICK ™
T

.notBefore

G TRARR IR
(GMT)» ARz =G

2 2 s
vE AT

iz PKIX R 2_# 2049/12/31
23:59:59 (7 ) 2w i@ *
UTCTime FAL 4] i » #2585
YYMMDDHHMMSSZ » &
2050/01/01 00:00:00 ( 7z ) =
t¢ > ¢ * GeneralizedTime 3
FARE > 235 5
YYYYMMDDHHMMSSZ -
b A ﬁé_ﬁi, V¢ TR f/}ﬁi;
SS % 00+ # ¥ ek > @ g
fsenZ %7 GMT R~ 2
A

.notAfter

GHA TR R R
(GMT) > Bt PRz {515

g% e a7
vE AT

iz PKIX # % 2049/12/31
23:59:59 (7 ) 2w g *
UTCTime 34 i » 1‘;&} )
YYMMDDHHMMSSZ »
2050/01/01 00:00:00 ( # ) 2
f¢ » ¢ * GeneralizedTime
‘}';UJ "”:\ ’ ’h‘—';r P
YYYYMMDDHHMMSSZ -
v RN T Ak
SS L 00+ # ¥ 9% 5 @
{$enZ 457 GMT pFRF & 7
A

subject

7 & % % (Subject) 2
X.500 Name

& o @ e X.500 Name # 3¢
4o

C=TW

O=z it jU g fe 2L
serialNumber= g & # 12 # .=
JF R i B
OU= 4 2 7 7z P EE L
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(i& PKIX 3 2> #75 ASN.1
DirectoryString = F % #% —
Ei* UTF-8 %5 )

subjectPublicKeylnfo

1§ ¥ 2 1 0 Public Key Info

7= 1 Subject - Public Key %
w2 Public Key chig

.algorithm < % subjectPublicKey # %]
1 Algorithmldentifier
.algorithm OID rsaEncryption Public Key #g %] 2. OID >
(1.2.840.113549.1.1.1) GPKI p % = & *
rsaEncryption z_ Public Key
.parameters NULL rsaEncryptlon e L
Z & parameters - iz H
parameters & Jp 3}
NULL > # ¥ %4 %% » NULL 2.
DER %#% = 0x0500
.subjectPublicKey BIT STRING - ¢ BIT GPKI p ## % % RSA
STRING p 7 Subject Public |Public Key » #7127 gt BIT

Key 1 DER %5 B

STRING shig #-p 7 17 F

#L4) § ¢ DER %045 °

RSAPublicKey ::= SEQUENCE {
modulus INTEGER,
publicExponent INTEGER }

extrensions

SEQUENCE OF Extensions

S TEEY B T
T eyl ooy R (%

EREY TVER T A AR
YT R B )

.authorityKeyldentifier

Authority Key Identifier 3%
# = » Key Identifier en g 4
> ViR e PKIX 8 > B
Issuing CA =1 Public Key
SHA-1 Hash & # 5 Key
Identifier

A T
CA™ kg4 hBE TR
& 4L 0 1 i & CA
L4 42 1~ 0 BHEMP2
Y% @ * CA - 3E CA
Bk sk B

.extnld B~ A L = en OID
id-ce-authorityKeyldentifier
(2.5.29.35)

.critical & GPKI ¢ > A& d > FALSE &_
authorityKeyldentifier & z_&_ |[DEFAULT VALUE » #712
non-critical extension » #7127 |DER $a#§ ¢ - gt 4§ = € 4% 4
critical =& % T _4_FALSE |v2 #

.extnValue extnValue 35 44 2] fi & ¥+ authorityKeyldentifier

OCTET STRING

iz Extension @ 3 5 & Jpid
*  AuthorityKeyldentifier 7
DER %% i i #* OCTET
STRING i

AuthorityKeyldentifier

AuthorityKeyldentifier 7%

GPKI & ## & 5 PKIX » ¥ $
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#4473 = B Optional &
W = & wZ_keyldentifier
authorityCertlssuer £

authorityCertSerialNumber 4§ | =~

(>

* keyldentifier 4§ > % i
* authorityCertlssuer £
authorityCertSerialNumber ##

’
>

.keyldentifier

keyldentifier # = 5 4L 3)
it ¥_Keyldentifier » @
KeylDentifier ~ ¥ % - i

OCTET STRING F#L3] i

Keyldentifier eng 4 = ;% i
P PKIX %% » B~ Subject =
Public Key #57SHA-1 Hash &
i 5 Keyldentifier snOCTET
STRING &

.subjectKeyldentifier

Subject Key Identifier 4 ~ 1§
= » Key ldentifier 02 4 =
iz R PKIX 28 - B~
Subject =7 Public Key =n
SHA-1 Hash & &% Key
Identifier

PR AR e P e g R
Subject #7i¢ * & 4 H IR -
;IH:

.extnld B~ V& PP L e 0ID
id-ce-subjectKeyldentifier
(2.5.29.14)

.critical & GPKI ¥ > A% d >t FALSE &_
subjectKeyldentifier < z_¥_ |DEFAULT VALUE - #7112
non-critical extension » #712 |DER %af§ ¢ > o 4 = € A% 4
critical i & 7_¥_FALSE | H-

.extnValue extnValue 3 #3) fi £ ¥+% subjectKeyldentifier iz

OCTET STRING

& Extension @ % - <& Jf {& #
Keyldentifier =7 DER %5 i
% OCTET STRING i

.Keyldentifier

KeylDentifier & ¥ % -
OCTET STRING F#L3] i

Keyldentifier eng 4 = ;% i
P PKIX %% » B~ Subject
Public Key #57SHA-1 Hash &
% Keyldentifier sn OCTET
STRING &

.keyUsage Key Usage # o #§f = » 4% |GPKI # i & = & Subject &

Subject Public Key 4p s 2. |3 & * e % £ 4k = B £ 4%

Private Key =% iz '3 ¥ (Dual Key Pairs) & 5t >
AEERE ETAE A
PR R BHE2 Key
Usage #-& 3
digitalSignature » @ 4¢ ﬁ?&: G
7 2. Key Usage #-#
keyEncipherment &
dataEncipherment = #& * i

.extnld B AP L en OID

id-ce-keyUsage (2.5.29.15)
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critical % GPKI # » keyUsage < z_|i &, d ** TRUE 7 &_
+&_critical extension » #t12  |DEFAULT VALUE » #712
critical enig % T H_TRUE |DER % 7 » M 27 ¥ 4%
ki
.extnValue extnValue 3 42 4] i 2 ¥+ keyUsage i&4d
OCTET STRING Extension m = - & Jf (& *
KeyUsage 1 DER %5 i %
# OCTET STRING i
.KeyUsage KeyUsage » ¥ % — B FrBELHELY BE

Named BIT STRING 7%

.
g

A+ Named BIT STRING z.
digitalSignature (0):z # Bit
e L1 FrBES
‘e * @ > Bl Named
BIT STRING z
keyEncipherment(2) £z
dataEncipherment (3)i = i
Bit ek sl

.certificatePolicies

Certificate Policies # ~v 1§
>z ? CA &8 g T
@ * iR T IT R

2~ CA & % 0V IR 1 ik
:}f;m GPKI Certificate Policy
2. OID

.extnld B~ V& PP L e 0ID
id-ce-certificatePolicies
(2.5.29.32)
.critical L AP E AL > A GPKI [ % ¢ > FALSE &_
¢ > certificatePolicies # % ®|DEFAULT VALUE » #712
% non-critical extension » #7 |DER %#g ¥ > M i € 4% 4
r4 critical enig & 7 F_ (EF 8
FALSE
.extnValue extnValue 3544 4] i & ¥+ certificatePolicies i&4&

OCTET STRING

Extension m = - & Jf (& *
CertificatePolicies 1 DER %%,
Bt s v OCTET STRING

.CertificatePolicies

CertificatePolicies =% #2 3]
- B
SEQUENCE
SIZE (1..MAX) OF
PolicyInformation

& GPKI &% " - EE
Certificate % it 2 7 1
Policylnformation

.Policylnformation

Policylnformation % -
SEQUENCE > p 3
policyldentifier 2
policyQualifiers = #

GPKI Gz & i *
policyldentifier #§ > @ 7 i
* policyQualifiers # i

.policyldentifier

policyldentifier #§ & 7 2
4 i &_CertPolicyld » @
CertPolicyld ~ ¥ 5 - B

95 CA & 3 o g PF 73
* ehifzE % % (Assurance
Level ) # } R &z iRm s
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OBJECT IDENTIFIER % #t

AN 7%
= A&

s 2_ GPKI Certificate Policy
OoID

&_GeneralNames
GeneralNames 73 . 4] fi £
SEQUENCE
SIZE (1..MAX) OF
GeneralName

.SubjectAltName Subject Alternative Name # [ 1 = 5 Optional > & & %
2 = & GPKI 4 2 2 |0 Subject 2§ Emall
A SRS Address » & §_ 73 F ¥ #
Subject =7 Email Address Email Address = i+ #4153
¢ R ﬂ\#%wﬁ?l:“‘ g g
.extnld BN R4 oLy =0 0ID
id-ce-subjectAltName
(2.5.29.17)
.critical % GPKI ¥ > subjectAltName|/x &, ¢ ** FALSE &_
#3K Z_% non-critical DEFAULT VALUE » #12
extension » #712 critical e7ie |DER % ¢ > 2 F i € A% 4
2 %_%_FALSE v
.extnValue extnValue 3 #3) fi £ ¥+ subjectAltName &8
OCTET STRING Extension m 3 » & Jf ¢ *
SubjectAltName =-7DER %5
s ¢ OCTET STRING
=N
.SubjectAltName SubjectAltName % #L 3] i |GPKI i§ 7

SubjectAltName
GeneralNames » ¢ ¢ 7 1 i
GeneralName

.GeneralName

GeneralName &_—- B
CHOICE T #7] i

GPKI i * CHOICE ¥ =
rfc822Name » # A p ¢ &
1* Subject 7 Email Address

.subjectDirectoryAttributes

Subject Directory Attributes
oL i % K 3z4% Subject
BT A

7RG RBAT TR T P

g

.extnld B~ N A L =0 OID
id-ce-subjectDirectoryAttribu
tes (2.5.29.9)

critical & GPKI ¥ > A% d 3" FALSE &_
subjectDirectoryAttributes & |[DEFAULT VALUE > #7112
% ®_5 non-critical DER %5 ¢ » M F i g 44 4
extension » #712 critical (g [v2 H-
% g_§_FALSE

.extnValue extnValue 35 44 2] fi & ¥

OCTET STRING

subjectDirectoryAttributes &
#8 Extension @ 7 » & Jp ¢ *
SubjectDirectoryAttributes £
DER Ma#5 a5 ¢t OCTET

STRING i
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.SubjectDirectoryAttributes

SubjectDirectoryAttributes £
TR A L
SEQUENCE
SIZE (1..MAX)
OF Attribute

.subjectType Subject #g B G4 B type 22|t BiEF kR A B E
values 4= : Subject EI3E B
type OID id-chtpki-at-subjectType |+ % # % Subject Type
(2.16.886.1.100.2.1) Attribute 2. OID
.values OID #t OID % 7t & % Subject =
id-chtpki-et-companyBranch |#gw] % 4 o 7

(2.16.886.1.100.3.2.3.3.1)

.cardHolderRank

FF AR E% o H
type ¥ values 4 :

PR R w AL B
Subject 2. + ® 3# 4 4 ¥ n
e

type OID # % ¥ & Card Holder Rank
id-chtpki-at-cardHolderRank |Attribute 2. OID
(2.16.886.1.100.2.2)

.values ¥ ~ printable % &’ ‘primary’ %+ B4 A
primary’ £’ secondary’ S = B

secondary’ % 77+ R iFG A
Bt g 4

.uniformOrganizationID

- B G 0 2 type &
values 4

TR S5 AR X4
Subject (& = @) - %
5

type

OID
id-chtpki-at-uniformOrganiza
tionlD (2.16.886.1.100.2.101)

# 5 4 Uniform
Organization 1D Attribute 2
OID

.values

B~ g% o @ b= S

T

BN 97 % i
B > #k

%} 8

.extKeyUsage

Extended Key Usage # ~ 1§
= > 3z Subject Public Key
P 4 & 2. Private Key sk
* g

U S WAL R A
Private Key ez @ * 2

.extnld

B (VR o eh OID
id-ce-extKeyUsage
(2.5.29.37)

.critical

A GPKI # s extKeyUsage %
F_H_critical extension » #114
critical =& 2 #_&_TRUE

AR d 3 TRUE 7 &
DEFAULT VALUE > #112
DER ¥afg @ > JM i 272 ¥ 4k
A En

.extnValue

extnValue = #4244 i £_
OCTET STRING

¥+ extKeyUsage iz fa
Extension @ = » & Jf ¢ *
ExtKeyUsageSyntax -7 DER
SnfG 5 2t OCTET
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B2 B AL P 31

STRING i

.ExtKeyUsageSyntax

ExtKeyUsageSyntax % i
4] i . SEQUENCE SIZE
(1..MAX) OF KeyPurposeld

R
ExtKeyUsageSyntax ¢ 7 1
I 2 i KeyPurposeld

.KeyPurposeld

KeyPurposeld 3 4] s £
OBJECT IDENTIFIER » ¢* /&
# » OID id-kp-clientAuth
(1.3.6.1.5.5.7.3.2)

id-kp-clientAuth % PKIX
RFC 5280 #12_s& = Key

v

Purpose OID » 7= 5 Extended
Key Usage # v ff i 7F 3K 2
Key Purpose OID

.KeyPurposeld

KeyPurposeld 3 4 4] i 2_
OBJECT IDENTIFIER » y* i
# »~ OID
id-kp-emailProtection
(1.3.6.1.5.5.7.3.4)

id-kp-emailProtection 2
PKIX RFC 5280 #t2_% 1
Key Purpose OID - ¢+ Key
Purpose OID % Optional > &
Subject Alternative Name #%
ol 3 2 set Subject
& Email Address f# > P
Extended Key Usage # ~c ##

A

z 1+ Key Purpose

o e
I Jp @

OID

.CRLDistributionPoints

CRL Distribution Points # ~v
AR AR e g T A
2. CA 2wt iz Ap B 2
CRL s ut

PR R EEERT K
1~ 4p b CRL chdp 5l p
7 GPKI #1i¢ * 2. CRL
Distribution Points ¥ ¢ 7 1
1 2 URL

.extnld B~ V& PP L e 0ID
id-ce-cRLDistributionPoints
(2.5.29.31)

.critical & GPKI ¢ > 3% ¢ > FALSE &
cRLDistributionPoints 442 |DEFAULT VALUE - #11u
€_% non-critical extension » |DER ¥u#g ¢ > st = & AL
11 critical eniE & 7_&_ (E3F R
FALSE

.extnValue extnValue 3544 4] i & ¥} cRLDistributionPoints

OCTET STRING

ie#4 Extension m 3 > & ff ¢
* CRLDistributionPoints #»
DER %8 ta % ¢ OCTET
STRING g

.CRLDistributionPoints

CRLDistributionPoints 3
AL B
SEQUENCE
SIZE (1..MAX) OF
DistributionPoint

& GPKlI Gz P » i
CRLDistributionPoints z 7 1
2 2 # DistributionPoint - 4c
% 7 = i DistributionPoint

o % 1 1% % Partitioned CRL
rURL % 2 B % Complete
CRL“URL; 4% 2 2 1R
DistributionPoint /& » B %
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Complete CRL =7 URL

.DistributionPoint

DistributionPoint % -
SEQUENCE » p %
distributionPoint ~ reasons £¢

GPKI &Gz & & *
distributionPoint # i~ > @
i# * reasons £2 cRLIssuer i&

cRLIssuer = {# EINE
.distributionPoint distributionPoint 4 i =% 4L |GPKI & % 7 CRL
A RE & distributionPoint £_#x *

DistributionPointName » =
DistributionPointName # £
» — T CHOICE F#4] i >
v i£ * fullName =t
nameRelativeToOCRLIssuer

fullName

fullName

fullName e 4L 4] i £
GeneralNames @
GeneralNames 73 . 4] i 4]
SEQUENCE
SIZE (1..MAX) OF
GeneralName

GPKI & # e CRL
distributionPoint = fullName
v ¢ ¢ 7 1% GeneralName

.GeneralName

GeneralName &_—- B
CHOICE ?#:if‘;' AL

GPKI iZ * CHOICE ¥ =
uniformResourceIdentifier’ b

et P e CA = CRL
;]rgijRL v T ERY CRL =
Partitioned CRL % » p] gt 4
erse e URL & 2137
CRL 2z
issuingDistributionPoint 4 v
e et URL = 2
ip e

.authorityInfoAccess

Authority Info Access # ~« 1§

s
(had

GPKI & * 2 = % iz
;\.CA wﬁﬂ&j/?&’)&}gﬁ
Gt A CABRARL £ T

I ERNEEY e

;1 oo b4 ¢ OCSP

.extnld B~ N & gL P e e OID |authorityInfoAccess #_ PKIX
id-pe-authorityInfoAccess #7 %_s ¢ Private Extension
(1.3.6.1.5.5.7.1.1)

.critical & GPKIl ¢ > A% d >t FALSE &_
authoritylnfoAccess & = DEFAULT VALUE » #11
non-critical extension » #7127 |DER $a#8 ¢ > U4 = € 4% 4
critical i % 7_§_FALSE [v& H-

.extnValue extnValue e35 42 2] fi & ¥+t authorityInfoAccess &

OCTET STRING

#8 Extension @ 7 » & Jp ¢ *
AuthorityInfoAccessSyntax
e DER %0#§ i 5 ¢t OCTET
STRING shig
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AuthorityInfoAccessSyntax

AuthorityInfoAccessSyntax
F A G E - B
SEQUENCE
SIZE (1..MAX) OF
AccessDescription

& GPKlIB#H"? » #3  3
7 1 1 calssuers i&fd
AccessDescription » i ¥
Lt Hos fAggen
AccessDescription > |4 ocsp
AccessDescription

wF

. AccessDescription

AccessDescription % -
SEQUENCE > p 3
accessMethod &2
accessLocation = 1§

PR R ERERT IO
2~ 1¥ Issuing CA A £ 5%
%+ CA G5

.accessMethod

accessMethod 1§ i+ % 4L 3]
s ¥_OBJECT

IDENTIFIER» #* &gz ~ OID
id-ad-calssuers
(1.3.6.1.5.5.7.48.2)

id-ad-calssuers = PKIX RFC
5280 *+ %_% <1 accessMethod

.accessLocation

accessLocation f§ 3 L
4| 5 ¥_GeneralName > @
GeneralName ~ ¥ § - B
CHO|CE 7oA & - GPKI

i## * CHOICE # =
uniformResourceIdentifier )
Tt d et -

calssuers =7 URL

## URL4ge - e 7 H i
CA % % % Issuing CA rr!‘fa
I REIE F‘*é?%m*é'
V4 _PKCSHT 57 ¢® 71 5 ¢
URL » ¥ 12 & - B #
LDAP # CAEntry i
crossCertificatePair Attribute
e URL 31t

.accessMethod

accessMethod H§ i e 3 AL 3
i #_OBJECT
IDENTIFIER > #* i » OID
id-ad-ocsp
(1.3.6.1.5.5.7.48.1)

id-ad-ocsp = PKIX RFC
5280 =+ %_% H accessMethod

.accessLocation

accessLocation fif % L
A] it ¥_GeneralName »
GeneralName + £ g - i
CHOICE % #27] f& » GPKI
# * CHOICE ¥ e
uniformResourceldentifier >
It ff P e - B OCSP
PRF% 1 URL

» URL4pw - B B
S Bk % 34 PRF%(OCSP) 7 PR
E 51 URL 44k o ¢ OCSP &
JRELRENEFEARET

b
=

1.3.8 To-Be-Signed % ¥

S EACEY

i

S

version

v3(2)

GPKIl &G # #5412 * X.509
V3 )& ’hs-)(\‘ (/,_‘E, V3 f‘!”lE‘
H 2@ 7 H3)
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serialNumber

& ¥ B 55 (Certificate Serial
Number )

GPKI ¥ #1i¢ * 2 5% B 5.
F - B& & 5 16 Bytes =it
B0 19395 DER %075 %4 1 #c
#1i¢ * e12’s Compliment
Al 3 BEELY & € n h
A4+ 0x00 > @ & = 16 Bytes
SOl R R R 17
Bytes 7 @&

signature CAEREFM* 2 FRFEZ (M HFELFE
z_ Algorithmldentifier SIGNED & #% 2.
algorithmldentifier § < ig 4p
e
algorithm FAMNTERFHEZ0ID2|E %822 OID > GPKI
- Pa @t T ERIRE
shalWithRSAEncryption PEI
(1.2.840.113549.1.1.5) ~ shalWithRSAEncryption -
sha256WithRSAENcryption  |sha256WithRSAENcryption
(1.2.840.113549.1.1.11)
.parameters NULL GPKI i * eng /78 2 %
Z & parameters > fv H
parameters & Jf 3}
NULL > # 7 %1% » NULL 2
DER 7§ 5 0x0500
issuer &Fp_ﬁ’;\ (CA) 2 X500|CA 4 £ eaDN(#-d CA L ¢
Name 5 13T w2 )
(& PKIX 22> #73 ASN.1
DirectoryString = & % #% —
Eig* UTF-8 %8 )
validity G R Ig A s |G ED L RARGEFK A
i c
.notBefore G ZEECH bR o PR |k PKIX 23 % & 2049/12/31
(GMT) > A Rz g (235959 (7 ) 2w it *
FiR s UTCTime 3431 & - f&3% 5
YYMMDDHHMMSSZ » &
2050/01/01 00:00:00 ( z ) 2
t¢ > & * GeneralizedTime 3
ARk ’}é} E
YYYYMMDDHHMMSSZ -
PR L E RN IT
SS 5005 # ¥ g9 » @
fsenZ %57 GMT pFREF % 2
A
.NotAfter B4 etk S ISR |k PKIX 3 2_% 2049/12/31

(GMT)» Byt pFif 2 {305

23:59:59 (5 ) 2 & *
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B2 BEAL P RINY

[
E:)

UTCTime F424] f& - $23% &
YYMMDDHHMMSSZ >
2050/01/01 00:00:00 ( 7z ) 2
f¢ > i¢ * GeneralizedTime
e R
YYYYMMDDHHMMSSZ -
M AR T
SS L 00+ # ¥ ek 5 @ g
{$enZ 457 GMT pFifF» 7

A

subject

G & % % (Subject) 2
X.500 Name

7 % ¢ X.500 Name #% ;% 4-
-
C=TW

L=£%#7 27
O=pF #£711 ;V 57 2L
serialNumber=g 2 & 72 #
P BHEr 52— R
(#FEAB L o LA
FJ99 £12 1 25 1 4= § 4 o7
& # i & 7 serialNumber #
&)

(i& PKIX 3 %> %75 ASN.1
DirectoryString % 3 Su#8 —
=% UTF-8 %f5 )

subjectPublicKeylnfo

1§ ¥ 2 4 < Public Key Info

7z §¢ Subject cmPublic Key #f
w2 Public Key =i

.algorithm * % subjectPublicKey #g %]
1 Algorithmldentifier
.algorithm OID rsaEncryption Public Key #g %] 2. OID >
(1.2.840.113549.1.1.1) GPKI p % v &
rsaEncryption 2_ Public Key
.parameters NULL rsaEncryption ;i & j* &2 2% 7

Z £ parameters » iz H
parameters & /g 3

NULL > # ¥ 4 %% » NULL 2_
DER % # 5 0x0500

.SubjectPublicKey

BIT STRING » ¢ BIT
STRING p 7 Subject Public
Key 1 DER %45 &

GPKI p # ®  * RSA
Public Key » #7112yt BIT
STRING ehig #-p 3 11T F

#44) ik ¢ DER 4045 :

RSAPublicKey ::= SEQUENCE {
modulus INTEGER,
publicExponent INTEGER }

extrensions

SEQUENCE OF Extensions

REL-BBARE F S
T i AR e a s (%
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LR VER T A AR
] F E’ﬁ)llé’ﬁ? ) :

.authorityKeyldentifier

Authority Key Identifier 3 v
# = > Key ldentifier s #
ViR PKIX &% 5 B~
Issuing CA 1 Public Key =n
SHA-1 Hash & # 5 Key
Identifier

PHE U F L eh P e E R

CA* kB KBTI
& 4E - f2 o il & CA
[ biks 3 AL RBERED
$¥TR% 8 * CA k- 3E CA
RSy L A

.extnld BN R4 oLy =0 0ID
id-ce-authorityKeyldentifier
(2.5.29.35)

.critical & GPKI # > 3% d 3 FALSE &
authorityKeyldentifier & z_& |[DEFAULT VALUE » #712
non-critical extension » #712 |DER %af§ ¢ > o 4 = € A% 4
critical i % 7_¥_FALSE [ H-

.extnValue extnValue 3 #3) fi £ ¥4+ authorityKeyldentifier

OCTET STRING

if8 Extension @ 3 5 & Jf i#
* AuthorityKeyldentifier 0
DER %% i i #* OCTET
STRING i

AuthorityKeyldentifier

AuthorityKeyldentifier em3

ez 7 = B Optional
Wi /,,\ ] &_keyldentifier
authorityCertlssuer £

authorityCertSerialNumber | -

s
(hadl

GPKI & # iz 95 PKIX » ¥ #%
* keyldentifier #f > @ % i
* authorityCertlssuer £

authorityCertSerialNumber ##

2
>~

keyldentifier

keyldentifier # 5 ¢
it 2_Keyldentifier » &

KeylDentifier ~ ¥ % -
OCTET STRING F #L3] i

AF A

Keyldentifier 0 4 = ;% ix
P PKIX &% > B~ Subject
Public Key 53SHA-1 Hash &
# 5 Keyldentifier 5o OCTET
STRING &

.SubjectKeyldentifier

Subject Key Identifier 4 & 1§
iz » Key ldentifier e02 # =
7 i PKIX 28 - B
Subject =7 Public Key
SHA-1 Hash & & % Key
Identifier

P L P SRR
Subject #7i¢ * 4 g H TR -
#u

.extnld B~ AP en OID
id-ce-subjectKeyldentifier
(2.5.29.14)

critical & GPKI ¥ > A% d 3" FALSE #_
subjectKeyldentifier < z_%_ |DEFAULT VALUE - #7112
non-critical extension » #7127 |DER $a#§ ¢ - U4 = € 4% 4
critical i & 7_§_FALSE [v& H-

.extnValue extnValue % 4 4] fi £ ¥+% subjectKeyldentifier iz
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OCTET STRING

#8 Extension @ 3 > & R i@ *
Keyldentifier <7 DER %78
% 1 OCTET STRING #nig

.Keyldentifier

KeylDentifier & £ 5 - B
OCTET STRING 7 #4] i

Keyldentifier eng 4 = ;% i
P PKIX %% » B~ Subject =
Public Key #57SHA-1 Hash &
# % Keyldentifier 57 OCTET
STRING &

Named BIT STRING 7%

"
R

.keyUsage Key Usage # o #f = » s& % |GPKI # 7 % Subject 2 3%
Subject Public Key #p 44 2 ¢ * % éﬁéﬁ - B ey
Private Key e# i '] (Dual Key Pairs) & %t > &
» %%il S ER T
% % % * B2 Key Usage
#-& 7 digitalSignature> @ “¢
f# % &7 2. Key Usage #-#
z keyEncipherment £
dataEncipherment = #& * i
.extnld B~ R QP L eh OID
id-ce-keyUsage (2.5.29.15)
.critical % GPKI # » keyUsage % z_|;i+ &, d ** TRUE % &_
£_critical extension » #t12  |DEFAULT VALUE » #12
critical ehig % T & TRUE |DER % ¥ > s 27 7 4%
ki
.extnValue extnValue 3 #3) fi £ ¥+ keyUsage i&fd
OCTET STRING Extension @ = » & Jf & *
KeyUsage 7 DER %8 &
#t OCTET STRING #ig
.KeyUsage KeyUsage » ¥ 4 — & FrBHELHERTTYRE

A Named BIT STRING 2.
digitalSignature (0)i& i Bit
BemL 1l FrEES
e g 0 Bt Named
BIT STRING 2z
keyEncipherment(2) 2
dataEncipherment (3)i& = &
Bit Mg K s 1

.certificatePolicies

Certificate Policies % v 1§
0 geft CA B # 2 1B
i % g R

7~ CA B BRIk
:}rgm GPKI Certificate Policy
z_ OID

.extnld B~ A PP en OID
id-ce-certificatePolicies
(2.5.29.32)

.critical 2O E AR A GPKI i & 4 » FALSE &_

¢ certificatePolicies ## 2% %

DEFAULT VALUE » #7112
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% non-critical extension > #7
r4 critical enig % 7 F_
FALSE

DER %afg @ » s € AR 4
v A

.extnValue

extnValue = 42 4] i £
OCTET STRING

#=t certificatePolicies i&4&
Extension m = » & ¢ *
CertificatePolicies =7 DER ¥
& s ¢ OCTET STRING

.CertificatePolicies

CertificatePolicies 7% 4L 3]
BA- B
SEQUENCE
SIZE (1..MAX) OF
PolicyInformation

& GPKI &% ® » EE
Certificate " it 7 7 1 B
PolicyInformation

.Policylnformation

Policylnformation & -
SEQUENCE > p 2z
policyldentifier &
policyQualifiers = ##

GPKIl G & ¢ *
policyldentifier #f = > a 7
* policyQualifiers 4 i+

.policyldentifier

policyldentifier 1§ & 35 4L
4 i %_CertPolicyld -
CertPolicyld ~ ¥ % - B
OBJECT IDENTIFIER 7 #¢

AN 7r
B

195 CA & 3 s B HPF 9 7H
* iRz % B (Assurance
Level )» 3 F X £ RS
s 2_ GPKI Certificate Policy
0]1D)

%_GeneralNames
GeneralNames % 3L %
SEQUENCE

SIZE (1..MAX) OF

3 A

GeneralName

.SubjectAltName Subject Alternative Name # [ 1 == 5 Optional > % & %
oty =0 & GPKI %583 |9 Subject 2 5 Emall
¢ AR 7 % 2 gs U Subject|Address - 2 £ 7 F 7 K-
1 Email Address Email Address = i #.1& %
¢ Rl ﬂ\%w%&gc" B
.extnld B~ V& PP L 0 0ID
id-ce-subjectAltName
(2.5.29.17)
.critical % GPKI ¥ > subjectAltName|/x &, d ** FALSE &_
3K Z_& non-critical DEFAULT VALUE » #1121
extension » #71 critical (& |DER $a#% ® > 2 = € AL
% %_8_FALSE v
.extnValue extnValue 3 4 4] fi & ¥+ subjectAltName &8
OCTET STRING Extension @ = » & Jf & *
SubjectAltName =7 DER %5
i s ¢ OCTET STRING &
N
.SubjectAltName SubjectAltName 3 #4] f& |GPKI & # i

SubjectAltName 7
GeneralNames ¥ ¢ ¢ 2 1
GeneralName
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.GeneralName

GeneralName ¥ - &
CHOICE %;:if‘;'] Ak

GPKI i£ * CHOICE # ¢
rfc822Name » I f ¥ 32
7 Subject = Email Address

.subjectDirectoryAttributes

Subject Directory Attributes
L =0 * Kk oék Subject
I ORET

AT Y
g 13k

.extnld BN R4 oLy =0 0ID
id-ce-subjectDirectoryAttribu
tes (2.5.29.9)

.critical % GPKI # > A% d >t FALSE #_
subjectDirectoryAttributes 4% [DEFAULT VALUE - #712
2k Z_% non-critical DER %fg ¥ > M {F i €4
extension > #7124 critical g [v% H-

& 7_§_FALSE
.extnValue extnValue 3 42 4] i A ¥

OCTET STRING

subjectDirectoryAttributes &
# Extension @ % » & Zf ig *
SubjectDirectoryAttributes £
DER %8 v & ¢+ OCTET
STRING i

.SubjectDirectoryAttributes

SubjectDirectoryAttributes =~
TR A A
SEQUENCE
SIZE (1.MAX)
OF Attribute

L‘L’fﬁg??§~3$ﬁ’“ﬁ3%‘é
B3 ¢ e AR

.subjectType Subject #f B i H type £2|pt Bt kw4 S EHE
values 4= : Subject =g 5|
type OID id-chtpki-at-subjectType |+ % * % Subject Type
(2.16.886.1.100.2.1) Attribute z. OID
.values OID * OID % 1 & 7 Subject e

id-chtpki-et-proprietorship
(2.16.886.1.100.3.2.3.1)

IR S

.cardHolderRank

FFAoprgt Es o H
type £2 values 4= :

T ERL R e AU %4
Subject 2. + 7 35 A hdE
+ A g L

type OID #t & % £ Card Holder Rank
id-chtpki-at-cardHolderRank |Attribute z. OID
(2.16.886.1.100.2.2)
.values # ~ printable 5 ¢’ ‘primary” £ or+ F#FF A
primary’ £’ secondary’ Can o B
secondary’ 4 7+ H4FF 4

Lt g

.uniformQOrganizationlD

G- YhEL M 0 B type &2
values 4

PR kP ER

Subject (7 %) - L

type

OID

ML v £ Uniform
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id-chtpki-at-uniformOrganiza
tionID (2.16.886.1.100.2.101)

Organization 1D Attribute 2
OoID

4] & ¥_SEQUENCE SIZE
(1..MAX) OF KeyPurposeld

.values B35 £enii- KoL RPN #7ie * endi- $5ig 8
B ik
.extkeyUsage Extended Key Usage # "L 1§ [ = 2 & F £&&F D
= > 3z Subject Public Key |Private Key et i # i
AP 'ﬁ){% 2_ Private Key e4% 7%
* ik
.extnld B~ R & oty eh OID
id-ce-extKeyUsage
(2.5.29.37)
critical % GPKI # > extKeyUsage % i & ¢ ** TRUE # &_
%_&_critical extension » #712|DEFAULT VALUE » #7112
critical =hig % ¥4 _TRUE |DER %5 ¢ » JHHf 7% ¥ 4%
ki
.extnValue extnValue 3 42 4] i A ¥ extKeyUsage i& 44
OCTET STRING Extension @ = » & Jf & *
ExtKeyUsageSyntax 7 DER
S #G s 2t OCTET
STRING g
.ExtKeyUsageSyntax ExtKeyUsageSyntax % #L |7 ¥ 15 &

ExtKeyUsageSyntax ¢ 7 1
2 2 # KeyPurposeld

.KeyPurposeld

KeyPurposeld % L 3] & 2_
OBJECT IDENTIFIER » J* Jau
# » OID id-kp-clientAuth
(1.3.6.1.5.5.7.3.2)

id-kp-clientAuth 5 PKIX
RFC 5280 #1z_% 1 Key
Purpose OID » 7= % Extended
Key Usage # v #f = Ff 3% 2.
Key Purpose OID

.KeyPurposeld

s

KeyPurposeld s34 3] ik £_
OBJECT IDENTIFIER » ¢* j&d
# »~ OID
id-kp-emailProtection
(1.3.6.1.5.5.7.3.4)

id-kp-emailProtection %
PKIX RFC 5280 #t%_s
Key Purpose OID - p* Key
Purpose OID 5 Optional » &
SubjectAIternative Name ¥
L g & se it Subject
7 Email Address % » B
Extended Key Usage #% ~ 1§
> p ¢ 7 ¢ KeyPurpose
OID

.CRLDistributionPoints

CRL Distribution Points #§ v

ﬁ;ﬁ,’a,)ﬂ? PR IRE
2. CA =5 pt ’& pr_#ﬁ i 2.
CRL &1t

PR R B R
WP-{74p B CRL chdq 51> B
a» GPKI #7i¢ * 2. CRL
Distribution Points ¥ ¢ 7 1
I 2% URL

.extnld

B (A P g = en OID
id-ce-cRLDistributionPoints
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GPKI &% 2 B # Atk P 552158

(2.5.29.31)

.critical & GPKI ¢ > 3% 9 > FALSE &_
cRLDistributionPoints #£3% |DEFAULT VALUE > #11u
¥_% non-critical extension > |DER %% ® > s 4F € AL H
sl critical ehiE % T E_ (E B
FALSE

.extnValue extnValue 3 42 4] i 2 ¥1+> cRLDistributionPoints

ig#4 Extension m 3 > & i¢
* CRLDistributionPoints £
DER %0 #5 i % 2+ OCTET
STRING i

.CRLDistributionPoints

CRLDistributionPoints 3
A2 - B
SEQUENCE
SIZE (1..MAX) OF
DistributionPoint

i GPKI g P o i
CRLDistributionPoints 7 7 1
2 2 # DistributionPoint - 4c
% 7 = i DistributionPoint
o % 1 B % Partitioned CRL
7URL % 2 B 5 Complete
CRL“URL; 4% 2 2 1R
DistributionPoint FF » B %
Complete CRL =7 URL

.DistributionPoint

DistributionPoint % -
SEQUENCE > p 2
distributionPoint ~ reasons 2
cRLIssuer = ##

GPKI gz ¥ i
distributionPoint # i~ > @ %
i# * reasons £2 cRLIssuer &

5 AR

distributionPoint

distributionPoint § 3 L
DistributionPointName »
DistributionPointName # £
% — & CHOICE F#43] & »
v £ * fullName gt
nameRelativeToCRLIssuer

GPKI & # 1 CRL
distributionPoint &_#x *
fullName

fullName

fullName 3 4 2] i &
GeneralNames =
GeneralNames 73 . 4] i £
SEQUENCE
SIZE (1..MAX) OF
GeneralName

GPKI &z 7 CRL
distributionPoint = fullName
¥ ¢ ¢ 7z 11 GeneralName

.GeneralName

GeneralName &_—- &
CHOICE T #7] &

GPKI i * CHOICE ® 1
uniformResourceIdentifier’ b
Gty P seft CA =i CRL
;rg,mURL L CRL Y
Partitioned CRL p* » P pt 4
i i URL & Jf 237
CRL z
issuingDistributionPoint # ~
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P e

.authorityInfoAccess

Authority Info Access # “« 1§

]’%v

GPKI & # pb g v k2o
FCAXGH AL EHE I
Pk CAlg#E DRy » T
AE RS FHEB f;é_a\ﬁmx%ﬁ*
F4 > bl4e 1 OCSP

.extnld B~ N & gt P e e OID |authorityInfoAccess #_ PKIX
id-pe-authorityInfoAccess #7 %_& ¢ Private Extension
(1.3.6.1.5.5.7.1.1)

.critical & GPKIl ¢ > 2% d > FALSE &_
authoritylnfoAccess & = DEFAULT VALUE > #112
non-critical extension > #7127 |DER $n#§ ¢ - U4 = € 45 4
critical i & 7_¥_FALSE [ H-

.extnValue extnValue 3 #3) fi £ ¥+% authoritylnfoAccess iz

OCTET STRING

#8 Extension @ 3 > & R i *
AuthorityInfoAccessSyntax
e DER $a#8 w5 2t OCTET
STRING i

AuthorityInfoAccessSyntax

AuthorityInfoAccessSyntax
A A B
SEQUENCE
SIZE (1..MAX) OF
AccessDescription

& GPKI&E#H? » #3 ° 2
7 1 i calssuers i&fé
AccessDescription > I ¥
B4 P Hos fAgEen
AccessDescription > &4 ocsp
AccessDescription

w3

. AccessDescription

AccessDescription % —
SEQUENCE > p 2
accessMethod #2
accessLocation =

PP R R ERY
P8 Issuing CA ~ £ 5%
2 1k CA B # et i)

.accessMethod

accessMethod 1§ i+ e 2 A]
iy #_OBJECT
IDENTIFIER» 2 & » OID

id-ad-calssuers
(1.3.6.1.5.5.7.48.2)

id-ad-calssuers = PKIX RFC
5280 *+ %_% «H accessMethod

.accessLocation

accessLocation fif % L
A it ¥_GeneralName >
GeneralName # ¥ § - i
CHOICE F#73] & > GPKI
i## * CHOICE ¥ ¢
uniformResourceIdentifier )
DR i\._ B
calssuers 7 URL

L URLa‘ﬁra»~l[$s 7 His
CA % % % Issuing CA mi
3B PR
;N H_PKCSHT Bz d 75 ¢
URL » ¥ & - B dpe
LDAP ¢ CAEntry =n
crossCertificatePair Attribute
e URL 3 xt

.accessMethod

accessMethod # i+~ mP P
it ¥_OBJECT
IDENTIFIER > ¢+ gz » OID

id-ad-ocsp = PKIX RFC
5280 #+ z_% ¢ accessMethod
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G A B AL P R

S

H

id-ad-ocsp
(1.3.6.1.5.5.7.48.1)

.accessLocation

accessLocation f§ 3 L
A #& ¥_GeneralName » @
GeneralName A & § - i
CHOICE F 4% & » GPKI
# * CHOICE ¥ e
uniformResourceldentifier >
I AP e~ i OCSP
PR 7% URL

L URL A% - B &%
B & 34 PR73(OCSP) 2 1R
Z e URL %4t > o+ OCSP 7
JRER R EFNGHEDRLET
21

1.3.9 To-Be-Signed 3 *2& I8 # 25"

i

r %

S

version

v3(2)

GPKI g7 #3% 2 * X.509
V3E#R; (LR V3 aie
X2ma % E3)

serialNumber

& ¥ B 55 (Certificate Serial
Number )

GPKI ¥ #7i¢ * 2 57 F 5L
- BE &G 16 Bytes int
B #1995 DER $ai% %1 i
#1i¢ * 1 2’s Compliment
Al 3 BEEELT & € n ok
A4+ 0x00 - = i# 7716 Bytes
SO BERCR EL R 17
Bytes e7 ¥

signature CAEHTH 2 FRFHZ [P HFDELFE R
z_ Algorithmldentifier SIGNED & #% 2.
algorithmldentifier § s ig 4p
fF
.algorithm FANMT ERFHEZ0ID2|EFIFE E2 OID > GPKI
- Pan R i T BRI
shalWithRSAEncryption shalWithRSAEncryption ~
(1.2.840.113549.1.1.5) ~ sha256WithRSAENcryption
sha256WithRSAENcryption
(1.2.840.113549.1.1.11)
.parameters NULL GPKI & * eng /%5 2 %
Z £ parameters » iz H
parameters «& f 3}
NULL > # ¥ 74 1% » NULL 2
DER % #% % 0x0500
issuer CA + £ hDN(#-d CA L ¥

B# %+ (CA) 2 X500
Name

WHITE2)
(i PKIX . 7#r% ASN.1
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S

H

DirectoryString < 3 %8 —
=i * UTF-8 %48 )

validity

i

B £ R ARG IR
%

.notBefore

BHEey RS
(GMT)» Lyt prF2 0§

iz PKIX 2 2_tx 2049/12/31
23:59:59 (7 ) 2w i@ *
UTCTime 5441 i » 425 5
YYMMDDHHMMSSZ » %
2050/01/01 00:00:00 ( 7z ) =
fs > ¢ * GeneralizedTime F
‘}';"J ik o ’h:z"} =S
YYYYMMDDHHMMSSZ -
IV a1 ;fﬁ_ﬁ;;t v oar fz}@;
SS % 00+ # ¥ ek > @ g
fsenZ %57 GMT PFFRF % 7
A

.notAfter

& & e AR
(GMT>’ £ LEEL?F'&’ 19’&

FE—#!“ T

i PKIX 3 %_ % 2049/12/31
23:59:59 (7 ) 2w g *
UTCTime 3424 & > #2354 5
YYMMDDHHMMSSZ » %
2050/01/01 00:00:00 ( 7z ) 2
fs » & * GeneralizedTime #
AR > A
YYYYMMDDHHMMSSZ -
RN S EA R § OF S
SS 200+ # ¥ 4k > @
{$enZ 457 GMT P& 7

¥ g\vz

subject

B %% ¥ % (Subject) 2
X.500 Name

7 'L & 5 ¢1 X.500 Name #

}\‘ -&‘:’v—f .

C=TW
O=7 g gt N5
7

(& PKIX 225 #73 ASN.1
DirectoryString < F %5 —
Eig* UTF-8 %48 )

subjectPublicKeylnfo

1§ ¥ 2 4 5 Public Key Info

7= §° Subject -7 Public Key #
%) 2 Public Key =i

.algorithm & % subjectPublicKey #g %]
e Algorithmldentifier
.algorithm OID rsaEncryption Public Key #g %] 2. OID >
(1.2.840.113549.1.1.1) GPKI p % 7 & *
rsaEncryption z_ Public Key
.parameters NULL rsaEncryption ;& & ;* 27X 7
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Z & parameters » iz H
parameters & Jf 3 }

NULL > # 7 7% v » NULL 2
DER % # & 0x0500

.SsubjectPublicKey

BIT STRING - ¢ BIT
STRING p 7 Subject Public
Key =7 DER ¥ #5 &

GPKI p # ¥ # * RSA
Public Key » #rzpt BIT
STRING #hig #-p z 1T F

#1244k 51 DER %08 ¢

RSAPublicKey ::= SEQUENCE {
modulus INTEGER,
publicExponent INTEGER }

extrensions

SEQUENCE OF Extensions

St L
UTﬁﬁiﬁﬁﬁﬁ(?%

2& 2P VR BT OA g\p{g
M HVE R )

.authorityKeyldentifier

Authority Key Identifier 3%
# = > Key Identifier eng 4
= ViR R PKIX % > B~
Issuing CA =1 Public Key
SHA-1 Hash & # 5 Key
Identifier

PP U e p e E R T
CA™ kg# AB@ TR
g HEEIR- 50121 & CA

9\%%¢&%1 S A
%% 18 * CAgwR— 3k CA
& j‘*ﬁ% L)é\pﬂ_

.extnld B~ V& gL e 0ID
id-ce-authorityKeyldentifier
(2.5.29.35)

.critical % GPKI # > 2% ¢ > FALSE #_
authorityKeyldentifier & 7_&_ |[DEFAULT VALUE > #712
non-critical extension » #7127 |DER $a#§ ¢ - U4 = € 4% 4
critical =nig & 7 §_FALSE |[v% #

.extnValue extnValue 3542 4] i & ¥+ authorityKeyldentifier

OCTET STRING

i Extension @ 3 5 & Ffié
*  AuthorityKeyldentifier e
DER %#§ i = ¢+ OCTET
STRING sig

AuthorityKeyldentifier

AuthorityKeyIdentifier E
#4273 = B Optional &

%&“ i~ 4w §_keyldentifier ~

authorityCertlssuer &

authorityCertSerialNumber 4| -

s
(had

GPKI & # & 95 PKIX » ¥ $
* keyldentifier #f > % i
* authorityCertlssuer &

authorityCertSerialNumber ##

>

—\

.keyldentifier

keyldentifier # = 3 #213]
it ¥_Keyldentifier >
KeylDentifier ~ ¥ 5 - B
OCTET STRING F#L3] i

Keyldentifier eng 4 = ;% i
P PKIX % & > B~ Subject e
Public Key #7SHA-1 Hash &
# % Keyldentifier o OCTET
STRING &

.subjectKeyldentifier

Subject Key Identifier 3% ~c ##

PP L e P E AT
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GPKI &% 2 A b P 138215

> » Key Ildentifier eng 4 =
;v ik PR PKIX &8 > B~
Subject =7 Public Key =n
SHA-1 Hash & # 5 Key
Identifier

Subject #7i¢ * 4 g H PR -
;}u

.extnld BN R4 oLy =0 0ID
id-ce-subjectKeyldentifier
(2.5.29.14)

critical & GPKI ¥ > 2% ¢ ** FALSE &_
subjectKeyldentifier « z_%_ |DEFAULT VALUE - #7112
non-critical extension » #7127 |DER $#§ ¢ - U4 = € 4% 4
critical i & 7_§_FALSE |v& H-

.extnValue extnValue 3 42 4] i 2 ¥1>+ subjectKeyldentifier i&

OCTET STRING

#a Extension @ 3 > & Jf i¢ *
Keyldentifier e DER %5
% #* OCTET STRING &

.Keyldentifier

KeylDentifier &~ £ % - i
OCTET STRING 7 #L4] i

Keyldentifier eng 4 = ;% i
P PKIX % # » B~ Subject
Public Key 53SHA-1 Hash &
5 Keyldentifier sn OCTET
STRING B

Named BIT STRING 7%

"
i

.keyUsage Key Usage # * § = » &% |GPKI # i 7 *T &} Subject
Subject Public Key 4p $f & 2. |23k i¢ * mf B hiMsHEE
Private Key % 4 24 4%+ (Dual Key Pairs) % ‘ct )
Au\ LB _q_l Su R p o ¥
PERER Y BEL Key
Usage #-¢ 3
digitalSignature > @ 4”?;’ G
7% 2. Key Usage #-#
keyEncipherment 2
dataEncipherment = & * &
.extnld B~ V& PP L 0 0ID
id-ce-keyUsage (2.5.29.15)
.critical % GPKI # » keyUsage % z_|;i+ & ¢ ** TRUE % &_
&_critical extension » #712  |DEFAULT VALUE » #12
critical ehig % T & TRUE |DER % ¥ > S 27 7 4
ki
.extnValue extnValue 35 44 2] fi & ¥+ keyUsage i&fd
OCTET STRING Extension @ = » & Jf ¢ *
KeyUsage =7 DER %% # &
# OCTET STRING i
.KeyUsage KeyUsage * ¥ % — 1 FHrBHELIEZELTY BE

A+ Named BIT STRING z
digitalSignature (0):z # Bit
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%gﬁfﬁ»&p 1 FrE&E#E
doip * B E > B Named
BIT STRING z
keyEncipherment(2) £
dataEncipherment (3):& = i
Bit #-¢ 4K 5 1

.certificatePolicies

Certificate Policies # - %&5
e CA B H B
i * g R

B~ CA R # 2 BHP ik
|4 2 GPKI Certificate Policy
2. 0ID

.extnld BN R4 oLy =0 0ID
id-ce-certificatePolicies
(2.5.29.32)
.critical = Ap A A= > A GPKI |1 g ¢ >t FALSE &_
® > certificatePolicies # 3% #|DEFAULT VALUE » #7112
= non-critical extension » #7 |DER $%#8 ? > st i € 4L 4
2 critical i & T E_ v H
FALSE
.extnValue extnValue 3 42 4] i A ¥+ certificatePolicies i&4&

OCTET STRING

Extension m % > & Jf ¢ *
CertificatePolicies 7 DER %,
i s ¢ OCTET STRING

.CertificatePolicies

CertificatePolicies e #4%
i & -
SEQUENCE
SIZE (1..MAX) OF
Policylnformation

& GPKIl &% ¥ - EE
Certificate " it 7 7 1 B
Policylnformation

.PolicyInformation

Policylnformation % -
SEQUENCE > p 2
policyldentifier ¥
policyQualifiers =

GPKI 5z & *
policyldentifier 1 > @A 7
* policyQualifiers ## i

.policyldentifier

policyldentifier # % 7 42
A i €_CertPolicyld > &
CertPolicyld ~ ¥ % - B
OBJECT IDENTIFIER F #2

A Fe
B

95 CA & 3 s B HPF P 7H
* iRE & & (Assurance
Level ) 3£ F X L Z %RFEXE
& 2_ GPKI Certificate Policy
OoID

.SubjectAltName

Subject Alternative Name
g >  GPKI 3 L& H
7@ B Lt’lﬁa,w |l 3 4«« ;\.
Subject =7 Email Address

pL ¥ = % Optional » %15 %
77 Subject /X 3 Ema|I
Address » & & % # ¥ ¥
Email Address = 7 #i& 3%
PR AR T

.extnld

B~ A P = en OID
id-ce-subjectAltName
(2.5.29.17)

.critical

A GPKI # > subjectAltName

A % d >t FALSE &_
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A3 F_% non-critical
extension » #712 critical e &
% %_%_FALSE

DEFAULT VALUE > #71”
DER %045 * » M 4§ = & 44 %
N Rin

.extnValue extnValue ch3 42 4] s & |$3% subjectAltName =44
OCTET STRING Extension m = - & Jf (& *
SubjectAltName 7 DER %75
i = ¢ OCTET STRING
(1=
.SubjectAltName SubjectAltName 7% 443 i |GPKI & 2

%_GeneralNames @
GeneralNames 3% #2 4]
SEQUENCE
SIZE (1..MAX) OF
GeneralName

=

5 A

SubjectAltName
GeneralNames ¥ ¢ ¢ 2 1
GeneralName

.GeneralName

GeneralName & - &
CHOICE ?#-’if‘;' AL

GPKI i * CHOICE ® =3
rfc822Name » i f gt @ 32
i Subject = Email Address

.subjectDirectoryAttributes

Subject Directory Attributes
Poof o+ K esk Subject
F1 BT

AR TR Y hf
g 13 F

.extnld B~ V& PP L e 0ID
id-ce-subjectDirectoryAttribu
tes (2.5.29.9)

critical % GPKI # > A% d 3t FALSE #_
subjectDirectoryAttributes 4 [DEFAULT VALUE - #712
2% Z_% non-critical DER Sof% @ - s i € 4L
extension » #712 critical g v H-
<% %_§_FALSE

.extnValue extnValue sH3 4] fi & T

OCTET STRING

subjectDirectoryAttributes iz
#8 Extension @ 3 > & R i@ *
SubjectDirectoryAttributes =
DER %8 iw & ¢+ OCTET
STRING i

.SubjectDirectoryAttributes

SubjectDirectoryAttributes =~
R A A
SEQUENCE
SIZE (1.MAX)
OF Attribute

Rk IR
EPEHEE T IR

.SubjectType Subject #g W] 4 B type 22|t iR K F A P BFE
values 4= : Subject =3§ W]
type OID id-chtpki-at-subjectType |+ % i % Subject Type
(2.16.886.1.100.2.1) Attribute 2. OID
.values OID ¢+ OID # 77 & 3 Subject &7

id-chtpki-et-limitedPartnershi

Y A

i{ﬁ‘g]:& 0 KQ@%))}
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p (2.16.886.1.100.3.2.2.1.3)

.cardHolderRank

FH At a0 H
type ¥ values 4 :

PR KR A B
Subject 2. + ® ##3 4 GE b
At L

4| i ¥_SEQUENCE SIZE
(1..MAX) OF KeyPurposeld

type OID # 5 & 4 Card Holder Rank
id-chtpki-at-cardHolderRank |Attribute 2. OID
(2.16.886.1.100.2.2)
.values # »~ printable & 8’ ‘primary” £ or+ F#FF A
primary’ &’ secondary’ SN B
secondary’ % 7n+ F G X
£ ﬁ—k %ie 4 A
.uniformOrganizationID |3 %5LF 1 > 2 type &2 |[pt FHir 1 it lg
values 4- : Subject (7 L& ) 'rﬁ
S5
type OID 5 4 Uniform
id-chtpki-at-uniformOrganiza | Organization 1D Attribute 2
tionID (2.16.886.1.100.2.101) |o|D
.values B2 REPnse- WL | BIN 7R * ol Shiig 8
B i e
.extKeyUsage Extended Key Usage # L 1§ |2 =2 & F "LE P RF D
> 3z Subject Public Key |Private Key e i # i
40 % 2. Private Key 4% 7%
* g
.extnld B~ & ety eh OID
id-ce-extKeyUsage
(2.5.29.37)
.critical % GPKI ¥ »extKeyUsage #% [/ & ¢ ** TRUE % &_
%_4_critical extension » #712|DEFAULT VALUE » #712
critical ehig % T §_TRUE |DER %@ > JHF 27 7 4
ki
.extnValue extnValue 3544 4] i & ¥ extKeyUsage i& 44
OCTET STRING Extension m 3 » & Jf i@ *
ExtKeyUsageSyntax -7 DER
A s 2t OCTET
STRING =nig
ExtKeyUsageSyntax ExtKeyUsageSyntax eng s |4 'L & 3518 % eh

ExtKeyUsageSyntax #
I 2 i KeyPurposeld

71

.KeyPurposeld

KeyPurposeld = #2 3] g &_
OBJECT IDENTIFIER » ¢ J&u
# » OID id-kp-clientAuth
(1.3.6.1.5.5.7.3.2)

id-kp-clientAuth 5 PKIX
RFC 5280 #1%_% =1 Key
Purpose OID » 7= % Extended
Key Usage # “o 1§ % 3K 2
Key Purpose OID

.KeyPurposeld

KeyPurposeld 3 4] i £
OBJECT IDENTIFIER » ¢* &d

id-kp-emailProtection %
PKIX RFC 5280 1% _s& &1
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GPKIl 53 % 57 A1 5

AL |

# »~ OID
id-kp-emailProtection
(1.3.6.1.5.5.7.3.4)

Key Purpose OID - ¢+ Key
Purpose OID % Optional > &
SubjectAIternative Name ¥
ol 3 2 set Subject
=7 Email Address p > 7
Extended Key Usage # ~¢ ##
8 & 7 KeyPurpose
OID

.CRLDistributionPoints

CRL Distribution Points # -t
Wi %egt EFMIIEHE
2 CAH M2

CRL s ht

P R EEERT i
WP~ 4p M CRL ehip 3l - B
@ GPKI #1i¢ * 2. CRL
Distribution Points ¥ ¢ 3 1
I 2 URL

.extnld B~ V& gL e 0ID
id-ce-cRLDistributionPoints
(2.5.29.31)

.critical & GPKI ¢ > A% ¢ > FALSE &
cRLDistributionPoints 4#3% |DEFAULT VALUE » #712
¥_% non-critical extension > |DER %% ® 5 st 4F € AL H
112 critical shiE &% T_H_ (E: &
FALSE

.extnValue extnValue 3 42 4] i A ¥1+> cRLDistributionPoints

OCTET STRING

ie#4 Extension m 3 > & i
* CRLDistributionPoints
DER %8 ta % ¢+ OCTET
STRING g

.CRLDistributionPoints

CRLDistributionPoints %
A E - B
SEQUENCE
SIZE (1..MAX) OF
DistributionPoint

i GPKI G #f ;P i
CRLDistributionPoints z 7 1
I 2 i DistributionPoint o 4
% 7z = 1 DistributionPoint
P> % 113 5 Partitioned CRL
7URL % 2 B % Complete
CRL“URL; 4% 2 2 1R
DistributionPoint pF » B %
Complete CRL =7 URL

.DistributionPoint

DistributionPoint 3 —
SEQUENCE > p %
distributionPoint ~ reasons &7
cRLIssuer = §

GPKI Gz = i@ *
distributionPoint # i~ > @
i# * reasons ¥7 cRLIssuer i&

A AR

distributionPoint

distributionPoint 4§ iz e 4L
DistributionPointName » =
DistributionPointName # £
= — 1 CHOICE F#13] & »
v £ * fullName gt

GPKI & ## 7 CRL
distributionPoint &_x *
fullName

90




GPKI

2&1—*4;1)& }%},L _Fn,h;,\aj

nameRelativeToCRLIssuer

fullName

fullName sH 3 #23] fg &
GeneralNames @
GeneralNames = § 4L 4] & £
SEQUENCE

SIZE (1..MAX) OF
GeneralName

GPKI & 7 7 CRL
distributionPoint = fullName
¥ ¢ ¢ 7z 11 GeneralName

.GeneralName

GeneralName ¥ - &
CHOICE 7 #24] f

GPKI £ * CHOICE *# =
unlformResourceIdentlfler’ b

et P e CA = CRL
*gnmURL B+ CRL E
Partitioned CRL B » Rt 4
i #rzefen URL & JF £ 3%
CRL 2z
issuingDistributionPoint 4 v
Wi b’”r?:f.’rﬁURL e
10 Fe

.authoritylnfoAccess

Authority Info Access # - ##

GPKI ¢ #* L“:}?%*‘%&“n’* xze

i ;t CAomHE AL gHEE H
K CA’& Gehfen > ¥ T
ﬁﬁ-‘fﬁ, B4 b H s ﬁﬁlx\ﬁml—?g"
o bl4e 1 OCSP
.extnld #o~ & P L 260 OID |authorityInfoAccess 2 PKIX
id-pe-authorityInfoAccess #1 Z_% 1 Private Extension
(1.3.6.1.5.5.7.1.1)
.critical & GPKI ¢ > A% ¢ > FALSE &
authoritylnfoAccess & = DEFAULT VALUE > #11u
non-critical extension » #7127 |DER $a#§ ¢ - U4 = € 4% 4
critical i & 7_§_FALSE |v& H-
.extnValue extnValue 3542 4] i & ¥+>+ authoritylnfoAccess i&

OCTET STRING

#8 Extension @ 3 > & R i@ *
AuthorityInfoAccessSyntax
e DER $a#8 i s 2+ OCTET
STRING i

AuthorityInfoAccessSyntax

AuthorityInfoAccessSyntax
S LR S
SEQUENCE
SIZE (1..MAX) OF
AccessDescription

& GPKl &% " » #31 > 37
7 1 1 calssuers izf&
AccessDescription» & ¥
£ P H B D
AccessDescription > &4 ocsp
AccessDescription

F

AccessDescription

AccessDescription % —
SEQUENCE > p 3
accessMethod £
accessLocation =

P R EEERY K
# 5~ 1¥ Issuing CA + ¥ g &
2tk CAR® m#ﬂ 5]

.accessMethod

accessMethod 1§ i+ e 2 4]

id-ad-calssuers & PKIX RFC
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s £_OBJECT
IDENTIFIER > * E » OID

id-ad-calssuers
(1.3.6.1.5.5.7.48.2)

5280 =t z_% ¢ accessMethod

.accessLocation

accessLocation #§ 3 L
4| & ¥_GeneralName > @
GeneralName ~ ¥ § - B
CHO|CE AR AR > GPKI
i# * CHOICE ¥ ¢
uniformResourceIdentifier )
P ,]r&a v 2z ?

calssuers 2 x] URL

##URL4ge - e 7 2o
CA % % % Issuing CA =13
IREIRE R OR
$H_PKCSH#7 &8 71 ;5 M
URL » 7 & - B4y w
LDAP ¢ CAEnNtry =1
crossCertificatePair Attribute
1 URL &yt

.accessMethod

accessMethod 1§ i+ e 2 3]
it %_OBJECT
IDENTIFIER» ¢ i » OID
id-ad-ocsp
(1.3.6.1.5.5.7.48.1)

id-ad-ocsp = PKIX RFC
5280 *+ %_% cH accessMethod

.accessLocation

accessLocation fif % L
A] it ¥_GeneralName > @
GeneralName + £ g - i
CHO|CE 723 & > GPKI

# * CHOICE ¥ ¢
uniformResourceIdentifier )
T g P sz - B OCSP
PR 7% URL

o URu,aré»— B 4+ aaw

1.3.10 To-Be-Signed 3 *<

o

version

v3(2)

Y
GPKI &z 5% & * X.509
V3 f&p r-)(\‘ (/._‘&; V3 ET’IEI_

£2m 734 3)

serialNumber

8 ¥ B 55 (Certificate Serial
Number)

GPKI ¥ #1i¢ * 2 5% B 5.
¥ - & & 5 16 Bytes ehit
5 e 1395 DER %hfB ¥ 1 #&
#rig e 2’s Compliment
Bl 3 ERET i € &2 d

# 1 0X00 » @ # 16 Bytes
chi B E Gk 17
Bytes e7 ¥
signature CAEF* 2 R FHZ [P FTEL FEtE
2_ Algorithmldentifier SIGNED & #% 2

algorithmidentifier 2 ig p
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G A B AL P R

S

H

e

.algorithm

TAMT ERMEZOID2
shalWithRSAEncryption
(1.2.840.113549.1.1.5) ~

sha256WithRSAEnNcryption
(1.2.840.113549.1.1.11)

& %% %22 OID GPKI
P B TR EE
shalWithRSAEncryption ~

sha256WithRSAEnNcryption

.parameters

NULL

GPKI & * ch§ % 7% B £ 3
% & parameters > e H
parameters «& p 3

NULL > # ¥ 74 v » NULL 2
DER % # & 0x0500

issuer

& B ’a‘—*ﬁ (CA) 2z X.500
Name

CA & £ hDN(#-d CAZL ¢
R )

(i& PKIX 3 %> %75 ASN.1
DirectoryString = F %% —
E* UTF-8 %45 )

validity

B AT PEIT G R L kPt
i

Gl & RALIG IR D
T

.notBefore

f&;ﬁ}éi’% ‘;’I/"ﬁi’*ﬁi\/;%@
(GMT) > Atz g

o

iz PKIX % 2 7 2049/12/31
23:59:59 (7 ) 2w ¢ *
UTCTime T4 4] i - f25% &
YYMMDDHHMMSSZ » %
2050/01/01 00:00:00 ( 7z ) 2
t¢ > ¢ * GeneralizedTime 3
A
YYYYMMDDHHMMSSZ -
DR R SR R O
SS % 00~ # ¥ fug > @ A
{$enZ 457 GMT i & 7

b
¥ g R

.notAfter

B A PTHRAR IR
(GMT) > fpt P2 (4G

278 . z
vE  PT

% PKIX 2 2_7x 2049/12/31
23:59:59 (7 ) 2w g *
UTCTime 744 4] f& » #25% %
YYMMDDHHMMSSZ » %
2050/01/01 00:00:00 ( 7z ) 2
f¢ > ¢ * GeneralizedTime 3
FAE - 25
YYYYMMDDHHMMSSZ -
DR R SR R O
SS 500+ # ¥ k> @k
{$enZ % GMT pFRE =+ 7

B

9

subject

G 7 &% % (Subject) 2
X.500 Name

LA L %}Eﬁﬁ‘;m X.500
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Name #& ;%40
C=TW

O=7 "Wg et
#

OU= 7 24 74t 2 f ff it
FUE e ?#—

(& PKIX 3 % “r3 ASN.1
DirectoryString < & %5 —
Ei* UTF-8 %5 )

Pz 2 2
L—E’ FY

.

subjectPublicKeylnfo

1§ ¥ 2 1 0 Public Key Info

7z ¢ Subject -7 Public Key %
w2 Public Key hig

.algorithm % % subjectPublicKey # %]
1 Algorithmldentifier
.algorithm OID rsaEncryption Public Key #g %] 2_ OID >
(1.2.840.113549.1.1.1) GPKI p % ¥ f¢ #
rsaEncryption 2. Public Key
.parameters NULL rsaEncryption ;& & J* & 2% 7

% & parameters » e H
parameters & Jf 3}
NULL> 2 # %% » NULL 2
DER 3% # 5 0x0500

.SubjectPublicKey

BIT STRING - ¢+ BIT
STRING p 7 Subject Public
Key 1 DER %45 (&

GPKI p 3 7 # * RSA
Public Key » #1rzpt BIT
STRING g #-p 3 1T F

FL A A 0 DER %0 /5

RSAPublicKey ::= SEQUENCE {
modulus INTEGER,
publicExponent INTEGER }

extrensions

SEQUENCE OF Extensions

\%t—g%/uﬁ}gl”’ég
FUTE ehi sy e E e (R
wREY VER T A AR
Va3 E’—,’qnlgg);

.authorityKeyldentifier

Authority Key Identifier 3% >
1 = > Key ldentifier 14 #

PIE e E E T
CA* kg »GaE TR ™
g 4%{9’&— Fou g # CA

Issuing CA = Public Key ¢ i e higE H ALY
SHA-1 Hash & 5 Key BTz CA k- 3 CA
Identifier B RS IGE

.extnld B R4 oLy =0 OID
id-ce-authorityKeyldentifier
(2.5.29.35)

.critical & GPKI ¥ > A% ¢ > FALSE #_
authorityKeyldentifier & z_¥_IDEFAULT VALUE - #7112
non-critical extension » #7127 |DER $a#§ ¢ - U4 = € 4% 4
critical i & 7_§_FALSE [v& H-

.extnValue extnValue % 4 4] fi £ ¥+ authorityKeyldentifier
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OCTET STRING

i Extension @ % 5 & Ff i#
*  AuthorityKeyldentifier 0
DER % %% i i ¢t OCTET
STRING i

AuthorityKeyldentifier

AuthorityKeyldentifier em3
#5473 = B Optional &
W o 4wl E_keyldentifier ~
authorityCertlssuer £

authorityCertSerialNumber 4| ==

s
(had

GPKI & % & 5 PKIX » ¥ 3
* keyldentifier #f > @ % i
* authorityCertlssuer £

authorityCertSerialNumber ##

P
>

keyldentifier

keyldentifier # & % 4L 4]
it £_Keyldentifier »
KeylDentifier » £ 5 -
OCTET STRING

= sl A gE
EAR it YIRY

Keyldentifier eng 4 = ;% i
P PKIX &% > B~ Subject
Public Key 7 SHA-1 Hash &
# 5 Keyldentifier 5o OCTET
STRING &

.SubjectKeyldentifier

Subject Key Identifier #§ ~ f§
iz » Key ldentifier c02 # =
;O ik R PKIX 4% > B~
Subject =7 Public Key =
SHA-1 Hash & i i Key
Identifier

PP e P e E R T
Subject #7i¢ * & 4 H -
;I"U

.extnld BN A L =0 OID
id-ce-subjectKeyldentifier
(2.5.29.14)

.critical & GPKI| ¢ > 1% d 3 FALSE &
subjectKeyldentifier « z_¥_ |DEFAULT VALUE - #7112
non-critical extension » #712 |DER %af§ ¢ - o ff = € 4% 4
critical i & 7_§_FALSE |v& H-

.extnValue extnValue 3544 4] i & ¥1>+ subjectKeyldentifier i&

OCTET STRING

#a Extension @ 3 » & Jf i¢ *
Keyldentifier 57 DER %5
% #* OCTET STRING &

.Keyldentifier

KeylDentifier & ¥ % -
OCTET STRING F#L3] i

Keyldentifier eng 4 = ;% i
P PKIX %% » B~ Subject
Public Key #57SHA-1 Hash &
% Keyldentifier sn OCTET
STRING &

.keyUsage

Key Usage # o §f = » &
Subject Public Key #p ¥4 /& 2.
Private Key e 4 *24]

GPKI & B4 "T& 454 & 4
1 Subject 2 3& i * s %
L %4}&%% ( Dual Key
Pairs) ,z %L & 4 ;‘%_q.ﬂ k2
frma it He g3+
w2 Key Usage #¥-e 7
digitalSignature > @ “c %% &

95



GPKI

B2 BEAL P RINY

&2 Key Usage #-¢ 2
keyEncipherment 2
dataEncipherment = #& * i&

.extnld B~ R QP eh OID
id-ce-keyUsage (2.5.29.15)
.critical % GPKI ¥ > keyUsage ¢ %1 & d ** TRUE % &_
+_critical extension » #7142 |DEFAULT VALUE » #12
critical enig % T H_TRUE |DER % 7 » M 7 ¥ 4%
LR
.extnValue extnValue 3 42 4] i 2 ¥+ keyUsage i&4d
OCTET STRING Extension m = - & Jf (& *
KeyUsage 1 DER a5 i %
# OCTET STRING i
.KeyUsage KeyUsage » ¥ 4 — & FrBHELHERT T RE

Named BIT STRING 7 #1 %

i
Ry

At Named BIT STRING z
digitalSignature (0)i& i Bit
e s 1 FLEBHES
vipt g 0 Bt Named
BIT STRING 2z
keyEncipherment(2) £
dataEncipherment (3):& = @
Bit #-¢ A% 5 1

.certificatePolicies

Certificate Policies # v {#
o e CA Bt BT
i % el

B~ CAEF L BHEFTR
5 <11 GPKI Certificate Policy
z_ OID

.extnld B~ V& PP L e 0ID
id-ce-certificatePolicies
(2.5.29.32)
.critical 24P E AL > A GPKI [ % ¢ > FALSE &_
¢ certificatePolicies # % ®|DEFAULT VALUE > #7112
% non-critical extension » #7|DER %n#g ¥ > M i € 4% 4
2 critical #hiE & T_E_ (EF 8
FALSE
.extnValue extnValue 3 4 4] fi & ¥+ certificatePolicies i& 48

OCTET STRING

Extension @ 3 > & Jf ¢ *
CertificatePolicies 7 DER %,
i st OCTET STRING

R

.CertificatePolicies

CertificatePolicies 3% #2 4]
i - B
SEQUENCE
SIZE (1..MAX) OF
Policylnformation

& GPKI &% " - EE
Certificate © it 2 7 1
Policylnformation

.PolicyInformation

Policylnformation % -

SEQUENCE » p %

GPKIl Gz & ¢ *
policyldentifier 1 i~ > @ 7 &
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policyldentifier &2
policyQualifiers = 4

* policyQualifiers i

.policyldentifier

policyldentifier #§ = 7 !
4] i £_CertPolicyld »
CertPolicyld ~ £ % — i
OBJECT IDENTIFIER

AN 7x
EESS

1995 CA § 3 2L BT
* i & B (Assurance
Level )» # F X & 3% B2 %
% 2_ GPKI Certificate Policy
OID

%_GeneralNames m
GeneralNames 13 #L 4] i 4
SEQUENCE
SIZE (1..MAX) OF
GeneralName

.subjectAltName Subject Alternative Name # |2* 4§ = 5 Optional » & & #
g = i GPKI 3 *T & 45 |9 Subject X 3 Email
ALY E Y L n * |Address 0 & 272 F Y #
*+3& ¢ Subject £ Email Email Address = {7 %0 2%
Address LR N b LA S E
.extnld BN R4 oLy =0 0ID
id-ce-subjectAltName
(2.5.29.17)
.critical % GPKI ¥ > subjectAltName|/x &, d ** FALSE &_
3K E_5 non-critical DEFAULT VALUE » #1114
extension » #7r2 critical eiE |DER %fg ¥ > 2 {F i € A8 4
% ¥_§_FALSE L
.extnValue extnValue ch3 424 fs & |$13% subjectAltName =44
OCTET STRING Extension @ 3 » & Jf ¢ *
SubjectAltName =7 DER % #5
# % ¢ OCTET STRING
=8
.SubjectAltName SubjectAltName =3 #L 4] & |GPKI & 2 ¢

SubjectAltName
GeneralNames * ¢ ¢ 7 1 i
GeneralName

.GeneralName

GeneralName - &
CHOICE F #4] f&

GPKI £ * CHOICE ® 3
rfc822Name » i gt @ 32
i Subject = Email Address

.subjectDirectoryAttributes

Subject Directory Attributes
oL i % K3z 4% Subject
BT A

R EMAAETR Y
g 13k

.extnld B~ V& PP L 0 0ID
id-ce-subjectDirectoryAttribu
tes (2.5.29.9)

.critical & GPKI ¢ > A& d > FALSE &_
subjectDirectoryAttributes 4% |[DEFAULT VALUE » #7112
2% Z_% non-critical DER %45 % » i g4 %
extension » #712 critical g v H-
& z7_§_FALSE

.extnValue extnValue 35 44 4] fi & ¥t
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BREBRAEL TP S

3 ‘J ﬁg]

S

OCTET STRING

subjectDirectoryAttributes &
# Extension @ % » & Zf iE *
SubjectDirectoryAttributes £
DER %8 w5 ¢+ OCTET
STRING i

.SubjectDirectoryAttributes

SubjectDirectoryAttributes £
TRt A s AL
SEQUENCE
SIZE (1..MAX)
OF Attribute

BT E g -8 R 5
YA PBREEE EET
Ly e

.subjectType Subject #g W] G140 H type 22| B K F A M EFE
values 4= : Subject =g 4|
type OID id-chtpki-at-subjectType |} % % Subject Type
(2.16.886.1.100.2.1) Attribute 2. OID
.values OID ¢t OID # 71 & % Subject
id-chtpki-et-limitedPartnershi | 7 w| 4 FEPA L
pBranch

(2.16.886.1.100.3.2.3.3.2)

.cardHolderRank

FH At Re H
type £2 values 4= :

R TEAL A S A T 4
Subjectz. + F ¥ 5 A hd 1
+ g #FF A

type OID # % ¥ & Card Holder Rank
id-chtpki-at-cardHolderRank |Attribute 2. OID
(2.16.886.1.100.2.2)

.values ¥ ~ printable % &’ ‘primary’ %+ PG A

primary’ #’ secondary’

Rr+3g 4
secondary’ %  + F 3G 4
g L

.uniformQOrganizationlD

So— HELHME > 2 type &2
values 4T

LR TERE S A 4
Subject($ & P A £ )
k- HhnEh

type OID & & Uniform
id-chtpki-at-uniformOrganiza |Organization 1D Attribute 2
tionID (2.16.886.1.100.2.101) || p
values Hor % UL P A L B[R T s %Y 8
- ash B ¥k
.extkeyUsage Extended Key Usage 4% 2§ [ 2 & L& P » L 48

= » z=§* Subject Public Key
P % & 2. Private Key =35k

18 7 < Private Key st #
* ig

.extnld B~ AP en OID
id-ce-extKeyUsage
(2.5.29.37)
.critical % GPKI # > extKeyUsage % i & ¢ ** TRUE 7 4_

F_&_critical extension » #7114

DEFAULT VALUE » #7112
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critical =& % #_§_TRUE

v

.extnValue extnValue 3 42 4] i 2 ¥ extKeyUsage i& 44
OCTET STRING Extension m = - & Jf (¢ *
ExtKeyUsageSyntax -7 DER
Yk s 2 OCTET
STRING =g
.ExtKeyUsageSyntax ExtKeyUsageSyntax «h§ 44 |F & 5 4 L 418 # 0

4] & ¥_SEQUENCE SIZE
(1..MAX) OF KeyPurposeld

ExtKeyUsageSyntax ¢ 7 1
2 2 # KeyPurposeld

.KeyPurposeld

KeyPurposeld % L 3] & 2_
OBJECT IDENTIFIER - #* Ji
# » OID id-kp-clientAuth
(1.3.6.1.5.5.7.3.2)

id-kp-clientAuth 5 PKIX
RFC 5280 #1%_% = Key
Purpose OID » 7= % Extended
Key Usage # v #f > 7p & 2.
Key Purpose OID

.KeyPurposeld

KeyPurposeld 3 4] i 2_
OBJECT IDENTIFIER » ¢* &d
# »~ OID
id-kp-emailProtection
(1.3.6.1.5.5.7.3.4)

id-kp-emailProtection %
PKIX RFC 5280 #13_s
Key Purpose OID - ¢ Key
Purpose OID 5 Optional > &
SubjectAIternative Name ¥
I A R S FU?‘ Subject
&7 Email Address p& > B
Extended Key Usage #% ~ 1
8 & % ¢t KeyPurpose
OID

.CRLDistributionPoints

CRL Distribution Points # “v
Wﬁ’*ﬁ“fwtf@ﬁ
2. CA = iw gt lGEAP M 2

CRL s nt

P R REERT i
HWP~i%4p B CRL 431> B
@ GPKI #1i¢ * 2. CRL
Distribution Points ¥ ¢ 7 1
I 2% URL

.extnld BN A L - en OID
id-ce-cRLDistributionPoints
(2.5.29.31)

.critical # GPKI| ¢ > 1% d 3 FALSE &
cRLDistributionPoints #£3% |DEFAULT VALUE - #71
_% non-critical extension » |DER ¥u#g ¢ > st = & AL
sl critical ehiE % T E_ (EX-
FALSE

.extnValue extnValue % 4 4] fi £ ¥1-+* cRLDistributionPoints

OCTET STRING

i Extension @ 3 5 & Ff i#
* CRLDistributionPoints
DER %8 w5 ¢+ OCTET
STRING i

.CRLDistributionPoints

CRLDistributionPoints %

I Xz P
A 4] By — F

& GPKI Gz Y > i
CRLDistributionPoints 7 7 1
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SEQUENCE
SIZE (1..MAX) OF
DistributionPoint

2 2 i DistributionPoint o 4
% % & i DistributionPoint
FF % 1 1 5 Partitioned CRL
cnURL> % 2 i 5 Complete
CRLe7URL; 4% 2 2 11
DistributionPoint pF » B %
Complete CRL =7 URL

.DistributionPoint

DistributionPoint 3 —
SEQUENCE > p 3
distributionPoint ~ reasons ¥
cRLIssuer = #

GPKl Gz & i *

distributionPoint # i~ > @ %

¢ * reasons £ cRLIssuer iz
G R

.distributionPoint

distributionPoint § i+ s
3] s &
DistributionPointName » =
DistributionPointName # ¥
% — & CHOICE F#44] & >
v £ * fullName gt
nameRelativeToCRLIssuer

GPKI &% «» CRL
distributionPoint &_ *
fullName

fullName

fullName =% 4L 4] 5 &
GeneralNames @

GeneralNames 1§ 1 4] i 4
SEQUENCE

SIZE (1..MAX) OF
GeneralName

GPKI & # 7 CRL
distributionPoint = fullName
¥ ¢ ¢ 7z 11 GeneralName

.GeneralName

GeneralName ¥ - &
CHOICE ?#-’if‘;' AL

GPKI :£ * CHOICE # ¢
uniformResourceIdentifier’ b

et g P et CA = CRL
;]rgijRL v ¥ OERY CRL Y
Partitioned CRL p¥ » R st 4§
erie e URL & 2137
CRL 2
issuingDistributionPoint # v
WP Pl URL % 2
1 Fe

.authoritylnfoAccess

Authority Info Access # - 1#

P
(had

GPKI & # gt v >k 3e
i\' CAo>imH AEGHz H
R CA’&"‘m#h_’;:?
zFLm—, B4 b H o fAR ey B
T3 > 4o - OCSP

.extnld # o~ % & gL L 2 e0 OID |authorityInfoAccess 2 PKIX
id-pe-authorityInfoAccess #1 F_% 1 Private Extension
(1.3.6.1.55.7.1.1)

critical & GPKI ¥ > A% d >t FALSE &_

authoritylnfoAccess & =
non-critical extension » #714

DEFAULT VALUE » #f 12
DER %5 ¥ M 2 6 4L 4
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GPKIl 53 % 57 A1 5

AL |

critical & % #_¥_FALSE

i Kin

.extnValue

extnValue = 414 i £_
OCTET STRING

¥+ authoritylnfoAccess i
# Extension @ 3 » & Zf g *
AuthorityInfoAccessSyntax
11 DER %78 w5 ¢+ OCTET
STRING =g

AuthorityInfoAccessSyntax

AuthoritylnfoAccessSyntax
LA - B
SEQUENCE
SIZE (1..MAX) OF
AccessDescription

& GPKl &z " » #31 > 37
7 1 1 calssuers i&fd
AccessDescription » i ¥
Lobe PRGSO
AccessDescription > |4 ocsp
AccessDescription

wF

. AccessDescription

AccessDescription % -
SEQUENCE > p 3
accessMethod &2
accessLocation = ##

PR R ERERT I
P17 Issuing CA + £ 5 2%
2 b CA G #end 5]

.accessMethod

accessMethod 1§ i+ e 2 7]
it €. OBJECT

IDENTIFIER» ¢ &g » OID
id-ad-calssuers
(1.3.6.1.5.5.7.48.2)

id-ad-calssuers % PKIX RFC
5280 #t z_% ¢ accessMethod

.accessLocation

accessLocation f§ 3 L
A #& ¥_GeneralName » @
GeneralName ~ ¥ § - B
CHOICE F #:4] & - GPKI
# * CHOICE ¥ ¢
uniformResourceIdentifier )
Tt - B
calssuers 7 URL

#* URL4ge - e 7 20
CA % % % Issuing CA rr!‘fa
I REIE F‘*é?%m*é'
V4 _PKCSHT 57 ¥ 71 5 ¢
URL » ¥ 12 & - Bdg®
LDAP # CAEntry &7
crossCertificatePair Attribute
7 URL 3 xt

.accessMethod

accessMethod 1§ i+ e #2 A]
it %_OBJECT
IDENTIFIER ¢ i » OID
id-ad-ocsp
(1.3.6.1.5.5.7.48.1)

id-ad-ocsp = PKIX RFC
5280 *+ %_% 1 accessMethod

.accessLocation

accessLocation fif 2% L
A] it ¥_GeneralName > @
GeneralName # ¥ § - i
CHOICE F#L73] i > GPKI
# * CHOICE ¥ e
uniformResourceldentifier >
Xt ff ¢ s - B OCSP
FRF% 7 URL

ﬁL URLf réw i & ’&€

E‘bﬁlf‘ﬂ‘)& m;l""ik«
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G A B AL P R

S

H

1.3.11 To-Be-Signed A-®;* 4 1§ #& #25\

1 i

e

mF

version

v3(2)

GPKI 5 #2354 ¢ * X.509
V3G #EK; (AR V3 miE
F2m 2 E3)

serialNumber

B ¥ B 55 (Certificate Serial
Number)

GPKI ® #1i¢ * 2 153 B 50
¥ - BE R 5 16 Bytes cthn
#1995 DER %45 $ 1 %K
#rig 1 2’s Compliment
Bl FERET i€ i a
A4+ 0x00 > @ & = 16 Bytes
Sk REHCH R R 17
Bytes ez

signature CAEH T 2 BRWE 2 [N etk
z_ Algorithmldentifier SIGNED & % 2.
algorithmldentifier § <& 4p
[
algorithm VAT ERHE 20D FiwE 22 OID GPKI
- PR T ERFE
shalWithRSAEncryption eI
(1.2.840.113549.1.1.5) ~ shalWithRSAEncryption -
sha256WithRSAENcryption  |sha256WithRSAENcryption
(1.2.840.113549.1.1.11)
.parameters NULL GPKI i * eng /78 2 %
Z & parameters - iz H
parameters «& Jf 3
NULL > # ¥ %1% » NULL 2
DER %8 5 0x0500
issuer ’&;ﬁ_ﬁ%&—*ﬁ (CA) z X.500|CA A ¥ :iDN(#-d CA 1 ¢
Name WhT )
(& PKIX 225 #73 ASN.1
DirectoryString = & %% —
=i % UTF-8 %45 )
validity Brpc™ PRI LG A Rp G K R ARB R P
g T
.notBefore G EEC R AR AP R |k PKIX 22t 2049/12/31

(GMT) > fptpFR 2 % i

23:50:50 (5 ) 2 % @& *
UTCTime 7o 2] & > #.3° 5
YYMMDDHHMMSSZ »
2050/01/01 00:00:00 ( 7 ) 2
{5 > & * GeneralizedTime ¥
AR > B 5

YYYYMMDDHHMMSSZ -
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GPKI & 38 % 15 78 A b i 1 582

S

H

PR Ty 2
SS % 004 # ¥ iz > @ f
isenZ 457 GMT R+ %

A

.notAfter

el A S E S Y
(GMT) > Ayt prF 2 1505

iz PKIX % % f 2049/12/31
23:59:59 (7 ) 2w i¢ *
UTCTime FA4L 4] & > 5% 5
YYMMDDHHMMSSZ > %
2050/01/01 00:00:00 ( 7 ) 2
fs > ¢ * GeneralizedTime F
HA 5
YYYYMMDDHHMMSSZ -
PR R At U -
SS L 005 # ¥ %gux » @
t6enZ %5 GMT FFRF =+ %

subject

7 & % % (Subject) 2
X.500 Name

Ak Eﬁl;é A 7 X.500 Name #
—\_Qr.—r

C=TW

L=7£%7 ’#-(1{#’/?579}”/3 r B
7 SRR A ¥ £ TP 2R
L=r%g87 B 2 (FE#LHF
LRI SRl ¥ N P

‘)
O=#L@# < i1 X F e £
f;]ﬁ

(i& PKIX 3 2 #75 ASN.1
DirectoryString < F % #5 —
=i * UTF-8 %5 )

subjectPublicKeylnfo

1§ ¥ 2 4 e Public Key Info

7z §¢ Subject cmPublic Key #f
w2 Public Key =i

.algorithm % % subjectPublicKey # %]
11 Algorithmldentifier
.algorithm OID rsaEncryption Public Key #g %] 2. OID >
(1.2.840.113549.1.1.1) GPKI p % & & #
rsaEncryption 2_ Public Key
.parameters NULL rsaEncryption ;i & j* &2 2% 7

Z & parameters » iz H
parameters & p 3

NULL > # ¥ %4 %% » NULL 2
DER %8 5 0x0500

.SsubjectPublicKey

BIT STRING - ¢+ BIT
STRING p 7 Subject Public
Key 1 DER %45 &

GPKI p #» © & * RSA
Public Key » #7112yt BIT
STRING ehig #-p 3 117 F
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#1244k =1 DER %05 :

RSAPublicKey ::= SEQUENCE {
modulus INTEGER,
publicExponent INTEGER }

extrensions

SEQUENCE OF Extensions

R E S
T ey ooy o fEEE (%
LG FVER T i A AR
[V ﬁ—,mgﬁg):

.authorityKeyldentifier

Authority Key Identifier 3 v
# = > Key Identifier en g 4
= ViR e PKIX &8 > B~
Issuing CA 7 Public Key
SHA-1 Hash & 5 Key
Identifier

PHE L AF L eh o E R
CA™ %k g5 BTt »
& 4E - o il & CA
i#é%ﬂ Lk B il 2 R |
TR % @ * CAewh— 3E CA
B Rk B

.extnld B~ N A L = en OID
id-ce-authorityKeyldentifier
(2.5.29.35)

critical & GPKI ¥ > A% d >t FALSE &_
authorityKeyldentifier & z_& IDEFAULT VALUE - #7112
non-critical extension » #712 |DER %af§ ¢ > o 4 = € A% 4
critical e & 7_§_FALSE |v& H-

.extnValue extnValue 3 42 4] i A ¥4+ authorityKeyldentifier

OCTET STRING

ic#4 Extension m 3 > & ff ¢
* AuthorityKeyldentifier 0
DER % %% i i ¢t OCTET
STRING hig

AuthorityKeyldentifier

AuthorityKeyldentifier 3
% H# 7 7 = # Optional e
W = 4 wZ_keyldentifier
authorityCertlssuer £2

authorityCertSerialNumber 4| -

s
(sl

GPKI & # iz 93 PKIX » ¥ #%
* keyldentifier #f > % i
* authorityCertlssuer £

authorityCertSerialNumber ##

>

—\

keyldentifier

keyldentifier # 5 ¢
it 2_Keyldentifier » &

KeylDentifier ~ ¥ % -
OCTET STRING F #L3] i

AF A

Keyldentifier 0z 4 = ;% ix
P PKIX &% > B~ Subject
Public Key 53SHA-1 Hash &
# 5 Keyldentifier 57 OCTET
STRING &

.SubjectKeyldentifier

Subject Key Identifier 3% ~ 4§
= » Key ldentifier enz 4 =
;O ik R PKIX 4% > B~
Subject =7 Public Key
SHA-1 Hash & i % Key
Identifier

PIE P E E T
Subject #7i¢ * 14 4 H 8-
;}a

.extnld

B~ (A& P g = en OID
id-ce-subjectKeyldentifier

(2.5.29.14)
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G2 BEA L TP R

.critical & GPKI ¥ > A% 9 " FALSE &
subjectKeyldentifier < z_%_ |DEFAULT VALUE - #7112
non-critical extension » #7127 |DER $a#§ ¢ - U4 = € 4% 4
critical e & 7_§_FALSE [v& H-

.extnValue extnValue 3 42 4] i 2 ¥1>+ subjectKeyldentifier i&

OCTET STRING

#a Extension @ 3 » & Jf i¢ *
Keyldentifier <7 DER 3 #8
% ¢ OCTET STRING =i

.Keyldentifier

KeylDentifier ~ £ 5 -
OCTET STRING 7 #4] fi

Keyldentifier eng 4 = ;% i
P PKIX &% > B~ Subject
Public Key 7 SHA-1 Hash i&
# % Keyldentifier 57 OCTET
STRING &

Named BIT STRING 7%

"
R

.keyUsage Key Usage # * #§ = » 4% |GPKI * i Subject 2% i¢ *
Subject Public Key p ¥t 2. |0 % &4k = B & 4%
Private Key % 4 241 (Dual Key Pairs) & %t > &
SERE fEBmAE o HY
% % % * B # 2 Key Usage
#-¢ 7 digitalSignature’ @ 4c
2% &% 2 Key Usage #-¢
# keyEncipherment 2
dataEncipherment = & * &
.extnld B~ V& PP L e 0ID
id-ce-keyUsage (2.5.29.15)
.critical % GPKI # » keyUsage % z_|;i+ &, d ** TRUE # &_
£_critical extension » #t12  |DEFAULT VALUE » #12
critical =hig % ¥4 _TRUE |DER %05 ¢ » JHHF =7 ¥ 4%
ki
.extnValue extnValue 3544 4] i & ¥+ keyUsage i&fd
OCTET STRING Extension m 3 » & Jf ¢ *
KeyUsage 71 DER a5 i &
# OCTET STRING i
.KeyUsage KeyUsage ~ ¥ % — & FLEBELHKET Y BE

At Named BIT STRING z
digitalSignature (0)i& i Bit
Bemk el FLrEES
v * 5 0 Rt Named
BIT STRING z
keyEncipherment(2) £
dataEncipherment (3)i& = @
Bit #-g 4tk 5 1

.certificatePolicies

Certificate Policies #§ v 1§
oo gedt CA & BT
i % el K

o CAEF ;M BER TR
¥ ¢ GPKI Certificate Policy
z_ OID
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GPKI B % 2 1§ % A ik i P #5520 %

.extnld B R P eh OID

id-ce-certificatePolicies

(2.5.29.32)
.critical AP E AR > A GPKI [ % ¢ 3 FALSE &_

¢ > certificatePolicies # %X ®|DEFAULT VALUE » #712

& non-critical extension » #7 |DER %u#g§ ¥ - M i € A 4

2 critical ehiE & T E_ (E¥. B

FALSE
.extnValue extnValue <H3 423 i & | ¥+ certificatePolicies i&fa

OCTET STRING

Extension m = - & Jf (& *
CertificatePolicies 1 DER %,
s v OCTET STRING

.CertificatePolicies

CertificatePolicies % #L 3]
i £ - B
SEQUENCE
SIZE (1..MAX) OF
PolicyInformation

& GPKI &% " - EE
Certificate ¥ it 7 7 1 B
Policylnformation

.PolicyInformation

Policylnformation & -
SEQUENCE > p 2z
policyldentifier &
policyQualifiers = 4

GPKIl G & ¢ *
policyldentifier #f = > a 7
* policyQualifiers 4 i+

.policyldentifier

policyldentifier 4§ & 7 #d
£_CertPolicyld » @

CertPolicyld » ¥ 5 - B

OBJECT IDENTIFIER 7 #¢

£l
A Bk

5 CA & 3 o 8 PF P78
* iRz % % (Assurance
Level ) # F X L Z REXE
s 2_ GPKI Certificate Policy
OID

.subjectAltName Subject Alternative Name # [ 1 == 5 Optional » % & %
oty im0 & GPKI Foipig B |9 Subject 2 5 Emall
B R et |Address 0 & 7 F K
Subject 7 Email Address EmallAddress TG
¢l M‘%w%&”c”’ g ik
.extnld B N A L = en OID
id-ce-subjectAltName
(2.5.29.17)
.critical % GPKI ¥ > subjectAltName|/x &, d ** FALSE &_
3K Z_& non-critical DEFAULT VALUE » #1112
extension » #71 critical (& |DER u#% ® > 2 - € AL 4
% ¥_§_FALSE E¥ -2
.extnValue extnValue <H3 423 i & |$3* subjectAltName & 44
OCTET STRING Extension @ = » & Jf ¢ *
SubjectAltName 7 DER % #5
# % ¢ OCTET STRING
1=
.SubjectAltName SubjectAltName e 42 73] i |GPKI & %
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2&1—*4;1)& }%},L _Fn,h;,\aj

%_GeneralNames
GeneralNames =3 42 4] & 2
SEQUENCE
SIZE (1..MAX) OF
GeneralName

SubjectAltName
GeneralNames ¥ ¢ ¢
GeneralName

51

.GeneralName

GeneralName &#_— B
CHOICE S LA Ak

GPKI & * CHOICE ¥
rfc822Name B R RUE
$* Subject <7 Email Address

.SubjectDirectoryAttributes

Subject Directory Attributes
L 0 * K zék Subject

F G BB TR Y P
g G mrF

Frj B TR

.extnld BN R4 oLy =0 0ID
id-ce-subjectDirectoryAttribu
tes (2.5.29.9)

critical & GPKI ¥ > A% d 3t FALSE &_
subjectDirectoryAttributes 4 |IDEFAULT VALUE - #712
% Z_5 non-critical DER %% ¢ » M HF i g 4% 4
extension » #712 critical (g 9% -
& g_§_FALSE

.extnValue extnValue 3 42 4] i 2 ¥

OCTET STRING

subjectDirectoryAttributes &
#8 Extension @ 3 > & Zf ig *
SubjectDirectoryAttributes £
DER %% i i #* OCTET
STRING i

.SubjectDirectoryAttributes

SubjectDirectoryAttributes

A AL

ST g - F i A
IR § kT AR

SEQUENCE
SIZE (1.MAX)
OF Attribute
.SubjectType Subject £ ] > H type 22 |0 B kT A MR HE

values 4= : Subject =g 5|

type OID id-chtpki-at-subjectType |+ % % Subject Type
(2.16.886.1.100.2.1) Attribute z. OID

.values OID #+ OID # 71§ 7 Subject =

id-chtpki-et-nonprofitSociety
BasedCorporation
(2.16.886.1.100.3.2.2.2.1)

&*F‘, V_;J & ALEE A

.cardHolderRank

FE A F S 2
type ¥ values 4- T :

R TER A SE AN T 4
Subject 2. + 7 35 A hE 1
+ Rt g A

type OID # % ¥ £ Card Holder Rank
id-chtpki-at-cardHolderRank |Attribute 2. OID
(2.16.886.1.100.2.2)

values # ~ printable 3 8’ ‘primary’ #F B4 4

primary’ #’ secondary’

{J}_'F;}’fr”ﬁ Aoy’
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2&1—*4;1)& }%},L _Fn,h;,\aj

secondary’ % m + F4FG A
L 45

4| i ¥_SEQUENCE SIZE
(1..MAX) OF KeyPurposeld

.entityOID 48 OID it - H type &2 |t Bt * Ke st g
values 4= : Subject 52 0OID
type OID id-chtpki-at-entityOID |+ 2 % % Entity OID
(2.16.886.1.100.2.102) Attribute z. OID
.values g~ 4@ 4 2. OID 4 GPKI Naming Authority
- Y¥ape2.ALE ;2 X OID
.extKeyUsage Extended Key Usage # v f [ 1§ i T & ALB 2 £ G F
= » 3z 4" Subject Public Key |Private Key et i # i
40 % & 2. Private Key 4% 7%
* g
.extnld BN R4 oLy =0 0ID
id-ce-extKeyUsage
(2.5.29.37)
critical % GPKI # > extKeyUsage % i & ¢ ** TRUE # &_
%_4_critical extension » #712|DEFAULT VALUE » #712
critical =hig % ¥4 _TRUE |DER %5 ¥ » JH4F 7% ¥ 4%
R
.extnValue extnValue 3 42 4] i A ¥ extKeyUsage i& 44
OCTET STRING Extension m 2 » & Jf ¢ *
ExtKeyUsageSyntax 7 DER
#5552t OCTET
STRING g
ExtKeyUsageSyntax ExtKeyUsageSyntax :H3 44 (ALB]jZ X I§ 3

ExtKeyUsageSyntax ¢ 7 1
I 2 i KeyPurposeld

.KeyPurposeld

KeyPurposeld 3 #2 3] jg &_
OBJECT IDENTIFIER » ¢* &d
# » OID id-kp-clientAuth
(1.3.6.1.5.5.7.3.2)

id-kp-clientAuth 5 PKIX
RFC 5280 #%_& ¢ Key
Purpose OID » 7= % Extended
Key Usage # v #ff > 7p 2% 2.
Key Purpose OID

.KeyPurposeld

KeyPurposeld &3 4L 3] ik £_
OBJECT IDENTIFIER » ¢* j&d
# »~ OID
id-kp-emailProtection
(1.3.6.1.5.5.7.3.4)

id-kp-emailProtection 3
PKIX RFC 5280 #t%_s
Key Purpose OID - p* Key
Purpose OID 5 Optional » &
SubjectAIternative Name ¥
ol 3 2 sedt Subject
7 Email Address & » B
Extended Key Usage # >« ##
8 & % ¢t Key Purpose
OID

.CRLDistributionPoints

CRL Distribution Points 3§ -+

W e EENATER

PR R EERERY I
B2~ 7 4p M CRL cdp 31>
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2 CA 2 g mM 2
CRL s ht

@ GPKI #1i¢ * 2. CRL
Distribution Points ¥ ¢ 3 1
I 2 URL

OCTET STRING

.extnld B~ & oty eh OID
id-ce-cRLDistributionPoints
(2.5.29.31)

.critical & GPKI ¢ > 1% ¢ " FALSE &
cRLDistributionPoints 4#3% |DEFAULT VALUE » #7112
¥_% non-critical extension > |DER %% ® > 4F € AL H
#1124 critical eiE & T4 (EF B
FALSE

.extnValue extnValue 3 42 4] i 2 ¥1+> cRLDistributionPoints

ic#4 Extension m 3 > & i¢
* CRLDistributionPoints #»
DER %8 ta % ¢+ OCTET
STRING g

.CRLDistributionPoints

CRLDistributionPoints %
A E - B
SEQUENCE
SIZE (1..MAX) OF
DistributionPoint

w GPKI G f P o =
CRLDistributionPoints z 7 1
2 2 # DistributionPoint - 4c
% 7 = i DistributionPoint
o % 1 % Partitioned CRL
7URL % 2 B 5 Complete
CRL“URL; 4% 2 2 1R
DistributionPoint FF » B %
Complete CRL =7 URL

.DistributionPoint

DistributionPoint 3 —
SEQUENCE > p %
distributionPoint ~ reasons &7
cRLIssuer = #

GPKI Gz = i@ *
distributionPoint # i~ > @
i# * reasons ¥7 cRLIssuer i&

BB

distributionPoint

distributionPoint # -3 4L
DistributionPointName »
DistributionPointName # £
% - f CHOICE F#4 & -
v i * fullName st
nameRelativeToCRLIssuer

GPKI {5 % 7 CRL
distributionPoint &_3x *
fullName

fullName

fullName g 4L 2 Ak 2
GeneralNames @
GeneralNames 1§ #1 4] i 4
SEQUENCE
SIZE (1..MAX) OF
GeneralName

GPKI & #  CRL
distributionPoint = fullName
¥ ¢ ¢ 7z 11 GeneralName

.GeneralName

GeneralName & - &
CHOICE F #+7] i

GPKI i * CHOICE ¥ &
uniformResourceIdentifier’ &
ER )z:;\ CA =% CRL
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_\._,-,_r

#URL > ¥ 3% CRL 5
Partitioned CRL P& » Rt 4%
orrze e URL & f 27 3%
CRL z
issuingDistributionPoint #§ v
e et URL = 2
10 F

.authorityInfoAccess

Authority Info Access # ~« 1§

GPKI i * p 3 2 4f = % 32

a fCA2GH R GRS S
ré,CA%@ﬂ eyl o T F
AREEA P H B R B
T > b4 @ OCSP
.extnld B~ N & gt P e e OID |authorityInfoAccess #_ PKIX
id-pe-authorityInfoAccess #7 %_3 ¢ Private Extension
(1.3.6.1.5.5.7.1.1)
.critical & GPKI *# > A% d > FALSE #_
authoritylnfoAccess & = DEFAULT VALUE » #1121
non-critical extension » 712 |DER %af§ ¢ > o 4 = € A% 4
critical i & 7_¥_FALSE | H-
.extnValue extnValue 3 42 4] i 2 ¥+ authoritylnfoAccess i&

OCTET STRING

#a Extension @ 3 > & Jf i¢ *
AuthorityInfoAccessSyntax
e DER $a78 w5 2t OCTET
STRING =i

AuthorityInfoAccessSyntax

AuthorityInfoAccessSyntax
PR A A AL B
SEQUENCE
SIZE (1..MAX) OF
AccessDescription

& GPKIg§# " » #3137
3 1 1@ calssuers izfd
AccessDescription > I ¥
B4 P H B
AccessDescription > &4 ocsp
AccessDescription

wF

. AccessDescription

AccessDescription % —
SEQUENCE > p 3
accessMethod &2
accessLocation =

PHAF R EEERY I
2~ 18 Issuing CA ~ £ 5%
% P}é] CA &% m,}‘ﬁryl

.accessMethod

accessMethod 1§ i+ e #2 A]
iy #_OBJECT
IDENTIFIER» 2 & » OID

id-ad-calssuers
(1.3.6.1.5.5.7.48.2)

id-ad-calssuers = PKIX RFC
5280 *+ %_% cH accessMethod

.accessLocation

accessLocation f§ =3 L
A A5 ¥_GeneralName > &
GeneralName ~ £ § -
CHOICE 7 #4l i » GPKI
i## * CHOICE ¥ ¢
uniformResourceldentifier »

2 URLApw - e 3 H i
CA % 3 % Issuing CA =13
T BAIHS R of
V4 _PKCSHT 57 e 715 ¢
URL » ¥ & - Bdp e
LDAP ¥ CAEntry
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GPKI B 2 G A ik 5

AL |

T' d’-— L*&a\:’ )’Ui\a-— ]E;
calssuers =7 URL

crossCertificatePair Attribute
71 URL 4t

.accessMethod

accessMethod 1§ i+ % 4L 4]
5 ¥_OBJECT

IDENTIFIER» #* &gz ~ OID
id-ad-ocsp
(1.3.6.1.5.5.7.48.1)

id-ad-ocsp = PKIX RFC
5280 *+ %_% <1 accessMethod

.accessLocation

accessLocation #§ 3 L
4] it ¥_GeneralName >
GeneralName # £ § - i
CHOICE F#L3] & - GPKI
#* CHOICE ¢ e
uniformResourceldentifier >
I sef-  OCSP
PR A% URL

P URLApw - B GHE
Sk AL % 39 PR7%(OCSP) & 1R
% URL eyt > o4 OCSP &
PRERREANGHARLET

il
=

1.3.12 To-Be-Signed B4 ®]x * G #E 3¢

o

M %

o

version

v3(2)

GPKI 5z 58 @ * X.509
V3 & pE_’]Vé';r\‘ (/l.fé,\ V3 ehiE
¥ 2ma*%E3)

serialNumber

& 7 5 55 (Certificate Serial
Number)

GPKI ® #7i¢ * 2_ 15 2% A 55
¥ - BE B 5 16 Bytes ehit
5 > 1245 DER %75 % 1t #c
#rig e 2’s Compliment R
Rl 3BT E v
4+ 0x00 » @ & #7116 Bytes
S R R R 17
Bytes ez

signature CARHY 2 ERFH i P FhiEe oy
z_ Algorithmldentifier SIGNED & % 2.
algorithmldentifier § s ig 4p
e
.algorithm TAMTERZFE 20D FFE 22 OID > GPKI
- B—E—‘r%%u—rﬁ«ﬁ—/ﬁ-ﬁ
shalWithRSAEncryption EI
(1.2.840.113549.1.1.5) - shalWithRSAEncryption -
sha256WithRSAENcryption  |sha256WithRSAENcryption
(1.2.840.113549.1.1.11)
.parameters NULL GPKI & * eng /78 2 %

2 & parameters » e H
parameters <& 7f 3
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B2 AL P 2R

NULL» 7 # % ¢ » NULL 2
DER % #% = 0x0500

issuer

B EF (CA) X.500
Name

CA & £ hDN(#-d CAZL ¢
P T R 2)

(i& PKIX 3 2 #75 ASN.1
DirectoryString = F % #% —
@ * UTF-8 %)

validity

BRECT PRI G R A
i

G E RALIGHEICR ™

T

.notBefore

GERCH ORAR S B PR
(GMT) » B 2w g

iz PKIX 2 1 2049/12/31
23:59:59 (7 ) 2 wnig *
UTCTime 74231 - f5% &
YYMMDDHHMMSSZ » &
2050/01/01 00:00:00 ( 7z ) =
t¢ > ¢ * GeneralizedTime F
A - R R
YYYYMMDDHHMMSSZ -
DRI SR <
SS L 00+ # ¥ 9% 5 @
isenZ %7 GMT pERF 4 2
A

.notAfter

BEL TR IR
(GMT) » B PR 2 (508

2 2 s
A N

% PKIX 2 21 2049/12/31
23:59:59 (7 ) 2w ¢ *
UTCTime 3444 & > #2545
YYMMDDHHMMSSZ » %
2050/01/01 00:00:00 ( z ) 2
f¢ > ¢ * GeneralizedTime 3
FARE > 238 5
YYYYMMDDHHMMSSZ -
A fER T TR ik
SS 500~ # ¥ gt @
t$enZ 457 GMT prfF» %
A

subject

B %% ¥ % (Subject) 2
X.500 Name

P4 @ % A =7 X.500 Name &
\_Qr.—r
C TW

L=£#7 ZA(EFHSFF
FF A G B L)
L=r%487 % 2 (EH#ELF
P RAFF A G R
)
O=p7/8# 4 71 ;U F7e 2

#*
(& PKIX %% #rF ASN.1
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DirectoryString < 3 %8 —
=i * UTF-8 %48 )

subjectPublicKeylnfo

1§ ¥ 2 1 0 Public Key Info

7z 1 Subject -7 Public Key %
w2 Public Key hig

.algorithm * % subjectPublicKey # %]
11 Algorithmldentifier
.algorithm OID rsaEncryption Public Key #g %] 2. OID >
(1.2.840.113549.1.1.1) GPKI p % = & *
rsaEncryption z_ Public Key
.parameters NULL rsaEncryptlon e L
Z & parameters - iz H
parameters «& g 3
NULL > # ¥ 74 3% » NULL 2
DER %#% = 0x0500
.subjectPublicKey BIT STRING - ¢+ BIT GPKI p # % % RSA

STRING p # Subject Public
Key 17 DER % #5 &

Public Key » #7112yt BIT
STRING hig#-p 5 11T &
FL4] 4% = DER $0#B
RSAPublicKey ::= SEQUENCE {

modulus INTEGER,
publicExponent INTEGER }

extrensions

SEQUENCE OF Extensions

REL-BBARE ¢S
T eyl oo R (%
LBEY VERT i R
[V ﬁqmg.“}?g_ ) :

.authorityKeyldentifier

Authority Key Identifier 3%
# = » Key Identifier en g 4
> ViR e PKIX 28 > B
Issuing CA =1 Public Key
SHA-1 Hash & # 5 Key
Identifier

A e T
CA™ kg4 hBE TR
& 4L 0 1 i & CA
R RS T s
%7 i% ¢ * CA - 3k CA
B kB

.extnld B A L =0 OID
id-ce-authorityKeyldentifier
(2.5.29.35)

critical & GPKI ¥ > A% d >t FALSE &_
authorityKeyldentifier & z_&¥_ |[DEFAULT VALUE » #712
non-critical extension » #7127 |DER $a#§ ¢ - U4 = € 4% 4
critical enig & 7 §_FALSE |[v% #

.extnValue extnValue 35 44 2] fi & ¥t authorityKeyldentifier

OCTET STRING

izfd Extension @ 3 5 & Jpié
*  AuthorityKeyldentifier 7
DER %% i i #* OCTET
STRING i

AuthorityKeyldentifier

AuthorityKeyldentifier %

#L2H 2§ = i Optional e

GPKI & # iz 93 PKIX » ¥ #
* keyldentifier #f > m % i
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GPKI B3 * B # A b P 42553155

S

W = & % &_keyldentifier ~
authorityCertlssuer £

authorityCertSerialNumber 4§ | -

(>

* authorityCertlssuer £
authorityCertSerialNumber ##

’
>

.keyldentifier

keyldentifier # 5 5 #L4)
it 2_Keyldentifier » &
KeylDentifier ~ £ % — B
OCTET STRING 7 #4] fx

Keyldentifier eng 4 = ;% i
P PKIX &% » B~ Subject =
Public Key #57SHA-1 Hash &
# % Keyldentifier 7 OCTET
STRING &

.SubjectKeyldentifier

Subject Key Identifier 3 ~« 1§
iz » Key ldentifier 02 4 =
;Ui R PKIX 4% > B~
Subject 7 Public Key =n
SHA-1 Hash & # & Key
Identifier

PR AR en e g R
Subject #7i¢ * & 4 H IR -
;IH:

.extnld B~ V& PP L e 0ID
id-ce-subjectKeyldentifier
(2.5.29.14)

.critical & GPKI ¥ > A% d >t FALSE &_
subjectKeyldentifier < z_¥_ |DEFAULT VALUE - #7112
non-critical extension » 712 |DER %af§ ¢ - o 4 = € 4% 4
critical i & 7_¥_FALSE [ H-

.extnValue extnValue 3 #3) fi £ ¥+ subjectKeyldentifier i&

OCTET STRING

& Extension @ % - <& Jf f& #
Keyldentifier < DER %78
%+ OCTET STRING i

.Keyldentifier

KeylDentifier ~ ¥ 5 - B
OCTET STRING F#L3] i

Keyldentifier 0 4 = ;% i
P PKIX %% » B~ Subject
Public Key #57SHA-1 Hash &
% Keyldentifier sn OCTET
STRING &

&_critical extension » #714

.keyUsage Key Usage # o #§f = » ;2 §% |GPKI = i Subject 3% i¢ *
Subject Public Key p ¥+ &2 |59 % & 4% = B & 4G4
Private Key e# i '3 (Dual Key Pairs) % ‘i ) A,\
% Lé.q.i SufRip o ¥
% EE T IBHEZ Key Usage
#-¢ 7 digitalSignature: @ 4c
% % & % 2. Key Usage #-#
7z keyEncipherment £
dataEnmpherment B fE T g
.extnld B R4 oL =eh OID
id-ce-keyUsage (2.5.29.15)
critical & GPKI ¢ » keyUsage & z_[i & ¢ ** TRUE % &_

DEFAULT VALUE » #1114
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critical =& % #_§_TRUE

DER %% @ + g f§f =7 ¥ 4%
R

.extnValue extnValue 3 42 4] i 2 ¥+ keyUsage i&4d
OCTET STRING Extension m = - & Jf (¢ *
KeyUsage 1 DER %5 #4 5
#t OCTET STRING i
.KeyUsage KeyUsage & £ % — i FrBHELHEETYRE

Named BIT STRING 7%

.
g

A+ Named BIT STRING z.
digitalSignature (0):z # Bit
ME AL L L EHES
‘e @ > Bl Named
BIT STRING z
keyEncipherment(2) ¢z
dataEncipherment (3)i = i
Bit #-¢ A% 5 1

.certificatePolicies

Certificate Policies % v {#
o e CA R BT

® i K

B~ CA 5 2 BT ik
¥ 71 GPKI Certificate Policy
z_ 0OID

.extnld B~ VA PP uf e 0ID
id-ce-certificatePolicies
(2.5.29.32)
.critical 14 FE AR > & GPKI [/2E 4 3t FALSE &
¢ > certificatePolicies # % ®|DEFAULT VALUE » #712
= non-critical extension » #7 |DER %#g ¢ > M i € 4 4
2 critical e & 2 & W H
FALSE
.extnValue extnValue % 4 4] fi & ¥+ certificatePolicies i& 48

OCTET STRING

Extension m % - & Jf (& *
CertificatePolicies 1 DER %%,
st OCTET STRING

.CertificatePolicies

CertificatePolicies =% #2 3]
- B
SEQUENCE
SIZE (1..MAX) OF
PolicyInformation

& GPKI &% " - EE
Certificate % it 2 7 1 B
Policylnformation

.PolicyInformation

Policylnformation & -
SEQUENCE > p 3
policyldentifier 2
policyQualifiers = #

GPKIl gz & *
policyldentifier #f = > a 7
* policyQualifiers # -

.policyldentifier

policyldentifier #§ & 7 2
4| 4 %_CertPolicyld »
CertPolicyld ~ ¥ % -
OBJECT IDENTIFIER 7 #2

Al {E
EY LY

95 CA & 3 o g PF 73
* hikE % % (Assurance
Level )» 3 F X £ % %%
% 2_ GPKI Certificate Policy
OID
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.SubjectAltName

Subject Alternative Name 7
i 0 B GPKI s s B
BT PP R r e
Subject =7 Email Address

$ ¥ = 5 Optional » =& %
13 Subject /2 7 Emall
Address » & F 74 # F #-
Email Address 2 i %.1§ %
6’ﬂiﬁmﬁaﬁgw

.extnld

B~ % & L4 A e OID
id-ce-subjectAltName
(2.5.29.17)

.critical

% GPKI # > subjectAltName|;i

2K Z_% non-critical
extension » #7 14 critical ehiE
% Z_¥_FALSE

% ¢ ** FALSE 4_
DEFAULT VALUE » #7111
DER % @ > s {F i€ 48
i Kin

.extnValue

extnValue 3 #43) fi £
OCTET STRING

¥+ subjectAltName iz f&
Extension m % > & Jf ¢ *
SubjectAltName =7 DER %75
% ¢ OCTET STRING

/A
B

.SubjectAltName

SubjectAltName 3
&_GeneralNames
GeneralNames 73 . 4] i £
SEQUENCE
SIZE (1..MAX) OF
GeneralName

sl
A

i |GPKI 1§ %

SubjectAltName
GeneralNames ¥ ¢ ¢ 2
GeneralName

1

.GeneralName

GeneralName &_—- B
CHOICE ¥

sl A BE
=3 Ry

GPKI & * CHOICE ¥
rfc822Name » I A pL ¥ &
1 Subject =7 Email Address

.SubjectDirectoryAttributes

Subject Directory Attributes
L =0 * Kk eék Subject

* RRERAETR Y
g 13k

OB

.extnld B~ A L = en OID
id-ce-subjectDirectoryAttribu
tes (2.5.29.9)

.critical # GPKI ¢ > ;1% d * FALSE #_
subjectDirectoryAttributes & |[DEFAULT VALUE > #7112
% ®_5 non-critical DER %5 ¢ » L iF i g 44 4
extension » #712 critical (g w2 H-
& %_§_FALSE

.extnValue extnValue 3 4 4] fi & ¥

OCTET STRING

subjectDirectoryAttributes &
#8 Extension @ 7 » & Jp ¢ *
SubjectDirectoryAttributes
DER %% i i+ OCTET
STRING i

.SubjectDirectoryAttributes

SubjectDirectoryAttributes £

Ve Z-B B ME

FRAE L

B G T AR
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GPKI 6 % % 15 5 b i P 158 31

S

H

SEQUENCE
SIZE (1..MAX)
OF Attribute

.subjectType Subject #g ] G140 H type 2|} B K E A 1 BHE
values 4= : Subject e &)
type OID id-chtpki-at-subjectType |+ % #~ % Subject Type
(2.16.886.1.100.2.1) Attribute 2. OID
.values OID ¢t OID # 7t & % Subject

id-chtpki-et-nonprofitFoundat
ionBasedCorporation
(2.16.886.1.100.3.2.2.2.2)

A S I PE RS

.cardHolderRank

FrAmpgtEs H
type £ values 4= :

DR TR SRS T 4
Subject 2. + 7 35 A hE 1
+t gy L

4| i ¥_ SEQUENCE SIZE

type OID #t 5 % £ Card Holder Rank
id-chtpki-at-cardHolderRank |Attribute z. OID
(2.16.886.1.100.2.2)
.values # ~ printable 5 &’ ‘primary’ # ¢+ BG4
primary’ &’ secondary’ L = I
secondary’ # i+ F 453 A
’ELKTT”F j_*:*}; A
.entityOID 48 OID it - H type &2 |t Bt * kst g
values 4= : Subject = OID
type OID id-chtpki-at-entityOID |+ 2 % % Entity OID
(2.16.886.1.100.2.102) Attribute z. OID
.values B~ @z A 2 OID 4 GPKI Naming Authority %t
- Yofie2_ 4 B2 £ OID
.extKeyUsage Extended Key Usage # o [ 1§ = 2 & P B2 £ G &
> 3z 4" Subject Public Key |Private Key et @ * i
40 %t 2. Private Key 4% 7%
* g
.extnld B~ N A L =0 OID
id-ce-extKeyUsage
(2.5.29.37)
.critical % GPKI » »extKeyUsage % /L & ¢ ** TRUE # &_
Z_&_critical extension » #1712 |DEFAULT VALUE > #114
critical ehig % T §_TRUE |DER % ¥ > S 27 7 4
ki
.extnValue extnValue 35 44 2] fi & ¥+ extKeyUsage iz 4d
OCTET STRING Extension @ = » & Jf ¢ *
ExtKeyUsageSyntax -7 DER
A s 2t OCTET
STRING =nig
.ExtKeyUsageSyntax ExtKeyUsageSyntax cH3 4 (B4 B2 X i 3%

ExtKeyUsageSyntax ¢ 7 1
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S

H

(1..MAX) OF KeyPurposeld

I 2 i KeyPurposeld

.KeyPurposeld

KeyPurposeld 3 4] s £
OBJECT IDENTIFIER » ¢* j&d
3# » OID id-kp-clientAuth
(1.3.6.1.5.5.7.3.2)

id-kp-clientAuth % PKIX
RFC 5280 #12_s& =1 Key
Purpose OID » 7= 5 Extended
Key Usage # v 1§ = 3f 3K 2.
Key Purpose OID

.KeyPurposeld

KeyPurposeld % L 3] & &_
OBJECT IDENTIFIER » * i
# »~ OID
id-kp-emailProtection
(1.3.6.1.5.5.7.3.4)

id-kp-emailProtection 3
PKIX RFC 5280 #tz_% 1
Key Purpose OID - ¢ Key
Purpose OID % Optional > &
Subject Alternative Name %
ol 3 2 se{t Subject
& Email Address p# > R
Extended Key Usage # ~¢ ##
8 & % ¢ KeyPurpose
OID

.CRLDistributionPoints

CRL Distribution Points # -t
W&’%ﬁﬁﬁﬁifﬁﬁ
2. CA =T pL 15z 4p I 2.
CRL e nt

P R EEERY K
WP~ 8 4p B CRL sy 51>
w» GPKI #7i¢ * 2. CRL
Distribution Points ¥ ¢ 7 1
1 2 URL

.extnld B~ V& PP L e 0ID
id-ce-cRLDistributionPoints
(2.5.29.31)

.critical & GPKI ¢ > A% ¢ > FALSE &
cRLDistributionPoints 4#3% |DEFAULT VALUE > #712
¥_% non-critical extension > |DER %% - st 4F € AL H
#r12 critical eniE % T_H_ v H
FALSE

.extnValue extnValue 3544 4] i & ¥} cRLDistributionPoints

OCTET STRING

ie#4 Extension m 3 > & Ff ¢
* CRLDistributionPoints
DER %8 ta % ¢ OCTET
STRING g

.CRLDistributionPoints

CRLDistributionPoints %
PG L #
SEQUENCE
SIZE (1..MAX) OF
DistributionPoint

i GPKI G #f ;P o =
CRLDistributionPoints z 7 1
I 2 i DistributionPoint o 4
% 7 & 1% DistributionPoint
P> % 1 5 Partitioned CRL
rURL % 2 B % Complete
CRL“URL; 4% " 2 1R
DistributionPoint pF » p| %
Complete CRL =7 URL

.DistributionPoint

DistributionPoint : -

SEQUENCE » p %

GPKI 57 ¥ i *
distributionPoint # i~ > @
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distributionPoint ~ reasons £¢
cRLIssuer =

i# * reasons ¥7 cRLIssuer i&

SN

distributionPoint

distributionPoint - 3 L
DistributionPointName »
DistributionPointName # ¥
% — 1 CHOICE F#4 i >
v i * fullName
nameRelativeToOCRLIssuer

GPKI & # 7 CRL
distributionPoint &_3x *
fullName

fullName

fullName e 4L 4] i £
GeneralNames @
GeneralNames =3 42 4] & 2
SEQUENCE
SIZE (1..MAX) OF
GeneralName

GPKI & # 7 CRL
distributionPoint = fullName
r ¢ ¢ 7 1% GeneralName

.GeneralName

GeneralName 5’; (3
CHOICE ##23] i

GPKI :£ * CHOICE # =
uniformResourceIdentifier’ Bl

ER i )"? CA =% CRL
#%mURL » B EY CRL S
Partitioned CRL B » Rt 4
= #73e fLe URL
CRL 2.
issuingDistributionPoint 4 v
e et URL = 2
il

5]
/Pb\ﬁ

.authorityInfoAccess

Authority Info Access #§ ~« 1§

s
(had

GPKI & # pt 3 2o fff i ke
FCAXGH AL Gz
2 & CAlg#E gy » I
ARG E A P BB AR B
7 0 blhe @ OCSP

H
-

.extnld Fo~ R & gL P L 260 OID |authorityInfoAccess £ PKIX
id-pe-authorityInfoAccess #7 %_s ¢ Private Extension
(1.3.6.1.55.7.1.1)

.critical & GPKI ¥ > A% d >t FALSE &_
authoritylnfoAccess & = DEFAULT VALUE » #11
non-critical extension » #712 |DER %af§ ¢ - o ff = € 4% 4
critical i % 7_¥_FALSE | H-

.extnValue extnValue % 4 4] fi £ ¥+t authorityInfoAccess iz

OCTET STRING

#8 Extension @ 3 > & R i@ *
AuthoritylnfoAccessSyntax
e DER %078 % ¢ OCTET
STRING i

AuthorityInfoAccessSyntax

AuthorityInfoAccessSyntax
E A A B

SEQUENCE

= GPKIl g » #-3 ° 3
3 1 i@ calssuers izfd

AccessDescription» I ¥ 4L F
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SIZE (1..MAX) OF
AccessDescription

Lo P H B D
AccessDescription - |4 ocsp
AccessDescription

. AccessDescription

AccessDescription 3 -
SEQUENCE > p 3
accessMethod &2
accessLocation = ##

L R RRERY I
2~ 1¥ Issuing CA + £ 15 3%
% 1 CA G & iy 5]

.accessMethod

accessMethod 1§ i+ % 4L 3]
s ¥_OBJECT

IDENTIFIER» #* &gz ~ OID
id-ad-calssuers
(1.3.6.1.5.5.7.48.2)

id-ad-calssuers = PKIX RFC
5280 *+ %_% <1 accessMethod

.accessLocation

accessLocation #§ i3 L
A #& ¥_GeneralName » @
GeneralName ~ ¥ § - B
CHO|CE 7oAl & - GPKI

# * CHOICE ¥ ¢
uniformResourceIdentifier )
T4y Lv]r&“ ¢ 2z ?\._ B
calssuers 7 URL

#* URL4ge - e 7 2o
CA % % % Issuing CA mi
I REIE F‘*é?%m*é'
V4 _PKCSHT 57 715 ¢
URL » ¥ 12 & - B #
LDAP # CAEntry e
crossCertificatePair Attribute
7 URL & xt

.accessMethod

accessMethod {§ i cHF L 3
i #_OBJECT
IDENTIFIER > ¢* i » OID
id-ad-ocsp
(1.3.6.1.5.5.7.48.1)

id-ad-ocsp = PKIX RFC
5280 *+ %_% 1 accessMethod

.accessLocation

accessLocation fif % L
A] it ¥_GeneralName > @
GeneralName + £ g - i
CHOICE F#4%] f& » GPKI
# * CHOICE ¢ e
uniformResourceldentifier »
T f P e - B OCSP
PR 7% URL

# URL g - B &R B3
S e 4 39 PR3 (OCSP) 2 PR
=1 URL 44t > ¢ OCSP !
JRERFRENGHEFORET
21

1.3.13 To-Be-Signed ¥ & & # # ;¢

1 i

S

version

v3(2)

GPKIl &Gz #5412 * X.509
V3 )& ’hs-)(\‘ (/,_ B V3 f‘!”lE‘
H 2@ 7 H3)

serialNumber

8 ¥ B 55 (Certificate Serial
Number )

GPKI @ #7i¢ * 2 15 3% B 55
X~ ®E R 5 16 Bytes chp
0 1935 DER %075 %4 1 #c
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)& e )& }%\ A ’F 4 "J“%E']

S

#1i¢ * e12’s Compliment
Al 3 BEELY & € n h
A4+ 0x00 > @ & =9 16 Bytes
SOl B E LY R 17
Bytes c7 @&

signature CAEBHTY 2 FRFHZ [P HFDELFENR
Z_ Algorithmldentifier SIGNED & 3% 2.
algorithmldentifier # =i 4p
e
algorithm ¥ é N ERFEZOIDL | FE 22 OID > GPKI
- PoR@r T RREFY
shalWithRSAEncryption PEI
(1.2.840.113549.1.1.5) shalWithRSAEncryption -
sha256WithRSAENcryption  |sha256WithRSAENcryption
(1.2.840.113549.1.1.11)
.parameters NULL GPKI & * ch§ 3% 5 2 %
2 & parameters » iz #
parameters & JE R
NULL: % ¥ % v » NULL 2
DER 7§ 5 0x0500
issuer & &% 4 (CA) 2 X500/CA + & HDN(#-d CA L ¢
Name R 3T 2)
(& PKIX 42 #73 ASN.1
DirectoryString <~ & %5 —
=it * UTF-8 %5 )
validity G R EIREA R |G E R RALBEIIR A
i &
.notBefore G ZECH R o R |k PKIX 3R % & 2049/12/31
(GMT)» A ptpFRFz w0 lg (23:59:59 (3 ) 2 @ ig *
T UTCTime 7531 & » Té; »
YYMMDDHHMMSSZ >
2050/01/01 00:00:00 ( % ) 2
f¢ » ¢ * GeneralizedTime
‘}';UJ "”:« ’ ’h‘—';r P
YYYYMMDDHHMMSSZ -
DR SR T S
SS L 00+ # ¥ 9% 5 @
fsenZ 457 GMT pFREF % 2
A
.NotAfter B A s R R o PR |k PKIX 4 2 %4 2049/12/31

(GMT)’ ﬁ_LLEﬁFI& Ivf&

R

23:59:59 (5 ) 2w & *

UTCTime 714 i » $7% 5
YYMMDDHHMMSSZ » %
2050/01/01 00:00:00 ( 5 ) 2
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GPKI G2 B3 o P 54 215

S

{5 > & * GeneralizedTime ¥
PG
YYYYMMDDHHMMSSZ -
PENE RSN E Ot
SS A 00+ 77 %k v A &
{$enZ 457 GMT pFiF» 7

A

subject

B & % ¥ % (Subject) 2
X.500 Name

¥ 25 X.500 Name #& 3¢ 4
LI

C=TW

L=fi7 ZF(EHMHE R
@K LS R)
L=suthn & 2 fr(E#12LH
Do R K R HER)
O=& Rl 7V 552 2L
OU= it & fe i77 £ (<5 #
MR B r RS R)
ho b B B A R
¥ fepF> 2 X.500 Name # 3¢

FRE L 4Tl

C=TW
O=F K782 < it 7L 7
i bR

OU=# g2 ;¥ 572 24
OU= it f & f& 77 2. i (iF #
PR BT E R
(& PKIX #.% #75 ASN.1
DirectoryString = & %% —
Ei#* UTF-8 %48 )

subjectPublicKeylnfo

1§ ¥ 2 4+ Public Key Info

7= 3¢ Subject -7 Public Key #
B % Public Key g

.algorithm % % subjectPublicKey # %]
1 Algorithmldentifier
.algorithm OID rsaEncryption Public Key #g %] 2. OID >
(1.2.840.113549.1.1.1) GPKI p % = & *
rsaEncryption z_ Public Key
.parameters NULL rsaEncryption ;i & /* & 2% 7

Z & parameters » iz H
parameters & Jf 3 }

NULL > # ¥ %4 %2 » NULL 2.
DER % #% 5 0x0500

.SubjectPublicKey

BIT STRING - ¢* BIT
STRING p 7 Subject Public
Key 77 DER %78 &

GPKI p # = 3 * RSA
Public Key > #1rzpt BIT
STRING hig #-p 3 1T F
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#1244k =1 DER %05 :

RSAPublicKey ::= SEQUENCE {
modulus INTEGER,
publicExponent INTEGER }

extrensions

SEQUENCE OF Extensions

R E S
T ey ooy o fEEE (%
LG FVER T i A AR
[V ﬁ—,mgﬁg):

.authorityKeyldentifier

Authority Key Identifier 3 v
# = > Key Identifier en g 4
= ViR e PKIX &8 > B~
Issuing CA 7 Public Key
SHA-1 Hash & 5 Key
Identifier

PHE L AF L eh o E R
CA™ %k g5 BTt »
& 4E - o il & CA
i#é%ﬂ Lk B il 2 R |
TR % @ * CAewh— 3E CA
B Rk B

.extnld B~ N A L = en OID
id-ce-authorityKeyldentifier
(2.5.29.35)

critical & GPKI ¥ > A% d >t FALSE &_
authorityKeyldentifier & z_& IDEFAULT VALUE - #7112
non-critical extension » #712 |DER %af§ ¢ > o 4 = € A% 4
critical e & 7_§_FALSE |v& H-

.extnValue extnValue 3 42 4] i A ¥4+ authorityKeyldentifier

OCTET STRING

ic#4 Extension m 3 > & ff ¢
* AuthorityKeyldentifier 0
DER % %% i i ¢t OCTET
STRING hig

AuthorityKeyldentifier

AuthorityKeyldentifier 3
% H# 7 7 = # Optional e
W = 4 wZ_keyldentifier
authorityCertlssuer £2

authorityCertSerialNumber 4| -

s
(sl

GPKI & # iz 93 PKIX » ¥ #%
* keyldentifier #f > % i
* authorityCertlssuer £

authorityCertSerialNumber ##

>

—\

keyldentifier

keyldentifier # 5 ¢
it 2_Keyldentifier » &

KeylDentifier ~ ¥ % -
OCTET STRING F #L3] i

AF A

Keyldentifier 0z 4 = ;% ix
P PKIX &% > B~ Subject
Public Key 53SHA-1 Hash &
# 5 Keyldentifier 57 OCTET
STRING &

.SubjectKeyldentifier

Subject Key Identifier #% ~ 4§
= » Key ldentifier enz 4 =
;O ik R PKIX 4% > B~
Subject =7 Public Key
SHA-1 Hash & i % Key
Identifier

PIE P E E T
Subject #7i¢ * 14 4 H 8-
;}a

.extnld

B~ (A& P g = en OID
id-ce-subjectKeyldentifier

(2.5.29.14)
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.critical & GPKI ¥ > A% 9 " FALSE &
subjectKeyldentifier < z_%_ |DEFAULT VALUE - #7112
non-critical extension » #7127 |DER $a#§ ¢ - U4 = € 4% 4
critical e & 7_§_FALSE [v& H-

.extnValue extnValue 3 42 4] i 2 ¥1>+ subjectKeyldentifier i&

OCTET STRING

#a Extension @ 3 » & Jf i¢ *
Keyldentifier <7 DER 3 #8
% ¢ OCTET STRING =i

.Keyldentifier

KeylDentifier ~ £ 5 -
OCTET STRING 7 #4] fi

Keyldentifier eng 4 = ;% i
P PKIX &% > B~ Subject
Public Key 7 SHA-1 Hash i&
# % Keyldentifier 57 OCTET
STRING &

Named BIT STRING 7%

"
R

.keyUsage Key Usage # * #§ = » 4% |GPKI * i Subject 2% i¢ *
Subject Public Key p ¥t 2. |0 % &4k = B & 4%
Private Key % 4 241 (Dual Key Pairs) & %t > &
SERE fEBmAE o HY
% % % * B # 2 Key Usage
#-¢ 7 digitalSignature’ @ 4c
2% &% 2 Key Usage #-¢
# keyEncipherment 2
dataEncipherment = & * &
.extnld B~ V& PP L e 0ID
id-ce-keyUsage (2.5.29.15)
.critical % GPKI # » keyUsage % z_|;i+ &, d ** TRUE # &_
£_critical extension » #t12  |DEFAULT VALUE » #12
critical =hig % ¥4 _TRUE |DER %05 ¢ » JHHF =7 ¥ 4%
ki
.extnValue extnValue 3544 4] i & ¥+ keyUsage i&fd
OCTET STRING Extension m 3 » & Jf ¢ *
KeyUsage 71 DER a5 i &
# OCTET STRING i
.KeyUsage KeyUsage ~ ¥ % — & FLEBELHKET Y BE

At Named BIT STRING z
digitalSignature (0)i& i Bit
Bemk el FLrEES
v * 5 0 Rt Named
BIT STRING z
keyEncipherment(2) £
dataEncipherment (3)i& = @
Bit #-g 4tk 5 1

.certificatePolicies

Certificate Policies #§ v 1§
oo gedt CA & BT
i % el K

o CAEF ;M BER TR
¥ ¢ GPKI Certificate Policy
z_ OID
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.extnld B R P eh OID

id-ce-certificatePolicies

(2.5.29.32)
.critical AP E AR > A GPKI [ % ¢ 3 FALSE &_

¢ > certificatePolicies # %X ®|DEFAULT VALUE » #712

& non-critical extension » #7 |DER %u#g§ ¥ - M i € A 4

2 critical ehiE & T E_ (E¥. B

FALSE
.extnValue extnValue <H3 423 i & | ¥+ certificatePolicies i&fa

OCTET STRING

Extension m = - & Jf (& *
CertificatePolicies 1 DER %,
s v OCTET STRING

.CertificatePolicies

CertificatePolicies % #L 3]
i £ - B
SEQUENCE
SIZE (1..MAX) OF
PolicyInformation

& GPKI &% " - EE
Certificate ¥ it 7 7 1 B
Policylnformation

.PolicyInformation

Policylnformation & -
SEQUENCE > p 2z
policyldentifier &
policyQualifiers = 4

GPKIl G & ¢ *
policyldentifier #f = > a 7
* policyQualifiers 4 i+

.policyldentifier

policyldentifier 4§ & 7 #d
£_CertPolicyld » @

CertPolicyld » ¥ 5 - B

OBJECT IDENTIFIER 7 #¢

£l
A Bk

5 CA & 3 o 8 PF P78
* iRz % % (Assurance
Level ) # F X L Z REXE
s 2_ GPKI Certificate Policy
OID

.subjectAltName Subject Alternative Name # [¢#* 1 == 5 Optional » % & %
oty im0 & GPKI Foipig B |9 Subject 2 5 Emall
B R et |Address 0 & 7 F K
Subject 7 Email Address EmallAddress TG
¢l M‘%w%&”c”’ g ik
.extnld B N A L = en OID
id-ce-subjectAltName
(2.5.29.17)
.critical % GPKI ¥ > subjectAltName|/x &, d ** FALSE &_
3K Z_& non-critical DEFAULT VALUE » #1112
extension » #71 critical (& |DER u#% ® > 2 - € AL 4
% ¥_§_FALSE E¥ -2
.extnValue extnValue <H3 423 i & |$3* subjectAltName & 44
OCTET STRING Extension @ = » & Jf ¢ *
SubjectAltName 7 DER % #5
# % ¢ OCTET STRING
1=
.SubjectAltName SubjectAltName e 42 73] i |GPKI & %
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2&1—*4;1)& }%},L _Fn,h;,\aj

%_GeneralNames
GeneralNames =3 42 4] & 2
SEQUENCE
SIZE (1..MAX) OF
GeneralName

SubjectAltName
GeneralNames ¥ ¢ ¢
GeneralName

51

.GeneralName

GeneralName &#_— B
CHOICE S LA Ak

GPKI & * CHOICE ¥
rfc822Name B R RUE
$* Subject <7 Email Address

.SubjectDirectoryAttributes

Subject Directory Attributes
L 0 * K zék Subject

F G BB TR Y P
g G mrF

Frj B TR

.extnld BN R4 oLy =0 0ID
id-ce-subjectDirectoryAttribu
tes (2.5.29.9)

critical & GPKI ¥ > A% d 3t FALSE &_
subjectDirectoryAttributes 4 |IDEFAULT VALUE - #712
% Z_5 non-critical DER %% ¢ » M HF i g 4% 4
extension » #712 critical (g 9% -
& g_§_FALSE

.extnValue extnValue 3 42 4] i 2 ¥

OCTET STRING

subjectDirectoryAttributes &
#8 Extension @ 3 > & Zf ig *
SubjectDirectoryAttributes £
DER %% i i #* OCTET
STRING i

.SubjectDirectoryAttributes

SubjectDirectoryAttributes
TR A

ST - B R
B3 g et AR

SEQUENCE
SIZE (1.MAX)
OF Attribute
.SubjectType Subject £ ] > H type 22 |0 B kT A MR HE

values 4= : Subject =g 5|

type OID id-chtpki-at-subjectType |+ % % Subject Type
(2.16.886.1.100.2.1) Attribute z. OID

.values OID id-chtpki-et-school #t OID % 7t & % Subject =

(2.16.886.1.100.3.2.11)

‘A‘F‘VV’ = E R

.cardHolderRank

FFAoprgtEs o H
type £2 values 4= :

B kF o1 EE
Subjecti* B A enE R
G REN

type OID # % ¥ £ Card Holder Rank
id-chtpki-at-cardHolderRank |Attribute 2. OID
(2.16.886.1.100.2.2)

values # ~ printable 3 8’ ‘primary’ #F B4 4

primary’ £’ secondary’

Hr+3Eg 4
secondary’ % m+ F 3G 4
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)& B2 )& }%} bt ’F

" "szgl

S

Tt

A i ¥_SEQUENCE SIZE
(1..MAX) OF KeyPurposeld

.entityOID 48 OID it - H type &2 |t Bt * ke fiut g
values 4= : Subject 5 0OID
type OID id-chtpki-at-entityOID |+ 2 i % Entity OID
(2.16.886.1.100.2.102) Attribute z. OID
.values B~ &322 0ID d GPKI Naming Authority 4t
- Yafie2. 8 #2 OID
.extKeyUsage Extended Key Usage # “o 4 [ 1 = 2 % & 11§ %
= > 3z 4" Subject Public Key |Private Key et i # i
p ‘ﬁ}f% 2_ Private Key 4% 7%
* g
.extnld B~ & ety reh OID
id-ce-extKeyUsage
(2.5.29.37)
critical % GPKI 7 > extKeyUsage % i & ¢ ** TRUE # &_
F_H&_critical extension » #7112 | DEFAULT VALUE - #7112
critical =hig & ¥4 _TRUE |DER %5 ¢ » JH4F 7% ¥ 4%
ki
.extnValue extnValue 3 42 4] i A ¥ extKeyUsage i& 44
OCTET STRING Extension @ 2 » & Jf ¢ *
ExtKeyUsageSyntax -7 DER
B s ¢ OCTET
STRING =nig
ExtKeyUsageSyntax ExtKeyUsageSyntax cH3 4 |5 21§ 3#

ExtKeyUsageSyntax ¢
I 2 i KeyPurposeld

71

.KeyPurposeld

KeyPurposeld % 44 i £
OBJECT IDENTIFIER » * i
# » OID id-kp-clientAuth
(1.3.6.1.5.5.7.3.2)

id-kp-clientAuth 5 PKIX
RFC 5280 #%_& ¢ Key

v

Purpose OID » 7= % Extended

Key Usage # “o 1§ - %f 3K 2
Key Purpose OID

.KeyPurposeld

B

KeyPurposeld % 44 i £
OBJECT IDENTIFIER » ¢* &
# »~ OID
id-kp-emailProtection
(1.3.6.1.5.5.7.3.4)

id-kp-emailProtection %
PKIX RFC 5280 #t%_s
Key Purpose OID - ¢+ Key
Purpose OID 5 Optional » &
SubjectAIternative Name ¥
A A FU?‘ Subject
7 Email Address p » B
Extended Key Usage # >« ##
8 & % ¢t Key Purpose
OID

.CRLDistributionPoints

CRL Distribution Points #§ v
’}'&alﬂ ) Ui\ I—L’* ‘57&‘:&

2. CA = iF pt ’Ex AP B 2

P R EEERT i
R~ 4p B CRL e 50 -
# GPKI #+# * 2. CRL
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GPKIl g8 % Gz Ak P #3315
CRL s n Distribution Points ¥ ¢ 3 1
I 2 URL

.extnld B~ R & oty eh OID
id-ce-cRLDistributionPoints
(2.5.29.31)

.critical & GPKI ¢ > 1R d > FALSE &_
cRLDistributionPoints 4#3% |DEFAULT VALUE » #7112
¥_% non-critical extension > |DER %% ® > st 4F = € AL H
12 critical eniE 2 L E [ H
FALSE

.extnValue extnValue 3 42 4] i 2 ¥1+* cRLDistributionPoints

ic#4 Extension m 3 > % i
* CRLDistributionPoints
DER %8 ta % ¢+ OCTET
STRING g

.CRLDistributionPoints

CRLDistributionPoints =%
A - B
SEQUENCE
SIZE (1..MAX) OF
DistributionPoint

i GPKI g & 54 ¢ ﬁ}'“l’*
CRLDistributionPoints z 7 1
320 DlstrlbutlonPomt °o o
% 7 = i DistributionPoint
o % 1 B % Partitioned CRL
7URL % 2 B 5 Complete
CRL“URL; 4% 2 2 1R
DistributionPoint FF » B %
Complete CRL =7 URL

.DistributionPoint

DistributionPoint 3 —
SEQUENCE > p %
distributionPoint ~ reasons &7
cRLIssuer = #

GPKI Gz & i@ *
distributionPoint # i~ > @
i# * reasons ¥7 cRLIssuer i&

BB

distributionPoint

distributionPoint # - 3 4L
DistributionPointName »
DistributionPointName # £
% - f CHOICE F#4 & -
v i * fullName st
nameRelativeToOCRLIssuer

GPKI {5 % 7 CRL
distributionPoint &_3x *
fullName

fullName

fullName % 42 4) g8 &_
GeneralNames @

GeneralNames 13 #1 4] i 4
SEQUENCE

SIZE (1..MAX) OF
GeneralName

GPKI & # 7 CRL
distributionPoint = fullName
¥ ¢ ¢ 7z 11 GeneralName

.GeneralName

GeneralName & - &
CHOICE F #+7] i

GPKI :£ * CHOICE # =

uniformResourceIdentifier’ bl
ER )z:;\ CA =% CRL

;rg,mURL v BB CRL Y
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)&}X;{)& }%{\J ‘P‘]’h-i'} J

Partitioned CRL p# > E’J LA
etz i URL & 237
CRL 2z
issuingDistributionPoint # v
i et URL = 2
10

.authorityInfoAccess

Authority Info Access # “« 1§

GPKI & * o 2 4y (= k32

- FCAHH AL EH2 A
+ & CA ’&”ﬁ Rk CE R
AREEA P H B R B
I mHir - OCSP
.extnld B~ & gt P e i e OID |authorityInfoAccess #_ PKIX
id-pe-authorityInfoAccess #7 %_& ¢ Private Extension
(1.3.6.1.5.5.7.1.1)
.critical & GPKI # > 2% d > FALSE #_
authoritylnfoAccess & = DEFAULT VALUE » #1121
non-critical extension » 712 |DER %af§ ¢ > o 4 = € 4% 4
critical i & 7_¥_FALSE [ H-
.extnValue extnValue 3 42 4] i A ¥+>+ authoritylnfoAccess i&

OCTET STRING

#a Extension @ 3 > & Jf i¢ *
AuthorityInfoAccessSyntax
e DER %78 w5 2t OCTET
STRING =i

AuthorityInfoAccessSyntax

AuthorityInfoAccessSyntax
A A A B
SEQUENCE
SIZE (1..MAX) OF
AccessDescription

& GPKIE#H? » #3122
3 1 1% calssuers izfd
AccessDescription > I ¥
L4t Hos fAgEen
AccessDescription > &4 ocsp
AccessDescription

wF

. AccessDescription

AccessDescription % —
SEQUENCE > p %
accessMethod &2
accessLocation =

PHAF R EEERY K
2~ 1F Issuing CA » £ 5 3%
4 P}é] CA &% m,}‘ﬁryl

.accessMethod

accessMethod 1§ i+ e #2 A]
iy #_OBJECT
IDENTIFIER» 2 & » OID

id-ad-calssuers
(1.3.6.1.5.5.7.48.2)

id-ad-calssuers = PKIX RFC
5280 *+ %_% 1 accessMethod

.accessLocation

accessLocation f§ =3 L
A A5 ¥_GeneralName > @
GeneralName ~ £ § -
CHOICE 7 # 4l i » GPKI
i## * CHOICE ¥ ¢
uniformResourceIdentifier )

FASY - B

* URL 4 — e 7 2 s
CA % # ¥ Issuing CA 1%
A ﬁasﬁ_,ﬁ;* , ”Eﬁj m%’é,
T _PKCSH7 Gz 7] ¢
URL » ¥ 4 - i+
LDAP ¢ CAEntry =
crossCertificatePair Attribute
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GPKI B3 % B3 A it 7

_P.l ﬁ,\aj

calssuers =7 URL

e URL Hent

.accessMethod

accessMethod 1§ i+ % 4L 3]
s ¥_OBJECT

IDENTIFIER > #* &gz ~ OID
id-ad-ocsp
(1.3.6.1.5.5.7.48.1)

id-ad-ocsp = PKIX RFC
5280 *+ %_% <1 accessMethod

.accessLocation

accessLocation f§ 3 L
A #& ¥_GeneralName » @
GeneralName # £ § - i
CHOICE F#14] & » GPKI
#* CHOICE ¢ e
uniformResourceIdentifier )

Gy fp ¢ e - B OCSP
PR 737 URL

# URL#pw - Bl G
& B % 38 PR33(OCSP) 2 1R
® 1 URL 44k > ¢ OCSP &
PREBG K EANERARET

=
=

1.3.14 To-Be-Signed ¥ ¥ B G & #

I

r %

w

version

v3(2)

GPKI &z 54 8 * X.509
V3 )& pﬂ_’]‘é’ ;rk (/_‘ V3 mna
X2m*HE.3)

serialNumber

& 7 5 55 (Certificate Serial
Number )

GPKI # #7i¢ * 2_ 153 & 55
- BEAEZ 16 Bytes gl
E e 1295 DER $f8 %1 dk
#rig 1 2’s Compliment R
Rl 3BT E v
4+ 0x00 » @ # #7116 Bytes
S BEHCH R ik 17
Bytes ez

signature CAERF»* 2 FRFEZE [ HFTELEEE
z_ Algorithmldentifier SIGNED & #% 2.
algorithmldentifier 4 e i 4p
fF
.algorithm FAEMNTERZFEZO0ID2 %R FE 22 OID - GPKI
- pﬁ?g%ll—rﬁ%‘/ﬁﬁ
shalWithRSAEncryption eI
(1.2.840.113549.1.1.5) ~ shalWithRSAEnNcryption ~
sha256WithRSAENcryption  |sha256WithRSAENcryption
(1.2.840.113549.1.1.11)
.parameters NULL GPKI & * eng /78 2 %

2 & parameters » e H
parameters & Jf 3 }
NULL > # ¥ 74 v% » NULL 2
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G A B AL P R

S

H

DER %% = 0x0500

issuer

BB ’a‘—*ﬁ (CA) 2z X.500
Name

CA & £ hDN(#-d CAZL ¢
il A &8

(i& PKIX 3 % %75 ASN.1
DirectoryString = F % #% —
#* UTF-8 %)

validity

BRECT PRI G R A
i

B E BALIGHEICK D

T

.notBefore

QR AR ISR
(GMT) > Byt pFEff 2w g

iz PKIX 42t 2049/12/31
23:59:59 (7 ) 2w i@ *
UTCTime 731 & » #5% 5
YYMMDDHHMMSSZ > &
2050/01/01 00:00:00 ( 7 ) 2
t¢ > ¢ * GeneralizedTime 3
A
YYYYMMDDHHMMSSZ -
DI R R R O
SS L 00+ # ¥ 9 5 @
{6 Z 57 GMT PR+ 7

b
AT

.notAfter

el A S R S L Y
(GMT) > et R 2 {58

2 2 s
vE AT

i PKIX 4 ¥_te 2049/12/31
23:59:59 (7 ) 2w i *
UTCTime 3424 & > #2354 5
YYMMDDHHMMSSZ » %
2050/01/01 00:00:00 ( 7z ) 2
f¢ » ¢ * GeneralizedTime
e N T
YYYYMMDDHHMMSSZ -
DR R SR R O
SS 5 00~ # ¥ Fug > @k
t6enZ %5 GMT FFRF =+ %

1 2,
¥ 4 53

subject

7 &% % (Subject) 2
X.500 Name

F # 184555 X.500 Name > o
AR FE R AR
(&= PKIX %% #75 ASN.1
DirectoryString < 3 % #5 —
Ei* UTF-8 %45 )

subjectPublicKeylnfo

1§ ¥ 2 1 5 Public Key Info

7z §¢ Subject mPublic Key #f
n) % Public Key g

.algorithm % subjectPublicKey #f %]
1 Algorithmldentifier
.algorithm OID rsaEncryption Public Key #g %] 2. OID >

(1.2.840.113549.1.1.1)

GPKI p = 5 & *
rsaEncryption z_ Public Key
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2&1—*4;1)& }%},L _Fn,h;,\aj

.parameters

NULL

rsaEncryption j# & ;2 B2 7% 7
2 & parameters » e #
parameters &

NULL > # 7 %4 v » NULL 2
DER %8 5 0x0500

.SsubjectPublicKey

BIT STRING - ¢ BIT
STRING p 7 Subject Public
Key =7 DER ¥ #5 &

GPKI p = = % * RSA

Public Key » #7112t BIT
STRING g #-p
HLA) 4 9 DER 40 #8
RSAPublicKey ::= SEQUENCE {

modulus INTEGER,
publicExponent INTEGER }

A =
FARE |

extrensions

SEQUENCE OF Extensions

S EEEE B R
UTﬁﬁiﬁﬁﬁﬁ(a%
LR FVEE T 4 A BB
T mm;.‘}:;)_

.authorityKeyldentifier

Authority Key Identifier 3%
# = > Key Identifier eng 4
= ViR R PKIX % > B~
Issuing CA =1 Public Key
SHA-1 Hash & # 5 Key

PP U e p e E R T
CA™ kg# AB@ TR
g HEEIR- $5 0121 & CA
gﬁg%;ﬁ%p@ A
BTz ¢ * CAawn- 3% CA

Identifier BTE KK G

.extnld B~ V& PP L e 0ID
id-ce-authorityKeyldentifier
(2.5.29.35)

.critical % GPKI # > A% d 3t FALSE #_
authorityKeyldentifier & z_&¥_ |[DEFAULT VALUE > #712
non-critical extension > #7127 |DER $a#§ ¢ - U4 = € 4% 4
critical enig & 7 &_FALSE [v% #

.extnValue extnValue % 4 4] fi & ¥4+ authorityKeyldentifier

OCTET STRING

i Extension @ 3 5 & Ff ié
* AuthorityKeyldentifier e
DER %#§ i 5 ¢+ OCTET
STRING sig

AuthorityKeyldentifier

AuthorityKeyIdentifier E
L 4 1‘#* % = i# Optional =~

%&“ i~ 4w §_keyldentifier ~

authorityCertlssuer &

authorityCertSerialNumber 4| -

Py
(had

GPKI & # & 95 PKIX » ¥ $
* keyldentifier #f > % i
* authorityCertlssuer &

authorityCertSerialNumber ##

>

—\

.keyldentifier

keyldentifier # & % 4L 4]
it ¥_Keyldentifier >
KeylDentifier ~ & % - B
OCTET STRING F#L3] i

Keyldentifier eng 4 = ;% i

Pe. PKIX %% > B~ Subject e
Public Key 77 SHA-1 Hash &
# % Keyldentifier o OCTET

STRING &
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GPKI &% 2 A b P 138215

.SsubjectKeyldentifier

Subject Key Identifier #§ ~ f§
iz » Key ldentifier e0& 24 =
4R PR PKIX &8 > B
Subject =7 Public Key =
SHA-1 Hash & # 5 Key
Identifier

PPE L e P R T
Subject #7i¢ * 4 4 H IR -
;}u

.extnld BN R4 oLy =0 0ID
id-ce-subjectKeyldentifier
(2.5.29.14)

.critical % GPKI # > A% d >t FALSE &_
subjectKeyldentifier « z_%_ |DEFAULT VALUE - #7112
non-critical extension » #7127 |DER $a#§ ¢ - U4 = € 4% 4
critical e & 7_§_FALSE [v& H-

.extnValue extnValue 3 42 4] i A ¥1>+ subjectKeyldentifier i&

OCTET STRING

#a Extension @ 3 » & ig *
Keyldentifier 57 DER %5 #t
% #* OCTET STRING &

.Keyldentifier

KeylDentifier &~ £ % - i
OCTET STRING F#4] #

Keyldentifier eng 4 = ;% i
P PKIX &% > B~ Subject ¢
Public Key 53SHA-1 Hash &
# 5 Keyldentifier 5o OCTET
STRING &

Named BIT STRING 7 #L 4]

keyUsage Key Usage # = 1§ = » sz 4% |GPKI = i ¥ ¥ {84 Subject
Subject Public Key #p$ 2 |23k ¢ * chi % &4+ B &
Private Key % i 24 4%+ (Dual Key Pairs) % st >
A\;,g;l%cﬁ#?ﬁﬁ‘i » H
¢ 2k E -ﬁ- * g2 Key
Usage #-¢ 3
digitalSignature » @ 4 2 % &
7 2. Key Usage #-¢ 3
keyEncipherment 2
dataEncipherment = & * &
.extnld B V& QP LE a0 OID
id-ce-keyUsage (2.5.29.15)
.critical % GPKI # » keyUsage % z_|;i+ &, d ** TRUE % &_
&_critical extension » #7142 |DEFAULT VALUE » #12
critical ehig % T §_TRUE |DER % ¥ » S 27 7 4
Ak
.extnValue extnValue 35 44 2] fi & ¥+ keyUsage i fd
OCTET STRING Extension m 5 > & Jf ¢ *
KeyUsage =7 DER % #5 # &
#t OCTET STRING #ig
.KeyUsage KeyUsage ~ ¥ 5 — i FLEBHELHERTY BHE

A1 ¢+ Named BIT STRING z
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2&1—*4;1)& }%},L _Fn,h;,\aj

a8y
i

[

digitalSignature (0)iz i# Bit
e 1 FLBHES
et g E 0 Rt Named
BIT STRING z
keyEncipherment(2) 2
dataEncipherment (3)i& = &
Bit ek sl

.certificatePolicies

Certificate Policies #% >« ##
= et CA & BET
® g E R K

2~ CA & % 0V IR 1 ik
:y;_m GPKI Certificate Policy
z_ 0OID

.extnld BN R4 oLy =0 0ID
id-ce-certificatePolicies
(2.5.29.32)
.critical T AR A AR > A GPKI |1 R ¢ 3t FALSE &_
® > certificatePolicies # % #|DEFAULT VALUE » #712
% non-critical extension » #7 |DER %48 ? » st i € 4L 4
r4 critical eig % 7 (EF B
FALSE
.extnValue extnValue 3 #3) fi £ ¥+ certificatePolicies i& 48

OCTET STRING

Extension m 3% > & Jf ¢ *
CertificatePolicies 7 DER %,
i s ¢ OCTET STRING

.CertificatePolicies

CertificatePolicies 3% #2 3]
I
SEQUENCE
SIZE (1..MAX) OF
PolicyInformation

& GPKl &#"¥ » EE
Certificate " it 2 7 1 B
Policylnformation

.Policylnformation

Policylnformation % -
SEQUENCE > p 2
policyldentifier &
policyQualifiers = ##

GPKIl 5z 5 & *
policyldentifier 1 > @A 7
* policyQualifiers 4§ i+

.policyldentifier

policyldentifier # % 3 42
A i €_CertPolicyld > &
CertPolicyld ~ ¥ % —
OBJECT IDENTIFIER 7 #2

3 i

1195 CA & # 2 5 @ PF “73
* iRz % % (Assurance
Level ) 3 F} X L Z %RFEXE
i 2_ GPKI Certificate Policy
OoID

.subjectAltName Subject Alternative Name #§ | # =~ 5 Optional > & &%
L 0 & GPKI %51 #45 [h Subject ;2 3 Email
B R et |Address 0 & 27 F
Subject =7 Email Address Email Address = i+ fi& 7%
LA 1] ﬂ\:}}%fuﬁ‘}g [l g E3
.extnld B~ & 3 =eh OID

id-ce-subjectAltName

(2.5.29.17)
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B2 BEAL P RINY

critical % GPKI # > subjectAltName|;+ &, ¢ ** FALSE &_
3K Z_% non-critical DEFAULT VALUE > #112
extension » #7r2 critical eiE |DER %fg ¥ > 2 i € A 4
< _§_FALSE (L3R
.extnValue extnValue 3 42 4] i 2 ¥+ subjectAltName & 44
OCTET STRING Extension m = - & Jf (& *
SubjectAltName 7 DER %75
# i ¢+ OCTET STRING
B
.SubjectAltName SubjectAltName 7% #43] i |GPKI & #

%_GeneralNames @
GeneralNames 3% 2 3]
SEQUENCE
SIZE (1..MAX) OF
GeneralName

5 A

=

SubjectAltName
GeneralNames ¥ ¢ ¢ 2 1
GeneralName

.GeneralName

GeneralName & - &
CHOICE ?#-’if‘;' AL

GPKI £ * CHOICE ® =3
rfc822Name » i f gt @ e
i Subject = Email Address

.SubjectDirectoryAttributes

Subject Directory Attributes
L =0 * Kk ek Subject
sy N

* RRERAETR Y DfH
g 13 F

.extnld B~ V& PP L e 0ID
id-ce-subjectDirectoryAttribu
tes (2.5.29.9)

critical % GPKI # > A% 4 3% FALSE 4_
subjectDirectoryAttributes 4% [DEFAULT VALUE - #712
2% Z_% non-critical DER Sofb @ - p i = € 4L
extension » #712 critical g v H-
< _§_FALSE

.extnValue extnValue % 4 4] fi £ ¥

OCTET STRING

subjectDirectoryAttributes iz
#8 Extension @ 3 > & R i@ *
SubjectDirectoryAttributes =
DER %8 iw & ¢+ OCTET
STRING i

.SubjectDirectoryAttributes

SubjectDirectoryAttributes =~
TR A A
SEQUENCE
SIZE (1.MAX)
OF Attribute

T e g o8 Rl F R
W B E § o8 SR

.subjectType Subject #g ] 14> H type 2| B K F A M EFE
values 4= : Subject =g %]
type OID id-chtpki-at-subjectType |+ % i % Subject Type
(2.16.886.1.100.2.1) Attribute 2. OID
.values OID ¢t OID # 77 1§ 7& Subject &7
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B2 BEAL P RINY

id-chtpki-et-medicalOrganizat
ion (2.16.886.1.100.3.2.21)

ol FE B

.cardHolderRank

FHAGprgt Fe o H
type £ values 4= :

PR KRS EE
Subject 2. + F 35 4 i
Rk gE A

GL: g aagTia-
TRAINCH »m st e &
HEMpT R LICH s T
it 428 IC + #g ern Token » &)
hofi B8 RSB S AR R A
e 2 B A f e
Token; =& _i# * 2 IC + &1
Token» P # 1§ 3 % 7% #-22 IC
+ R E R e o el
cardHolderRank — #_ifziz 4
S T B+ G R )

type OID # % ¥ & Card Holder Rank
id-chtpki-at-cardHolderRank |Attribute 2. OID
(2.16.886.1.100.2.2)

.values ¥ ~ printable % &’ ‘primary’ %+ B4 A

primary’ £’ secondary’

Rr+3g 4
secondary’ # 1 + F 3G 4
Bt 44 4

.medicalOrganizationID

FEPECABL - A type
27 values 4T

PR R P LB
Subject ( %ﬁ F ) m%ﬁ ¥
i )

type

OID
id-chtpki-at-medicalOrganizat
ionID (2.16.886.1.100.2.111)

# 5 % Medical
Organization 1D Attribute 2
OID

.values

B F R EOF B
75

P iE 5 - B ASN.1
UTF8String & 3¢ #5 ¢

.extKeyUsage

Extended Key Usage # ~ 1§
> 3z 4" Subject Public Key
P 4 & 2. Private Key 35k

" i

PR ERAFEBREED
Private Key g @ * i

.extnld

B (VR o eh OID
id-ce-extKeyUsage
(2.5.29.37)

.critical

% GPKI ¢ »extKeyUsage %
F_H_critical extension » #114
critical =& 2 #_&_TRUE

L4 * TRUE 7 £
DEFAULT VALUE > #f 12
DER ¥afg @ > JM i 272 ¥ 4k
A En

.extnValue

extnValue = #4244 i £_
OCTET STRING

¥+ extKeyUsage iz fa
Extension @ = » & Jf ¢ *
ExtKeyUsageSyntax -7 DER
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GPKI g 2 G A F 4+ 13 3%
Sl st OCTET
STRING i
.ExtKeyUsageSyntax ExtKeyUsageSyntax <h 4 | e ED

4| i ¥_SEQUENCE SIZE
(1..MAX) OF KeyPurposeld

ExtKeyUsageSyntax ¢ 7 1
I 2 i KeyPurposeld

.KeyPurposeld

KeyPurposeld 3 4] i 2_
OBJECT IDENTIFIER » ¢* i
# » OID id-kp-clientAuth
(1.3.6.1.5.5.7.3.2)

id-kp-clientAuth % PKIX
RFC 5280 #%_% 1 Key

v

Purpose OID » 7= % Extended
Key Usage #5 ~c #f -3 3k 2
Key Purpose OID

.KeyPurposeld

KeyPurposeld 3 4] i 2_
OBJECT IDENTIFIER » $*
& » OID
id-kp-emailProtection
(1.3.6.1.5.5.7.3.4)

id-kp-emailProtection 2
PKIX RFC 5280 #tz_% 1
Key Purpose OID - ¢ Key
Purpose OID % Optional > &
SubjectAIternative Name #5
ol 3 2 set Subject
=7 Email Address p > 7
Extended Key Usage # ~c ##
8 & % ¢t KeyPurpose
OID

.CRLDistributionPoints

CRL Distribution Points #
a]r&“f%v,)*?\. tb*;)&

2. CA = iw gt @ %40 B 2.
CRL syt

P R EEERT K
1R B~ 4p i CRL mip 505 P
7 GPKI #1i¢ * 2. CRL
Distribution Points ¥ ¢ 7 1
1 2 URL

.extnld B~ V& PP L 0 0ID
id-ce-cRLDistributionPoints
(2.5.29.31)

.critical & GPKI ¢ > 3R d » FALSE #_
cRLDistributionPoints 442 |DEFAULT VALUE - #11u
_% non-critical extension » |DER ¥u#g ¢ > st = & AL
sl critical ehiE % T & (EX-
FALSE

.extnValue extnValue 3544 4 i & ¥1+> cRLDistributionPoints

OCTET STRING

ie#4 Extension m 3 > & Ff ¢
* CRLDistributionPoints
DER 78 ta % ¢+ OCTET
STRING g

.CRLDistributionPoints

CRLDistributionPoints 3
AL - B
SEQUENCE

SIZE (1..MAX) OF

DistributionPoint

t GPKI Gz R Y > i
CRLDistributionPoints 7z 7 1
2 2 # DistributionPoint - 4c
% % & B DistributionPoint

o % 11 % Partitioned CRL
7URL % 2 B % Complete
CRL“URL; 4% 2 2 1R
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GPKI

2&1—*4;1)& }%},L _Fn,h;,\aj

DistributionPoint ¥ > B %
Complete CRL =7 URL

.DistributionPoint

DistributionPoint 3 —
SEQUENCE > p 2
distributionPoint ~ reasons £2
cRLIssuer =

GPKI &Gz & & *
distributionPoint # i~ > @ %
i# * reasons £2 cRLIssuer i&

GIRIER

.distributionPoint

distributionPoint § i+ s
3 e &
DistributionPointName » =
DistributionPointName # £
= — T CHOICE F#4] i >
v i£ * fullName =t
nameRelativeToOCRLIssuer

GPKI &% «» CRL
distributionPoint &_ *
fullName

fullName

fullName =% L 4] fs &
GeneralNames =
GeneralNames 73 . 4] fi £
SEQUENCE
SIZE (1..MAX) OF
GeneralName

GPKI & # e CRL
distributionPoint = fullName
v ¢ ¢ 7 1% GeneralName

.GeneralName

GeneralName ¥ - &
CHOICE ?#-’if‘;' AL

GPKI i£ * CHOICE # ¢
uniformResourceIdentifier’ il

et P e CA = CRL
;]rgijRL v ¥ EE CRL 5
Partitioned CRL % » p] gt 4
erse e URL & 2137
CRL 2z
issuingDistributionPoint 4 v
e et URL = 2
10 Fe

.authorityInfoAccess

Authority Info Access # ~« 1§

s
(had

GPKI & * p ¥ v = ke
i\ CAo>imH AEGHz H
PR CAG#EEn > 7
R e AL T
T3 > 4o @ OCSP

.extnld Fo~ R & gL P L 260 OID |authorityInfoAccess £ PKIX
id-pe-authorityInfoAccess #7 %_s ¢ Private Extension
(1.3.6.1.5.5.7.1.1)

.critical & GPKI ¢ > 3% d > FALSE #_
authoritylnfoAccess & = DEFAULT VALUE » #1
non-critical extension » #7127 |DER $a#§ ¢ > U4 = € 4% 4
critical i % 7_§_FALSE |v& H-

.extnValue extnValue 35 44 2] fi & ¥+t authorityInfoAccess &

OCTET STRING

& Extension @ % - & Jf {& *
AuthorityInfoAccessSyntax
7 DER %0 #§ i 5 ¢ OCTET
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PE A A - B
SEQUENCE
SIZE (1..MAX) OF
AccessDescription

GPKI] 2& B2 )& }%\|L _;u 7]:)‘:{"\4 e.J
STRING i
AuthoritylnfoAccessSyntax  |AuthorityInfoAccessSyntax | % GPKI \§z ¢ » #-1 > 3

3 1 1 calssuers izfd
AccessDescription » i ¥
L4t His fAggen
AccessDescription > |4 ocsp
AccessDescription

g

g

. AccessDescription

AccessDescription % —
SEQUENCE > p 2
accessMethod ¢2
accessLocation = {§

PR REEERY K
8P~ 17 Issuing CA ~ ¥ 5 3%
2 bR CAg#E g3l

.accessMethod

accessMethod 1§ i+ % 4L 3]
s ¥_OBJECT

IDENTIFIER > #* g2 ~ OID
id-ad-calssuers
(1.3.6.1.5.5.7.48.2)

id-ad-calssuers = PKIX RFC
5280 *+ %_% <1 accessMethod

.accessLocation

accessLocation #§ i3 L
4| 5 ¥_GeneralName > @
GeneralName + £ g - i
CHOICE # N i it » GPKI
i## * CHOICE ¥ ¢
uniformResourceIdentifier )
I ‘_._p_ Lv]rﬁg v c;\.

calssuers =7 URL

#* URL4ge - e 7 H i
CA 5% % ?f Issuing CA rr!‘fa
TR EALE > A% mahg
> H_PKCSHT 5z 8 7] ¢
URL % ¥ 14— fdyw
LDAP # CAEntry ih
crossCertificatePair Attribute
71 URL 4 1+

.accessMethod

accessMethod {§ = cHF A4 3
i #_OBJECT
IDENTIFIER > ¢* i » OID
id-ad-ocsp
(1.3.6.1.5.5.7.48.1)

id-ad-ocsp = PKIX RFC
5280 *+ %_% cH accessMethod

.accessLocation

accessLocation f§ =3 L
A A5 ¥_GeneralName » =@
GeneralName ~ £ ¥ — &
CHOICE F #14] i > GPKI
# * CHOICE ¥ e
uniformResourceIdentifier )
T f P e - B OCSP
PRF% 1 URL

pr URL&‘%W’*— (-3 ’EI%’X
A AL & 34 PRI(OCSP) 7'

E e URL e nt o gt OCSP =
JREGFEMNEBHRERIFLEFT

-
=

1.3.15 To-Be-Signed p

d BME TG RE S

I

pE

i

version

v3(2)

GPKI iz 5% ¢ * X.509

V3 I& ’hs-)(\‘ (/,_‘E, V3 f‘!”lE‘
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GPKI

R G M R

S

2@ 72 A3)

serialNumber

& ¥ B 55 (Certificate Serial
Number )

GPKI ¥ #7i¢ * 2 57 F 5L
¥ - BE AR5 16 Bytes
i 1395 DER %hfs %1 ¥k
#rig * en2’s Compliment
Pl> 4 & BET i € AW F
A+ 0x00 » @ & 116 Bytes
SEN-E o i S Y
Bytes e

signature CAERFM* 2 FRFEZE (M HELFE
z_ Algorithmldentifier SIGNED & #% 2.
algorithmldentifier § < ig 4p
e
algorithm FAMNTERFEZ0ID2|E 822 OID > GPKI
- PR @* T ERIFE
shalWithRSAEncryption PEI
(1.2.840.113549.1.1.5) ~ shalWithRSAEncryption
sha256WithRSAENcryption  |sha256WithRSAENcryption
(1.2.840.113549.1.1.11)
.parameters NULL GPKI i * eng /78 2 %
Z & parameters - iz H
parameters & Jf .
NULL > # ¥ % %% » NULL 2
DER % #% 5 0x0500
issuer B3 &%+ (CA) 2 X500[CA # & nDN(#-d CA L §
Name PR T T 2)
(i& PKIX 3 2 #75 ASN.1
DirectoryString < F % #5 —
Ei* UTF-8 %% )
validity G PR EREAL R BRI E RREEILK
g T
.notBefore BEEECH R R JSEFR |k PKIX 32 A 2049/12/31
(GMT)» A ptpFRFz w0 lg (23:59:59 (3 ) 2 @ ig *
7B T UTCTime 741 i - f3° 5
YYMMDDHHMMSSZ » &
2050/01/01 00:00:00 ( 7z ) =
f¢ » ¢ * GeneralizedTime
AAE > Rt s
YYYYMMDDHHMMSSZ -
RSN RSP TE F 'S
SS % 004 7 ¥ 4k > @k
fsenZ &7 GMT PFRF % 7
AL
.notAfter B4 srerf kR o PR |k PKIX 2 %% 2049/12/31

140



GPKI & 3% 2 B3 b P 15315

(GMT) > fptpFR 2 {5 |23:59:59 (7 ) 2 = i¢ *

% J UTCTime F#47] f » #55¢ %
YYMMDDHHMMSSZ >
2050/01/01 00:00:00 ( 7z ) 2
f¢ » ¢ * GeneralizedTime
HAE 3
YYYYMMDDHHMMSSZ -
PENCE R RN ROt
SS % 00 ~ Z?’é{ﬂ% » @ B
{$enZ 457 GMT pFfF» 7

A
subject &7 & % ¥ 9% (Subject) 2 |f o Bk ¥ F 4470 X.500
X.500 Name Name #5840
C=TW

L=£#7 ZA(EFHSF
d R A BEE TR
#7)
O=j o7 BF E 72772 ;¢
Eie AL
serialNumber= 4 # B¢ £ ¥ 7%
Srer1 0D B el eg (0 R A
o lirr o BEE TR
% option i)

(= PKIX 2 2 “r3 ASN.1
DirectoryString <~ & %5 —
Eir UTF-8 %)

subjectPublicKeylinfo /& 7 2 48 577 Public Key Info |3&§* Subject :-2Public Key &g
w2 Public Key hig

.algorithm * % subjectPublicKey #g %]
1 Algorithmldentifier
.algorithm OID rsaEncryption Public Key #g %] 2_ OID >
(1.2.840.113549.1.1.1) GPKI p % ¥ f¢ #
rsaEncryption 2_ Public Key
.parameters NULL rsaEncryption ;i & j* & 2% 7
Z & parameters > iz
parameters & /g 3
NULL > # ¥ %4 %% » NULL 2
DER % #% % 0x0500
.SubjectPublicKey BIT STRING > ¢ BIT GPKI p = ¥ # * RSA
STRING p 7 Subject Public |Public Key » #7112 gt BIT
Key 71 DER %8 & STRING g #-p 3 11T F

#44) ik ¢ DER 4045 :

RSAPublicKey ::= SEQUENCE {
modulus INTEGER,
publicExponent INTEGER }
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)&}X;{)& }%{\J ‘P‘]’h-i'} J

extrensions

SEQUENCE OF Extensions

REL-BBAWE F S
T ey ooy R (%
LG VER T i A AR
LT I B ) :

.authorityKeyldentifier

Authority Key Identifier 3 v
# = > Key ldentifier s #
> ViR PKIX &% 5 B~
Issuing CA = Public Key
SHA-1 Hash & 5 Key
Identifier

24 A DR R
CA* k% ABH TR
ek L Jo o 2 B CA
(e b4z B AL GmpEY
w}f%a—f% # CA 9% — 35 CA
Bk ek 16

.extnld BN R4 oLy =0 0ID
id-ce-authorityKeyldentifier
(2.5.29.35)

critical & GPKI ¥ > A% d >t FALSE &_
authorityKeyldentifier & z_& IDEFAULT VALUE - #712
non-critical extension » 712 |DER %af§ ¢ > o 4 = € 4% 4
critical i & 7_¥_FALSE [ H-

.extnValue extnValue 3 42 4] i 2 ¥+ authorityKeyldentifier

OCTET STRING

ie#4 Extension m 3 > & i¢
*  AuthorityKeyldentifier 0
DER % #% i i #¢ OCTET
STRING i

AuthorityKeyldentifier

AuthorityKeyldentifier em3
ez 7 = B Optional
Wi /,,\ ] &_keyldentifier
authorityCertlssuer £

authorityCertSerialNumber | -

s
(hadl

GPKI & # iz 95 PKIX » ¥ #%
* keyldentifier #f > @ % i
* authorityCertlssuer £

authorityCertSerialNumber ##

P
>

keyldentifier

keyldentifier # 5 ¢
it 4_Keyldentifier » &

KeylDentifier ~ ¥ % - &
OCTET STRING F #L3] i

AF A

Keyldentifier 0 4 = ;% i
P PKIX &% > B~ Subject
Public Key 53SHA-1 Hash &
# 5 Keyldentifier 5o OCTET
STRING &

.SubjectKeyldentifier

Subject Key Identifier #§ ~ f§
iz » Key ldentifier e02 # =
;Ui R PKIX 42 5 B~
Subject 7 Public Key =n
SHA-1 Hash & i % Key
Identifier

PP e T
Subject #7i¢ * 4 g H IR -
#u

.extnld B AP L en OID
id-ce-subjectKeyldentifier
(2.5.29.14)

.critical & GPKI| ¢ > 1% d » FALSE &_

subjectkeyldentifier & % £_
non-critical extension » #1

DEFAULT VALUE » #f1
DER %5 7 > s - g 4 4
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GPKI &% 2 A b P 138215

critical & % #_¥_FALSE

i Kin

.extnValue

extnValue = 414 i £_
OCTET STRING

¥1>+ subjectKeyldentifier i&
# Extension @ 3 » & Zf g *
Keyldentifier <7 DER 378
% 1 OCTET STRING =i

.Keyldentifier

KeylDentifier & £ 5 - B
OCTET STRING F#4] i

Keyldentifier eng 4 = ;% i
P PKIX &% > B~ Subject
Public Key 7 SHA-1 Hash &
# % Keyldentifier 57 OCTET
STRING &

Named BIT STRING 7%

"
R

.keyUsage Key Usage # * § i » 4% |GPKI = i Subject 2% i¢ *
Subject Public Key 4p ¥+ i 2 |50~ % £ 4% = B £ 4& ¥
Private Key e# i '] (Dual Key Pairs) & %> &
SEFREefEBmAa s AP
% % % * 5% 2 Key Usage
#-& 7 digitalSignature> @ “¢
f# % &7 2. Key Usage #-#
% keyEncipherment 2
dataEncipherment & & * &
.extnld B~ VA PP Lf e 0ID
id-ce-keyUsage (2.5.29.15)
.critical % GPKI # » keyUsage % z_|;i+ &, ¢ ** TRUE % &_
&_critical extension » #7112  IDEFAULT VALUE » #71u
critical enig % T §_ TRUE |DER % ¥ > s Hf 27 7 4
ki
.extnValue extnValue 3544 4] i & ¥+ keyUsage i&fd
OCTET STRING Extension m 3 » & Jf ¢ *
KeyUsage 71 DER a5 i &
# OCTET STRING i
.KeyUsage KeyUsage ~ ¥ % — & FLEBELHKET T BE

At Named BIT STRING z
digitalSignature (0)i& i Bit
BemL L1l FrEES
fop Mg > R Named
BIT STRING z
keyEncipherment(2) £
dataEncipherment )iz B
Bit B K S

.certificatePolicies

Certificate Policies # v 1§
0 e ft CA B # 2 1B
i % g R

2~ CA &% “& E R AT Tk
:}rgm GPKI Certificate Policy
z_ OID

.extnld

B~ (A P g = en OID
id-ce-certificatePolicies
(2.5.29.32)

143




GPKI

2&1—*4;1)& }%},L _Fn,h;,\aj

.critical

AR F Az > A& GPKI
®  certificatePolicies 4% % %
% non-critical extension » 7
2 critical =g 2 2 E_
FALSE

it % > FALSE 4
DEFAULT VALUE » ## 12
DER %046 ® » M 4§ 2 & 44 %
v

.extnValue

extnValue 7§ 42 4] i £
OCTET STRING

#=t certificatePolicies i&4&
Extension m 5 > & Jf ¢ *
CertificatePolicies 7 DER
75 s ¢ OCTET STRING

i

.CertificatePolicies

CertificatePolicies % L 3]
BA- B
SEQUENCE
SIZE (1..MAX) OF
PolicyInformation

& GPKI &% ® » EE
Certificate " it 7 7 1 B
PolicyInformation

.PolicyInformation

Policylnformation 3 -
SEQUENCE > p 2z
policyldentifier &
policyQualifiers = ##

GPKIl Gz & ¢ *
policyldentifier #f = > @a 7
* policyQualifiers 4 i+

.policyldentifier

policyldentifier #§ = % !
it &_CertPolicyld » =

CertPolicyld » ¥ 5 - B

OBJECT IDENTIFIER 7 #2

AN 7r
B

5 CA & 3 o g PF 78
* iRz % % (Assurance
Level )» 3 F X £ RS
s 2_ GPKI Certificate Policy
OID

%_GeneralNames
GeneralNames % 3L %

g

=

A

SEQUENCE

.SubjectAltName Subject Alternative Name # |¢* #§ = % Optional » % &%
oty im0 & GPKI Foipig B |9 Subject 2 5 Emall
B R et |Address 0 & 7 F K
Subject 7 Email Address EmallAddress e
ﬂ’ﬂﬂ%%wﬁcﬂﬁ%
.extnld B~ N A L - en OID
id-ce-subjectAltName
(2.5.29.17)
.critical % GPKI ¥ > subjectAltName|/x &, d ** FALSE &_
3K E_5 non-critical DEFAULT VALUE > #7114
extension » #71 critical (& |DER $a#% ® > 2 € AL
< Z_8_FALSE (£ A
.extnValue extnValue % 4 4] fi & ¥+ subjectAltName &8
OCTET STRING Extension m 3 » & Jf ¢ *
SubjectAltName 7 DER % #5
# % ¢ OCTET STRING
1=
.SubjectAltName SubjectAltName 3 #L4] & |GPKI & #

SubjectAltName 7
GeneralNames ¥ ¢ ¢ 2 1
GeneralName
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GPKI

B2 BEAL P RINY

SIZE (1..MAX) OF
GeneralName

.GeneralName

GeneralName ¥ - &
CHOICE 7 #24] f

GPKI i * CHOICE ® =3
rfc822Name » # gt # 3o
7 Subject = Email Address

.subjectDirectoryAttributes

Subject Directory Attributes
oLt i % K 3z4% Subject
AL N i

AR Y
Wigs 13k

.extnld B~ & oty eh OID
id-ce-subjectDirectoryAttribu
tes (2.5.29.9)

.critical % GPKI # > A% d >t FALSE &_
subjectDirectoryAttributes 4% [DEFAULT VALUE - #712
2% Z_% non-critical DER $of% @ - i g 4L
extension > #712 critical g v H-
< _§_FALSE

.extnValue extnValue 3 42 4] i A ¥

OCTET STRING

subjectDirectoryAttributes &
#8 Extension @ 3 > & R i *
SubjectDirectoryAttributes £
DER %8 w5 ¢+ OCTET
STRING i

.SubjectDirectoryAttributes

SubjectDirectoryAttributes
oA Ak AL
SEQUENCE
SIZE (1.MAX)
OF Attribute

‘T e g -8 B pd
BE TG EE T A
]z

.subjectType Subject #g B HiE s H type £2|pt Bt kw4 SN EHE
values 4 : Subject =g 4|
type OID id-chtpki-at-subjectType |+ % i~ % Subject Type
(2.16.886.1.100.2.1) Attribute 2. OID
.values OID #* OID % 7+ & 7 Subject e

id-chtpki-et-professional Firm
(2.16.886.1.100.3.2.3.4)

B G P BREF AT

.cardHolderRank

FHAamprgtEs H
type £2 values 4= :

R kR B
Subject 2. + 7 35 A hdE
+ A gEg L

type OID #t & % £ Card Holder Rank
id-chtpki-at-cardHolderRank |Attribute 2. OID
(2.16.886.1.100.2.2)
values # ~ printable 3 8’ ‘primary’ #F B4 4
primary’ £’ secondary’ Can o B
secondary’ 4 1+ H4FF 4
‘E!LKTT'{; ;}é}"}; A
entityOID 4 OID it > B type &t |3 Bt r ke B3
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GPKI

G R G A  F F R

S

H

4] i 2_SEQUENCE SIZE
(1..MAX) OF KeyPurposeld

values 4= : Subject 57 0OID
type OID id-chtpki-at-entityOID |+ 2 % % Entity OID
(2.16.886.1.100.2.102) Attribute 2. OID
.values g~ pd mEF 72 OID|d GPKI Naming Authority &
- Smfez. pod BREE AT
OID
.extKeyUsage Extended Key Usage # o 1§ |#* # =& p & B E F 5047
> z=§* Subject Public Key |i& # < Private Key ezt #
AP ¥ & 2- Private Key 337k |12
* ik
.extnld B~ R & oty eh OID
id-ce-extKeyUsage
(2.5.29.37)
critical % GPKI 7 > extKeyUsage % i & ¢ ** TRUE # &_
%_4_critical extension » #712|DEFAULT VALUE > #712
critical =hig % ¥4 _TRUE |DER %5 ¢ » JHHf =7 ¥ 4%
ki
.extnValue extnValue 3 #3) fi & ¥+ extKeyUsage i 48
OCTET STRING Extension m % > & Jf ¢ *
ExtKeyUsageSyntax 7 DER
S #f s 2t OCTET
STRING =g
.ExtKeyUsageSyntax ExtKeyUsageSyntax =542 | o BRE T 39718 3 eh

ExtKeyUsageSyntax ¢ 7 1
I 2 i KeyPurposeld

.KeyPurposeld

KeyPurposeld 3 4] fg 2_
OBJECT IDENTIFIER » J* Jiu
# » OID id-kp-clientAuth
(1.3.6.1.5.5.7.3.2)

id-kp-clientAuth % PKIX
RFC 5280 #1z_% 1 Key
Purpose OID » 7= % Extended
Key Usage # v #f = Ff 3K 2.
Key Purpose OID

.KeyPurposeld

KeyPurposeld % 44 i £
OBJECT IDENTIFIER » ¢* j&d
# »~ OID
id-kp-emailProtection
(1.3.6.1.5.5.7.3.4)

id-kp-emailProtection %
PKIX RFC 5280 #t%_s
Key Purpose OID - ¢+ Key
Purpose OID 5 Optional » &
Subject Alternative Name #%
ol i 2 f set Subject
&1 Email Address p# > B
Extended Key Usage # > ##
> ’p ¢ 7 ¢ KeyPurpose
oID

.CRLDistributionPoints

CRL Distribution Points # ~v
LA A B U 4
2. CA = Tw st 5 A0 B 2
CRL &t

P R ERERT I
W@ 4p B CRL gy 51> p
a» GPKI #7i¢ * 2. CRL
Distribution Points ¥ ¢ 7 1
1 2 URL
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OCTET STRING

GPKIl g8 % Gz Ak P #3315
.extnld B R P eh OID
id-ce-cRLDistributionPoints
(2.5.29.31)
.critical & GPKI ¢ > A% 4 > FALSE &
cRLDistributionPoints 4#3% |DEFAULT VALUE » #7112
¥_% non-critical extension > |DER %% ® > pt4F € AL H
112 critical sniE % T_F_ (E-
FALSE
.extnValue extnValue 3 #43) fi £ ¥1+* cRLDistributionPoints

ic#4 Extension m 3 > & ff i¢
* CRLDistributionPoints #»
DER %08 ta 5 ¢+ OCTET
STRING i

.CRLDistributionPoints

CRLDistributionPoints %
A G- B
SEQUENCE
SIZE (1..MAX) OF
DistributionPoint

i GPKI g 54 ¢ ﬁ}““"
CRLDistributionPoints z 7 1
T2 DlstrlbutlonPomt °o o
% z & 1 DistributionPoint
P> % 1 1% 5 Partitioned CRL
enURL> % 2 i 5 Complete
CRL#URL; 4% = 2 1%
DistributionPoint pF » B %
Complete CRL =7 URL

.DistributionPoint

DistributionPoint 3 —
SEQUENCE > p %
distributionPoint - reasons &7
cRLIssuer = #

GPKI Gz & i@ *
distributionPoint # i~ > @ %
i# * reasons ¥7 cRLIssuer i&

5B

distributionPoint

distributionPoint § i+ e L
3 s 2
DistributionPointName » =
DistributionPointName # £
% - 1 CHOICE F#14) i >
v i * fullName st
nameRelativeToCRLIssuer

GPKI & # 7 CRL
distributionPoint &_3x *
fullName

fullName

fullName 73 424 g8 £_
GeneralNames @

GeneralNames 13 1 4] i 4
SEQUENCE

SIZE (1..MAX) OF
GeneralName

GPKI & # 7 CRL
distributionPoint = fullName
¥ ¢ ¢ 7z 11 GeneralName

.GeneralName

GeneralName & - &
CHOICE ® P LAY A

GPKI iZ * CHOICE ¥ =
uniformResourceIdentifier’ b
E 2 e CA =i CRL
;rg,mURL v BB CRL EY
Partitioned CRL P& » B} 4%
i 73e e URL & 5 21 3%
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GPKI

2&1—*4;1)& }%},L _Fn,h;,\aj

CRL z
issuingDistributionPoint # v
e eriefteh URL = 2
18 Fe

.authorityInfoAccess

Authority Info Access # “« 1§

]"‘—v

GPKI & * s % 1= % 25
fCALGHAL AL I
K CA B @y » ¥7
R E e b B W R Ty B

T > Bb4e @ OCSP

.extnld B~ N & gt P e i e OID |authorityInfoAccess #_ PKIX
id-pe-authorityInfoAccess #7 %_2& ¢ Private Extension
(1.3.6.1.5.5.7.1.1)

.critical & GPKI ¥ > 2% d > FALSE &_
authoritylnfoAccess & = DEFAULT VALUE » #11
non-critical extension » 712 |DER %af§ ¢ > o 4f = € A% 4
critical i & 7_§_FALSE [ H-

.extnValue extnValue 3 #3) fi £ ¥+% authoritylnfoAccess iz

OCTET STRING

#a Extension @ 3 - & ig *
AuthorityInfoAccessSyntax
e DER $a#8 w5 2t OCTET
STRING i

AuthorityInfoAccessSyntax

AuthorityInfoAccessSyntax
A A - B
SEQUENCE
SIZE (1..MAX) OF
AccessDescription

& GPKl &z " » #31 > 37
3 1 1 calssuers izfd
AccessDescription > I ¥
B4 P Hos fAgEen
AccessDescription > &4 ocsp
AccessDescription

w3

. AccessDescription

AccessDescription % —
SEQUENCE > p 3
accessMethod 2
accessLocation =

Pl R R ERY I
f2~1¥ Issuing CA » £ 5%
2 R CA B adp sl

.accessMethod

accessMethod 1§ i+ e #2 A]
iy #_OBJECT
IDENTIFIER» 2 & » OID

id-ad-calssuers
(1.3.6.1.5.5.7.48.2)

id-ad-calssuers = PKIX RFC
5280 =+ %_% cH accessMethod

.accessLocation

accessLocation #if 2% L
A it ¥_GeneralName >
GeneralName # £ & - i
CHOICE 74| & + GPKI
i## * CHOICE ¥ ¢
uniformResourceIdentifier )
DR i\._ B
calssuers 7 URL

2 URLdpre - e 3 H i
CA % % % Issuing CA 1%
TREDOF O AR O
 §_PKCS#7 &z 8 7] ;
URL » ¥ & - Bz
LDAP ¢ CAEntry =n
crossCertificatePair Attribute
7 URL 3 xt

.accessMethod

accessMethod 1§ i+ e 2 4]

id-ad-ocsp » PKIX RFC
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GPKI

G A B AL P R

S

H

it €_OBJECT
IDENTIFIER > #* &t » OID
id-ad-ocsp
(1.3.6.1.5.5.7.48.1)

5280 =t z_% ¢ accessMethod

.accessLocation

accessLocation #§ 3 L
A #& ¥_GeneralName » @
GeneralName A & § - i
CHOICE F 44| & » GPKI
# * CHOICE ¥ e
uniformResourceldentifier >
Tt ¢ e - B OCSP
PR A% URL

S URL A% - B &%
B % 3 PR3 (OCSP) 2 PR
Z e URL %4t > o+ OCSP @
JRER S ENGHEDRET
21

1.3.16 To-Be-Signed 7 #ci3 < G 3 3¢

i

r %

o

version

v3(2)

GPKI g7 #2358 2 * X.509
V3E#R (LR V3 aiE
F2m 3 E3)

serialNumber

& ¥ B 5L (Certificate Serial
Number )

GPKI ¥ #7i¢ * 2 57 F 5L
- BE &G 16 Bytes int
#1995 DER %% %1 i
#1i¢ * e12’s Compliment 3
Al 3 BEEELT & € &n ok
A4+ 0x00 - @ i# 716 Bytes
o FHCR EL R 17
Bytes e7 ¥

signature CABRF* 2L FRFEZE2 P HFDELFE R
Algorithmldentifier SIGNED & # 2
algorithmldentifier § s ig 4p
fF

algorithm TANTERFEZOIDZ2 |ERFE 22 OID GPKI

- Pw R @* T ERIRE
shalWithRSAEncryption PEI

(1.2.840.113549.1.1.5) shalWithRSAEncryption -
sha256WithRSAENcryption  |sha256WithRSAEncryption
(1.2.840.113549.1.1.11)

.parameters NULL GPKI i * eng & /78 2 %
Z & parameters » iz H
parameters & Jf 3 }

NULL > # ¥ %1% » NULL 2
DER %% = 0x0500
issuer CA + £ hDN(#-d CAZ ¢

B# %+ (CA) 2 X500
Name

WhE 3T T 2)
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B ZEE BT F F T

S

H

(i& PKIX 3 2> #75 ASN.1
DirectoryString = F % #% —
it * UTF-8 %5 )

validity

BECT BT G A
f

Gzl £ BALGHEITK
z_

.notBefore

B R IR
(GMT)’ LLLLFEF'&7 3,,1& 2

el

iz PKIX % % f 2049/12/31
23:59:59 (7 ) 2w i *
UTCTime & B ‘}"H'J L) ’h:z«;( )
YYMMDDHHMMSSZ »
2050/01/01 00:00:00 ( 7 ) 2
fs > ¢ * GeneralizedTime F
A H S
YYYYMMDDHHMMSSZ -
b A ﬁé_ﬁi, ¢ TR f/}ﬁi;
SS % 00+ # ¥ ek > @ g
tenZ %5 GMT FFRF =+ %
A

.notAfter

AN R Y /ﬁE’*F’“
(GMT)» a2 2537

i)

% PKIX 2 1 2049/12/31
23:59:59 (5 ) z % & *
UTCTime 3444 & > #2545
YYMMDDHHMMSSZ >
2050/01/01 00:00:00 ( 7z ) 2
f¢ » & * GeneralizedTime
FAE > RS
YYYYMMDDHHMMSSZ -
S A R T
SS L 00+ # ¥ 9% 5 @
{$enZ 457 GMT pFfF & 7
A

subject

B %% ¥ % (Subject) 2
X.500 Name

70 A _'rﬁX.SOO Name #
—\ 4T

C= TW

L=£#7 ZA(EFHLF
i # R R IR A)
O=/7pc;t < it 7V g 7e 2
#"

(& PKIX 22> #73 ASN.1
DirectoryString <= & %5 —
Ei* UTF-8 %5 )

subjectPublicKeyInfo

1§ ¥ 2 4 <0 Public Key Info

7z 3 Subject 12 Public Key #f
4] 2 Public Key i

.algorithm & % subjectPublicKey #g %] e
Algorithmldentifier
.algorithm OID rsaEncryption Public Key #g %] 2. OID »

(1.2.840.113549.1.1.1)

150



GPKI
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GPKI p & 52 & #
rsaEncryption z_ Public Key

.parameters

NULL

rsaEncryption ;& & ;2 B2 7% 7
2 & parameters » iz #
parameters &

NULL > # 7 % v » NULL 2
DER %8 5 0x0500

.SubjectPublicKey

BIT STRING - * BIT STRING
P % Subject Public Key 1
DER %% &

GPKI p % £ #* RSA
Public Key » #7112t BIT
STRING thig #-p 3 11T &
HLA) 4 ¢ DER 40 #8
RSAPublicKey ::= SEQUENCE {

modulus INTEGER,
publicExponent INTEGER }

extrensions

SEQUENCE OF Extensions

PER-BHAFE G
u’fmﬁ;wﬁwﬁéwﬁ (g%

LR FVEE T 4 A BB
M HVER )

.authorityKeyldentifier

Authority Key Identifier 3 v
# = » Key ldentifier e 2 4 =
;¢ ik P PKIX #& % > B~ |ssuing
CA = Public Key 7 SHA-1
Hash i& # 5 Key ldentifier

R
CA™ kg% ~E# TR "
& 4 Em- d 0 1L & CA
i*ﬁ' $§ﬁ§ 1:" A BZ)&%EEEE.LJ
47/ 3% ¢ * CAwni— 3k CA

B Kk R

.extnld B~ VA PP L e 0ID
id-ce-authorityKeyldentifier
(2.5.29.35)

.critical & GPKI ¢ > AR d » FALSE &_
authorityKeyldentifier ¢ z_#_ |DEFAULT VALUE > #712
non-critical extension » 712  |DER $a#% ¥ > p = € AL 4
critical = i& <% 7_&_FALSE (E3F R

.extnValue extnValue 3 4 4] fi & ¥4+ authorityKeyldentifier

OCTET STRING

i Extension @ % 5 & Ff ié
* AuthorityKeyldentifier e
DER %#§ i = ¢+ OCTET
STRING sig

AuthorityKeyldentifier

AuthorityKeyldentifier 3 L
% H-7 3 = i Optional &y
= » 4 %] &_keyldentifier ~
authorityCertlssuer £
authorityCertSerialNumber

Py
(hadl

GPKI & # & 95 PKIX » ¥ $
* keyldentifier #f > % i
# authorityCertlssuer £

authorityCertSerialNumber ##

>

—

.keyldentifier

keyldentifier 4§ 5 «nF 414 ik
4_Keyldentifier > @

KeylDentifier & ¥ % -

Keyldentifier eng 4 = ;% i
Pe. PKIX %% > B~ Subject e
Public Key 7 SHA-1 Hash &
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OCTET STRING 7 #4] i

# % Keyldentifier 57 OCTET
STRING &

.SubjectKeyldentifier

Subject Key Identifier 4 -~ ##
> » Key ldentifier eng 4 = 3\
iz P PKIX &2 » B~ Subject
1 Public Key = SHA-1 Hash
B i s Key ldentifier

PHE U F L eh P e E R
Subject #7i¢ * 4 4 H IR -
;}u

.extnld BN R4 oLy =0 0ID
id-ce-subjectKeyldentifier
(2.5.29.14)

critical & GPKI ¥ > A% d 3t FALSE &_
subjectKeyldentifier & z_¥_ |DEFAULT VALUE - #711
non-critical extension > #7121  |DER % ¢ > pF i € AR
critical #ni& 2 T §_FALSE [ 3

extnValue extnValue 3 3 & A 43+ subjectKeyldentifier iz

OCTET STRING

& Extension @ % - <& Jf f& #
Keyldentifier < DER %78
% 8 OCTET STRING #hie

.Keyldentifier

v

KeylDentifier & £ 5 - B
OCTET STRING 7 #L4] i

Keyldentifier eng 4 = ;% i
P PKIX % # » B~ Subject
Public Key #57SHA-1 Hash &
% Keyldentifier sn OCTET
STRING &

BIT STRING 7 #%3] f&

.keyUsage Key Usage # “ #§ = » 3&4* |GPKI # i Subject 3% i *
Subject Public Key 1p #t k2. |0+ % &4k = A 4K ¥
Private Key 1% 4 241 (Dual Key Pairs) & %t > &
SEREfEmaH s AP
% % % * 5% 2 Key Usage
#-& 7 digitalSignature> @ “¢
i3 %15 % 2. Key Usage #-¢
7 keyEncipherment £
dataEncipherment = #& * i
.extnld BN A L =0 OID
id-ce-keyUsage (2.5.29.15)
.critical & GPKI ¥ > keyUsage < = &1 & ¢ »* TRUE # &_
critical extension » #112 critical| DEFAULT VALUE » #712
i e T TRUE DER $nf§ @ - pH =7 ¥ 4%
i
.extnValue extnValue s34 4] i & ¥+ keyUsage i&4d
OCTET STRING Extension m 3 » & Jf ¢ *
KeyUsage =771 DER % #5 # &
# OCTET STRING g
.KeyUsage KeyUsage &~ & % — & Named |E - @ #5555 * 8% >

A2 Named BIT STRING z
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digitalSignature (0)iz i# Bit
e 1 FLBHES
et g E 0 Rt Named
BIT STRING z
keyEncipherment(2) 2
dataEncipherment (3)i& = &
Bit ek sl

.certificatePolicies

Certificate Policies #§ v #f i »
P CA R g ATiR "
& IR

2~ CA & % 0V IR 1 ik
:y;_m GPKI Certificate Policy
z_ 0OID

.extnld BN R4 oLy =0 0ID
id-ce-certificatePolicies
(2.5.29.32)
.critical 2O E AL > A GPKI  |ji i d 3" FALSE &_
® - certificatePolicies # % #_ |DEFAULT VALUE » #7112
% non-critical extension » #7127 |DER %#8 ¢ > p = € AL 4
critical #i& 2 T §_FALSE |2 3
extnValue extnValue 05 44 3] i 4 4 certificatePolicies i& 4

OCTET STRING

Extension m = - & Jf (& *
CertificatePolicies 1 DER %%,
st OCTET STRING

.CertificatePolicies

CertificatePolicies % # 4] fx
- B
SEQUENCE
SIZE (1..MAX) OF
PolicyInformation

& GPKI &% » EE
Certificate " it 7 7 1 B
Policylnformation

.PolicyInformation

Policylnformation % -
SEQUENCE > p 2
policyldentifier ¥
policyQualifiers = 4

GPKIl Gz & & *
policyldentifier #f = > a 7
* policyQualifiers ## i

.policyldentifier

policyldentifier #§ & cHF 23]
i 2_CertPolicyld » &
CertPolicyld ~ ¥ 5 - B
OBJECT IDENTIFIER F #3]

-
R

95 CA & 3 ot g PF 73
* ikE % % (Assurance
Level ) # F X L 3Z REE
& 2_ GPKI Certificate Policy
OID

.subjectAltName Subject Alternative Name 3 v |t # = = Optional » = &%
= > & GPKI w8 M 1G 72| 5 Subject i 7 Ema|I
?Opt R et Subject |Address o & A F F M-
1 Email Address Email Address = i+ %G %
LAl j\:};%/df&?l:“’ GAES
.extnld B~ A P L en OID
id-ce-subjectAltName
(2.5.29.17)
.critical % GPKI # > subjectAltName /= & ¢ ** FALSE &_
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A3k % non-critical
extension s #7112 critical g &
%_%_FALSE

DEFAULT VALUE > #71”
DER %045 * » M 4§ = & 44 %
N Rin

.extnValue extnValue % 4 4] ik £ ¥+ subjectAltName & 44
OCTET STRING Extension m = - & Jf (& *
SubjectAltName 7 DER %75
# s ¢ OCTET STRING &
(=R
.SubjectAltName SubjectAltName 7% 42 3] & |GPKI & #

%_GeneralNames m
GeneralNames #% #L3] i £
SEQUENCE
SIZE (1..MAX) OF
GeneralName

SubjectAltName
GeneralNames ¥ ¢ ¢
GeneralName

51

.GeneralName

GeneralName #_—- # CHOICE
A

GPKI i * CHOICE ® =3
rfc822Name » i f gt @ 32
i Subject = Email Address

.subjectDirectoryAttributes

Subject Directory Attributes #%
o o * K Zzd% Subject 4F
A

7GR Y

g 13 F

.extnld B v A L a0 OID
id-ce-subjectDirectoryAttribute
5 (2.5.29.9)

critical & GPKI ¥ > A% d >t FALSE &_
subjectDirectoryAttributes 4= |DEFAULT VALUE - #712
& #_5 non-critical DER s ? » st {F = € 4L 4
extension » #112 critical e1iE & |32 H-
%_%_FALSE

.extnValue extnValue 3544 4] i & ¥

OCTET STRING

subjectDirectoryAttributes &
#8 Extension @ % » & Jf i¢ *
SubjectDirectoryAttributes =n
DER %8 s ¢t OCTET
STRING hig

.SubjectDirectoryAttributes

SubjectDirectoryAttributes 7
FoR A A &
SEQUENCE
SIZE (1.MAX)
OF Attribute

LLﬁ}E'—‘ & ’z‘_ g b}'} » T JFT
/g‘/\?&‘:ﬂ_g 1 ]"}

.subjectType Subject #g B i+ » H type ¥ [pHHET KR A P IEHE
values 4- T : Subject g %)
type OID id-chtpki-at-subjectType [+ % i~ % Subject Type
(2.16.886.1.100.2.1) Attribute 2. OID
.values OID ¢t OID # 77 & 7% Subject e

id-chtpki-et-publicCorporation

&*F' E"J = [EEDESEIES
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B2 B AL P 31

(2.16.886.1.100.3.2.2.3)

.cardHolderRank

FH Lmr g+ 2% 2 type
£ values 4T

PR KR A B
Subject 2. + ® ##3 4 GE b
At L

it #_SEQUENCE SIZE
(1..MAX) OF KeyPurposeld

type OID # 5 & 4 Card Holder Rank
id-chtpki-at-cardHolderRank  |Attribute 2. OID
(2.16.886.1.100.2.2)
.values ¥~ printable 3 8’ ‘primary” £ or+ F#FF A
primary’ #’ secondary’ SN BRSO
secondary’ % 7n+ F G X
,f‘_'\xﬁ—k ﬁ’}; A
.entityOID 42 OID it - H type &2 | it * ket 153
values 4 : Subject 57 0OID
type OID id-chtpki-at-entityOID & £ Entity OID
(2.16.886.1.100.2.102) Attribute z. OID
.values o~ 70z £ 22 OID 4 GPKI Naming Authority %t
- Smpe2 Az £ OID
.extKeyUsage Extended Key Usage # o #f |“ #f 2 & (7502 A &0
= » zz§* Subject Public Key |Private Key £zt @ # i
A0 ¥t 2. Private Key s 7%
* i
.extnld B~ VA PP uf e 0ID
id-ce-extKeyUsage (2.5.29.37)
critical % GPKI # » extKeyUsage % [+ % ¢ ** TRUE % &_
£_4_critical extension » #7172 |DEFAULT VALUE » #7112
critical &g 2 ¥ ¥ TRUE DER Mg @ » S 273 ¥ 4k
ki
.extnValue extnValue 3544 4] i & ¥ extKeyUsage i& 44
OCTET STRING Extension m 3 - & Jf ¢ *
ExtKeyUsageSyntax -7 DER
A s 2t OCTET
STRING =nig
ExtKeyUsageSyntax ExtKeyUsageSyntax 3 #14] | (7 522 A G & 0

ExtKeyUsageSyntax ¢ 7 1
I 2 i KeyPurposeld

.KeyPurposeld

KeyPurposeld 3 #2 3] jg &_
OBJECT IDENTIFIER - ¢* e
# » OID id-kp-clientAuth
(1.3.6.1.5.5.7.3.2)

id-kp-clientAuth 5 PKIX
RFC 5280 #%_& ¢ Key
Purpose OID » 7= % Extended
Key Usage # ~c #f 3 3k 2.
Key Purpose OID

.KeyPurposeld

KeyPurposeld 3 4 4] ik £
OBJECT IDENTIFIER > ¢ i
# »~ OID
id-kp-emailProtection
(1.3.6.1.5.5.7.3.4)

id-kp-emailProtection %
PKIX RFC 5280 #1%_s 1
Key Purpose OID - ¢+ Key
Purpose OID 5 Optional » &
Subject Alternative Name %
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2&1—*4;1)& }%},L _Fn,h;,\aj

ol 3 2 sedt Subject
=7 Email Address F » B
Extended Key Usage # ~-

o A
(A7

z +* Key Purpose
OID

.CRLDistributionPoints

CRL Distribution Points # -t
Wi e E T A
CA =it igzEp 2. CRLe
eyt

PR EREEERY &
2 |Hg B~ 4p B CRL endp sl p
@ GPKI #1i¢ * 2. CRL
Distribution Points ¥ ¢ 7 1
1 2 URL

.extnld B VA PP Lf e 0ID
id-ce-cRLDistributionPoints
(2.5.29.31)

.critical & GPKI ¢ > A% ¢ * FALSE &
cRLDistributionPoints 4% 3% & [DEFAULT VALUE > #712
= non-critical extension » #714 DER $a#§ @ » U 4§ = € 4% 4
critical & % #_§_FALSE (E3F

.extnValue extnValue 3 42 4] i A ¥1+> cRLDistributionPoints

OCTET STRING

izf8 Extension @ 3 5 & Jfi#
* CRLDistributionPoints
DER a#5 w5 ¢+ OCTET
STRING B

.CRLDistributionPoints

CRLDistributionPoints 3 #2
- B
SEQUENCE
SIZE (1..MAX) OF
DistributionPoint

4 GPKI Gz st v » 1=
CRLDistributionPoints 7z 7 1
2 2 # DistributionPoint - 4c
% 7 & 1 DistributionPoint
> % 1 % % Partitioned CRL
7URL % 2 B % Complete
CRL“URL; 4% 2 2 1R
DistributionPoint f » B &
Complete CRL =7 URL

.DistributionPoint

DistributionPoint % -
SEQUENCE > p 2
distributionPoint ~ reasons £
cRLIssuer = ##

GPKIl Gz & g *
distributionPoint # i~ > @ %
it * reasons ¥? cRLIssuer iz
B 1A

distributionPoint

distributionPoint # -3 4L
DistributionPointName > =
DistributionPointName # ¥ %
- & CHOICE F#14| f& > ¥ i&
* fullName
nameRelativeToCRLIssuer

GPKI 5% 7 CRL
distributionPoint &_3x *
fullName

fullName

fullName =% 42 4] & &
GeneralNames =

GPKI & 3% 7 CRL

distributionPoint = fullName
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GeneralNames =13 L 3] f5 &_
SEQUENCE
SIZE (1..MAX) OF
GeneralName

1 i# GeneralName

E

.GeneralName

GeneralName ¥_— i# CHOICE
T

GPKI :£ * CHOICE # =
unlformResourceIdentlfler’ a

ER U? CA =% CRL
:}’éijRL v B OERY CRL &
Partitioned CRL p# » P] gt 4
i e URL & Jf 237
CRL z
issuingDistributionPoint 4 v
e et URL = 2
il

.authorityInfoAccess

Authority Info Access # ~« 1§

>

GPKI f& * s = fff = k7
FOA=mR & 2GS
R CABE L T
RF &SRB fé@gm,;ﬁx
T 0 blde @ OCSP

.extnld B~ (& L L e OID  |authoritylnfoAccess € PKIX
id-pe-authorityInfoAccess #7 %_s ¢ Private Extension
(1.3.6.1.55.7.1.1)

.critical & GPKI *# > 1% d 3 FALSE &
authoritylnfoAccess & = DEFAULT VALUE » #11
non-critical extension » 712 |DER $a#% @ > p € AL 4
critical =i % 7_&¥_FALSE [E3F R

extnValue extnValue =5 424 4] f& £ £+ authoritylnfoAccess i

OCTET STRING

#8 Extension @ 3 > & R i@ *
AuthorityInfoAccessSyntax
e DER $a#8 i s 2+ OCTET
STRING i

AuthorityInfoAccessSyntax

AuthoritylnfoAccessSyntax e
FH44) it £ - % SEQUENCE
SIZE (1..MAX) OF
AccessDescription

b GPKI g ? » #3 ° %
7 1 1 calssuers i&fé
AccessDescription > I ¥
L4t Hos fAgEen
AccessDescription > &4 ocsp
AccessDescription

-

AF

. AccessDescription

AccessDescription % —
SEQUENCE > p 3
accessMethod £
accessLocation =

PR REEERT I
2~ 18 Issuing CA ~ £ 1§ 3%
2 1 K CA g # ;5]

.accessMethod

accessMethod 1§ = % 4L 3]
it ¥_OBJECT IDENTIFIER >
$L EdE ~ OID id-ad-calssuers
(1.3.6.1.5.5.7.48.2)

id-ad-calssuers = PKIX RFC
5280 *+ %_% «H accessMethod
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AL |

.accessLocation

accessLocation #§ i % L 4]
it %_GeneralName > @
GeneralName » £ & - i
CHOICE F#4] i > GPKI
* CHOICE # &
uniformResourceldentifier »
Bt ff ¢ ce - B calssuers
1 URL

2 URLdpre— e 3 H i
CA &% % éf Issuing CA mi

TREOF O AR O

iFFVE_PKCSHT &z ® 71 5

-

URL » # 2 & - i@;;f;, =
LDAP # CAEntry e
crossCertificatePair Attribute

e URL 3 nt

.accessMethod

accessMethod 1§ i+ e 2 3]
ft ¥_OBJECT IDENTIFIER -
B A2~ OID id-ad-ocsp
(1.3.6.1.5.5.7.48.1)

id-ad-ocsp 5 PKIX RFC
5280 1 %_3 7 accessMethod

.accessLocation

accessLocation # 3 #L 4]
it %_GeneralName » @
GeneralName £ & - &
CHOICE F#4] f& > GPKI iE

 URL 4p e — Bt ’@é
M A FRZZ‘(OCSP)I
eI URL Sent > gt OCSP =)
. JREBa A HER AR LT

* CHOICE ¥ ¢ 21
uniformResourceldentifier » ¥
Bt g P se - 1B OCSP FR7%
e URL
1.3.17 To-Be-Signed # # = & MAREH 1 5
1 i r % P
version v3(2) GPKI Gz 54 % * X.509
V3G #E¥; (AR V3 miE
X2m*E.3)

serialNumber

B ¥ B 5L (Certificate Serial
Number )

GPKI ¥ #7i¢ * 2 57 F 5.
- & &G 16 Bytes int
% ¥ 1395 DER %8 44 1 #k
#ri¢ * en12’s Compliment 3
Al 3 & ALY G € vk
A4+ 0x00 - @ i# #7116 Bytes
e FHCR EL R 17
Bytes e7 R

signature

Y L D
3 =

CAEH 2 ERWE 2
2_ Algorithmldentifier

I Eoy TR
SIGNED & ## 2

B~

algorithmldentifier s & 4p

.algorithm

TAMT ERHEZOID2

shalWithRSAEnNcryption

% &2 2. OID » GPKI
FR T B RS

\: #\1

o

s 0

= .

(1.2.840.113549.1.1.5) ~

shalWithRSAEnNcryption ~
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sha256WithRSAEnNcryption
(1.2.840.113549.1.1.11)

sha256WithRSAEnNcryption

.parameters

NULL

GPKI ¢ * 1§ % /7 &
2 & parameters » iz #
parameters & Jf 3}
NULL > # 7 % v » NULL 2
DER %8 5 0x0500

PE

issuer

BB ’a‘—’ﬁ (CA) 2z X.500
Name

CA & £ hDN(#-d CAL ¢
PR T T 2)

(& PKIX 3% “r3 ASN.1
DirectoryString < & %5 —
Ei* UTF-8 %5 )

validity

BRECT PR G R A
i

G )R RALIGHEILR ™

T

.notBefore

f&;ﬁ}éi’% ‘;’I/"ﬁi’*ﬁi\/;%@
(GMT) > Atz o g

iz PKIX % %1 2049/12/31
23:59:59 (5 ) z % & %
UTCTime T4 4] i - $25% &
YYMMDDHHMMSSZ >
2050/01/01 00:00:00 ( 7z ) 2
f¢ » ¢ * GeneralizedTime
A 0 RS
YYYYMMDDHHMMSSZ -
PEEE S SNt
SS L 00+ 47 gk v @ b
{$enZ 457 GMT P& 7

b
¥ g R

.notAfter

B A PTARARS IR
(GMT) > Bt P2 (415

i PKIX A2 7 2049/12/31
23:59:59 (7 ) 2= i¢ *
UTCTime 3431 & - f&3% 5
YYMMDDHHMMSSZ » &
2050/01/01 00:00:00 ( 7z ) 2
t¢ > & * GeneralizedTime 3
HAE 5
YYYYMMDDHHMMSSZ -
DR R SR R O
SS500% 27 gt » @
t$enZ 457 GMT prfF» %

1 2,
¥ g 53

subject

B % & H % (Subject) 2
X.500 Name

H i e & B8 #0 X500
Name #& 3% 40

C=TW

L=fi7 Zp(FREE L F
PF KR /ﬁﬂfﬂ%f" #])
L=rrgin 2 AL(E 72
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GPKIl &% % &7 B 0k 7 +l' B2
[ R # 3w gl E f(,
ﬁﬁ]f“’)

O=.4 2B et ;U E e
rﬁ*

serialNumber=H @ & 5 20 @
701D # 5/ ag (# 14 ?‘M‘

F Z e, —6 B
option /.a)( 3 PKIX %«L’
“r3 ASN.1 DirectoryString
2 F Mah - 2 * UTF-8 b
)

subjectPublicKeylnfo

15 7 21 48 11 Public Key Info

7= 1 Subject -7 Public Key #
B 2 Public Key i

.algorithm * % subjectPublicKey #g %]
1 Algorithmldentifier
.algorithm OID rsaEncryption Public Key #g %] 2. OID >
(1.2.840.113549.1.1.1) GPKI p % = & *
rsaEncryption z_ Public Key
.parameters NULL rsaEncryption ;¥ & ;2 B2 7% 7

2 & parameters » iz #
parameters & JE R

NULL > # 7 % v » NULL 2
DER 7§ 5 0x0500

.SsubjectPublicKey

BIT STRING - ¢ BIT
STRING p # Subject Public
Key ¢ DER 45 &

GPKI p # % % RSA
Public Key » #7112yt BIT
STRING ehE #-p 5 1T F

FLA] g 5 DER %048 -

RSAPublicKey ::= SEQUENCE {
modulus INTEGER,
publicExponent INTEGER }

extrensions

SEQUENCE OF Extensions

REE-BHAREE f R
T i AR fE AT (%
LIBEY PER T i A R
YT VR R )

.authorityKeyldentifier

Authority Key Identifier 3%
# = » Key Identifier en g 4
> ViR e PKIX 8 > B
Issuing CA 1 Public Key n
SHA-1 Hash & # 5 Key
Identifier

PP P R R T
CA* k §#% FBHTE
g g E V- Ju o101 & CA

[ # ks 2 AL gmpEy
TG Y CAmv}’K_ 5E CA
R ABBRLER

.extnld AN ALY - J =1 0] D)
id-ce-authorityKeyldentifier
(2.5.29.35)

.critical % GPKI # > A% d >t FALSE &_

authorityKeyldentifier & z_& |

DEFAULT VALUE » #1114
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AL |

non-critical extension » #1124
critical & % #_¥_FALSE

DER %afg @ » s € AR 4
N Rin

.extnValue extnValue 3 42 4] i 2 ¥+>+ authorityKeyldentifier
OCTET STRING izf& Extension @ 3 » & Jf ¢
* AuthorityKeyldentifier 0
DER %8 w5 ¢+ OCTET
STRING i
AuthorityKeyldentifier AuthorityKeyldentifier (73 |GPKI & # iz J5 PKIX » ¥
FL5%H 7 7 = B Optional | * keyldentifier # > 7 i
# 0 4 W] Z_keyldentifier ~| * authorityCertlssuer &
authorityCertlssuer authorityCertSerialNumber ##
authorityCertSerialNumber # | i~
]%v
keyldentifier keyldentifier # = «n% 4L 4] |Keyldentifier ih& # > 3% i

it 2_Keyldentifier » &
KeylDentifier ~ ¥ % -
OCTET STRING F #L3] i

P PKIX &% > B~ Subject
Public Key 53SHA-1 Hash &
5 Keyldentifier sn OCTET
STRING &

.SubjectKeyldentifier

Subject Key Identifier 3% ~ ##
iz » Key ldentifier (& # =
;O ik R PKIX 4% > B~
Subject =7 Public Key =
SHA-1 Hash & i i Key
Identifier

PP e T
Subject #71& * e & 4 VN
;I"U

.extnld B~ N A L - en OID
id-ce-subjectKeyldentifier
(2.5.29.14)

.critical % GPKI # > A& d " FALSE &_
subjectKeyldentifier & z_&_ |DEFAULT VALUE > #712
non-critical extension » #7127 |DER $a#§ ¢ - U4 = € 45 4
critical e % 7_§_FALSE |v& H-

.extnValue extnValue 3544 4] i & ¥1>+ subjectKeyldentifier i&

OCTET STRING

#a Extension @ 3 » & Jf i¢ *
Keyldentifier 57 DER %5
% #* OCTET STRING &

.Keyldentifier

KeylDentifier ~ ¥ 5 - B
OCTET STRING F#4] #

Keyldentifier 0z 4 = ;% ix
P PKIX &% > B~ Subject
Public Key ::37SHA-1 Hash &
w5 Keyldentifier sn OCTET
STRING &

.keyUsage

Key Usage # o §f = » &4
Subject Public Key #p ¥4 /& 2.
Private Key e 4 *24]

GPKI # 1 Subject i 3% i *
(Dual Key Pairs ) & % > &
P RFE ARG H Y
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% % % * 5% 2 Key Usage
#ew ,—_4 dlgltaIS|gnature’ M e
f2 %15 % 2. Key Usage #-#
3 keyEnC|pherment &
dataEncipherment = #& * i&

.extnld B~ R QL eh OID
id-ce-keyUsage (2.5.29.15)
critical % GPKI # » keyUsage & z_|ix &, d ** TRUE 7 &_
+_critical extension » #t12  |DEFAULT VALUE » #712
critical enig % T H_TRUE |DER % 7 » M =7 ¥ 4%
LR
.extnValue extnValue 3 42 4] i 2 ¥+ keyUsage i&4d
OCTET STRING Extension m = - & Jf (& *
KeyUsage 71 DER a5 i %
# OCTET STRING i
.KeyUsage KeyUsage » ¥ 4 — & FrBHELHERTYRE

Named BIT STRING F L%

.
g

A ¢+ Named BIT STRING 2z
digitalSignature (0)iz B Bit
e K 1 FLBES
‘o * g% > Bl Named
BIT STRING z
keyEncipherment(2) ¢
dataEncipherment (3)i = i
Bit RE LS ]

.certificatePolicies

Certificate Policies #% -+ %&9
i 3§ CA b R a4
é * m’& IR

2~ CA B &t IBEPF TR
:b;m GPKI Certificate Policy
z_ OID

.extnld B~ R & PPty eh OID
id-ce-certificatePolicies
(2.5.29.32)
.critical 24P E AL > A GPKI [ % ¢ > FALSE &_
¢ > certificatePolicies # % ®|DEFAULT VALUE > #712
% non-critical extension » #7 |DER %u#g ¥ > M i € 4% 4
4 critical g & 2 & v H
FALSE
.extnValue extnValue (73 14 s & |$3% certificatePolicies i&#&

OCTET STRING

Extension m % - & Jf (& *
CertificatePolicies =7 DER
5 s OCTET STRING

R

.CertificatePolicies

CertificatePolicies =% #2 7]
- B
SEQUENCE

SIZE (1..MAX) OF

PolicyInformation

n GPKI &% ¢ > EE
Certificate " it 7z 7 1 B
Policylnformation
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.Policylnformation

Policylnformation % -
SEQUENCE > p 2
policyldentifier &2
policyQualifiers = 4

GPKIl 5z 5 & *
policyldentifier # > @ 7 i
* policyQualifiers f i

.policyldentifier

policyldentifier # & % AL
4] i £_CertPolicyld »
CertPolicyld ~ £ % - i
OBJECT IDENTIFIER % #2

A 5
R

9 CA & & 2 B HEF T3
* iRz % % (Assurance
Level )» 3 } X & % i%RES
s 2_ GPKI Certificate Policy
OoID

%_GeneralNames m
GeneralNames 13 1 4] i 4
SEQUENCE
SIZE (1..MAX) OF
GeneralName

.subjectAltName Subject Alternative Name # [¢* # == 5 Optional > & & &%
oy 0 & GPKI s B |50 Subject ;2 5 Email
B S R et |Address 0 & 272 F F #-
Subject = Email Address EmallAddress o alg
LRI N7 Bk R A E
.extnld B~ v A L - en OID
id-ce-subjectAltName
(2.5.29.17)
critical % GPKI # > subjectAltName|;x &, ¢ ** FALSE &_
A% F_5 non-critical DEFAULT VALUE > #7141
extension » #712 critical eie |DER %fg ¥ > 2 {F i € A 4
< _§_FALSE £
.extnValue extnValue 3 42 4] i 2 ¥+ subjectAltName & 44
OCTET STRING Extension @ 2 - & Jf ¢ *
SubjectAltName =7 DER 5
# 5 ¢+ OCTET STRING &
1B
.SubjectAltName SubjectAltName - #L 3] i |GPKI & #

SubjectAltName
GeneralNames * ¢ ¢ 7 1 i
GeneralName

.GeneralName

GeneralName ¥ - &
CHOICE ¥ 7okl A) Ak

GPKI £ * CHOICE ® ¢
rfc822Name » I fp 4§ ¢ 3=
i Subject = Email Address

.subjectDirectoryAttributes

Subject Directory Attributes
oo 0 * K 2345 Subject
FIAOBETA

7 BB TR Y PR
Wizgd it

.extnld B~ A P =en OID
id-ce-subjectDirectoryAttribu
tes (2.5.29.9)

critical & GPKI ¢ > A& d > FALSE &_

subjectDirectoryAttributes 4
& @_% non-critical

extension » #714 critical =i

DEFAULT VALUE » #f12
DER ¥af§ ® » 4§ = € 42 4
En
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& % §_FALSE

.extnValue

extnValue = 414 i £_
OCTET STRING

¥
subjectDirectoryAttributes &
# Extension @ 3 > & Zf ig *
SubjectDirectoryAttributes £
DER %8 w5 ¢+ OCTET

STRING =i
.SubjectDirectoryAttributes  [SubjectDirectoryAttributes - LL#,‘?" ez B His
AL A AL \E'_‘F BIHIGE € o8 7
SEQUENCE e
SIZE (1.MAX)
OF Attribute
.subjectType Subject #g W] G140 H type 22| B K F A M EFE
values 4 : Subject =g 4|
type OID id-chtpki-at-subjectType |+ % % Subject Type
(2.16.886.1.100.2.1) Attribute 2. OID
.values OID ¢+ OID # 7+ & # Subject e

id-chtpki-et-otherOrganizatio
n(2.16.886.1.100.3.2.49)

CREE Y L

] I

.cardHolderRank

FE A F s 8
type £2 values 4= :

ST A AR
Subject 2. + 7 35 A hE 1
+ A g L

F_&_critical extension » #7114
critical =& 2 #_&_TRUE

type OID #t 5 % £ Card Holder Rank
id-chtpki-at-cardHolderRank |Attribute z. OID
(2.16.886.1.100.2.2)
.values ¥ ~ printable 5 &’ ‘primary’ # ¢+ BG4
primary’ &’ secondary’ L = I
secondary’ # + #4573 A
{xﬁ-—k j_tw}; A
.entityOID 48 OID it - H type &2 |t Bt * Kis st g
values 4= : Subject = OID
type OID id-chtpki-at-entityOID |+ 2 % % Entity OID
(2.16.886.1.100.2.102) Attribute z. OID
.values o e B2 OID d GPKI Naming Authority st
- Mfez. E 2 B4 OID
.extKeyUsage Extended Key Usage # “e 1§ ¢ ff = €& H @ w5 2 W48
> 3z 4" Subject Public Key |!& # 7 Private Key m@E (L
g 'fj'f%\ Private Key 4 7k | i4
*oag
.extnld B v & oy 0 0ID
id-ce-extKeyUsage
(2.5.29.37)
.critical % GPKI # > extKeyUsage % i & ¢ ** TRUE 7 4_

DEFAULT VALUE > #1111
DER % @ » =7 ¥4k
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A Eia

.extnValue

extnValue = 414 i £_
OCTET STRING

¥+ extKeyUsage i&4d
Extension m = - & Jf (& *
ExtKeyUsageSyntax -7 DER
Yk A s 2 OCTET
STRING i

.ExtKeyUsageSyntax

ExtKeyUsageSyntax 3 i
A i ¥ SEQUENCE SIZE
(1..MAX) OF KeyPurposeld

EREE N F T T
ExtKeyUsageSyntax z 1
2 2 # KeyPurposeld

.KeyPurposeld

KeyPurposeld 3 #L 4] &k &_
OBJECT IDENTIFIER » ¢* i
# »~ OID id-kp-clientAuth
(1.3.6.1.5.5.7.3.2)

id-kp-clientAuth 5 PKIX
RFC 5280 #Z_s& 7 Key

v

Purpose OID » 7= 5 Extended
Key Usage # v ff = 7F 3k 2
Key Purpose OID

.KeyPurposeld

KeyPurposeld = #2 3] 5 £_
OBJECT IDENTIFIER » J* Jau
# ~ OID
id-kp-emailProtection
(1.3.6.1.5.5.7.3.4)

id-kp-emailProtection %
PKIX RFC 5280 #t 2 & e
Key Purpose OID - ¢ Key
Purpose OID 5 Optional > &
Subject Alternative Name %
L g & se it Subject
&7 Email Address p& > B
Extended Key Usage # >« ##
8 & % ¢t Key Purpose
OID

.CRLDistributionPoints

CRL Distribution Points #
%&5%,*?\. LLL““;?&

2. CA = iw gt ?&i %40 B 2.
CRL &kt

PR R EEERY K
(WP~ 4p M CRL ihdp 51> p
@ GPKI #1i¢ * 2. CRL
Distribution Points ¥ ¢ 7 1
I 2% URL

.extnld B~ A L = en OID
id-ce-cRLDistributionPoints
(2.5.29.31)

.critical # GPKI ¢ > 1% d 3 FALSE &
cRLDistributionPoints #£3% |DEFAULT VALUE > #71
€_% non-critical extension » |DER ¥u#g ¢ > st = & AL
11 critical eniE &% 7_&_ (E3F R
FALSE

.extnValue extnValue 3 4 4] fi & ¥1++ cRLDistributionPoints

OCTET STRING

i Extension @ 3 5 & Ff i#
* CRLDistributionPoints
DER %8 i ¢+ OCTET
STRING i

.CRLDistributionPoints

CRLDistributionPoints %
LA A B

SEQUENCE

& GPKI G zE# Y > i
CRLDistributionPoints 7z 7 1
% 2 i DistributionPoint o 4
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SIZE (1..MAX) OF
DistributionPoint

% % & B DistributionPoint
P> % 1% % Partitioned CRL
cURL> % 2 i 5 Complete
CRLe7URL; 4% 2 2 11
DistributionPoint p » p] %
Complete CRL =7 URL

.DistributionPoint

DistributionPoint 3 —
SEQUENCE > p 2
distributionPoint ~ reasons ¥
cRLIssuer = #

GPKIl Gz & & *

distributionPoint # i~ > @ %

i# * reasons £ cRLIssuer iz
A

.distributionPoint

distributionPoint § i+ s F L
3 e &
DistributionPointName » =
DistributionPointName # ¥
% — & CHOICE F#44] & »
v £ * fullName gt
nameRelativeToCRLIssuer

GPKI &% «» CRL
distributionPoint &_ *
fullName

fullName

fullName =% L 4] fs &
GeneralNames @

GeneralNames 1§ #1 4] i 4
SEQUENCE

SIZE (1..MAX) OF
GeneralName

GPKI & # 7 CRL
distributionPoint = fullName
¥ ¢ ¢ 7z 11 GeneralName

.GeneralName

GeneralName ¥ - &
CHOICE ?#-’if‘;' AL

GPKI :£ * CHOICE # ¢
uniformResourceIdentifier’ b

et P e CA = CRL
;]rgijRL v ¥ OERY CRL Y
Partitioned CRL p¥ » R st 4§
erie e URL & 2137
CRL 2
issuingDistributionPoint # v
e srie e URL = 2
1 Fe

.authorityInfoAccess

Authority Info Access # - ##

P
(had

GPKI & # gt v k2o
i\' CAo>imH AEGHE H
PR CAg#EEn > 7
R e AL g
F~ oo b4 ¢ OCSP

.extnld H o~ % & QP L eh OID |authoritylnfoAccess 2 PKIX
id-pe-authoritylnfoAccess #7 ¥_3 ¢ Private Extension
(1.3.6.1.5.5.7.1.1)

critical & GPKI ¢ > A% d >t FALSE &_

authoritylnfoAccess & =
non-critical extension » #714

critical =& 2 #_&_FALSE

DEFAULT VALUE » #f 12
DER %87 » s 2 & 4L 4
i kan
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.extnValue

extnValue =% 424 f& 4
OCTET STRING

¥+>+ authoritylnfoAccess i
# Extension @ % » & Zf iE *
AuthorityInfoAccessSyntax
11 DER %78 w5 ¢+ OCTET
STRING =g

AuthorityInfoAccessSyntax

AuthorityInfoAccessSyntax
DE A A B
SEQUENCE
SIZE (1..MAX) OF
AccessDescription

& GPKl &z " » #31 > 7
3 1 1% calssuers izfd
AccessDescription > I #
B4 Hos fAgEen
AccessDescription > |4 ocsp
AccessDescription

RF

. AccessDescription

AccessDescription % -
SEQUENCE > p 3
accessMethod &2
accessLocation = ##

PR R EERERT K
P17 Issuing CA + £ 5 3%
2 b CA G #end 5]

.accessMethod

accessMethod t§ i e 3 4 3
s ¥_OBJECT

IDENTIFIER > #* 2 ~ OID
id-ad-calssuers
(1.3.6.1.5.5.7.48.2)

id-ad-calssuers i PKIX RFC
5280 *+ %_% 1 accessMethod

.accessLocation

accessLocation f§ 3 L
4| 5 ¥_GeneralName > @
GeneralName ~ ¥ § - B
CHO|CE 7oAl & - GPKI
i## * CHOICE ¥ ¢
uniformResourceIdentifier )
Tt e - B

calssuers =7 URL

*# URL4ge - e 7 H i
CA % % % Issuing CA rr!‘fa
IREIE AR OR
V4 _PKCSH#H7 g7 71 5 o
URL » ¥ & - Bdpw
LDAP # CAEntry e
crossCertificatePair Attribute
7 URL 3 xt

.accessMethod

accessMethod 1§ i 37 4L 4]
fi £_OBJECT
IDENTIFIER > ¢+ &g » OID
id-ad-ocsp
(1.3.6.1.5.5.7.48.1)

id-ad-ocsp » PKIX RFC
5280 #t z_% ¢ accessMethod

.accessLocation

accessLocation fif 2% L
A] it ¥_GeneralName > @
GeneralName + £ g - i
CHOICE 73#4| f + GPKI
# * CHOICE ¢ e
uniformResourceldentifier »
oy ff e se - i OCSP
PR7%47 URL

e URL i;ﬁ»« B &t i&éfé
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S

H

1.3.18 To-Be-Signed p #X X §# N

1 i

e

mF

version

v3(2)

GPKI 5 #2354 ¢ * X.509
V3G #EK; (AR V3 miE
F2m 2 E3)

serialNumber

B ¥ B 55 (Certificate Serial
Number)

GPKI ® #1i¢ * 2 153 B 50
¥ - BE R 5 16 Bytes cthn
#1995 DER %45 $ 1 %K
#rig 1 2’s Compliment
Bl FERET i€ i a
A4+ 0x00 > @ & = 16 Bytes
Sk REHCH R R 17
Bytes ez

signature CAEH T 2 BRWE 2 [N etk
z_ Algorithmldentifier SIGNED & % 2.
algorithmldentifier § <& 4p
[
algorithm VAT ERHE 20D FiwE 22 OID GPKI
- PR T ERFE
shalWithRSAEncryption eI
(1.2.840.113549.1.1.5) ~ shalWithRSAEncryption -
sha256WithRSAENcryption  |sha256WithRSAENcryption
(1.2.840.113549.1.1.11)
.parameters NULL GPKI i * eng /78 2 %
Z & parameters - iz H
parameters «& Jf 3
NULL > # ¥ %1% » NULL 2
DER %8 5 0x0500
issuer ’&;ﬁ_ﬁ%&—*ﬁ (CA) z X.500|CA A ¥ :iDN(#-d CA 1 ¢
Name WhT )
(& PKIX 225 #73 ASN.1
DirectoryString = & %% —
=i % UTF-8 %45 )
validity Brpc™ PRI LG A Rp G K R ARB R P
g T
.notBefore G EEC R AR AP R |k PKIX 22t 2049/12/31

(GMT) > fptpFR 2 % i

R

23:50:50 (5 ) 2 % @& *
UTCTime 7o 2] & > #.3° 5
YYMMDDHHMMSSZ »
2050/01/01 00:00:00 ( 7 ) 2
{5 > & * GeneralizedTime ¥
AR > B 5

YYYYMMDDHHMMSSZ -
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PR I Y™

SS 500~ %7 4ut > @ B
isenZ 257 GMT pBERE S %
A

.notAfter

B A PTARARL In R
(GMT)» fptprff2 {815

‘EE_ H# i

iz PKIX % % f 2049/12/31
23:59:59 () 2w i *
UTCTime FA4L 4] & > 5% 5
YYMMDDHHMMSSZ » &
2050/01/01 00:00:00 ( 7 ) 2
fs > ¢ * GeneralizedTime F
AR RS
YYYYMMDDHHMMSSZ -
DRER AT 2L
SS*;%OO»’ EIGCRE IR S
ng %+ GMT P+ 7
A

subject

7 & % % (Subject) 2
X.500 Name

E’l #X 4 571 X500 Name #& 3¢
4T

C—TW

57" CE AR A

serlaINumber— VR O
KEEH IR A L)

(& PKIX 3 % “r3 ASN.1
DirectoryString <~ F %5 —
@ * UTF-8 %78 )

subjectPublicKeylnfo

1§ ¥ 2 4 e Public Key Info

7z §¢ Subject cmPublic Key #f
w2 Public Key i

.algorithm * % subjectPublicKey #g %]
1 Algorithmldentifier
.algorithm OID rsaEncryption Public Key #g %] 2_ OID >
(1.2.840.113549.1.1.1) GPKI p % ¥ f¢ #
rsaEncryption z_ Public Key
.parameters NULL rsaEncryption ;¥ & ;2 B2 7% 7

Z £ parameters » iz H
parameters NP N e

NULL > # ¥ % % » NULL 2
DER %% 5 0x0500

.SsubjectPublicKey

BIT STRING » ¢+ BIT
STRING p 7 Subject Public
Key 1 DER %45 &

GPKI B #» © # * RSA
Public Key » #7112t BIT
STRING i #-p § 17 F

#44) ik ¢ DER 4045 :

RSAPublicKey ::= SEQUENCE {
modulus INTEGER,
publicExponent INTEGER }

extrensions

SEQUENCE OF Extensions

NE - FMARE - ? g
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T AR (F %
LG FVER T i A AR
1T I B ) :

.authorityKeyldentifier

Authority Key Identifier 3 v
# = > Key ldentifier s #
> ViR PKIX &% 5 B~
Issuing CA 1 Public Key =n
SHA-1 Hash & # 5 Key
Identifier

PHE P L eh P e E R
CA* kg AGHETIR
& 4E - f2 o il & CA
CEE - NP 2= |
YTz * CAawi— 3k CA
BE KK BE

.extnld BN R4 oLy =0 0ID
id-ce-authorityKeyldentifier
(2.5.29.35)

.critical & GPKI ¢ > 2% 9 > FALSE H_
authorityKeyldentifier & z_¥ IDEFAULT VALUE - #7112
non-critical extension » 712 |DER %af§ ¢ > o 4f = € A% 4
critical i & 7_§_FALSE [ H-

.extnValue extnValue 3 #3) fi £ ¥+>+ authorityKeyldentifier

OCTET STRING

ie#4 Extension m 3 > & i¢
*  AuthorityKeyldentifier 0
DER % %% i i ¢t OCTET
STRING i

AuthorityKeyldentifier

AuthorityKeyldentifier em3
# %4 % 3 = % Optional >
W > 4wl E_keyldentifier ~
authorityCertlssuer £

authorityCertSerialNumber | -

s
(had

GPKI & # iz 95 PKIX » ¥ #%
* keyldentifier #§f > @ % i
* authorityCertlssuer £

authorityCertSerialNumber ##

P
>

keyldentifier

keyldentifier #f 5 =% 427
it §_Keyldentifier »
KeylDentifier * £ % - &
OCTET STRING 7 #%] &

Keyldentifier 0z 4 = ;% ix
P PKIX &% > B~ Subject 1
Public Key 53SHA-1 Hash &
# 5 Keyldentifier 5o OCTET
STRING &

.SubjectKeyldentifier

Subject Key Identifier 4 1§
iz » Key ldentifier c0z # =
iz R PKIX 28 5 B
Subject =7 Public Key =n
SHA-1 Hash & # 5 Key
Identifier

PP e P R R T
Subject #7i¢ * 4 4 H TR -
#u

.extnld B~ AP en OID
id-ce-subjectKeyldentifier
(2.5.29.14)

.critical & GPKI| ¢ > 1% d * FALSE &

subjectKeyldentifier & % £
non-critical extension > #714

critical =i % 7_&_FALSE

DEFAULT VALUE » #7112
DER s ? » 2t iF = € 4L 4
i kin
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.extnValue

extnValue =% 424 f& 4
OCTET STRING

¥1>+ subjectKeyldentifier i&
# Extension @ % » & Zf iE *
Keyldentifier <7 DER 3% #8 4
% ¢ OCTET STRING #nig

.Keyldentifier

KeylDentifier & £ 5 - B
OCTET STRING 7 #4] i

Keyldentifier eng 4 = ;% i
P PKIX &% » B~ Subject =
Public Key #57SHA-1 Hash &
# % Keyldentifier 7 OCTET
STRING &

Named BIT STRING 3L 3]

-
Ry

.keyUsage Key Usage # * § i » 4% |GPKI = i Subject 3% i¢ *
Subject Public Key 4p ¥t s 2 |50 % £ 4% = B &£ 44T
Private Key e# i '] (Dual Key Pairs) & %> &
SEFE fEBmag o HY
% % % * 5% 2 Key Usage
#-& 7 digitalSignature> @ “¢
i3 %15 % 2. Key Usage #-#
z keyEncipherment £
dataEncipherment = #& * &
.extnld B~ R QP eh OID
id-ce-keyUsage (2.5.29.15)
.critical % GPKI # » keyUsage % z_|;i+ &, d ** TRUE % &_
£_critical extension » #t12  |DEFAULT VALUE » #12
critical ehig % T & TRUE |DER % ¥ > S 27 7 4%
v
.extnValue extnValue 3 #3) fi & ¥+ keyUsage i&fd
OCTET STRING Extension @ = » & Jf & *
KeyUsage 71 DER a5 i &
#t OCTET STRING #ig
.KeyUsage KeyUsage » ¥ 4 — & FrBHELHERTTYRE

A Named BIT STRING 2.
digitalSignature (0)i& i Bit
WEME S 1 ELEES
v * g EE 0 Rt Named
BIT STRING 2z
keyEncipherment(2) 2
dataEncipherment (3)i& = &
Bit #-¢ 423k 5 1

.certificatePolicies

Certificate Policies % - 1§
oogedt CA B BT
i % el K

o CAEF ;M BER TR
¥ 71 GPKI Certificate Policy
Zz_ OID

.extnld B~ AP en OID
id-ce-certificatePolicies
(2.5.29.32)

.critical 24 E AR > & GPKI i & 4 » FALSE &_
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¢ certificatePolicies ## % 7|
= non-critical extension » #7
r2 critical eiE & 7 &
FALSE

DEFAULT VALUE > #71”
DER %045 * » M 4§ = & 44 %
v

.extnValue

extnValue 7§ 42 4] i £
OCTET STRING

#=t certificatePolicies i&4&
Extension m 35 > & Jf ¢ *
CertificatePolicies 7 DER
& s ¢ OCTET STRING

.CertificatePolicies

CertificatePolicies % #L 3]
BA- B
SEQUENCE
SIZE (1..MAX) OF
Policylnformation

& GPKI &% ® » EE
Certificate " it 7 7 1 B
Policylnformation

.PolicyIlnformation

Policylnformation & -
SEQUENCE > p 2
policyldentifier &
policyQualifiers = ##

GPKIl G & ¢ *
policyldentifier #f = > a 7
* policyQualifiers 4 i

.policyldentifier

policyldentifier 1§ & 35 4L
it €_CertPolicyld » #

CertPolicyld ~ ¥ % - B

OBJECT IDENTIFIER 7 #¢

A FE
R

g CA & & BT
* % & & (Assurance
Level )» 3 + N &z R %
s 2_ GPKI Certificate Policy
OoID

#_GeneralNames
GeneralNames % 32 4] i
SEQUENCE

=

A

SIZE (1..MAX) OF

.SubjectAltName Subject Alternative Name # [ 1 == 5 Optional » % & %
o ff > & GPKI g 2% % i§ |59 Subject : /,x)a Email
AN SRR A Address > g {7»:?%*’:12:-
Subject =7 Email Address Email Address = i #4153
¢l ﬂ\%w%&gc" B
.extnld B~ N A L =0 OID
id-ce-subjectAltName
(2.5.29.17)
.critical % GPKI ¥ > subjectAltName|/x &, d ** FALSE &_
3K Z_& non-critical DEFAULT VALUE » #1121
extension > #71 critical (HiE|DER $a#% ® > 2 - € AL 4
% %#_%_FALSE F¥a
.extnValue extnValue % 4 4] fi £ ¥+ subjectAltName &8
OCTET STRING Extension m 3 » & Jf ¢ *
SubjectAltName =7 DER %75
# 5 ¢+ OCTET STRING
B
.SubjectAltName SubjectAltName 7% 44 3] i |GPKI & 2

SubjectAltName 7
GeneralNames ¥ ¢ ¢ 2 1
GeneralName
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GeneralName

.GeneralName

GeneralName &_— B
CHOICE Skl Ak

GPKI & * CHOICE ¥
rfc822Name B RRUE
§* Subject 7 Email Address

.subjectDirectoryAttributes

Subject Directory Attributes
oL =0 * K zék Subject

3 B EBA TR Y PRI
Wig3 77

Gl Beal Lk

.extnld BN R4 oLy =0 0ID
id-ce-subjectDirectoryAttribu
tes (2.5.29.9)

critical & GPKI ¥ > A% d 3t FALSE &_
subjectDirectoryAttributes s |[DEFAULT VALUE » #7112
* %% non-critical DER %@ » 2 € 44
extension » #7112 critical (g w2 -
<& %_§_FALSE

.extnValue extnValue 3 #3) fi £ ¥

OCTET STRING

subjectDirectoryAttributes iz
#8 Extension @ % > & Zf ig *
SubjectDirectoryAttributes =n
DER %a#§ i = ¢ OCTET
STRING hig

.SubjectDirectoryAttributes

SubjectDirectoryAttributes g
PO A A A
SEQUENCE
SIZE (1.MAX)
OF Attribute

AR L
VBT R

.subjectType Subject #g B i H type 22|t BiE T K FR A M BFE
values 4= : Subject g %]
type OID id-chtpki-at-subjectType |+ % * % Subject Type
(2.16.886.1.100.2.1) Attribute z. OID
.values OID id-chtpki-et-citizen #t OID % 7t & % Subject =
(2.16.886.1.100.3.1.1) T
.cardHolderRank FHASPE Lm0 H type|t HiE S Optional » #& 3%

7 yalues 4T

F B BIARE & F
B FRE VB
Pt 1§ 7 Subject 2. + B 3%
FART st A e
iAo

type OID # % ¥ £ Card Holder Rank
id-chtpki-at-cardHolderRank |Attribute 2. OID
(2.16.886.1.100.2.2)
.values # ~ printable % &’ ‘secondary’ % ot + FiF
secondary’ £’ mobile’ AEEREG A
mobile’ # 77+ P35 A &

R
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tailOfPersonalID

B N Y YAl
type £ values 4= :

B }i?‘n’]“i?* jﬁ%f‘ i 2@%}3
Subject e ¥ 4 3w ZF B E 75
(B 2% 4 b b ggnlg L
%%@Z}@Z}%L/ﬂ\g s F]pL o
BH K AT L LA B
5Lk E)

G:d R ELFFE S
B AREf TR r(“ IR
PO H NIREEIE 5 B B
* A5 8)

7| #& #_SEQUENCE SIZE
(1..MAX) OF KeyPurposeld

type OID st % 4 Tail of Personal ID
id-chtpki-at-tailOfPersonal ID |Attribute 2. OID
(2.16.886.1.100.2.51)
.values # o~ Subject ehP EFXRE |H|dcd ST EL L
RELRTEA LG A123456789 IR A
6789
.extKeyUsage Extended Key Usage # o 1 [ HF 2 & p 2R 4 G #&HE D
> 3z Subject Public Key |Private Key et i # i
40 % 2. Private Key 4% 7%
* g
.extnld B~ R QP L eh OID
id-ce-extKeyUsage
(2.5.29.37)
critical % GPKI 7 > extKeyUsage % i & ¢ ** TRUE # &_
%_4_critical extension » #712|DEFAULT VALUE » #712
critical ehig % T §_TRUE |DER % ® > S Hf 27 7 4
4 v 4
.extnValue extnValue 3544 4] i & ¥ extKeyUsage i& 44
OCTET STRING Extension m 3 » & Jf ¢ *
ExtKeyUsageSyntax -7 DER
S8 w5 ot OCTET
STRING g
.ExtKeyUsageSyntax ExtKeyUsageSyntax s #& [ 2% A G 7

ExtKeyUsageSyntax ¢ 7 1
I 2 i KeyPurposeld

.KeyPurposeld

KeyPurposeld 3 44 s £
OBJECT IDENTIFIER » * i
# » OID id-kp-clientAuth
(1.3.6.1.5.5.7.3.2)

id-kp-clientAuth 5 PKIX
RFC 5280 #%_& ¢ Key

v

Purpose OID » 7= % Extended

Key Usage # v 1§ = 7f 3K 2.
Key Purpose OID

.KeyPurposeld

KeyPurposeld =3 43 ik £_
OBJECT IDENTIFIER » ¢ J&u
# »~ OID
id-kp-emailProtection

id-kp-emailProtection %
PKIX RFC 5280 #1%_s 1
Key Purpose OID - ¢+ Key
Purpose OID 5 Optional » &

(1.3.6.1.5.5.7.3.4)

Subject Alternative Name %

174




GPKIl 53 % 57 A1 5

AL |

ol 3 2 sedt Subject
e Email Address FF > J]
Extended Key Usage #% - 1
= JF & 7 Key Purpose
OID

.CRLDistributionPoints

CRL Distribution Points # -t
,}ﬁﬂlﬁ s c?ﬁ’% W ] )&—73
2. CA = Twpt 5 A0 B 2

CRL e nt

PR EREEERY &
WP Ap i CRL edp 3l B
@ GPKI #1i¢ * 2. CRL
Distribution Points ¥ ¢ 7 1
1 2 URL

.extnld B~ R & oty eh OID
id-ce-cRLDistributionPoints
(2.5.29.31)

.critical & GPKI ¢ > A% ¢ * FALSE &
cRLDistributionPoints 4#3% |DEFAULT VALUE » #7112
¥_% non-critical extension > |DER %% ® 5 pt4F € AL H
112 critical shiE &% T_F_ (EE- 8
FALSE

.extnValue extnValue 3 #3) fi & ¥1+* cRLDistributionPoints

OCTET STRING

ie#4 Extension m 3 > & ff ¢
* CRLDistributionPoints #»
DER %08 ta % ¢+ OCTET
STRING #ig

.CRLDistributionPoints

CRLDistributionPoints %
A E - B
SEQUENCE
SIZE (1..MAX) OF
DistributionPoint

i GPKI g & 54 ¢ ﬁ}““"
CRLDistributionPoints z 7 1
120 DlstrlbutlonPomt °o o
% 7 & 1% DistributionPoint
P> % 1 1% 5 Partitioned CRL
eURL> % 2 i 5 Complete
CRL#URL; 4% " 2 1%
DistributionPoint pF » B %
Complete CRL =7 URL

.DistributionPoint

DistributionPoint 3 —
SEQUENCE > p %
distributionPoint ~ reasons &7
cRLIssuer = #

GPKI Gz = i@ *
distributionPoint # i~ > @
i# * reasons ¥7 cRLIssuer i&

SRR i

distributionPoint

distributionPoint § i+ e L
3 s 2
DistributionPointName » =
DistributionPointName # £
= — 1 CHOICE F#13] i& »
v £ * fullName gt
nameRelativeToOCRLIssuer

GPKI & # 7 CRL
distributionPoint &_x *
fullName

fullName

fullName eH3 #23] f &
GeneralNames @

GPKI & # 7 CRL
distributionPoint = fullName
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GeneralNames =3 42 4] & 2
SEQUENCE
SIZE (1..MAX) OF

GeneralName

1 i# GeneralName

E

.GeneralName

GeneralName &#_— B
CHOICE F #24] fi

GPKI :£ * CHOICE # =
unlformResourceIdentlfler’ a

a gt ¢ et CA =i CRL
;}@%mURL v ¥ B CRL =
Partitioned CRL B.i‘ » PR AR
i e URL & Jf 237
CRL z
issuingDistributionPoint 4 v
e et URL = 2
il

.authorityInfoAccess

Authority Info Access #§ ~« 1§

>

GPKI & * » 24 = k3o
FOA=mR & 2GS
+ Ak CAR#E gy T
RF &SRB fé@gm,;ﬁx

T3 > 4 OCSP

.extnld B~ & gt L 0 OID |authorityIinfoAccess 2_PKIX
id-pe-authorityInfoAccess #7 %_s ¢ Private Extension
(1.3.6.1.5.5.7.1.1)

.critical & GPKI *# > 1% d 3 FALSE &
authoritylnfoAccess & = DEFAULT VALUE » #11
non-critical extension » 712 |DER %af§ ¢ > o 4 = € 4% 4
critical i & 7_¥_FALSE [ H-

.extnValue extnValue 3 4 4] fi & ¥+t authorityInfoAccess iz

OCTET STRING

#8 Extension @ 3 > & R i@ *
AuthorityInfoAccessSyntax
e DER $a#8 i s 2+ OCTET
STRING i

AuthorityInfoAccessSyntax

AuthoritylnfoAccessSyntax
A s E - B
SEQUENCE
SIZE (1..MAX) OF
AccessDescription

& GPKl gz " » #3153
3 1 1% calssuers izfd
AccessDescription > I ¥
L4t Hos fAgEen
AccessDescription > &4 ocsp
AccessDescription

wF

. AccessDescription

AccessDescription % —
SEQUENCE > p 3
accessMethod £
accessLocation =

P R REERT i
2~ ¥ Issuing CA A £ 5%
2 bk CAB#ESI

.accessMethod

accessMethod 1§ = % 4L 3]
f& £_OBJECT
IDENTIFIER - ¢+ &Ji » OID

id-ad-calssuers

id-ad-calssuers = PKIX RFC
5280 *+ %_% «H accessMethod
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AL |

(1.3.6.1.5.5.7.48.2)

.accessLocation

accessLocation i % L
4| i ¥_GeneralName > @
GeneralName + ¥ § -
CHOICE F#14] & » GPKI
i## * CHOICE ¥ ¢
uniformResourceIdentifier )
Jl L+_ L,}.&B v 2z ?

calssuers = URL

S URLpw— e 7 20
CA % % % Issuing CA m’i
I BESE Fx#’éﬁ*ma‘é«
> H_PKCSHT7 58 7], ¢
URL » v 1 & - l@;;}ﬂ S
LDAP # CAEntry i
crossCertificatePair Attribute
g URL %1t

.accessMethod

accessMethod 1§ i+ % L 3]
5 ¥_OBJECT
IDENTIFIER» #* &gz ~ OID
id-ad-ocsp
(1.3.6.1.5.5.7.48.1)

id-ad-ocsp = PKIX RFC
5280 *+ %_% <1 accessMethod

.accessLocation

accessLocation f§ =3 L
A i ¥_GeneralName » @
GeneralName A & & - B
CHOICE 74 f& » GPKI
# * CHOICE ¥ e
uniformResourceldentifier >
Tt et - @ OCSP

PR7%47 URL

s URL 4% - 2R 3
A fE & 3 PRFA(OCSP) @ PR
= 1 URL %4t > ¢ OCSP 7
W$Mﬁ¢%@ A gl i U

Y
=

1.3.19 To-Be-Signed *t kA r g R A IGE N

i

¥

o

\ersion

v3(2)

GPKI &z 5% 8 * X.509
V3 f&p r-)(\‘ (/._‘&; V3 ET’IEI_
20 % E3)

serialNumber

B ¥ B 5L (Certificate Serial
Number )

GPKI ¥ #7i¢ * 2 57 F 5.
- & &G 16 Bytes int
#1995 DER %% %1 i
#1i¢ * e12°s Compliment 3
Al 3 & ALY G € vk
A4+ 0x00 > @ i# 77116 Bytes
e FHCR EL R 17
Bytes e 7 ¥

Signature CARHF»* 2 FRFEZE [P HFELFEE
z_ Algorithmldentifier SIGNED & 3% 2
algorithmldentifier 4 e2ig 4p
fF
.algorithm FLINTERHEEO0ID2|E X722 OID - GPKI
- Bé‘?""%’*'/Tﬁsﬂﬁﬁ
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shalWithRSAEncryption
(1.2.840.113549.1.1.5) ~
sha256WithRSAEnNcryption
(1.2.840.113549.1.1.11)

=
shalWithRSAEncryption ~
sha256WithRSAEnNcryption

.parameters

NULL

GPKI & * ch§ % 7% B £ 3
% & parameters > e H
parameters «& Jp 3

NULL> 7 # %% » NULL 2

DER 78 5 0x0500

Issuer

BB ’a‘—*ﬁ (CA) 2z X.500
Name

CA & £ hDN(#-d CAZL ¢
il A &8

(i& PKIX 3 % %75 ASN.1
DirectoryString = F % #% —
® % UTF-8 %48 )

Validity

B AT PET G R L kPt
f

G & RALIG IR D
(S

.notBefore

QR R s
(GMT)» AR 2 =G

# o

i PKIX 4 % i 2049/12/31
23:59:59 (7 ) 2w ig *
UTCTime T4 4] i - $23% &
YYMMDDHHMMSSZ > &
2050/01/01 00:00:00 ( 7 ) =
t¢ > ¢ * GeneralizedTime 3
AN - e 5
YYYYMMDDHHMMSSZ -
AN e i
SS 5 00~ # ¥ ek » @ A
teenZ %5 GMT i » 2

b
¥ 4 L5

.notAfter

B A R AR SR
(GMT) > fpt P2 (415

g% e a2
vE  PT

iz PKIX % %1 2049/12/31
23:59:59 (7 ) zwnig *
UTCTime 744 4] f& » #25% %
YYMMDDHHMMSSZ » %
2050/01/01 00:00:00 ( z ) =
f¢ » ¢ * GeneralizedTime
FA > 1SS
YYYYMMDDHHMMSSZ -
P RN T Ak
SS 5005 # ¥ gk » @
f6ehZ 4 GMT pERF % 2

-
¥ g ek

Subject

7 & % % (Subject) 2
X.500 Name

kAT g 2R A e X500
Name ;84T

C=TW

CN=p s 4 F 5722 7
vlE DAL
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serialNumber= 72 < 2 ££(Jxt
KEER I E L g;ﬁ&)

(i& PKIX 3 2 #75 ASN.1
DirectoryString = F S8 —
=it * UTF-8 %48 )

subjectPublicKeylnfo

1§ ¥ 2 1 0 Public Key Info

7= ¢ Subject 17 Public Key %
w2 Public Key thig

.algorithm i~ % subjectPublicKey #g %]
1 Algorithmldentifier
.algorithm OID rsaEncryption Public Key #g %] 2. OID >
(1.2.840.113549.1.1.1) GPKI p % = & *
rsaEncryption z_ Public Key
.parameters NULL rsaEncryptlon e L

Z & parameters - iz H
parameters «& /g 3

NULL > % ¥ 4§ 1% » NULL 2
DER 7§ 5 0x0500

.subjectPublicKey

BIT STRING - ¢ BIT
STRING p # Subject Public
Key 7 DER % #5 &

GPKI p # % % RSA
Public Key » #7112yt BIT
STRING #hig #-p 3 11T F

HL4) 4 ¢ DER $0f8

RSAPublicKey ::= SEQUENCE {
modulus INTEGER,
publicExponent INTEGER }

extrensions

SEQUENCE OF Extensions

\At—g%/uﬁ}glﬁ’ég
MU S e e (B
if_f&;@ﬁ_é HVIE R F i 2R
YL O B )

.authorityKeyldentifier

Authority Key Identifier 3%
# = > Key Identifier en g 4
> ViR e PKIX 8 > B
Issuing CA =1 Public Key
SHA-1 Hash & # 5 Key
Identifier

P HE LA e P R
CA™ kg4 hBE TR
& 4L 0 1 i & CA
R RS T s
Y% 6 * CA - 36 CA
B AGHRSBHE

.extnld B N A L = en OID
id-ce-authorityKeyldentifier
(2.5.29.35)

.critical & GPKI ¢ > A& d > FALSE &_
authorityKeyldentifier & z_& IDEFAULT VALUE - #712
non-critical extension > #7127 |DER $n#§ ¢ > U4 = € 45 4
critical enie % 7 §_FALSE [v2 H

.extnValue extnValue 35 44 4] fi & ¥+ authorityKeyldentifier

OCTET STRING

izfd Extension @ 3 5 & Jpid
*  AuthorityKeyldentifier 7
DER %% i i #* OCTET
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AL |

STRING i

AuthorityKeyldentifier

AuthorityKeyldentifier em3
#4473 = ® Optional &
W 0 4wl E_keyldentifier ~
authorityCertlssuer £

authorityCertSerialNumber 4§ | -

(>

GPKI & # i 5 PKIX » 7 3
* keyldentifier #f > @ % i
* authorityCertlssuer £

authorityCertSerialNumber ##

’
>

keyldentifier

keyldentifier # & % 4L 4]
it £_Keyldentifier »
KeylDentifier » £ 5 —
OCTET STRING F#L3] i

Keyldentifier eng 4 = ;% i
P PKIX &% > B~ Subject
Public Key 7 SHA-1 Hash &
# % Keyldentifier 57 OCTET
STRING &

.subjectKeyldentifier

Subject Key Identifier 4 ~ 1§
> » Key ldentifier ch# # =
R PKIX 228 5 B
Subject =7 Public Key =n
SHA-1 Hash & &% Key
Identifier

BPE LR eh P e T
Subject #7i# * & 4 H IR -
;}u

.extnld B N A L -0 OID
id-ce-subjectKeyldentifier
(2.5.29.14)

critical & GPKI ¥ > A% d >t FALSE &_
subjectKeyldentifier < z_¥_ |DEFAULT VALUE - #7112
non-critical extension » 712 |DER %af§ ¢ > o 4 = € A% 4
critical i & 7_¥_FALSE [ H-

.extnValue extnValue 3 4 4] fi & ¥+ subjectKeyldentifier iz

OCTET STRING

#8 Extension @ 3 > & R i@ *
Keyldentifier e DER %5
% #* OCTET STRING &

.Keyldentifier

KeylDentifier & ¥ % -
OCTET STRING F#L3] i

Keyldentifier eng 4 = ;% i
P PKIX %% » B~ Subject
Public Key #57SHA-1 Hash &
% Keyldentifier sn OCTET
STRING &

.keyUsage Key Usage # o #§f = » ;4% |GPKI = i Subject 3% i¢ *

Subject Public Key #p ¥ s 2 |04 % £ 4 & B & 45 %t

Private Key #7% & *241 (Dual Key Pairs) & %t > &
S ERXZE m‘u?r’u )
% &%t BE2Z Key Usage
#-& 7 digitalSignature> @ ¢
% % & % 2. Key Usage #-#
7z keyEncipherment £
dataEnmpherment A8t g

.extnld B~ AP en OID
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id-ce-keyUsage (2.5.29.15)

.critical % GPKI ¥ » keyUsage ¢ %1 & d ** TRUE % &_
&_critical extension » #7112  IDEFAULT VALUE » #71u
critical ehig % T &_TRUE |DER % ¥ > s 27 7 4
kS
.extnValue extnValue 3 #43) fi £ ¥+ keyUsage i&fd
OCTET STRING Extension m % » & F ¢
KeyUsage 1 DER a5 i %
# OCTET STRING i
.KeyUsage KeyUsage » ¥ 5 — FLEELHEE Y RE

Named BIT STRING 7 #4]

P
i)

A2 Named BIT STRING 2z
digitalSignature (0)i& i# Bit
BeE s 1 FLBHES
e g EE 0 Bt Named
BIT STRING z
keyEncipherment(2) 2
dataEncipherment (3)i& = &
Bit #e sl

.certificatePolicies

Certificate Policies #§ ~u 1
i 3ef CA B w0 EAT
% G FE IR

2~ CA B &t lG@PFo TR
#;m GPKI Certificate Policy
z. OID

.extnld B~ N A L -0 OID
id-ce-certificatePolicies
(2.5.29.32)
.critical TAP A MAT R > A GPKI |1 R ¢ 3t FALSE &_
¢ certificatePolicies 4 2% @ |DEFAULT VALUE > #711
% non-critical extension » #7 |DER %#8 ? » st i € 4L 4
r2 critical #hiE & T_E_ (E¥ 8
FALSE
.extnValue extnValue 3 4 4] fi & ¥+ certificatePolicies i& 48

OCTET STRING

Extension @ 3 > & Jf ¢ *
CertificatePolicies 7 DER %,
i s ¢ OCTET STRING

.CertificatePolicies

CertificatePolicies 3 L 4]
i -
SEQUENCE
SIZE (1..MAX) OF
PolicyInformation

& GPKl 5 #* - EE
Certificate " it 7 7 1 B
Policylnformation

.PolicyInformation

Policylnformation % -
SEQUENCE > p 2
policyldentifier &
policyQualifiers = 4

GPKIl Gz & ¢ *
policyldentifier # = > @ 7 &
* policyQualifiers #§ i+

.policyldentifier

policyldentifier 4§ = st
it 2_CertPolicyld » @

95 CA & 3 s B #HPF P78
* iRE & & (Assurance
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CertPolicyld ~ £ % - i
OBJECT IDENTIFIER

AN 7%
= R

Level ) 3 } X £ RS
s 2_ GPKI Certificate Policy
OoID

.subjectAltName

Subject Alternative Name #
Lff 0 B GPKI ¢ kA v
PARAGEEY QLR D
7= 1 Subject 7 Email
Address

B HF = 5 Optional » #15%
¢ Subject ;X 3 Email
Address » & % #F 3 #
Email Address = i %15 %
¢ Rl ﬂwb%w%&“:“‘ A

.extnld

B VR o en OID
id-ce-subjectAltName
(2.5.29.17)

.critical

% GPKI # > subjectAltName|;i

2K Z_% non-critical
extension » #71Z critical chiE
% Z_¥_FALSE

9 * FALSE £
DEFAULT VALUE » #f12
DER %8 ¥ » M 2 & 4L 4
i kin

.extnValue

extnValue =g 4L 4] ik £
OCTET STRING

¥+ subjectAltName & 44
Extension m % > & Jf ¢ *
SubjectAltName =7 DER 5
s ¢+ OCTET STRING

e
B

.SubjectAltName

SubjectAltName 3 L 4] i
&_GeneralNames
GeneralNames =3 42 3] 5 4|
SEQUENCE
SIZE (1..MAX) OF
GeneralName

GPKI & 3%
SubjectAltName
GeneralNames = ¢ ¢ 7 1 &
GeneralName

.GeneralName

GeneralName &_—- B
CHOICE T #7] i

GPKI i * CHOICE ¥ &
rfc822Name » # A p 7 &
1 Subject 7 Email Address

.subjectDirectoryAttributes

Subject Directory Attributes
oL i % K 3z4% Subject
BT

7GR Y
WiegG ik

.extnld B A L =0 OID
id-ce-subjectDirectoryAttribu
tes (2.5.29.9)

critical & GPKI ¥ > A% d 3" FALSE &_
subjectDirectoryAttributes & |[DEFAULT VALUE > #7112
& #_5 non-critical DER %#%? » pt{F = g 4L 4
extension » #712 critical =g [v% H-
< _¥_FALSE

.extnValue extnValue e35 42 2] fi & ¥

OCTET STRING

subjectDirectoryAttributes &
#8 Extension @ 7 » & Jp ¢ *
SubjectDirectoryAttributes £
DER Ma#5 a5 ¢t OCTET
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STRING i

.SubjectDirectoryAttributes

SubjectDirectoryAttributes £
TRt A s AL
SEQUENCE
SIZE (1..MAX)
OF Attribute

BT e Z -8 B R
LT ER G s A

.subjectType Subject #g ] G4 H type 2| Bt K E A 1 BHE
values 4= : Subject e &)
type OID id-chtpki-at-subjectType |+ % * % Subject Type
(2.16.886.1.100.2.1) Attribute z. OID
.values OID ¢t OID # 7t & % Subject

id-chtpki-et-alienResident
(2.16.886.1.100.3.1.9)

SR PR S

.cardHolderRank

FF AR E% o H
type £ values 4= :

PR KR A EE
Subject 2. + F 33 A
SR R = BRI OF e
Optional > § &# 7* 7 & i1t
PRI G+ g o

type OID #t 5 % £ Card Holder Rank
id-chtpki-at-cardHolderRank |Attribute z. OID
(2.16.886.1.100.2.2)

.values # ~ printable 5 &’ ‘primary’ %+ BG4

primary’ #’ secondary’

S = R
secondary’ % 77+ R iFG A
Bt g 4

tailOfPersonalID

S A NP R Y EA
type £ values 4= :

TR S AR X4
Subject e ¥ 4 Bw| B kAR
PPk Ao pRAgE L
WG ETE T A
R 4G IT L LA BuEE
)

GL:d ETHERSLBAE
FFEHR A NEHEY 26
H XIMeEh g 0 BBk NE)

type

OID
id-chtpki-at-tailOfPersonal ID
(2.16.886.1.100.2.51)

#t %L % 2 Tail of Personal ID
Attribute z. OID

.values

# ~ Subject eh2 F X 4
75

B de B F I
AA12345678 » R st 5 ~
5678

.extKeyUsage

Extended Key Usage #% ~ 1§
= > 3z Subject Public Key
P % & 2. Private Key =35k

* i

PR EEEtR AT pARA
1§z e Private Key ¢z @ %

i,g

.extnld

B (A P g en OID
id-ce-extKeyUsage
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H

GPKI g7 % G A ok P 3% 3
(2.5.29.37)
.critical % GPKI ¥ »extKeyUsage % [/L & ¢ ** TRUE # &_
Z_&_critical extension » #112 |DEFAULT VALUE > #1114
critical ehig % T &_TRUE |DER % ¥ > s 27 7 4
ki
.extnValue extnValue 3 #43) fi £ ¥+ extKeyUsage i&4d
OCTET STRING Extension m 3 » & Jf ¢ *
ExtKeyUsageSyntax -7 DER
Yk s 2 OCTET
STRING i
ExtKeyUsageSyntax ExtKeyUsageSyntax 3 4 [¢F sk & v g 2R X g3

4| i ¥_SEQUENCE SIZE
(1..MAX) OF KeyPurposeld

ExtKeyUsageSyntax ¢ 7 1
I 2 i KeyPurposeld

.KeyPurposeld

KeyPurposeld 3 4 i 2_
OBJECT IDENTIFIER » * i
# » OID id-kp-clientAuth
(1.3.6.1.5.5.7.3.2)

id-kp-clientAuth % PKIX
RFC 5280 #1z_% 1 Key
Purpose OID » 7= % Extended
Key Usage # ~ ff i %p 3K 2.
Key Purpose OID

.KeyPurposeld

KeyPurposeld 3 # 4] i 2_
OBJECT IDENTIFIER » J* Jau
# »~ OID
id-kp-emailProtection
(1.3.6.1.5.5.7.3.4)

id-kp-emailProtection %
PKIX RFC 5280 #t 2 %
Key Purpose OID - ¢ Key
Purpose OID % Optional > &
Subject Alternative Name #%
ol 3 2 set Subject
& Email Address f# > P
Extended Key Usage #% ~ 1§

A

z 1+ Key Purpose

o e
= Jp @

OID

.CRLDistributionPoints

CRL Distribution Points % ~«
Wi e A E T B
2. CA = iw et lGEAP M 2

PR R EEERY I
R P~ 18 4p B CRL ehdp 51> B
# GPKI #7# * 2. CRL

CRL s nt Distribution Points ¥ # 7 1
3 2 URL

.extnld B~ V& gL 0 0ID
id-ce-cRLDistributionPoints
(2.5.29.31)

.critical & GPKI ¢ > A& ¢ 3 FALSE £
cRLDistributionPoints 4##3% |DEFAULT VALUE » #7112
¥_% non-critical extension > |DER 3#8 @ > s F i € 4L 4
#r12 critical eniE & T & (E3F: R
FALSE

.extnValue extnValue 35 44 4] fi & #¥1+* cRLDistributionPoints

OCTET STRING

iz Extension @ 3 5 & Jp e
* CRLDistributionPoints =
DER %8 s ¢ OCTET
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STRING i

.CRLDistributionPoints

CRLDistributionPoints %
LA - B
SEQUENCE
SIZE (1..MAX) OF
DistributionPoint

% GPKI Gzt ¢ » i
CRLDistributionPoints z 7 1
3 2 i DistributionPoint o 4
% % & i DistributionPoint
P> % 1% % Partitioned CRL
enURL> % 2 i 5 Complete
CRLe7URL; 4% 2 2 11
DistributionPoint p& » B 4
Complete CRL =7 URL

.DistributionPoint

DistributionPoint 3 -
SEQUENCE > p 3
distributionPoint ~ reasons ¥
cRLIssuer = #

GPKI Gz & ¢ *
distributionPoint # i~ > @ %
i# * reasons ¥? cRLIssuer i&

5 B

.distributionPoint

distributionPoint § i+ e L
3 s &
DistributionPointName » =
DistributionPointName # £
% - f CHOICE F#4 & -
v i * fullName ¢
nameRelativeToOCRLIssuer

GPKI & # 7 CRL
distributionPoint &_ *
fullName

fullName

fullName =% 4L 4] 5 &
GeneralNames @

GeneralNames 1§ 1 4] i 4
SEQUENCE

SIZE (1..MAX) OF
GeneralName

GPKI & # 7 CRL
distributionPoint = fullName
¥ ¢ ¢ 7z 11 GeneralName

.GeneralName

GeneralName ¥ - &
CHOICE ¥ 7oA Ak

GPKI :£ * CHOICE # ¢
uniformResourceIdentifier’ b

ERLE 1\ CA =% CRL
Jré,mURL v ¥ OERY CRL =
Partitioned CRL B » Rt 4
iib’“ré?:i‘ g URL & Jf ¥23%
CRL 2z
issuingDistributionPoint 4 v
WP Pl URL % 2
1 Fe

.authorityInfoAccess

Authority Info Access # - ##

,
(hadl

GPKI & # gt v k3o
;\: CAo>FH ﬂ'\ﬁ/?& 2 H
PR CAG#E gy > T 7
ARG E A BB R B
3 > b4e - OCSP

.extnld

AN ALY - J =1 0] D)
id-pe-authorityInfoAccess
(1.3.6.1.5.5.7.1.1)

authoritylnfoAccess &_PKIX
#1 F_% 1 Private Extension
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GPKIl g8 % Gz Ak P #3315
.critical & GPKI ¥ > A% 9 " FALSE &
authoritylnfoAccess & = DEFAULT VALUE s #1112
non-critical extension » #7127 |DER $a#§ ¢ - U4 = € 4% 4
critical e & 7_§_FALSE [v& H-
.extnValue extnValue 3 42 4] i 2 ¥+>+ authoritylnfoAccess i&

OCTET STRING

#a Extension @ 3 » & Jf i¢ *
AuthorityInfoAccessSyntax
79 DER %78 w5 2t OCTET
STRING g

AuthorityInfoAccessSyntax

AuthoritylnfoAccessSyntax
2R S U
SEQUENCE
SIZE (1..MAX) OF
AccessDescription

& GPKlIB#H"? » #3 ° 2
3 1 1 calssuers izfd
AccessDescription » ¥ #
Lobe P H B
AccessDescription > |4 ocsp
AccessDescription

wF

. AccessDescription

AccessDescription % —
SEQUENCE > p %
accessMethod 2
accessLocation =

PR R EEERY I
2~ 1F Issuing CA » £ 15 3%
3+ CA g @3]

.accessMethod

accessMethod 1§ i+ % 4L 4]
it €. OBJECT

IDENTIFIER > ¢ &£ » OID
id-ad-calssuers
(1.3.6.1.5.5.7.48.2)

id-ad-calssuers = PKIX RFC
5280 #t z_% ¢ accessMethod

.accessLocation

accessLocation #§ i3 L
4| i5 ¥_GeneralName > @
GeneralName # £ g - i
CHOICE F#13] f& » GPKI
i## * CHOICE ¥ ¢
uniformResourceIdentifier )
T' L‘L L’]rﬁﬁ ¥ 2z ;\.

calssuers = URL

#* URL4ge - e 7 H i
CA % % % Issuing CA mt
I REIE F‘*é?%m’}:é'
H_PKCS#7 &7 8 7] ¢
URL » # 11 § - lﬁ;#ﬂ rav
LDAP # CAEntry e
crossCertificatePair Attribute
7 URL % 1t

.accessMethod

accessMethod 1§ i+ e #2 A]
it %_OBJECT
IDENTIFIER > & i » OID
id-ad-ocsp
(1.3.6.1.5.5.7.48.1)

id-ad-ocsp = PKIX RFC
5280 *+ %_% cH accessMethod

.accessLocation

accessLocation fif 2% L
A i& ¥_GeneralName > @
GeneralName + & § - i
CHOICE F#.%| & » GPKI
i## * CHOICE ¥ ¢
uniformResourceldentifier »
T fE Y e - % OCSP
PRF% 7 URL

» URL4pw - B B
S Rk % 34 PRF%(OCSP) 7 R
%5 URL et ¢t OCSP f@
PRE fe # - NG ik iy

21
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B ZEE BT F F T

S

H

1.3.20 To-Be-Signed ?i A BigEEN

1 i

52

S

version

v3(2)

GPKI 5 #2354 ¢ * X.509
V3G #EK; (AR V3 miE
F2m 2 E3)

serialNumber

B ¥ B 55 (Certificate Serial
Number)

GPKI ¥ #1i¢ * 2 57 B 5.
¥ - BE R 5 16 Bytes et
#1995 DER S ¥ 1 ¥k
#rig 1 2’s Compliment
Al 3 EAFELT & € vk
A+ 0x00 » @ i &1 16 Bytes
e FEHCR E L iR 17
Bytes ez

signature CAEH M 2 BRWE 2 [N etk
z_ Algorithmldentifier SIGNED & % 2.
algorithmldentifier § s ig 4p
[
.algorithm FTAMTERZFEFZ0ID2|EFFE 22 OID > GPKI
- PR @* T ERFE
shalWithRSAEncryption eI
(1.2.840.113549.1.1.5) ~ shalWithRSAEncryption ~
sha256WithRSAENcryption  |sha256WithRSAENcryption
(1.2.840.113549.1.1.11)
.parameters NULL GPKI i * eng /78 2 %
% & parameters » e H
parameters <& Jf 3
NULL > # ¥ %1% » NULL 2
DER %8 5 0x0500
issuer &7 ﬁ’;\ (CA) z X.500|CA A ¥ :iDN(#-d CA 1 ¢
Name PR T 2)
(& PKIX 225 #73 ASN.1
DirectoryString = & %% —
Eig* UTF-8 %48 )
validity Gk PERT IR A x| G ) R RARBEITK A
i T
.notBefore BEEEr R kR o PR |k PKIX 2 %% 2049/12/31

(GMT) > PR 2w iG

23:59:59 (7 ) 2 wvig *

UTCTime F4L 4] i » #2555
YYMMDDHHMMSSZ »
2050/01/01 00:00:00 ( 7 ) 2
{5 > ¢ * GeneralizedTime F
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GPKI &% 2 A b P 138215

FA R - A
YYYYMMDDHHMMSSZ -
PR R 7F /'3
SS % 004 # ¥ iz > @ f
fsenZ 457 GMT R+ %

A

.notAfter

B % etk & i
(GMT)» AR 2 {505

7EHE T

iz PKIX % % f 2049/12/31
23:59:59 () 2w i *
UTCTime & B ‘}"H'J L) ’h:z«;( )
YYMMDDHHMMSSZ »
2050/01/01 00:00:00 ( 7 ) 2
fs > ¢ * GeneralizedTime F
HA 0 s
YYYYMMDDHHMMSSZ -
DI R R R O
SS % 00+ # ¥ ek > @ g
tenZ %5 GMT FFRF =+ %
- 'E'f “%

subject

7 & % % (Subject) 2
X.500 Name

?ﬁ ¥ 4 R ¢ X.500 Name
FNdeT™
C=TW
CN—/gig4ﬁ7- :f—égﬁg
(7 Frefe i %;ﬁigﬂ
LR BT Feerit L 5 F)
serialNumber=7# <« 2 (.
KEEH 1T A e LT X))
(i& PKIX 3 2 #75 ASN.1
DirectoryString < F % #5 —
=i * UTF-8 %5 )

subjectPublicKeylnfo

1§ ¥ 2 4 e Public Key Info

7z §¢ Subject cmPublic Key #f
w2 Public Key =i

.algorithm % % subjectPublicKey # %]
11 Algorithmldentifier
.algorithm OID rsaEncryption Public Key #g %] 2. OID >
(1.2.840.113549.1.1.1) GPKI p % & & #
rsaEncryption 2_ Public Key
.parameters NULL rsaEncryption ;i & j* &2 2% 7

Z & parameters » iz H
parameters & p 3

NULL > # ¥ %4 %% » NULL 2
DER %8 5 0x0500

.SsubjectPublicKey

BIT STRING - ¢+ BIT
STRING p 7 Subject Public
Key 1 DER %45 &

GPKI p #» © & * RSA
Public Key » #7112yt BIT
STRING ehig #-p 3 117 F
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GPKI

2&1—*4;1)& }%},L _Fn,h;,\aj

#1244k =1 DER %05 :

RSAPublicKey ::= SEQUENCE {
modulus INTEGER,
publicExponent INTEGER }

extrensions

SEQUENCE OF Extensions

R E S
T ey ooy o fEEE (%
LG FVER T i A AR
[V ﬁ—,mgﬁg):

.authorityKeyldentifier

Authority Key Identifier 3 v
# = > Key Identifier en g 4
= ViR e PKIX &8 > B~
Issuing CA - Public Key
SHA-1 Hash & 5 Key
Identifier

PHE L AF L eh o E R
CA™ %k g5 BTt »
& 4E - o il & CA
i#é%ﬂ Lk B il 2 R |
TR % @ * CAewh— 3E CA
B Rk B

.extnld B~ N A L = en OID
id-ce-authorityKeyldentifier
(2.5.29.35)

critical & GPKI ¥ > A% d >t FALSE &_
authorityKeyldentifier & z_& IDEFAULT VALUE - #7112
non-critical extension » #712 |DER %af§ ¢ > o 4 = € A% 4
critical e & 7_§_FALSE |v& H-

.extnValue extnValue 3 42 4] i A ¥4+ authorityKeyldentifier

OCTET STRING

ic#4 Extension m 3 > & ff ¢
* AuthorityKeyldentifier 0
DER % %% i i ¢t OCTET
STRING hig

AuthorityKeyldentifier

AuthorityKeyldentifier 3
% H# 7 7 = # Optional e
W = 4 wZ_keyldentifier
authorityCertlssuer £2

authorityCertSerialNumber 4| -

s
(sl

GPKI & # iz 93 PKIX » ¥ #%
* keyldentifier #f > % i
* authorityCertlssuer £

authorityCertSerialNumber ##

>

—\

keyldentifier

keyldentifier # 5 ¢
it 2_Keyldentifier » &

KeylDentifier ~ ¥ % -
OCTET STRING F #L3] i

AF A

Keyldentifier 0z 4 = ;% ix
P PKIX &% > B~ Subject
Public Key 53SHA-1 Hash &
# 5 Keyldentifier 57 OCTET
STRING &

.SubjectKeyldentifier

Subject Key Identifier #% ~ 4§
= » Key ldentifier enz 4 =
;O ik R PKIX 4% > B~
Subject =7 Public Key
SHA-1 Hash & i % Key
Identifier

PIE P E E T
Subject #7i¢ * 14 4 H 8-
;}a

.extnld

B~ (A& P g = en OID
id-ce-subjectKeyldentifier

(2.5.29.14)

189



GPKI

G2 BEA L TP R

.critical & GPKI ¥ > A% 9 " FALSE &
subjectKeyldentifier < z_%_ |DEFAULT VALUE - #7112
non-critical extension » #7127 |DER $a#§ ¢ - U4 = € 4% 4
critical e & 7_§_FALSE [v& H-

.extnValue extnValue 3 42 4] i 2 ¥1>+ subjectKeyldentifier i&

OCTET STRING

#a Extension @ 3 » & Jf i¢ *
Keyldentifier <7 DER 3 #8
% ¢ OCTET STRING =i

.Keyldentifier

KeylDentifier ~ £ 5 -
OCTET STRING 7 #4] fi

Keyldentifier eng 4 = ;% i
P PKIX &% > B~ Subject
Public Key 7 SHA-1 Hash i&
# % Keyldentifier 57 OCTET
STRING &

Named BIT STRING 7%

"
R

.keyUsage Key Usage # * #§ = » 4% |GPKI * i Subject 2% i¢ *
Subject Public Key p ¥t 2. |0 % &4k = B & 4%
Private Key % 4 241 (Dual Key Pairs) & %t > &
SERE fEBmAE o HY
% % % * B # 2 Key Usage
#-¢ 7 digitalSignature’ @ 4c
2% &% 2 Key Usage #-¢
# keyEncipherment 2
dataEncipherment = & * &
.extnld B~ V& PP L e 0ID
id-ce-keyUsage (2.5.29.15)
.critical % GPKI # » keyUsage % z_|;i+ &, d ** TRUE # &_
£_critical extension » #t12  |DEFAULT VALUE » #12
critical =hig % ¥4 _TRUE |DER %05 ¢ » JHHF =7 ¥ 4%
ki
.extnValue extnValue 3544 4] i & ¥+ keyUsage i&fd
OCTET STRING Extension m 3 » & Jf ¢ *
KeyUsage 71 DER a5 i &
# OCTET STRING i
.KeyUsage KeyUsage ~ ¥ % — & FLEBELHKET Y BE

At Named BIT STRING z
digitalSignature (0)i& i Bit
Bemk el FLrEES
v * 5 0 Rt Named
BIT STRING z
keyEncipherment(2) £
dataEncipherment (3)i& = @
Bit #-g 4tk 5 1

.certificatePolicies

Certificate Policies #§ v 1§
oo gedt CA & BT
i % el K

o CAEF ;M BER TR
¥ ¢ GPKI Certificate Policy
z_ OID
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GPKI B % 2 1§ % A ik i P #5520 %

.extnld B R P eh OID

id-ce-certificatePolicies

(2.5.29.32)
.critical AP E AR > A GPKI [ % ¢ 3 FALSE &_

¢ > certificatePolicies # %X ®|DEFAULT VALUE » #712

& non-critical extension » #7 |DER %u#g§ ¥ - M i € A 4

2 critical ehiE & T E_ (E¥. B

FALSE
.extnValue extnValue <H3 423 i & | ¥+ certificatePolicies i&fa

OCTET STRING

Extension m = - & Jf (& *
CertificatePolicies 1 DER %,
s v OCTET STRING

.CertificatePolicies

CertificatePolicies % #L 3]
i £ - B
SEQUENCE
SIZE (1..MAX) OF
PolicyInformation

& GPKI &% " - EE
Certificate ¥ it 7 7 1 B
Policylnformation

.PolicyInformation

Policylnformation & -
SEQUENCE > p 2z
policyldentifier &
policyQualifiers = 4

GPKIl G & ¢ *
policyldentifier #f = > a 7
* policyQualifiers 4 i+

.policyldentifier

policyldentifier 4§ & 7 #d
£_CertPolicyld » @

CertPolicyld » ¥ 5 - B

OBJECT IDENTIFIER 7 #¢

£l
A Bk

5 CA & 3 o 8 PF P78
* iRz % % (Assurance
Level ) # F X L Z REXE
s 2_ GPKI Certificate Policy
OID

.subjectAltName Subject Alternative Name # [ 1 == 5 Optional » % & %
i =0 & GPKIF & 4 | |40 Subject i 5 Emall
B R et |Address 0 & 7 F K
Subject 7 Email Address EmallAddress TG
¢l M‘%w%&”c”’ g ik
.extnld B N A L = en OID
id-ce-subjectAltName
(2.5.29.17)
.critical % GPKI ¥ > subjectAltName|/x &, d ** FALSE &_
3K Z_& non-critical DEFAULT VALUE » #1121
extension » #71 critical (& |DER u#% ® > 2 - € AL 4
% ¥_§_FALSE E¥ -2
.extnValue extnValue <H3 423 i & |$3* subjectAltName & 44
OCTET STRING Extension @ = » & Jf ¢ *
SubjectAltName 7 DER % #5
# % ¢ OCTET STRING
1=
.SubjectAltName SubjectAltName e 42 73] i |GPKI & %
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2&1—*4;1)& }%},L _Fn,h;,\aj

%_GeneralNames
GeneralNames =3 42 4] & 2
SEQUENCE
SIZE (1..MAX) OF
GeneralName

SubjectAltName
GeneralNames ¥ ¢ ¢
GeneralName

z 1B

.GeneralName

GeneralName &#_— B
CHOICE S LA Ak

GPKI & * CHOICE ¥
rfc822Name B R RUE
$* Subject <7 Email Address

.SubjectDirectoryAttributes

Subject Directory Attributes
L 0 * K zék Subject

F G BB TR Y P
g G mrF

Frj B TR

.extnld BN R4 oLy =0 0ID
id-ce-subjectDirectoryAttribu
tes (2.5.29.9)

critical & GPKI ¥ > A% d 3t FALSE &_
subjectDirectoryAttributes 4 |IDEFAULT VALUE - #712
% Z_5 non-critical DER %% ¢ » M HF i g 4% 4
extension » #712 critical (g 9% -
& g_§_FALSE

.extnValue extnValue 3 42 4] i 2 ¥

OCTET STRING

subjectDirectoryAttributes &
#8 Extension @ 3 > & Zf ig *
SubjectDirectoryAttributes £
DER %% i i #* OCTET
STRING i

.SubjectDirectoryAttributes

SubjectDirectoryAttributes
TR A

&W?ég—gﬁﬁ’%i
LR B T AR

SEQUENCE
SIZE (1.MAX)
OF Attribute
.SubjectType Subject £ ] > H type 22 |0 B kT A MR HE

values 4= : Subject =g 5|

type OID id-chtpki-at-subjectType |+ % % Subject Type
(2.16.886.1.100.2.1) Attribute z. OID

.values OID # OID % 1 @ ¥ Subject =
id-chtpki-et-medicalPerson |7 4 P&g: A

(2.16.886.1.100.3.1.7)

.medicalPersonID

FEARLABUAER
4> H type £ values 4=

)4 r,:’, » j;e« i\; N )&%

: Subject S E] = RN A = 53]

PR HEEN A
XX-YYYY H ¢ XX 5 B &
A3 BenEg 275 0 YYYY
RN A = i s b N W 528
(€~ E}’y\r]‘\jf'év\ —'J"%{r“
BAEF TR KA NEH

192




GPKI

)& B2 )& }%} bt ’F

" "szgl

S

oo 2 3Rengig)

4] i . SEQUENCE SIZE
(1..MAX) OF KeyPurposeld

type OID #t & % & Medical Person ID
id-chtpki-at-medicalPersonID |Attribute 2. OID
(2.16.886.1.100.2.57)
.values LFE i E A - % ASN.L Gldc o283 8%
UTF8String #3583 8 » H A123456789 RUNUS AP
F B VA XX-YYYY » 2 ¢ |AL-6789
XX & B & _E/A,\”—“.’q‘: %{m\z? 2
FBoYYYY s R & 2T
Ik 4 75
.extKeyUsage Extended Key Usage #% = ff #"ff =X & F ¥ 4 f l&E D
> zz§* Subject Public Key |Private Key i i * i
A0 ¥t s 2. Private Key e 7k
* i
.extnld B~ V& PP L 0 0ID
id-ce-extKeyUsage
(2.5.29.37)
critical % GPKI # > extKeyUsage % i & ¢ ** TRUE # &_
Z_&_critical extension » #1712 |DEFAULT VALUE > #11u
critical enig % T & TRUE |DER % ¥ > S HF 27 7 4%
ki
.extnValue extnValue 3 #3) fi £ ¥+ extKeyUsage & 48
OCTET STRING Extension @ = » & Jf & *
ExtKeyUsageSyntax -7 DER
S #G s 2t OCTET
STRING g
.ExtKeyUsageSyntax ExtKeyUsageSyntax <4 | AR BHED

ExtKeyUsageSyntax ¢ 7 1

I 2 i KeyPurposeld

.KeyPurposeld

KeyPurposeld =3 3] ik £_
OBJECT IDENTIFIER » ¢* iy
# » OID id-kp-clientAuth
(1.3.6.1.5.5.7.3.2)

id-kp-clientAuth % PKIX
RFC 5280 +#%_% 1 Key

v

Purpose OID » 7= % Extended

Key Usage # v #f = 7f 3K 2.
Key Purpose OID

.KeyPurposeld

KeyPurposeld 3 #2 3] g &_
OBJECT IDENTIFIER » ¢* j&d
# »~ OID
id-kp-emailProtection
(1.3.6.1.5.5.7.3.4)

id-kp-emailProtection %
PKIX RFC 5280 #t%_s 1
Key Purpose OID - ¢t Key
Purpose OID % Optional » #
Subject Alternative Name #%
ol i 2 set Subject
& Email Address p# > B
Extended Key Usage # >« ##
> g ¢ 7 ¢ KeyPurpose
OID

.CRLDistributionPoints

CRL Distribution Points # ~v

S R I
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GPKI

2&1—*4;1)& }%},L _Fn,h;,\aj

FE EpRES A
2. CA = im p IG7E A M 2

AP~ 4p B CRL ehdp 51> B
7 GPKI #7i¢ * 2. CRL

OCTET STRING

CRL s nt Distribution Points ¥ ¢ 3 1
I 2 URL

.extnld B~ R & oty eh OID
id-ce-cRLDistributionPoints
(2.5.29.31)

.critical & GPKI ¢ > AR d > FALSE &_
cRLDistributionPoints 442 |DEFAULT VALUE - #11u
¥_% non-critical extension > |DER %% ® > s 4F € AL H
12 critical eniE 2 T E Wi H
FALSE

.extnValue extnValue 3 42 4] i 2 ¥1+> cRLDistributionPoints

ic#4 Extension m 3 > & Ff ¢
* CRLDistributionPoints
DER %78 ta % ¢+ OCTET
STRING g

.CRLDistributionPoints

CRLDistributionPoints =%
A E - B
SEQUENCE
SIZE (1..MAX) OF
DistributionPoint

i GPKI G f ;P o =
CRLDistributionPoints z 7 1
2 2 # DistributionPoint - 4c
% 7 = i DistributionPoint
o % 1 B % Partitioned CRL
7URL % 2 B 5 Complete
CRL“URL; 4% 2 2 1R
DistributionPoint FF » B %
Complete CRL =7 URL

.DistributionPoint

DistributionPoint 3 —
SEQUENCE > p %
distributionPoint ~ reasons £2
cRLIssuer = #

GPKIlI Gz & i@ *
distributionPoint # i~ > @
i# * reasons ¥7 cRLIssuer i&

RS

distributionPoint

distributionPoint # -3 4L
DistributionPointName »
DistributionPointName # £
% - f CHOICE F#4| & -
v i * fullName st
nameRelativeToCRLIssuer

GPKI {5 % 7 CRL
distributionPoint &_3x *
fullName

fullName

fullName = 4L 4] ik £
GeneralNames =
GeneralNames 1§ #14] i 4
SEQUENCE
SIZE (1..MAX) OF
GeneralName

GPKI & # 7 CRL
distributionPoint = fullName
¥ ¢ ¢ 7z 11 GeneralName

.GeneralName

GeneralName & - &

CHOICE 7. &

GPKI i * CHOICE ¥ &
uniformResourceldentifier: &
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GPKIl 53 % 57 A1 5

AL |

ERR A CA w CRL
*g,,mURL ' X EG CRL %
Partitioned CRL P& » Rt 4
oArze e URL & f 27 3%
CRL z
issuingDistributionPoint #§ v
e eriefteh URL = 2
10 e

.authorityInfoAccess

Authority Info Access # “ 1

GPKI & * pt ¥ v fff i K 3e

[ ?- CAmH 7}‘\_!@/)&’7—“3'« H
‘élCAﬁid* eyt > XV
AREEA P H B R B
T > b4 - OCSP
.extnld Fo~ R & gL P L 260 OID |authorityInfoAccess #_PKIX
id-pe-authorityInfoAccess #7 %_3 ¢ Private Extension
(1.3.6.1.5.5.7.1.1)
.critical & GPKI *# > 2R d » FALSE #_
authoritylnfoAccess & = DEFAULT VALUE » #11
non-critical extension » 712 |DER %af§ ¢ > o 4 = € A% 4
critical e & 7_§_FALSE [v& H-
.extnValue extnValue 3 42 4] i A ¥+>+ authoritylnfoAccess i&

OCTET STRING

#a Extension @ 3 » & ig *
AuthorityInfoAccessSyntax
e DER $a78 i % 2t OCTET
STRING =i

AuthorityInfoAccessSyntax

AuthorityInfoAccessSyntax
SE A A - B
SEQUENCE
SIZE (1..MAX) OF
AccessDescription

& GPKI " » #3157
3 1 1% calssuers izfd
AccessDescription > I ¥
B b P H B
AccessDescription» |4 ocsp
AccessDescription

AF

. AccessDescription

AccessDescription % —
SEQUENCE > p 3
accessMethod &2
accessLocation =

PHAF R EEERY I
2~ 1F Issuing CA ~ £ 15 3%
% P}é] CA &% m,}‘ﬁryl

.accessMethod

accessMethod 1§ i+ e #2 A]
iy #_OBJECT
IDENTIFIER» 2 & » OID

id-ad-calssuers
(1.3.6.1.5.5.7.48.2)

id-ad-calssuers = PKIX RFC
5280 *+ %_% 1 accessMethod

.accessLocation

accessLocation f§ =3 L
A A5 ¥_GeneralName > @
GeneralName ~ £ § -
CHOICE F #*4] f& » GPKI
i## * CHOICE ¥ ¢

P URLApwe - e 3 H
CA % % % lssuing CA R
TREDOF O AR O
;Z_PKCS#7 5z e 71 ;
URL» ¥ & - Bdge
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GPKI G2 B3 o P 54 215

S

uniformResourceldentifier - [LDAP ¢ CAEntry =»

AR - B crossCertificatePair Attribute
calssuers 71 URL e URL 4 nt

.accessMethod accessMethod t§ % 2 4] |id-ad-ocsp &= PKIX RFC
it ¥_OBJECT 5280 #1 %_% ¢+ accessMethod
IDENTIFIER > p* &g ~ OID
id-ad-ocsp
(1.3.6.1.5.5.7.48.1)

.accessLocation accessLocation f = h 34t |4 URL4qw - @& EE

7] i %_GeneralName » @ [}k @& & 38 PR7%(OCSP) = PR
GeneralName ~ £ § - B %1 URL eyt > o+ OCSP &
CHOICE F# 4l f& » GPKIl [JRE v e - M BT & F
#* CHOICE ¢ ¢ 2

uniformResourceldentifier »
T gt ff P se§t - B OCSP
PR %7 URL

=
=

1.3.21 To-Be-Signed # /R * B HH N

B E LSRN () 2 sl i PIRE T S S L F R
HEE a0 s R okt SAMF R IR R DRI il ~

KU PANES DAL 3 I
(1) SSL #f PR & * # %8I8 3%

A5 s M () FoRRE i 2 F 3 84 erE & S SSL( & TLS)

Server » bl4rE 4 SSL # it e HTTP Server % o
(2 & B PR G E

B d s s () sl s S F R ond § anoR T g2

PRI IR E 0 Ao K3k B > s PRFR 0 Server X o

(3) R BIRI " HhY -

BB L Sl () sUirE s & F R R prE B e R R
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GPKI & 7% * 1 78 A b i1

BEEARIE ]

B (Timestamp Server) °

1.3.21.1 To-Be-Signed SSL # &R & * I IGF 123"

i

r %

w

version

v3(2)

GPKIl & #2582 * X.509 V3
BERN (LR V3miEE 2
m A 7\}\3)

serialNumber

& 7 5 55 ( Certificate Serial
Number )

GPKI 7 SSL #g B PR * 4
BFEATR Y 2. BES LA -
BiSES BT > AR A
4 2 ( Cryptographically Secure
Pseudorandom Number
Generator » CSPRNG ) #1 4 #
2. £ & 5 16 Bytes ehit £

# > 1345 DER %78 $f & B
¢ * 112’s Compliment 7] >
FULRELT G E g A
0x00- @ & 116 Bytes it £
#cg v ik 17 Bytes 9%
R

signature CA B TY 2 §RWE 2 W e & & oh
z_ Algorithmldentifier SIGNED & # 2
algorithmldentifier {§ & 4p I¢
.algorithm AT ERFEZOID |EFFE 22 OID GPKI p
Z2_- WY T ERIFE
shalWithRSAEncryption  |shalWithRSAEncryption ~
(1.2.840.113549.1.1.5) ~ sha256WithRSAEnNcryption
sha256WithRSAEnNcryption
(1.2.840.113549.1.1.11)
.parameters NULL GPKI ¢ * chE 275272 3
£ parameters: iz 2 parameters
23 NULL » % 7 7§ %
NULL 2. DER %# = 0x0500
issuer G vE ﬁ’;\i(CAw X.500/CA # £ 7 DN(#-d CA 2 ¢
Name B b e )
(& PKIX 2> #75 ASN.1
DirectoryString ~ & %% - &
g * UTF-8 % )
validity Gk PR BRI EA s |REDE RARGHEITK A
P Y T
.notBefore B R o PFR |k PKIX 32 2049/12/31

(GMT ) At EFE2 oG

23:59:59 (5 ) 2 % @& *

R

UTCTIme FLAI AR - F2 53N A
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GPKI 6 3 % 15 b i 134 314

YYMMDDHHMMSSZ >
2050/01/01 00:00:00 ( z ) 2
g > # * GeneralizedTime F
A RS
YYYYMMDDHHMMSSZ - 12
P AR TR SS G
00~ 2+ gug »dmdfsinZ
#.7 GMT pFERF 2 2 7 7§ uk

.notAfter

A RARR IR
(GMT> A2 180G

i PKIX % % 2049/12/31
23:59:59 (7 ) 2w it *
UTCTime T4 i > #2355 5
YYMMDDHHMMSSZ » %
2050/01/01 00:00:00 ( z ) =
t¢ » ¢ * GeneralizedTime 7
FAE 0 RS
YYYYMMDDHHMMSSZ - 12
FAfERe Y Tk £ 8 SS 5
00 % # ¥ 4wk > @ kisehZ
. GMT B2 2 7 74 1%

subject

57 % % % (Subject) 2
X.500 Name

ok AR B () & Fo

¥~ % 2 ServerAP - p|H

X.509 Name & ;% 4 F

C=TW

L=Fpk7 ZH(FHLF F

@ )

L=F%487 % ZF(FHLHF
B B E R

O=# B (1) 7% T 2L

OU= 5 4 B () 24 B 1= i
CLF(FREFE Ty
7 %)

CN= #pR B iiage st 2 4l
(Domain Name ) ¥ .3 g% /= 4t
(1P Address )

serialNumber= /8 & # #

BTt B G A -

JeSE L AL L T

TR IR )

Yo% —l?jlﬁ ¥ 4 ¥ 2 Server
AP > plH X 509 Name & ;% 4
- o

;?fi # 1 :77X.500 Name (727
/F;?fi #4 1£.18 7 -77Subject

Name)
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CN= /7 fR B e 4% 2 7;;’_
(Domain Name ) £\ . g2 = 4t
(IP Address )

serialNumber= #7/k & * #

f?’rﬂ B N BE(# A -

AL REE P h T
—"’/7’7"7/‘3‘355,/@ * poA)

(& PKIX 2% > #73 ASN.1
DirectoryString < F % f5 - &
i * UTF-8 %8 )

subjectPublicKeylnfo

& 7 3 48 Public Key Info|zz

g‘ Subject =7 Public Key #f
w2 Public Key g

.algorithm < % subjectPublicKey #f %
11 Algorithmldentifier
.algorithm OID rsaEncryption Public Key #g %]z OID » GPKI
(1.2.840.113549.1.1.1) P+ 5 @& * rsaEncryption 2
Public Key
.parameters NULL rsaEncryption ;i & ;* 82 28 2 3

& parameters’ & 2 parameters
& Jp b NULL » 2 7 4k »
NULL 2. DER # = 0x0500

.subjectPublicKey

BIT STRING - ¢+ BIT
STRING p 7 Subject
Public Key #7 DER % &

GPKI p # 7 # * RSA Public
Key » #rr2 ¢t BIT STRING &2
AP F LT TR

DER %45 :
RSAPublicKey ::= SEQUENCE {
modulus INTEGER,

publicExponent INTEGER }

extrensions

SEQUENCE OF Extensions

MNE G- BB 5
o e (2 B
i_‘c\:J E’J”"'E“f\ beq‘ﬁgu—r
ﬁjlllﬁ]&},):

.authorityKeyldentifier

Authority Key Identifier 3%
“L i 0 Key Identifier s
4 2 ViR pe PKIX 58 > B
Issuing CA =7Public Key &
SHA-1 Hash & # 5 Key
Identifier

P L ehp s E 4R CA
FREFAGERY D4

EVR— s 5 100 & CA
b H AL IRBERELER

p/(l% ks CA mvf&" 5E CA i&‘a

Ktk BE

.extnld

o~ A QPR CLE en
OID
id-ce-authorityKeyldentifier
(2.5.29.35)

.critical

& GPKI ® >
authorityKeyldentifier & z_

%_non-critical extension s #1

739 * FALSE ¥ DEFAULT
VALUE » #71Z DER %5 ¢ >
gAY A
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AL |

=

r4 critical enig % 7 F_
FALSE

.extnValue

extnValue 3542 3] & 2
OCTET STRING

¥+t authorityKeyldentifier iz
#8 Extension @ % > & ZE @ *
AuthorityKeyldentifier 5> DER
kB s ¢ OCTET STRING

e

AuthorityKeyldentifier

AuthorityKeyldentifier e
#4773 = B Optional

S E) i AP
keyldentifier ~
authorityCertlssuer £
authorityCertSeriaNumber

-

GPKI & 7 i 95 PKIX> 5 4% *
keyldentifier #f == > @ % & *
authorityCertlssuer £

authorityCertSerialNumber 4#

f“"

keyldentifier

keyldentifier # = % 4L 4]
it 2_Keyldentifier » &
KeylDentifier ~ ¥ % - &
OCTET STRING F #L3] i

Keyldentifier eng 2 = ;% i &
PKIX & # > B~ Subject
Public Key 7 SHA-1 Hash &
# % Keyldentifier 7 OCTET
STRING &

.SubjectKeyldentifier

Subject Key Identifier # v
W > Key Identifier s 4 4
> Vi B PKIX £ % > B~
Subject =7 Public Key =n
SHA-1 Hash & # 5 Key
Identifier

P A SR eh P chE R T
Subject #7i¢ * 4 4 E IR
;I"u

.extnld Bor A P en
OID
id-ce-subjectKeyldentifier
(2.5.29.14)

.critical & GPKI *# > 71 % d »* FALSE ¥_DEFAULT
subjectKeyldentifier & z_&_[VALUE > #7172 DER % #5% ¥ >
non-critical extension » #7114 |p* #f = & 4% 4 vé 44
critical = i& % 7_&_FALSE

extnValue extnValue sH3 4434 & £ |$% subjectKeyldentifier iz &

OCTET STRING

Extension m % > & Jf i *
Keyldentifier 77 DER %78 i
% OCTET STRING =hig

.Keyldentifier

KeylDentifier ~ & 5 - B
OCTET STRING F#L3] i

Keyldentifier eng 2 = ;% ik B
PKIX ##& > B~ Subject e
Public Key &7 SHA-1 Hash &
# % Keyldentifier 7 OCTET
STRING &

.keyUsage

Key Usage # o = » s §
Subject Public Key #p ¥+ /&
Z_ Private Key % £ '3

SSL/TLS Server & 7% s & 4%
VOLIT L BB —ﬁ— £ e
B¢ o v Key Usage #-
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GPKI] 2& B2 )& }%\|L _;u 7]:)‘:{"\4 e.J

¢ 7 Digital Signature ~
keyEncipherment * i

.extnld B~ R P AR e
OID id-ce-keyUsage
(2.5.29.15)
critical % GPKI # -keyUsage % #|;x % ¢ ** TRUE % &_
+&_critical extension » #r12 |DEFAULT VALUE > #7112 DER
critical (& & T H_TRUE | @ » L 4f =7 ¥ 4L % 2 4L
.extnValue extnValue 73 44 fs & ¥+ keyUsage iz-#& Extension
OCTET STRING m 3 0 &R+ KeyUsage 9
DER %4 s ¢ OCTET
STRING eig
.KeyUsage KeyUsage & ¥ % — 1B SSL/TLS Server & 3 s & 4%

Named BIT STRING # s

A 7
EY R

FIRREEET BRI H Y
# > ] Named BIT STRING
z_ digitalSignature (0) %
keyEncipherment(2):z+ # bit
BegHE s 1o

.certificatePolicies

Certificate Policies # v ﬁ}“
i) ci\ CA &% g%
% g IR

B~ CAEH B EMTiRY
7| GPKI Certificate Policy 2.
OID 12 2 CA/Browser Forum
T_% 2. Certificate Policy OID

.extnld

RPN BT BN =z
OID id-ce-certificatePolicies
(2.5.29.32)

.critical

14 F AR & GPKI
# » certificatePolicies 4 %
%_% non-critical
extension » #712 critical 7
g % T_§_FALSE

AR 4 * FALSE ¥_DEFAULT
VALUE - #7121 DER %4 ® >
PEAF AL

.extnValue

extnValue =g A2 4) & £
OCTET STRING

¥+ certificatePolicies iz &
Extension m 5 > & Jf i *
CertificatePolicies -7 DER ¥
7B s ¢ OCTET STRING

N
1B

.CertificatePolicies

CertificatePolicies s L 3] | &
i - B
SEQUENCE
SIZE (1..MAX) OF
Policylnformation

GPKI /5% ¥ » SSL Server
,& \:—'E-E E P 2 l[&
Policylnformation

.PolicyInformation

Policylnformation % -
SEQUENCE > p 2
policyldentifier &
policyQualifiers = 4

GPKIl Gz & ¢ *
policyldentifier #f = > @ 7 i@
* policyQualifiers # i

.policyldentifier

policyldentifier 4§ = st

1995 CA & & 2 BEP T8 ™
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7] & €_CertPolicyld »
CertPolicyld ~ & 5 - i
OBJECT IDENTIFIER F #

AN 7x
= A&

gz % % (Assurance
Level ) # F X £ 3% R 5 &
2_ GPKI Certificate Policy
OID

.Policylnformation

Policylnformation % -
SEQUENCE > p 2
policyldentifier &2
policyQualifiers = 4

GPKI gz ¥ @ *
policyldentifier 4 i~ > @ 7 i#
* policyQualifiers ## i

.policyldentifier

policyldentifier #§ % 7 #2
4] f& €_CertPolicyld »
CertPolicyld ~ ¥ % —
OBJECT IDENTIFIER 7 #2

A 5
EYIEY

iz 5 CA/Browser Forum s &7
Wiz RToE R AZERE
% W) 2. CA/Browser Forum z_
# =9 Certificate Policy OID

it %_GeneralNames @

GeneralNames % #L4] ik

)3
=k

SEQUENCE
SIZE (1..MAX) OF
GeneralName

.subjectAltName Subject Alternative Name #% |+ # = 5 Required
“L i > % GPKI Server AP
BFEP o P AN lekr
Subject chz o & it L
#-(Fully Qualified Domain
Name) g% 4 g2 = 3+ (IP
Address)
.extnld PN BN fud=x
OID id-ce-subjectAltName
(2.5.29.17)
.critical & GPKI ¢ > 1% d > FALSE #_DEFAULT
subjectAltName # % % % |VALUE » #712 DER %f8 # >
non-critical extension » #7 14 |4t i § 4% % v& 4
critical =i % 7_&_FALSE
.extnValue extnValue 7342 4] fs & | ¥+ subjectAltName iz &
OCTET STRING Extension m 5 - & Jf i *
SubjectAltName 7 DER %%
# 5 ¢ OCTET STRING g
.SubjectAltName SubjectAltName 7§ #L3] |GPKI & 3 7 SubjectAltName

1 GeneralNames * ¢ ¢ 7 1
i GeneralName

.GeneralName

GeneralName & - &
CHOICE F# Al fe ¥ E *
dNSName & iPAddress =

3

GPKI :£ * CHOICE *
dNSName & iPAddress #g 3] »
ToiRPp B A ALY e
143% SSL/TLS Server =1 Fully
Qualified Domain Name & IP
address

.SsubjectDirectoryAttributes

Subject Directory Attributes

7 GBI Y DRI
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Subject # 3 T AL

TEX RN

.extnld

RPN B BN =z
OID
id-ce-subjectDirectoryAttrib
utes (2.5.29.9)

.critical

& GPKI ¢ >
subjectDirectoryAttributes
#.3K 5 non-critical
extension » #712 critical =»
< ¥_¥_FALSE

i1 & ¢ ** FALSE ¥_DEFAULT
VALUE > #7121 DER %% ® >
R LR S SRS

.extnValue

extnValue sH3 4L 4 Ak £
OCTET STRING

¥
subjectDirectoryAttributes iz
#8 Extension @ % > &R *
SubjectDirectoryAttributes =~
DER %% i & ¢+ OCTET
STRING i

.SubjectDirectoryAttributes

SubjectDirectoryAttributes
ST L
SEQUENCE
SIZE (1..MAX)
OF Attribute

BT e - B R SSL
P S G T
AR

OCTET STRING

subjectType Subject £ B 1+ - H type B B K ® A EHE
22 values 4T Subject 5g |
type OID #t 5 & Subject Type
id-chtpki-at-subjectType Attribute z_ OID
(2.16.886.1.100.2.1)
values OID 2 OID # 77 & # Subject 4
id-chtpki-et-applicationProc || % Server AP
ess (2.16.886.1.100.3.3.1)
.extKeyUsage Extended Key Usage #% v |- f§ = % & SSL Server & &%

1§ = > s=4" Subject Public |« Private Key i # * i
Key #p ¥4 & 2. Private Key
TR i

.extnld RN N T
OID id-ce-extKeyUsage
(2.5.29.37)

.critical L7 AR kszkulp ;13 d 3 TRUE 7 2
&7 hfF 7Rt ik Extended| DEFAULT VALUE » #712 DER
Key Usage 3% _&_critical |%#% 7 » st 4 27 ¥ 48 4 o2 H
extension > #712 critical =
® < % % TRUE

.extnValue extnValue h7 #14] fi £ |# extKeyUsage i&48

Extension m % > & Jf i *
ExtKeyUsageSyntax 7 DER
7 s ¢ OCTET STRING £
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AL |

e
N

.ExtKeyUsageSyntax

ExtKeyUsageSyntax 3 5
3] i % SEQUENCE SIZE
(1..MAX) OF KeyPurposeld

SSL Server & 7% &0
ExtKeyUsageSyntax ¢ ¢ z 2
# KeyPurposeld

.KeyPurposeld

KeyPurposeld 3 # 4] i
&_OBJECT IDENTIFIER >
# RJE ~ OID
id-kp-serverAuth
(1.3.6.1.5.5.7.3.1)

id-kp-serverAuth % PKIX
RFC 5280 #7 z_% =1 Key
Purpose OID

.KeyPurposeld

KeyPurposeld 3 4 4] i
&_OBJECT IDENTIFIER >
# RJE ~ OID
id-kp-clientAuth
(1.3.6.1.5.5.7.3.2)

id-kp-clientAuth % PKIX RFC
5280 1 %_% ¢ Key Purpose
OID

.CRLDistributionPoints

CRL Distribution Points #
u%&“'“’ c?#’? AR
Z2. CA 2w M5 E40

2_ CRL s nt

I b B S Y
WP~ 18 4p B CRL sy 51 > B
@ GPKI #1i# * 2. CRL
Distribution Points ¥ ¢ 2 1 %
2 % URL

.extnld o A LU en
OID
id-ce-cRLDistributionPoints
(2.5.29.31)
.critical & GPKI ¢ > 1% d > FALSE #_DEFAULT
cRLDistributionPoints 4# % |VALUE > #7127 DER %% #
T_% non-critical PR g A g A
extension » #7112 critical =»
e & 7_H¥_FALSE
.extnValue extnValue 735424 i & |$+** cRLDistributionPoints i&

OCTET STRING

#8 Extension @ 3 > &R *
CRLDistributionPoints = DER
SkE s OCTET STRING

R

.CRLDistributionPoints

CRLDistributionPoints 3% | #
A E - B
SEQUENCE
SIZE (1..MAX) OF
DistributionPoint

A GPKI Gz Y » =
CRLDistributionPoints z 5 1
3 2 i DistributionPointe 4 %
7 & 1 DistributionPoint % >
% 1 B % Partitioned CRL
URL> % 2 # 5 Complete CRL
FURL: 4r% 5 5 1 1
DistributionPoint F# » R %
Complete CRL 7 URL

.DistributionPoint

DistributionPoint : -
SEQUENCE > p 3
distributionPoint ~ reasons

GPKIl &z 7 & *
distributionPoint f§ i~ > @ % i
* reasons £2 cRLIssuer iz = B
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AL |

22 cRLIssuer =

T

distributionPoint

distributionPoint 4 > %
LA R A
DistributionPointName »
DistributionPointName * ¥
% — 1 CHOICE 7 #4l

i > ¥ E * fullName &
nameRelativeToCRLIssuer

GPKI & #% e CRL
distributionPoint &_3x *
fullName

fullName

fullName =73 42 3] & 8
GeneralNames m
GeneralNames % #13] f
A
SEQUENCE
SIZE (1..MAX) OF
GeneralName

GPKI & #% 7 CRL
distributionPoint =7 fullName
F ¢ ¢ z 1 i GeneralName

.GeneralName

GeneralName &_—- B
CHOICE ¥

N1
it Y

GPKI :£ * CHOICE *¢
uniformResourceIdentifier » T
Gt ¢ e CA =i CRL
;}g,mURL v BB CRL =
Partitioned CRL F# » Bt 4§ i
“rref e URL & Jf 2237 CRL
2_ issuingDistributionPoint %
ff P ofrie e URL = 2

.authorityInfoAccess

Authority Info Access # >
I

18 Fe

GPKI & #* ”‘:}%fuﬁ?i*‘*“*§“
CA = wﬁ*sﬂ&}s;{ﬁp@
CA’& gy o T VARG &
e b H B R B-F M B
v . OCSP

.extnld o~ A P L e authoritylnfoAccess € PKIX
OoID #1F_3 ¢ Private Extension
id-pe-authorityInfoAccess
(1.3.6.1.5.5.7.1.1)

.critical & GPKI ¢ > 1% d > FALSE #_DEFAULT
authoritylnfoAccess & =  |VALUE » #7172 DER %% 7 >
non-critical extension » #7114 | ¢ i & AL 4 v 4
critical & % #_¥_FALSE

.extnValue extnValue 7342 4] fs & |$+* authoritylnfoAccess &8

OCTET STRING

Extension m % > & JE & *
AuthorityInfoAccessSyntax £
DER % %5 i 5 ¢t OCTET
STRING ig

AuthorityInfoAccessSyntax

AuthorityInfoAccessSyntax |
mF‘ ‘f"q' Hi{— [IF3
SEQUENCE

4 GPKI gz ¥ » -3 "
1 i calssuers izf&
AccessDescription > # ¥

# 7

w3
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AL |

SIZE (1..MAX) OF
AccessDescription

B4 P H B KD
AccessDescription » )4 ocsp
AccessDescription

. AccessDescription

AccessDescription 3 -
SEQUENCE > p 3
accessMethod &2
accessLocation = ##

B REEERY I
P2~ Issuing CA + ¥ 153
2 1k CA gy 5]

.accessMethod

accessMethod 1§ i i3 L
7| & ¥_OBJECT
IDENTIFIER » p* ez »
OID id-ad-calssuers
(1.3.6.1.5.5.7.48.2)

id-ad-calssuers = PKIX RFC
5280 #1 %_& 1 accessMethod

.accessLocation

accessLocation f iz e F
A i ¥_GeneralName > =
GeneralName & £ § -
CHOICE Al & GPKI
i## * CHOICE # =
uniformResourceIdentifier
AR R -

calssuers 7 URL

2 URL4pe - e g 2
CA & % % Issuing CA m‘i ]
AT R S E A

PKCS#7 &3 ® 7] ; ¢ URL
4 1A~ fFip e LDAP ¢
CAEntry

crossCertificatePair Attribute
1 URL 3 4+

.accessMethod

accessMethod t§ i % L
4] & £ OBJECT
IDENTIFIER > p* o2 »
OID id-ad-ocsp
(1.3.6.1.5.5.7.48.1)

id-ad-ocsp » PKIX RFC 5280
s F_3& ¢ accessMethod

.accessLocation

accessLocation #§ i3 L
4| i5 ¥_GeneralName > @
GeneralName # £ g - i
CHOICE F#13] f& » GPKI
i## * CHOICE # =
uniformResourceIdentifier
) l' x.L L*&B ¢ 2z ?

OCSP PR30 URL

# URL 4o — 1B 4R G 31
ik % 39 PR43(OCSP) 5 JR B 51
URL 44>~ OCSP IR % it
HENGHEREF R

1.3.21.2 To-Be-Signed & B #F #RE* HHWIEEE N

i

P %

i

version

v3(2)

GPKI Gz =54 #8 * X.509 V3
B 7 R 5N (A% V3hia & 2
m A E.3)

serialNumber

& ¥ B 55 ( Certificate Serial
Number)

GPKI » #7i¢ * 2_ 1% K 5.4
- BE£ R % 16 Bytes et #F

#c o 1245 DER S $41 #icrr
& * ¢12°s Compliment 27| »
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S

H

FLERBET i € o m AL
0x00 - @ i 716 Bytes it £*
#cg v ik 17 Bytes eh3
B

signature CABEHE* 2 R IFE 2| p ek
z_ Algorithmldentifier SIGNED & # 2
algorithmldentifier 4§ i 4p I¢
algorithm 7 ;; T ERFE I OID |§FiFH 22 OID > GPKI B
2 - WERRF T ERIFEE
shalWithRSAEncryption shalWithRSAEncryption ~
(1.2.840.113549.1.1.5) ~ sha256WithRSAENcryption
sha256WithRSAENcryption
(1.2.840.113549.1.1.11)
.parameters NULL GPKI # * g %527 3
& parameters it 2 parameters
&+ NULL > 2 7 4k »
NULL 2. DER %¢#5% 5 0x0500
issuer BB F Jﬁ (CA) 2 X.500/CA # £ 7 DN(#-d CA 2 ¢
Name R 3T T 2)
(& PKIX %> #r5 ASN.1
DirectoryString ~ 5 %4 - &
& * UTF-8 %75 )
validity B R AREA T |BERDE RREGHEIIKD
P R T
.notBefore B R R PR |k PKIX 2 2 % 2049/12/31
(GMT)» ot P2 15 |23:59:59 (5 ) z i
o d UTCTime T4 4] i > #2355 5
YYMMDDHHMMSSZ » #
2050/01/01 00:00:00 ( 7z ) =
s > # * GeneralizedTime ¥
AR 0 R 5
YYYYMMDDHHMMSSZ - 11
A faR Y TR 5SS &
00+ 2 ¥ 4k » @ htsenZ
457 GMT 2 % 7 /4%
.NotAfter 1§ A TRtk R R |k PKIX 2 %% 2049/12/31

(GMT)» At R 2 150G

R

23:59:59 (7 ) 2w i¢ *
UTCTime ¥4 314 » £35° 5
YYMMDDHHMMSSZ »
2050/01/01 00:00:00 ( & ) 2
s » & * GeneralizedTime ¥
A o RS
YYYYMMDDHHMMSSZ - 12
S+ A fES Y i §y 8 SS 5
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004 27 %t > @ kisenZ
257 GMT PERF S 2 7 1%

subject &% % & ¥ % (Subject) 2 |4r % LM (1) & 5o
X.500 Name H 2% 2 ServerAP > p|H
X.509 Name & ;% 4 F
C=TWwW

L=Fpk7 ZH(FHLFE F
AR )

L=#5487 & 7 fL(E# /2
[ B #3023 R
O=H (1) 772 T 2 H

OU= %t 5 #5 B (1£) 2° B 15772
CLF(FREFE Ty
i )

CN= /R FE [ * #ckd 77 2 L
(Fae £ fRE* iz 7 <
)

serialNumber= 778 Z & # g
4 i B gf( ANV AN
et LALEC R A F T
PR F )

hod L FF S E 2 Server

AP > plH X 509 Name % ;% 4
LY

;fi # 1£577X.500 Name (4 7
FF gfi 5 1£.16 72 <77 Subject
Name)

CN= /R Efo * Jehy 72 2 FL
(Fav LR IRE T gz 7
£ )

serialNumber= 7#7/k Z /& # #c
BT B R FE(F R A -
ekt DAL A T
IR IR BB g HY)

(& PKIX 2> #75 ASN.1
DirectoryString ~ F % - =
% UTF-8 %45 )

subjectPublicKeyInfo /& 3 2 48 <1 Public Key Info|zz §* Subject 7 Public Key #f
L] 2 Public Key erig

.algorithm % % subjectPublicKey #g |
e Algorithmldentifier
.algorithm OID rsaEncryption Public Key #g %] 2. OID » GPKI
(1.2.840.113549.1.1.1) P Eoig rsaEncryption 2z
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AL |

Public Key

.parameters

NULL

rsaEncryption ;& & i 8258 7 3
& parameters- & 2 parameters
2 F 2 NULL » # 7 % % »
NULL 2. DER %#% = 0x0500

.SubjectPublicKey

BIT STRING > ¢ BIT
STRING p 7 Subject
Public Key =7 DER % &

GPKI p # & % * RSA Public
Key » #1112t BIT STRING
AR F T F A e
DER %:%5 -

RSAPublicKey ::= SEQUENCE {

modulus INTEGER,
publicExponent INTEGER }

extrensions

SEQUENCE OF Extensions

PER- PR S T
Tﬂ%w*&“r“ﬁwﬁ(“?%i

e AR T R AR
ﬁ@ﬁ)i

.authorityKeyldentifier

Authority Key Identifier 4%
s > Key ldentifier 72
4 3 Vi e PKIX 428 5 B
Issuing CA =7Public Key £
SHA-1 Hash & # 5 Key
Identifier

S A mp SR 7 CA
AV Fo > 1 B CA { #
$%£ I N1 73]3:5'1 L:«’?)@

%18 % CA ewhi—- 3k CA & HF

Ktk B

.extnld ISR N =t
OID
id-ce-authorityKeyldentifier
(2.5.29.35)
.critical & GPKI ¢ > 1% d *> FALSE ¥_DEFAULT
authorityKeyldentifier ¢ z_[VALUE > #7112 DER % #5% ¢ >
H_non-critical extension > #7| st 4§ i € 4% 4 v& H-
2 critical e iE & T_J_
FALSE
.extnValue extnValue 735424 fs & ¥+ authorityKeyldentifier iz

OCTET STRING

#& Extension @ 3 > & R *
AuthorityKeyldentifier 2 DER
kB s ¢ OCTET STRING

I

AuthorityKeyldentifier

AuthorityKeyldentifier 3
% # 7 7 = # Optional
SOl o A u| R
keyldentifier ~
authorityCertlssuer £
authorityCertSerialNumber

i

GPKI & # i& 93 PKIX> 7 3% #
keyldentifier # = > @ 7 & *
authorityCertlssuer £

authorityCertSerialNumber

i

.keyldentifier

keyldentifier # & % 4L 4]
it ¥_Keyldentifier » @

KeylDentifier & ¥ % -

Keyldentifier eng 4 = ;3\ & Bg
PKIX & & > B~ Subject
Public Key 7 SHA-1 Hash &
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S

H

OCTET STRING 7 #4] i

# % Keyldentifier 57 OCTET
STRING &

.SubjectKeyldentifier

Subject Key Identifier #§ v
# = Key ldentifier s & 4
ViR PKIX &% 5 B~
Subject =7 Public Key =n
SHA-1 Hash & # 5 Key
Identifier

P AR e P E T
Subject #7i¢ * 4 4 F -
;}’U

.extnld RPN S . 0% dai=r
OID
id-ce-subjectKeyldentifier
(2.5.29.14)

.critical & GPKI # > 1 & 4 3> FALSE ¥_DEFAULT
subjectKeyldentifier & z_&_[VALUE > #7112 DER % #5% ¥ >
non-critical extension » #7124 [J* 4§ i & 4t 4 o H-
critical =i % 7_&¥_FALSE

.extnValue extnValue 73 4] fs £ |$3% subjectKeyldentifier iz &

OCTET STRING

Extension m % > & Jf i *
Keyldentifier 77 DER 4 #8 i
% 1 OCTET STRING sig

.Keyldentifier

KeylDentifier &~ £ % - i
OCTET STRING 7 #L4] i

Keyldentifier s # = ;% iz B
PKIX & > B~ Subject
Public Key #7 SHA-1 Hash &
% Keyldentifier ¢ OCTET
STRING &

.keyUsage

Key Usage # = 1§ i » 7 ¢
Subject Public Key #p ¥ /&
Z_ Private Key 3% i *24

¥ i% Server AP 2_ F f3x * H
% ¥+ (Single Key Pair) & g
% 4%t (Dual Key Pairs) %
PooF & H & 44 P13% Subject
TR H P R ARG B F
2 fEp Lt - ¥ v Key
Usage # 7 digitalSignature -
keyEncipherment £
dataEncipherment = & * i& ;
F 5 B & ¥ P)3% Subject i
RODEFHEBL L ERTE 4
fampa it HY B3 5w
Key Usage #-¢ 3
digitalSignature » @ 4¢ 2 % 1§
7 2. Key Usage #-# 7
keyEncipherment £
dataEncipherment = & * i&

.extnld

o~ A PR CLE en
OID id-ce-keyUsage
(2.5.29.15)
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AL |

critical % GPKI # -keyUsage % z |+ & ¢ ** TRUE % &_
£_critical extension » #t12 |DEFAULT VALUE > #7127 DER
critical (& % T H_TRUE |45 @ » 4 =7 ¥ 4L % 2 4L
.extnValue extnValue 3 4L 4] i £ |$+*+ keyUsage i&-#a Extension
OCTET STRING m 3 o0 2R * KeyUsage =1
DER a8 w5 ¢+ OCTET
STRING #ig
.KeyUsage KeyUsage & & % — B % Server AP 2_3x %+ H & 44

Named BIT STRING # i

Al JE
EYIEY

(Single Key Pair) > f] #* Named
BIT STRING z
digitalSignature (0) -
keyEncipherment(2) £
dataEncipherment (3):&= &
Bit g1 48K 5 1o

F Server AP z_#x % B & ¥
(Dual Key Pair) >
LRELSERER Y GE A
Named BIT STRING z_
digitalSignature (0):& T Bit #-
g*ﬁ‘r}: =15 ? L)§PE—F" e @
* B % 0 Bt Named BIT
STRING z
keyEncipherment(2)
dataEncipherment (3)i& = &
Bit #-¢ 4k 5 1

.certificatePolicies

Certificate Policies # v 1
2 ;k CA E#F M EHEAT
e % m’& 5 T

o~ CAE# IR TRy
11 GPKI Certificate Policy 2.
OID

.extnld

RN ES
OID id-ce-certificatePolicies
(2.5.29.32)

.critical

AP E A=A 0 A GPKI
# » certificatePolicies 4 %
Z_% hon-critical
extension » #112 critical 7
g % T_§_FALSE

AR 4 * FALSE ¥_DEFAULT
VALUE - #7121 DER % ® >
PEAF AL

.extnValue

extnValue =g A2 4] i £
OCTET STRING

¥+ certificatePolicies iz &
Extension @ 3 > & Jf i *
CertificatePolicies 77 DER %
7 s ¢ OCTET STRING e

s
12

.CertificatePolicies

CertificatePolicies s #L 3] | &
L
SEQUENCE

SIZE (1..MAX) OF

GPKI &% ® » EE
Certificate " it 2 7 1
PolicyInformation
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AL |

PolicyInformation

.Policylnformation

Policylnformation % -
SEQUENCE > p 3
policyldentifier ¥
policyQualifiers = ##

GPKl gz# & i *
policyldentifier #f =~ > @ 7 @
* policyQualifiers # -

.policyldentifier

policyldentifier #§ % 7 42
A i %_CertPolicyld » &
CertPolicyld ~ ¥ % - B

OBJECT IDENTIFIER % s#t|2

195 CA & 3 2t G P fr i
%7 & % (Assurance
Level ) # F A L Z RE X &
GPKI Certificate Policy

it %_GeneralNames @

GeneralNames % #L4] ik

)3
=k

SEQUENCE
SIZE (1..MAX) OF
GeneralName

) i oID
.SubjectAltName Subject Alternative Name #§ | #* 1§ = = Optional » & Server
o 0 & GPKI Server AP|AP ;23 URL » B & 45 o 4§ -
R AN S-SR ¥ - 2 - R
Subject 57 URL =4+
.extnld B~ & PP oA e
OID id-ce-subjectAltName
(2.5.29.17)
.critical & GPKI ¢ > ;1% d 3> FALSE ¥_DEFAULT
subjectAltName # % % % |VALUE » #7127 DER %f% # >
non-critical extension » #7124 [J* 4§ i & 4t 4 v H-
critical =i < 7_&¥_FALSE
.extnValue extnValue 73 4L 4] fi & ¥+ subjectAltName iz &
OCTET STRING Extension m 3 » & Jf & *
SubjectAltName 7 DER % %5
s ¢t OCTET STRING #iE
.SubjectAltName SubjectAltName 7§ #L 3] |GPKI & 3 5 SubjectAltName

1 GeneralNames * ¢ ¢ 7 1
i GeneralName

.GeneralName

GeneralName &_—- B
CHOICE T #7] i&

GPKI i * CHOICE *? ¢
uniformResourceldentifier »
B ¢ se 2% Server AP 1

URL
.subjectDirectoryAttributes Subject Directory Attributes | 7 I 15 7 fE 8 71 * ch/ff 1t
ot o Kssk Wit ra ke

Subject # 7 BT AL

.extnld B N A U e
OID
id-ce-subjectDirectoryAttrib
utes (2.5.29.9)
.critical & GPKI ¥ > 71 R d »Y FALSE #_DEFAULT

subjectDirectoryAttributes

VALUE - #7112 DER % ® -
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e

3 ‘J ﬁg]

S

A3 F_% non-critical
extension » #7114 critical
iz 7_§_FALSE

PR g AR v

.extnValue

extnValue 7§ 414 i £
OCTET STRING

¥
subjectDirectoryAttributes i&
#8 Extension @ % > &R *
SubjectDirectoryAttributes £
DER %8 i & ¢+ OCTET
STRING =ig

.SubjectDirectoryAttributes

SubjectDirectoryAttributes
SR A A &
SEQUENCE
SIZE (1..MAX)
OF Attribute

BT e - B Bl BRE
PRI AR € e T
R T el

4] i 2 SEQUENCE SIZE
(1.MAX) OF KeyPurposeld

subjectType Subject #F =] 1% H type [# BIET kR4 2B H
£ values 47 Subject =g %]
type OID p 5 £ Subject Type
id-chtpki-at-subjectType |Attribute 2. OID
(2.16.886.1.100.2.1)
values OID #* OID # 77 /& #% Subject =g
id-chtpki-et-applicationProc | &) 5 Server AP
ess (2.16.886.1.100.3.3.1)
.extKeyUsage Extended Key Usage # > |#* 4§ i+ 2 & & fHag PR *
1§ = » =4 Subject Public |#: %8 & % 1 Private Key i
Key 1p ¥t & 2. Private Key |# #* i
R A
.extnld B~ R A P en
OID id-ce-extKeyUsage
(2.5.29.37)
critical % GPKI 7 » extKeyUsage |+ & ¢ ** TRUE % &_
2k Z_¥_critical extension - |DEFAULT VALUE: #7127 DER
“rrdcritical B A [HAB R 0 LT T ALK G A
TRUE
.extnValue extnValue sH3 44 3] i 2 |t extKeyUsage &8
OCTET STRING Extension m 5 - & Jf i %
ExtKeyUsageSyntax 7 DER
7B #h ¢ OCTET STRING &
1=
.ExtKeyUsageSyntax ExtKeyUsageSyntax 3 #| & & @ PRI * #0816 % 0

ExtKeyUsageSyntax ¢ %z 1 i
KeyPurposeld

.KeyPurposeld

KeyPurposeld % #L 4] i
#_OBJECT IDENTIFIER -
#JdE ~ OID
id-kp-clientAuth
(1.3.6.1.5.5.7.3.2)

id-kp-clientAuth % PKIX
RFC 5280 #1%_s& = Key
Purpose OID
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AL |

.CRLDistributionPoints

CRL Distribution Points EZ

;‘L’}‘&af“"a)’g\ l« ’Q";)§
22 CA =it ’@ vEAp B
2. CRL enie ht

PR R EEERT B
P~ 74p B CRL chdq 3l > p
a GPKI #7i# * 2. CRL
Distribution Points ¥ ¢ 7 1 %
2 % URL

.extnld Bor A P en
OID
id-ce-cRLDistributionPoints
(2.5.29.31)
.critical & GPKI ¢ 2% d >t FALSE £ DEFAULT
cRLDistributionPoints 4# % |VALUE > #712 DER %% ¢
¥_% non-critical PUAF g AR g R
extension » #714 critical ¢
g % Z_§_FALSE
.extnValue extnValue 73 #14] fi £ |¥+** cRLDistributionPoints iz

OCTET STRING

#8 Extension @ - > & R0 *
CRLDistributionPoints =7 DER
MG s ¢ OCTET STRING

e

.CRLDistributionPoints

CRLDistributionPoints 3| &
PG @
SEQUENCE
SIZE (1.MAX) OF
DistributionPoint

w GPKI R ¢ o =
CRLDistributionPoints 7z 5 1
3 2 i DistributionPointe 4%
z & 1 DistributionPoint % >
% 1 B % Partitioned CRL
URL> % 2 i % Complete CRL
FURL 4% 2 2 1B
DistributionPoint p » P %
Complete CRL =7 URL

.DistributionPoint

DistributionPoint % -
SEQUENCE > p 3
distributionPoint ~ reasons
£ cRLIssuer = 1§

GPKl g " & *
distributionPoint f§ i~ > @ % &
* reasons &7 cRLIssuer :&#

e

distributionPoint

distributionPoint 4 > %
HaAlE L
DistributionPointName » =
DistributionPointName # ¥
% — & CHOICE F #4]

ix > 7 iE * fullName g
nameRelativeTOCRLIssuer

GPKI & # 7 CRL
distributionPoint &_$& *
fullName

fullName

fullName eH3 #243] i £
GeneralNames @
GeneralNames % 4L 4] ik

2

GPKI & #% 7 CRL
distributionPoint =7 fullName
¥ g ¢ 7 11 GeneralName

SEQUENCE
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AL |

SIZE (1..MAX) OF
GeneralName

.GeneralName

GeneralName ¥ - &
CHOICE 7 #24] f

GPKI :£ * CHOICE *
uniformResourceIdentifier » T

Gty P et CA = o CRL
ﬁ,mURL L=+ CRL =
Partitioned CRL F » B 4§ i+
“rre e URL ¢ 2237 CRL
Z_ issuingDistributionPoint #
ff i s e URL % 2
p ke

.authoritylnfoAccess

Authority Info Access # >
At

GPKI & = PR ke
CAoimH AEGH2 H P@
CA’&"{‘ N > TFARTE
e b H B BEFF BT B
r @ OCSP

.extnld o~ A L P L en |authoritylnfoAccess £ PKIX
OID #1F_3 ¢ Private Extension
id-pe-authorityInfoAccess
(1.3.6.1.5.5.7.1.1)

.critical & GPKI # > iR+ > FALSE ¥#_DEFAULT
authoritylnfoAccess /& =  [VALUE > #7112 DER % #5% ¢ >
non-critical extension » #7124 [J* 4§ i & 4t 4 v H-
critical =i % 7_&_FALSE

.extnValue extnValue 73 41 4] s & ¥+ authoritylnfoAccess &8

OCTET STRING

Extension m % > & Jf i *
AuthorityInfoAccessSyntax ¢
DER %8 i 5 ¢+ OCTET
STRING ig

AuthorityInfoAccessSyntax

AuthorityInfoAccessSyntax | ¢
TR - B
SEQUENCE
SIZE (1..MAX) OF
AccessDescription

& GPKIl &Y » #1313
1 ¥ calssuers i&f&
AccessDescription » T ¥ AL F
B4 P H s fagEen
AccessDescription » ]+ ocsp
AccessDescription

—=

. AccessDescription

AccessDescription % —
SEQUENCE > p %
accessMethod 2
accessLocation =

P R EEEEY K
B~ 17 Issuing CA ~ ¥ 5%
%+ CA @iy

.accessMethod

accessMethod {§ i e
A ik ¥_OBJECT
IDENTIFIER > pt EJE »
OID id-ad-calssuers
(1.3.6.1.5.5.7.48.2)

id-ad-calssuers &z PKIX RFC
5280 #t z_% 1 accessMethod

.accessLocation

accessLocation f iz e L

L URLAw - B e 3 80
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GPKI 832 63 i #5831

4| i %_GeneralName -
GeneralName A & § - i
CHOICE F#23| f » GPKI
i##* CHOICE ¥ ¢
uniformResourceldentifier
C AT e - B
calssuers =7 URL

CA % % ¥ Issuing CA e 3
B TR g L
PKCS#7 & # # 7] ; # URL
+ ¥R - #d4pw LDAP ¢
CAEnNtry en

crossCertificatePair Attribute
7 URL 4 xt

.accessMethod

accessMethod t§ i e
3] i %_OBJECT
IDENTIFIER > }* i »
OID id-ad-ocsp
(1.3.6.1.5.5.7.48.1)

id-ad-ocsp 5 PKIX RFC 5280
#+¢_Z& th accessMethod

.accessLocation

accessLocation f§ i3 L
4| 5 ¥_GeneralName > @
GeneralName A & & -
CHOICE F#:3l f& » GPKI
i## * CHOICE # =
uniformResourceldentifier
R A
OCSP fPri%s URL

S URL 47 — B4R G 31
fi % 39 PR7%(OCSP) # IR B ch
URL 5t 3t OCSP &' PR % it

RiEABREAPEETR

1.3.21.3 To-Be-Signed FR IR E* HWEHELE D

i

¥

o

version

v3(2)

GPKI & 54 i¢ * X.509 V3
GRS (LR V3hE L2
a2 A 3)

serialNumbe

r

& ¥ B 55 ( Certificate Serial
Number )

GPKI ® #7i¢ * 2 153 B 54
- B& & 5 16 Bytes ehit £
0 1395 DER %78 ¥ & #ic7
i# * e12’s Compliment 3.7 >
FERET A€ g A
0x00 @ i 716 Bytes it £*
B ik 17 Bytes 0y
¥

signature

CA " L R s 2
2_ Algorithmldentifier

POAR iR R
SIGNED & # 2.
algorithmldentifier 4§ & 4p ¢

.algorithm

FLRMNT EFFEZ OID
shalWithRSAEnNcryption
(1.2.840.113549.1.1.5) ~
sha256WithRSAENcryption
(1.2.840.113549.1.1.11)

X ¥ 22 OID GPKI p
WERF T ERIFEE
shalWithRSAEncryption ~
sha256WithRSAEnNcryption
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.parameters

NULL

GPKI # * chE R %873 2
& parameters- iz # parameters
& Zp3 b NULL » 7 7 e o
NULL 2. DER # = 0x0500

issuer

& E B —*ﬁ (CA) 2z X.500
Name

CA # ¥ 1 DN(#-+ CA % ?
R T 2)

(& PKIX 22+ #73 ASN.1
DirectoryString < % %8 - &
i * UTF-8 %af8 )

validity

BEEC PEIT 2 B A o
pt

GE )k RALGHEITK A

T

.notBefore

QR AR ISR
(GMT)» et PR 2w iG

o

iz PKIX 2 2_1 2049/12/31
23:50:59 (§) 2w *
UTCTime 747 & » $25% 3
YYMMDDHHMMSSZ » &
2050/01/01 00:00:00 ( z ) 2
¢ » & * GeneralizedTime
A R s
YYYYMMDDHHMMSSZ - 12
I AR Y Wi F8cSS &
00+ 2 ¥ 4k > @k tsenZ
%7 GMT FFF s 2 7 4k

.notAfter

B A PTARARR o R
(GMT)> Bt 2 120G

2 2 s
vE AT

% PKIX 2 7 2049/12/31
23:59:59 (7 ) 2w it *
UTCTime 34140 s » 3¢ 5
YYMMDDHHMMSSZ »
2050/01/01 00:00:00 ( z ) 2
s » & * GeneralizedTime ¥
AAE - Rt R
YYYYMMDDHHMMSSZ - 1
AR Tk SS &
00+ % ¥ 4k > @ ftsenZ
. GMT B2 2 7 74 1%

subject

&7 % % ¥ % (Subject) 2
X.500 Name

dedk AFr e () & Rt
H =% 2 ServerAP - p|H
X.509 Name #& ;% 4™
C=TW

L=Fi7 2 (FALF L F
AR TR

L=7%4i7 & 2 F(F# LW
Do R # RH 3 R
O=H () 774 T 2

OU= "7t f5 4 B (J£) £° B 177
CE(EHLFE T F
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7 k)

CN= /R E & * #ckd 77 2L
(F oy £ F/RE* grdg2 i
SRR AHE F L
#)

serialNumber= #/8 % J& # g
B AR B 1R A -
s DAL REL P H PR
1R e+ A)

s A FE B B 2 Server
AP g # X.509 Name #% ;% 4
LI
;ﬁi # 1£577X.500 Name (# ;
/F;ﬁi # 1£.16 7 s77Subject
Name)
CN= #7/R Efi # gk 71 2
(7 as LR+ Frf2 it
SR REEH A EE e F L
#)
serialNumber= 778 & & # #c
B Tt s LB Y E A -
B A ?ﬁﬂ:fbi@‘k‘; T/ LR S =
IR IR FEJE # o AY)

(& PKIX 2> #75 ASN.1
DirectoryString ~ F % - =
i * UTF-8 %45 )

subjectPublicKeyInfo & 7 3 48 ¢ Public Key Info|z= §* Subject 7 Public Key #7
u) % Public Key g

.algorithm % % subjectPublicKey #g %]
1 Algorithmldentifier
.algorithm OID rsaEncryption Public Key #g %] 2. OID » GPKI
(12840113549111) Boan FEH rSaEnCryption 7
Public Key
.parameters NULL rsaEncryption ;i & * 8228 2 3

& parameters- iz # parameters
& ZE3 F NULL > 2 # 4% >
NULL 2. DER %% 5 0x0500

.SubjectPublicKey BIT STRING - #* BIT GPKI p # = 3 * RSA Public
STRING p % Subject Key » #7123+ BIT STRING £
Public Key 7 DER a5 & |EH&-p 7 00T FALA] e

DER 5 :

RSAPublicKey ::= SEQUENCE {
modulus INTEGER,
publicExponent INTEGER }
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extrensions

SEQUENCE OF Extensions

SRR B R
Tﬂ%w*&“r“ﬁwﬁ(“?%i

HPVERT A L RUT
w@ﬁ):

.authorityKeyldentifier

Authority Key Identifier 4%
“off = Key Identifier =12
4 3 ik e PKIX &% 5 B~
Issuing CA =7Public Key
SHA-1 Hash & 5 Key
Identifier

PR L e P ehE 4T CA
ok EHEANEHETR Y DA
AT Fo > 1 A CA { #
E42 H AL IREPFH ST
% * CA ewR— 3k CA &%
K e ot B TR

.extnld Bor S P en
OID
id-ce-authorityKeyldentifier
(2.5.29.35)
.critical & GPKI ¢ > 1% d *> FALSE ¥_DEFAULT
authorityKeyldentifier ¢ z_[VALUE > #7112 DER % #5% ¢ >
H_non-critical extension» #7| ¥ 4§ = € 4L 4 v -
14 critical eiE & T_&_
FALSE
.extnValue extnValue 3L 4] i £ |$+>+ authorityKeyldentifier i&

OCTET STRING

f8 Extension @ % > & JE & *
AuthorityKeyldentifier 7 DER
B s ¢t OCTET STRING

I

AuthorityKeyldentifier

AuthorityKeyldentifier em3
% # 7 7 = # Optional
el s A W]
keyldentifier ~
authorityCertlssuer £
authorityCertSerialNumber

i

GPKI & # & 95 PKIX> 7 3% #
keyldentifier # = > = 7 & *
authorityCertlssuer £

authorityCertSerialNumber ##

i

.keyldentifier

keyldentifier # 5 3 #434)
it 2_Keyldentifier » &
KeylDentifier ~ ¥ 5 -
OCTET STRING F#L3] i

Keyldentifier s # = ;%\ ik B
PKIX & > B~ Subject
Public Key #7 SHA-1 Hash &
# s Keyldentifier 7 OCTET
STRING &

.SubjectKeyldentifier

Subject Key Identifier # v
% = Key ldentifier eng 4
= ViR R PKIX (&% 5 B
Subject =7 Public Key =»
SHA-1 Hash & # 5 Key
Identifier

AL e T
Subject #1i¢ * i1 & 4 H 8-
:Ih]

.extnld

ENE N ES 1A
OID
id-ce-subjectKeyldentifier
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GPKI &% 2 A b P 138215

(2.5.29.14)

.critical

& GPKI ¢ >
subjectKeyldentifier & z_4_
non-critical extension » #712
critical =i % 7_&¥_FALSE

/2% ¢ >t FALSE #_DEFAULT
VALUE - #7172 DER % ® -
L *&B had g W)’t gx ﬁ_

.extnValue

extnValue sH3 4L 4 Ak £
OCTET STRING

$#7% subjectKeyldentifier i& &
Extension m 3 > <& Jf ¢ *
Keyldentifier 77 DER %5 i
% ¢ OCTET STRING i

.Keyldentifier

KeylDentifier ~ ¥ 5 - B
OCTET STRING 7 #4] i

Keyldentifier e # = ;% & B
PKIX & » B~ Subject
Public Key #7 SHA-1 Hash &
# % Keyldentifier 55 OCTET
STRING &

.keyUsage

Key Usage # o #§ = » ;& ¢
Subject Public Key 4p ¥ /&
Z_ Private Key 7% i "4

Timestamp Server & 7 <7 £ 4
L EF* 2o o112 Key
Usage #-% & 2
digitalSignature * 2

.extnld

B~ R PP A e
OID id-ce-keyUsage
(2.5.29.15)

.critical

% GPKI ¥ -keyUsage &

F_critical extension » #7114
critical #hi& % 7_&_TRUE

¥ 3.9 % TRUE 7 4
DEFAULT VALUE » ## 2 DER
oA PP R T AL A

.extnValue

extnValue 7§ 414 i £
OCTET STRING

¥+ keyUsage i&-#a Extension
mE 0 &R ig + KeyUsage 9
DER %5 a5 ¢+ OCTET
STRING g

.KeyUsage

KeyUsage & ¥ % — 1B
Named BIT STRING it

AN 7E
EIRY

Tlmestamp Server G 4 i
LE_S EF o F] Named
BIT STRING 2z
digitalSignature(0)iz i# bit #-
g%ﬁélo

.certificatePolicies

Certificate Policies % v 1§
ozeit CA B3 BET
i % el

7~ CA B3 S BEM TRy
677 GPKI Certificate Policy 2z
OID

.extnld PN ST B fud=x
OID id-ce-certificatePolicies
(2.5.29.32)
.critical AP E A= L & GPKI[/Z £ ¢ 3 FALSE #_DEFAULT

® > certificatePolicies At &
Z_% non-critical
extension » #714 critical

VALUE - #7r2 DER %% ¢ -
PR E AR Y A

iz % F_§_FALSE
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AL |

.extnValue

extnValue =% 424 f& 4
OCTET STRING

¥+ certificatePolicies i&4a
Extension @ 3 > & Jf i %
CertificatePolicies 7 DER
& s ¢t OCTET STRING 0

A
N

.CertificatePolicies

CertificatePolicies 3 L 4]
BA- B
SEQUENCE
SIZE (1..MAX) OF
Policylnformation

& GPKI &% " - EE
Certificate ¥ iz 2 7 1
PolicyInformation

.Policylnformation

Policylnformation % -
SEQUENCE > p 2
policyldentifier &2
policyQualifiers = 4

GPKI gz ¥ @ *
policyldentifier 4 i~ > @ 7 i#
* policyQualifiers ## i

.policyldentifier

policyldentifier 4§ = % #d
a5 2_CertPolicyld » @

CertPolicyld ~ ¥ % — B

OBJECT IDENTIFIER  #2

A B
B

195 CA & 3 2L G P vrdx *
ik X & (Assurance
Level )» 3 F AL REE &
2_ GPKI Certificate Policy
OID

it %_GeneralNames m

GeneralNames % #13] g

2

SEQUENCE
SIZE (1..MAX) OF
GeneralName

.SubjectAltName Subject Alternative Name #% | # = % Optional » %= Server
o i & GPKI Server APJAP ;25 URL » B &3 2o fff
(R AR S SRR o Il
Subject 57 URL =4+
.extnld PN ST B fud=r
OID id-ce-subjectAltName
(2.5.29.17)
.critical & GPKI ¢ > 1% d > FALSE #_DEFAULT
subjectAltName # 3% Z_% |VALUE > #7127 DER %% ¢ >
non-critical extension » #7124 |4t i § 4% % v& 4
critical =& % 7_§_FALSE
.extnValue extnValue cH3 A2 4] fs & | ¥+ subjectAltName iz 44
OCTET STRING Extension m 3 - & Jf i *
SubjectAltName 7 DER % #5
# it OCTET STRING i
.SubjectAltName SubjectAltName 7§ #L3] |GPKI & 3 5 SubjectAltName

1 GeneralNames * ¢ ¢ 7 1
i GeneralName

.GeneralName

GeneralName & - &
CHOICE ® ) LAY A

GPKI :£ * CHOICE *
uniformResourceldentifier » T
B ¢ 4437 Server AP i
URL
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AL |

.SubjectDirectoryAttributes

Subject Directory Attributes
PR * sk
Subject 4% 7 BT AL

7RG EMB TR T PRI
gk

.extnld

o~ A PR CLE e en
OID
id-ce-subjectDirectoryAttrib
utes (2.5.29.9)

.critical

% GPKI # >
subjectDirectoryAttributes
3K %5 non-critical
extension » #7112 critical =
g % Z_%_FALSE

/L% ¢ > FALSE € DEFAULT
VALUE - #7r/ DER %245 ¢ -
PR g AR Y v

.extnValue

extnValue 7§ 414 i £_
OCTET STRING

¥
subjectDirectoryAttributes i&
#8 Extension @ % > & R0 *
SubjectDirectoryAttributes
DER % i i OCTET
STRING #ig

.SubjectDirectoryAttributes

SubjectDirectoryAttributes
HF AL L
SEQUENCE
SIZE (1..MAX)
OF Attribute

BT 5o B B ERRP
PR MG G kT A
Y

OCTET STRING

.SubjectType Subject Zg %] B iE 0 H type [t BiEF kT A G
£ values 4= : Subject EN5E B
type OID % ™ % Subject Type
id-chtpki-at-subjectType Attribute 2. OID
(2.16.886.1.100.2.1)
.values OID #t OID # 7t i§ 7 Subject =3
id-chtpki-et-applicationProc || % Server AP
ess (2.16.886.1.100.3.3.1)
.extkeyUsage Extended Key Usage # = | i& 45 RFC 3161 =21 2_
1§ = » sz §* Subject Public |Timestamp Server g & & 7
Key 1p %t 2. Private Key |Z 3 s ¥ L ==
EF=37 SARY
.extnld RPN ST 0% dai=r
OID id-ce-extKeyUsage
(2 5.29.37)
.critical LRI ka3 d 3 TRUE 7 &
B 7 chiF sk i > Extended DEFAULT VALUE > #+12 DER
Key Usage % z_4_critical |[$f @ » 4 =% ¥ AR g i
extension » #7112 critical <
i# < 7_¥_TRUE
.extnValue extnValue mﬁﬁ FA R ¥ extKeyUsage ‘E’ﬁﬁ

Extension @ 3 > & Jf i *
ExtKeyUsageSyntax -7DER %,
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AL |

s 1t OCTET STRING

A
N

.ExtKeyUsageSyntax

ExtKeyUsageSyntax 3 5
3] i £ SEQUENCE SIZE

(1..MAX) OF KeyPurposeld|1

Timestamp Server & 7 =1
A

ExtKeyUsageSyntax ¥ € ¢ 2
i# KeyPurposeld

.KeyPurposeld

KeyPurposeld =13 44 i
+_OBJECT IDENTIFIER >
g ~ OID
id-kp-timeStamping
(1.3.6.1.5.5.7.3.8)

id-kp-timeStamping % PKIX
RFC 5280 2 RFC 3161 #1 z_&
¢ Key Purpose OID

.CRLDistributionPoints

CRL Distribution Points #%
AR R L

PR R EERERY I
W8 4p i CRL ma‘ﬂal s p

;%_L CA=mpigzmEmi | GPKI #1i# * 22 CRL
Zz. CRL _m,?}&h_ Distribution Points ¥ & 7 1 %
2 # URL
.extnld PN ST B fud=r
OID
id-ce-cRLDistributionPoints
(2.5.29.31)
.critical & GPKI # > iR+ > FALSE #_DEFAULT
cRLDistributionPoints 4% % |VALUE » #717 DER % # ¢ -
¥_% non-critical PR g A v
extension » #112 critical 7
g % Z_§_FALSE
.extnValue extnValue 73 #4] fi £ |$+** cRLDistributionPoints iz

OCTET STRING

#8 Extension @ - > & R0 *
CRLDistributionPoints = DER
Mg s ¢ OCTET STRING

R

.CRLDistributionPoints

CRLDistributionPoints % | #
A E - B
SEQUENCE
SIZE (1..MAX) OF
DistributionPoint

A GPKI G Y » i
CRLDistributionPoints z 5 1
3 2 i DistributionPointe 4= %
7 & 1 DistributionPoint % >
% 1 B % Partitioned CRL
URL- % 2 i % Complete CRL
FURL ; 4v% ¥ 2 1 3
DistributionPoint p » P %
Complete CRL =7 URL

.DistributionPoint

DistributionPoint % —
SEQUENCE > p 3
distributionPoint ~ reasons
22 cRLIssuer = {#

GPKIl &z 7 & *
distributionPoint f§ i~ > @ % &
* reasons £2 cRLIssuer iz = i@

*&al’v‘v

distributionPoint

distributionPoint ¢ iz %
P L
DistributionPointName > @

GPKI & #% 7 CRL
distributionPoint &_$k *
fullName
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AL |

DistributionPointName # ¥
% — 1 CHOICE 7 #4l

v i * fullName &
nameRelativeToCRLIssuer

o

fullName

fullName 73 42 3] & &
GeneralNames
GeneralNames =% L 4] fx

2

SEQUENCE
SIZE (1..MAX) OF
GeneralName

GPKI {5 % s CRL
distributionPoint 7 fullName
¥ ¢ ¢ z 1 GeneralName

.GeneralName

GeneralName &#_— B
CHOICE F #14] fi

GPKI i * CHOICE *¢ 1
uniformResourceldentifier »
bt ¢ ot CA 26 CRL
;}g,mURL » ¥ 3% CRL 3
Partitioned CRL EFE El' | ﬁ;{ fhad
#t3e 4 URL & % CRL
lssunglstrlbutlonPomt ¥
T b’“ré?:?é’ﬁURL EAE

.authorityIlnfoAccess

Authority Info Access # >
i

il
GPKI ¢ # pb 3 4 i+ ,,;%?:?x

CA = ,wﬁj&s/)&}s;gﬁp@
CAG#ED gy » T 7RG &
e FH B G ERT A
v @ OCSP

.extnld o~ A L P L e |authoritylnfoAccess € PKIX
OoID #1F_%& 9 Private Extension
id-pe-authorityInfoAccess
(1.3.6.1.5.5.7.1.1)

.critical & GPKI ¢ » 1% d »> FALSE ¥_DEFAULT
authoritylnfoAccess /& =  [VALUE > #7112 DER % #5% ¢ >
non-critical extension » #7 14 |4t i § 4% % v& 4
critical = i& % 7_&_FALSE

.extnValue extnValue 73424 fs & ¥+ authoritylnfoAccess &8

OCTET STRING

Extension m 5 - & Jf i %
AuthorityInfoAccessSyntax £
DER %n#§ i % ¢+ OCTET

STRING g
AuthorityInfoAccessSyntax AuthoritylnfoAccessSyntax b GPKlg#® » #3773
Al - B 1 1 calssuers i&fé
SEQUENCE AccessDescription » I ¥ L Z

SIZE (1..MAX) OF
AccessDescription

B4 P Hos fagEen
AccessDescription » )4 ocsp
AccessDescription

. AccessDescription

AccessDescription % —

R T
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AL |

SEQUENCE - p 3
accessMethod #2
accessLocation = 1§

£ P~17 Issuing CA » ¥ g #
2 1K CA gyl

.accessMethod

accessMethod 1§ i % 4L
7] & ¥_OBJECT
IDENTIFIER » p* &z »
OID id-ad-calssuers
(1.3.6.1.5.5.7.48.2)

id-ad-calssuers = PKIX RFC
5280 #1 %_& 1 accessMethod

.accessLocation

accessLocation f iz 3 st
A i ¥_GeneralName > =
GeneralName ~ £ § - &
CHOICE F# 4] i » GPKI
i## * CHOICE ¥ ¢
uniformResourceIdentifier
bﬁ}ﬁ ¢ 2z ?\_ i

calssuers =g URL

2 URL A% — e 7 2
CA & % ¥ Issuing CA mi ]
B s otk o Sk R e 5
PKCS#7 i&# # 7| ; ¢ URL
» VUL E - r]%a‘ﬁr?’ LDAP *
CAEntry e
crossCertificatePair Attribute

e URL % ht

.accessMethod

accessMethod t§ i % L
4] & £ OBJECT
IDENTIFIER > p* o2 »
OID id-ad-ocsp
(1.3.6.1.5.5.7.48.1)

id-ad-ocsp » PKIX RFC 5280
s F_3& ¢ accessMethod

.accessLocation

accessLocation f iz 3 st
A i €_GeneralName > =
GeneralName # £ & — &
CHOICE F#4] i > GPKI
i## * CHOICE ¥ ¢
uniformResourceldentifier
» T t«&_ﬁ“%&ﬂ ¢ gai\‘._ i
OCSP FR %1 URL

S URL 4% — B &0¢ &R
fi % 29 PR3 (OCSP) 7 IR B £
URL 4t 2 OCSP @R & i
REABRAE TR

1.3.22 To-Be-Signed OCSP

PIR BB E RN

i

r %

wp

version

v3(2)

GPKI & 3 # 54 & * X.509 V3
#fes (AL V3 ehiE £ 2
S D)

serialNumber

8 ¥ B 55 ( Certificate Serial
Number)

GPKI ® #1i¢ * 2 153 B 50
- BE &5 16 Bytes mﬁﬁg
# > 1245 DER %78 4 1 #cor
i# * ¢12°s Compliment 27| »
FERET G oG A
0x00- @ & 116 Bytes it £
BoF bkt 17 Bytes en%
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GPKI & # % & 7 Ak 1k ‘}%a‘” ARk
e
signature CAZEHFY 2 FRIFTE 2| B et iy
z_ Algorithmldentifier SIGNED & # 2
algorithmldentifier 4§ i 4p I¢
.algorithm FTAENMNTERFHEZOID |EXFE22 OID GPKI p
S R T RN
shalWithRSAEncryption  |shalWithRSAEncryption -
(1.2.840.113549.1.1.5) ~ sha256WithRSAENcryption
sha256WithRSAENcryption
(1.2.840.113549.1.1.11)
.parameters NULL GPKI ¢ * chg F 78273 3
& parameters it 2 parameters
& JE3 b NULL » 7 & e o
NULL 2. DER %2#5% 5 0x0500
issuer BB F Jﬁ (CA) 2 X.500/CA # £ 7 DN(#-d CA 2 ¢
Name R 2)
(& PKIX 2> #75 ASN.1
DirectoryString < F %% - &+
% UTF-8 %78 )
validity BT FREREL % BRI E RRBHEITKA
P T
.notBefore G R o |12 PKIX 2R %t 2049/12/31
(GMT) > At PR 2 %0 15(23:59:50 (7 ) 2 anig *
7 T UTCTime T4 41 & » #35% 5
YYMMDDHHMMSSZ » &
2050/01/01 00:00:00 ( %z ) 2
s » & * GeneralizedTime ¥
A o Rt s
YYYYMMDDHHMMSSZ - 12
PA R Y TR A #SS &
00+ 2 ¥ 4k » @ htsenZ
457 GMT 2 % 7 /4%
.NotAfter G4 R RS e PR |12 PKIX 2% % 2049/12/31
(GMT) > At PFRF2.7615(23:59:50 (7 ) 2 av ¢ *
[ s UTCTime F# 31 & » #3% 5
YYMMDDHHMMSSZ » %A
2050/01/01 00:00:00 ( 7z ) =z
s » & * GeneralizedTime ¥
A 0 R R
YYYYMMDDHHMMSSZ - 12
S+ A fE Y i §y 8 SS 5
00+ # ¥ %% » @ dfsehZ
%57 GMT BFRF» 7 7 g%
subject &% % % 4 % (Subject) 2 |4e% R M (45) & soiy
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X.500 Name H s % 2 Server AP > R H
X.509 Name & 3% 407
C=TW

L=Fpk7 ZH(FHLFE F
RN I

L=F%se7 F ZF(EFHELHF
Do B M 2 R
O=#H (1) 772 L2

ou= ’/”-7‘4,?77#%5(7;&)13&&’ adza/
CLF(ERPLF Tl
i 4)

CN= /R ZJ& * pedl 77 2 i
(Fae £ fRE* iz 7 <
“7)

serialNumber= 778 Z & # g
YT B (NG # R A~
et LA REL A F T
IR E L P )

hod L FF S § 2 Server

AP gl # X.509 Name # 3% 4v
T

F & 5 7£77X.500 Name (72 7¢
¥ #5116 7& -7 Subject
Name)

CN= /R Z & * pcdl 77 2 i
(74 LF/RE* o2 7 <
“79

serialNumber= 7#/k Z /& * #c
Bt v LG R A -
ettt LR RBR AL P T
TR IR B )

(& PKIX 2> #75 ASN.1
DirectoryString ~ F % - =
it * UTF-8 %45 )

subjectPublicKeylinfo /& 7 1 4 «hPublic Key Info|zz ¢ Subject 7 Public Key #
5] 2 Public Key i

.algorithm % % subjectPublicKey #g |
1 Algorithmldentifier
.algorithm OID rsaEncryption Public Key #g %] 2. OID » GPKI
(12840113549111) P oA Eoig rsaEncryption Z_
Public Key
.parameters NULL rsaEncryption ;¥ & ;2 B2 28 2 %

& parameters’ @ 2 parameters
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AL |

& JFE F NULL > 3 +
NULL 2. DER %#% = 0x0500

L o2
l'f]“é ,

.SsubjectPublicKey

BIT STRING - ¢+ BIT
STRING p 7 Subject
Public Key #1 DER % &

GPKI p @ % 3 * RSA Public
Key » #1112t BIT STRING
@R F T TR
DER %5 -

RSAPublicKey ::= SEQUENCE {

modulus INTEGER,
publicExponent INTEGER }

extrensions

SEQUENCE OF Extensions

PER- BRI S T
T g B (R LG
,;:cc’ mnlﬁ]" it A Kp{; ] T
R )

.authorityKeyldentifier

Authority Key Identifier 4%
“L i > Key Identifier 72
4 2 Vix e PKIX £ %, B~
Issuing CA =7Public Key £
SHA-1 Hash & # 5 Key
Identifier

P AE L enp chdE ks CA
R B RNEGHE TR
AR 320 1 & CA { ##
$%}1 ﬂ\_E/iLE:l 7—“]3:5" Lt«’?)i%
% * CA {wi— 3 CA &%
K& G E

.extnld RPN ST 0% dai=r
OoID
id-ce-authorityKeyldentifier
(2.5.29.35)
.critical & GPKI ¢ > 1% d 3> FALSE ¥_DEFAULT
authorityKeyldentifier ¢ &_|VALUE > #712 DER %45 #
A_non-critical extension» #7| 3 4§ - € 4% ¥ v% H-
r2 critical shiE % T_E_
FALSE
.extnValue extnValue 73424 fs & ¥+ authorityKeyldentifier iz

OCTET STRING

#& Extension @ 3 > & R *
AuthorityKeyldentifier 2 DER
B i 2+ OCTET STRING

e

AuthorityKeyldentifier

AuthorityKeyldentifier 7%
el fs“,kf#g 3 = i# Optional
S 0 A W]
keyldentifier
authorityCertlssuer £
authorityCertSerialNumber

i

GPKI & 7 i& 95 PKIX> 7 4% *
keyldentifier #f = > @ % & *
authorityCertlssuer £2

authorityCertSerialNumber 1§

s
(had

.keyldentifier

keyldentifier # % 3 #213]
it #_Keyldentifier »
KeylDentifier & £ % - i
OCTET STRING 7 #4] #&

Keyldentifier eng 4 = ;3\ & Bg
PKIX & # > B~ Subject
Public Key 7 SHA-1 Hash &
# % Keyldentifier 7 OCTET
STRING &

.SubjectKeyldentifier

Subject Key Identifier 3% v

P A LR ehp R

228




GPKI] 2& B2 )& }%\|L _;u 7]:)‘:{"\4 e.J

# > Key ldentifier eng 4
ViR PKIX &% 5 B~
Subject =7 Public Key =n
SHA-1 Hash & # 5 Key
Identifier

Subject #7i¢ * 4 4 H -
:I"U

.extnld

Bor AP
OID
id-ce-subjectKeyldentifier
(2.5.29.14)

.critical

& GPKI ¢ >

subjectKeyldentifier & z_4_|
non-critical extension » #712
critical =i % 7_&_FALSE

;1 & o >t FALSE #_DEFAULT
VALUE > #7121 DER %f5% ¢ >
pL *&B had g W)’t gx ﬁ_

.extnValue

extnValue =g 4L 4] ik £
OCTET STRING

¥+ subjectKeyldentifier i&4&
Extension m % > & Jf i *
Keyldentifier 77 DER % #8 i
% 1 OCTET STRING =g

.Keyldentifier

KeylDentifier ~ & 5 - B
OCTET STRING F #L3] i

Keyldentifier eng 2 = ;% i &
PKIX & # > B~ Subject
Public Key 7 SHA-1 Hash i&
% Keyldentifier 55 OCTET
STRING &

.keyUsage Key Usage # ~o 1 i » 32 f OCSP Server &z 4 4L 7
Subject Public Key #p %t /& |5 & % * i » #7117 Key Usage
2_ Private Key &% i 24 |#-7 & 7 digitalSignature * 4
.extnld AP U BN fhd=z
OID id-ce-keyUsage
(2.5.29.15)
.critical % GPKI ¢ >keyUsage ¢ %]/ & ¢ ** TRUE 7 &_
&_critical extension » #7172 |DEFAULT VALUE > #7127 DER
critical enE % 8 _TRUE |45 ¢ » =72 P AL 4 i
.extnValue extnValue (73 A1 4] fi 8. ¥+ keyUsage 44 Extension
OCTET STRING Mm% 0 &R * KeyUsage =1
DER $u#g 5 ¢+ OCTET
STRING g
.KeyUsage KeyUsage & ¥ % — B OCSP Server (5 # e 4 4+ (T
Named BIT STRING 74! | #&i= & F * &> F]2* Named
7| A BIT STRING 2z
digitalSignature (0):z— & bit
g S 1o
.extkeyUsage Extended Key Usage # “ | 1 = 2 _3& OCSP Server & #%
1 = » 2= 4% Subject Public |« Private Key 2t @ * i
Key #p % & 2. Private Key
HETA Y R
.extnld RPN S 0% daar
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AL |

OID id-ce-extKeyUsage
(2.5.29.37)

.critical 20 R rrEup g d 2 TRUE 7 £
G 7 endF sk i > Extended DEFAULT VALUE > #7127 DER
Key Usage 2% _¥_critical |%fg @ > pL 5 =% 7 4% % v& H
extension » #tr12 critical
iz 7 ¥ _TRUE
.extnValue extnValue (3 A1 4] ik 8. ¥ extKeyUsage iz fd
OCTET STRING Extension m 3 > & Jf & *
ExtKeyUsageSyntax -7 DER %,
& i s ¢ OCTET STRING =
=0
.ExtKeyUsageSyntax ExtKeyUsageSyntax % #L|OCSP Server i§ # ¢

A & ¥_SEQUENCE SIZE
(1..MAX) OF KeyPurposeId

ExtKeyUsageSyntax ¢ ¢ 7 1
# KeyPurposeld

.KeyPurposeld

KeyPurposeld % #L 4] i
%_OBJECT IDENTIFIER )
P EJE ~ OID
id-kp-OCSPSigning
(1.3.6.1.5.5.7.3.9)

id-kp-OCSPSigning % PKIX
RFC 5280 #7 %_% 1 Key
Purpose OID

.CRLDistributionPoints

CRL Distribution Points #
uw.««m@\ L2 TG

A R R B
M4 b CRL ekl > p

22 CA o imptigE4p M | GPKI #1i# * 2. CRL
Zz. CRL mf}th_ Distribution Points ¥ & 7 1 %
2 B URL
.extnld PN U EOS =z
OoID
id-ce-cRLDistributionPoints
(2.5.29.31)
.critical & GPKI ¢ > i % d *> FALSE ¥_DEFAULT
cRLDistributionPoints 4% [VALUE » #1712 DER % #% ¢ -
¥_% non-critical PO g AL v A
extension » #1r12 critical =
iz < 7_¥_FALSE
.extnValue extnValue 35424 i & |$+** cRLDistributionPoints i&

OCTET STRING

#8 Extension @ % > & R0 *
CRLDistributionPoints = DER
SkE ta s OCTET STRING

R

.CRLDistributionPoints

CRLDistributionPoints %
FA L @
SEQUENCE
SIZE (1..MAX) OF
DistributionPoint

& GPKlG#E Y > i

CRLDistributionPoints 7z 5 1
2 2 i# DistributionPointe 4 %
z % B DistributionPoint p# »
% 1 i 5 Partitioned CRL
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AL |

URL- % 2 i = Complete CRL
F#URL; 4c% F 5 1 @
DistributionPoint p » P %
Complete CRL =7 URL

.DistributionPoint

DistributionPoint 3 —
SEQUENCE - p %
distributionPoint ~ reasons
22 cRLIssuer =

GPKl Gz ¥ & *
distributionPoint # = > @ % i#
* reasons &7 cRLIssuer i&+ &

i

.distributionPoint

distributionPoint 4 iz e%°
Hal i L
DistributionPointName » =
DistributionPointName * £
= — & CHOICE 7 #4]

i * fullName 2
nameRelativeToCRLIssuer

Ed =1
fi o ¥

GPKI {5 %« CRL
distributionPoint £_$ *
fullName

fullName

fullName 3 # 2 fs &
GeneralNames @

GeneralNames % #13] fi

2

SEQUENCE
SIZE (1..MAX) OF
GeneralName

GPKI &z 7 CRL
distributionPoint =7 fullName
F ¢ ¢ z 1 i GeneralName

.GeneralName

GeneralName & - &
CHOICE ?#-’if‘;' AL

GPKI i * CHOICE # ¢
uniformResourceIdentifier »

ER | S ;k CA = i CRL
ﬁ%mURL v ¥R CRL &
Partitioned CRL P » R ot 4§ ==
“rre i e URL ¢ ff 2237 CRL
Z_ issuingDistributionPoint ¥
¢ et URL = 2
1B

.authoritylnfoAccess

Authority Info Access # >
i

GPKI & # 2 2 1 (= % 32
CA ]ﬂ,ﬁﬂ\j/?&iﬁl}.ﬁ ’-}é}
CA g et

.extnld o~ & L P L en |authoritylnfoAccess £ PKIX
OID #7 ¥_3 ¢ Private Extension
id-pe-authorityInfoAccess
(1.3.6.1.5.5.7.1.1)

critical & GPKI ¥ > 71 & o >t FALSE #_DEFAULT
authoritylnfoAccess /& =  [VALUE > #7172 DER % #5% ¥ >
non-critical extension » #7114 | ¢ i ¢ AL 4 vi 4
critical =nig < 7_&_FALSE

.extnValue extnValue 34 3] i £ |$+>+ authoritylnfoAccess i& 44

OCTET STRING

Extension @ 3 > & Jf i *
AuthorityInfoAccessSyntax ¢
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DER %8 i = ¢+ OCTET

STRING g
AuthorityInfoAccessSyntax  |AuthoritylnfoAccessSyntax | & GPKI g% # » #-3 > 7 4
HEAYEL- B 1 & calssuers i&fé
SEQUENCE AccessDescription » I ¥ 4L %
SIZE (1..MAX) OF B 4o b H s AT

AccessDescription AccessDescription » )4 ocsp

AccessDescription

. AccessDescription AccessDescription % - PH A R EGERT K
SEQUENCE > p 2 2~ Issuing CA & £ 5%
accessMethod ¢7 2+ R CA g ehdp il
accessLocation = {§
.accessMethod accessMethod t§ 1% 2  |id-ad-calssuers = PKIX RFC
A iy ¥_OBJECT 5280 #1 %_ 71 accessMethod

IDENTIFIER » p* i »
OID id-ad-calssuers
(1.3.6.1.5.5.7.48.2)
.accessLocation accessLocation fff = eh st |#* URL dpre — B @ 3 2 i

A i #_GeneralName > @ |CA & & % Issumg CA mi 3
GeneralName » £ ¥ - B |G #HE L% » 2L S a4 4
CHOICE # #173] i - GPKI |PKCS#7 & # 8 7] 5 ¢ URL
i# * CHOICE # = s V- xl%a‘ﬁra LDAP *
uniformResourceldentifier |CA Entry 7

o gt ¢ se - B eh |crossCertificatePair Attribute
calssuers =7 URL 1 URL 3 nt

1.3.23 To-Be-Signed - #::\ & BERFER N

= rF P
version v3(2) GPKI Gz 54 % * X.509
V3E#ERS (AZ V3 g
£2a % E.3)
serialNumber & 7% 5 % (Certificate Serial |GPKI ¥ #1& * 2 1§ 5 52
Number) ¥ - & R 5 16 Bytes chit
5 e 1395 DER %hfB ¥ 1 #&
#rig e 2’s Compliment R
Al 3 EAELT & ¢ vk
A4+ 0x00 » = i 4116 Bytes
O BCHCR R R 17

Bytes e 7 ¥
signature CAEH " 2 §FWE % [P eni ety
2_ Algorithmldentifier SIGNED & #% 2

algorithmidentifier # =2 ig 4p
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)& e )& }%\ A ’F 4 "J“%E']

S

ﬁ?

.algorithm

TAMT ERMEZOID2
shalWithRSAEncryption
(1.2.840.113549.1.1.5) ~

sha256WithRSAEnNcryption
(1.2.840.113549.1.1.11)

%% %22 OID» GPKI
Eﬁ_";l%q*ll'rﬁ_q_,@"_ﬁ
=

shalWithRSAEncryption ~
sha256WithRSAEnNcryption

.parameters

NULL

GPKI & * enf % i & %
Z & parameters - iz H
parameters & Jf 3}

NULL > # 7 % v » NULL 2
DER %8 5 0x0500

issuer

&Fp_‘ﬁ’;\ (CA) 2z X.500
Name

CA & £ hDN(#-d CAZL ¢
R )

(i& PKIX 3 %> %75 ASN.1
DirectoryString = F %% —
Ei % UTF-8 %48 )

validity

B R PRI B G 3 A& spE
i

G R BALGHEITK
T

.notBefore

By kS AR
(GMT) > fpt 2z oG

F-E—‘:ﬂi-“ T

% PKIX 3 2_# 2049/12/31
23:59:59 ( 3 ) Z_an {& #
UTCTime T4 4] i - f25% &
YYMMDDHHMMSSZ » %
2050/01/01 00:00:00 ( 7z ) 2
t¢ > ¢ * GeneralizedTime 3
A
YYYYMMDDHHMMSSZ -
DR R SR R O
SS % 00~ # ¥ fug > @ A
{$enZ 457 GMT i & 7
A

.notAfter

BAEA SRR e
(GMT)» gt pFRF 2 1518

g% e a7
VAR 2T

iz PKIX 4 21 2049/12/31
23:59:59 (7 ) zwnig *
UTCTime 34 i » 1‘;&} )
YYMMDDHHMMSSZ >
2050/01/01 00:00:00 ( 7z ) 2
f¢ » ¢ * GeneralizedTime
FAE > 15
YYYYMMDDHHMMSSZ -
v A fEf R T Al
SS % 00~ 72 ¥ gk » @ B
{6enZ 457 GMT pFif 4 7
w /Elf B)’z

subject

&+ & % 5 % (Subject) 2

X.500 Name

'&\Z"%Tz—\ ’jd %"7 "‘"'é'}\‘—%
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B¥giedE o plHE X509
Name #& ;% 40

C=TW

O_ 2\ ’7‘77‘,L } F’?;L
serialNumber= i‘;‘ipﬂ FIE
HFBLETY Z2 rh— R
CN=2 7 i #4 7 142
— VR Y ST LR
EE #/

4ot A E E—L— 5
Bigaaw o plHE X509
Name #2355 40T

C=TW

L=£%#7 27

O=p@ #rr 7V ie L
serialNumber=g 2 & 72 #
JHLtgr B2 - B
CN= 2 7 ‘ﬁgi} £ ,574\;;),;
= VR Y GIEE e A2
i

ok 3 REPY - =
NERERiERE Pl E X509
Name 2 ;% 40 @

C=TW
O=7F T4 et {5z
f#ﬁ

CN== 7~ F#Z 7 LY
— sl Y ;ﬁj_lz'_ e Bk B
i F

(& PKIX 22> #73 ASN.1
DirectoryString < F %5 —
Eig* UTF-8 %48 )

subjectPublicKeylnfo

1§ ¥ 2 4 5 Public Key Info

7= §° Subject -7 Public Key #
B % Public Key g

.algorithm % % subjectPublicKey # %]
e Algorithmldentifier
.algorithm OID rsaEncryption Public Key #g %] 2. OID >
(1.2.840.113549.1.1.1) GPKI p % 7 & *
rsaEncryption z_ Public Key
.parameters NULL rsaEncryption ;& & ;* 827X 7

Z & parameters » iz H
parameters R
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G A B AL P R

S

H

NULL» 7 # % ¢ » NULL 2
DER % #% = 0x0500

.SsubjectPublicKey

BIT STRING - ¢ BIT
STRING p 7 Subject Public
Key =7 DER %5 &

GPKI p 3 ¥ # * RSA
Public Key » #trzpt BIT
STRING #hig #-p z 1T F

#1445 =1 DER 0B ¢

RSAPublicKey ::= SEQUENCE {
modulus INTEGER,
publicExponent INTEGER }

extrensions

SEQUENCE OF Extensions

REF-PRARE 22
YT g S e fEsE (F s
LB ER T i A R
ST HVER )

.authorityKeyldentifier

Authority Key Identifier 3§ v
# = > Key Identifier eng 4
= Vi R PKIX 428 > B~
Issuing CA =1 Public Key
SHA-1 Hash & # 5 Key
Identifier

B
CA™ kg4 hBETR™
g 48— o012 i & CA
{3 E4%2 AL GHEPEY
Y7 R3% @ * CA ehv— 3E CA
B % ek 0t 16

.extnld B~ V& PP L e 0ID
id-ce-authorityKeyldentifier
(2.5.29.35)

.critical % GPKI # > A% d 3t FALSE #_
authorityKeyldentifier & 7_&_ |[DEFAULT VALUE » #712
non-critical extension » #7127 |DER $a#§ ¢ - U4 = € 4% 4
critical e & 7_§_FALSE [v& H-

.extnValue extnValue 3544 4] i & ¥+ authorityKeyldentifier

OCTET STRING

ie#4 Extension m 3 > & Ff ¢
* AuthorityKeyldentifier 0
DER %8 W & ¢+ OCTET
STRING i

AuthorityKeyldentifier

AuthorityKeyldentifier 7%
1‘-':;-1*#3 3 = & Optional
# = > & u|Z_keyldentifier
authorityCertlssuer £2
authorityCertSerialNumber 4

s
(had

GPKI & % i # PKIX » ¥ 3
* keyldentifier #f > m % i
* authorityCertlssuer &

authorityCertSerialNumber ##

s
[had

.keyldentifier

keyldentifier # 5 3 #34)
it ¥_Keyldentifier >
KeylDentifier ~ & % - B
OCTET STRING F #+3] i

Keyldentifier eng 4 = ;% i
Pe. PKIX %% > B~ Subject e
Public Key 77 SHA-1 Hash &
# % Keyldentifier o OCTET
STRING &

.subjectKeyldentifier

Subject Key Identifier 3% -« ##
= > Key Identifier eng 4 =
2 i R PKIX 4528 > B~

PUPE LA e B e AR
Subject #7i¢ * 14 4 H 8-
Ju
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Subject =7 Public Key =
SHA-1 Hash & i i Key
Identifier

.extnld BN R4 oLy =0 0ID
id-ce-subjectKeyldentifier
(2.5.29.14)

critical & GPKI ¥ > 2% ¢ ** FALSE &_
subjectKeyldentifier < z_¥_ |DEFAULT VALUE - #711
non-critical extension > #7127 |DER $n#§ ¢ - U4 = € 4% 4
critical i & 7_§_FALSE [ H-

.extnValue extnValue 3 42 4] i 2 ¥1>+ subjectKeyldentifier i&

OCTET STRING

#a Extension @ 3 » & Jf i¢ *
Keyldentifier <7 DER 3% #8
% ¢ OCTET STRING =i

.Keyldentifier

KeylDentifier & £ % - i
OCTET STRING 7 #L4] i

Keyldentifier eng 4 = ;% i
P PKIX % # » B~ Subject
Public Key #57SHA-1 Hash &
% Keyldentifier sn OCTET
STRING &

Named BIT STRING 3L 3]

"
R

.keyUsage Key Usage #§ “v # = » ga—grm - N L REREBE LG
Subject Public Key tp ¥t 2. |22 % & % * & » #7171 Key
Private Key % £ 24 Usage #-% & 2
digitalSignature * &
.extnld B~ V& U =40 0ID
id-ce- keyUsage (2.5.29. 15)
critical % GPKI # > keyUsage < %_|;i£ & d ** TRUE 7 &_
£_critical extension » #t12  |DEFAULT VALUE » #12
critical enie s T Z_TRUE |DER %afg ¢ > s 27 ¥ 4%
CA Rin
extnValue extnValue H 3 44 24] i & ¥ keyUsage i&48
OCTET STRING Extension m 3 » & jf ¢ *
KeyUsage 7 DER %8 &
¢ OCTET STRING =g
.KeyUsage KeyUsage » & 4 — & B Y

R kF* o A
Named BIT STRING 2.
digitalSignature(0)iz ® bit #-
gﬁiélo

.certificatePolicies

Certificate Policies # v
o e CA & BRAT
i # rﬂ’@ T ITR

7~ CA &% /N B #Tik
#gm GPKI Certificate Policy
z_ OID

.extnld AN ALY - J  And=z10] D)
id-ce-certificatePolicies
(2.5.29.32)

.critical 2 E AR & GPKI i & 4 » FALSE &_
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B2 BEAL P RINY

¢ certificatePolicies ## % 7|
= non-critical extension » #7
r2 critical eiE & 7 &
FALSE

DEFAULT VALUE > #71”
DER %045 * » M 4§ = & 44 %
v

.extnValue

extnValue sH3 4L 4 Ak £
OCTET STRING

#=t certificatePolicies i&4&
Extension m 35 > & Jf ¢ *
CertificatePolicies 7 DER
& s ¢ OCTET STRING

.CertificatePolicies

CertificatePolicies % L 3]
BA- B
SEQUENCE
SIZE (1..MAX) OF
Policylnformation

& GPKI &% ® » EE
Certificate " it 7 7 1 B
PolicyInformation

.PolicyIlnformation

Policylnformation & -
SEQUENCE > p 2
policyldentifier &
policyQualifiers = ##

GPKIl G & ¢ *
policyldentifier #f = > a 7
* policyQualifiers 4 i

.policyldentifier

policyldentifier 1§ & 35 4L
4| i %_CertPolicyld »
CertPolicyld ~ ¥ % - B
OBJECT IDENTIFIER 7 #¢

A FE
R

1245 CA B 3 1V B @ i 4%
*eiEE ¥ & (Assurance
Level ) # } A 425 imm %
z_ GPKI Certificate Policy
OID

.subjectDirectoryAttributes

Subject Directory Attributes
Poof o+ K Zesk Subject
F1OBIET A

7 RGBT TR T R
Wig g er

.extnld B~ N A L - en OID
id-ce-subjectDirectoryAttribu
tes (2.5.29.9)

critical % GPKI # > A& d > FALSE &_
subjectDirectoryAttributes 4 |[DEFAULT VALUE - #712
2% Z_% non-critical DER Sofb @ - J i = € 4L
extension » #712 critical g v H-
< _§_FALSE

.extnValue extnValue 3544 4] i & ¥

OCTET STRING

subjectDirectoryAttributes &
# Extension @ 3 > & Jf i¢ *
SubjectDirectoryAttributes =n
DER %8 s ¢t OCTET
STRING &nig

.SubjectDirectoryAttributes

SubjectDirectoryAttributes =
T2 L
SEQUENCE

SIZE (1..MAX)

OF Attribute

‘TS -8 B -
X BRI s
Bt
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.SubjectType Subject ZF & 1t > £ type 22| Y kT oA 2B H
values 4= : Subject g w|
type OID id-chtpki-at-subjectType |+ % % Subject Type
(2.16.886.1.100.2.1) Attribute z. OID
.values OID #t OID % 7t & % Subject =
id-chtpki-et-enterpriseUserFo g w] 4 — =h;t 4 + ¢ FirE

rOnestopService
(2.16.886.1.100.3.3.3)

e LA

.cardHolderRank

FH APt S8 H
type ¥ values 4 :

A OF R AR 4
Subject 2. + F ¥ 5 4 end
—+ ‘\“KTT*%‘*‘J A oog At— b
—\_gF %;}—5:’}—&)&’,&7 2&;,;-;4_
Subject 2. + FiFF AT E L
w4 4 > #r2 H values

#-7 i 3~ printable 8’
secondary
type OID # % ¥ & Card Holder Rank
id-chtpki-at-cardHolderRank |Attribute 2. OID
(2.16.886.1.100.2.2)
.values # »~ printable F 8’ secondary’ % 1 + 453 A

secondary’

Lot 457 4

.uniformOrganizationID

Y- Sl hl 0 H type &
values 4

Subject (- shstaF ¥ iE
¥ b PeiER Y .%zi,é}ﬁ .

BESGULY) ns- G
5
type OID $ & 4 Uniform
id-chtpki-at-uniformOrganiza |Organization ID Attribute 2
tionID (2.16.886.1.100.2.101) |oID
.values BEriZod ~FESG UL |FP TR * chdi- %5ls 8
¥ enki- .%%’i i = #c

.CRLDistributionPoints

CRL Distribution Points #§ ~v
ﬁﬂ,«» , %‘:‘_;\;?;ﬁ [ 1; )&%;3

RO R G ERY I
WP @48 W CRL chdp 31 p

Z CAxmprlg#EmM2z | GPKI #7i# # 2 CRL
CRL &4t Distribution Points ¥ ¢ 7 1
2 2 URL
.extnld B~ V& PP L 0 0ID
id-ce-cRLDistributionPoints
(2.5.29.31)
.critical & GPKI| ¢ > % 4 3 FALSE &

cRLDistributionPoints 4 2%
#_% non-critical extension >
#1120 critical eniE &
FALSE

TAL

DEFAULT VALUE » #f12
DER 8 7 » 2 1§ = g 4 4
v
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2&1—*4;1)& }%},L _Fn,h;,\aj

.extnValue

extnValue =% 424 f& 4
OCTET STRING

¥+ cRLDistributionPoints
ic#4 Extension m 3 > & ¢
* CRLDistributionPoints
DER %8 ta % ¢+ OCTET
STRING i

.CRLDistributionPoints

CRLDistributionPoints %
A - R
SEQUENCE
SIZE (1.MAX) OF
DistributionPoint

% GPKI Gzt ¢ » i
CRLDistributionPoints z 7 1
I 2 i DistributionPoint o 4
% % » B DistributionPoint
o % 1 i 5 Partitioned CRL
oURL> % 2 i 5 Complete
CRL“URL; 4% 2 72 1R
DistributionPoint fF » B %
Complete CRL =7 URL

.DistributionPoint

DistributionPoint 3 —
SEQUENCE > p %
distributionPoint ~ reasons &7
cRLIssuer = #

GPKI Gz & i@ *
distributionPoint # i~ > @ %
i# * reasons ¥7 cRLIssuer i&

SRR i

distributionPoint

distributionPoint 3 L
DistributionPointName »
DistributionPointName # £
% - f CHOICE F#4 & -
v i * fullName &t
nameRelativeToOCRLIssuer

GPKI & # 7 CRL
distributionPoint &_#x *
fullName

fullName

fullName g 4L 2 Ak 2
GeneralNames @

GeneralNames 13 #L 4] i £
SEQUENCE

SIZE (1..MAX) OF
GeneralName

GPKI & # 7 CRL
distributionPoint = fullName
¥ ¢ ¢ 7z 11 GeneralName

.GeneralName

GeneralName &_—- B
CHOICE T #7] i

GPKI :£ * CHOICE # =
uniformResourceIdentifier’ a

a4 ¢ et CA =i CRL
;rg,mURL v ¥ F3E CRL EY
Partitioned CRL B » J 4
erse e URL &
CRL z
issuingDistributionPoint 4 v
B e® e e URL = 2
10 e

N Wi s

.authorityInfoAccess

Authority Info Access # “ 1§

Py
(had

GPKI & * o % = % 25
PCAXGHEA G2 I
bk CAB#ES R > X7
AREEA P H B R

\?‘
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GPKIl g8 % Gz Ak P #3315
T30 blde @ OCSP
.extnld # o~ R & PP L 60 OID |authorityInfoAccess #_PKIX
id-pe-authorityInfoAccess #1 Z_% 1 Private Extension
(1.3.6.1.5.5.7.1.1)
.critical % GPKI # > A% d >t FALSE &_
authoritylnfoAccess & = DEFAULT VALUE s #1112
non-critical extension » #7127 |DER $a#§ ¢ - U4 = € 4% 4
critical e & 7_§_FALSE [v& H-
.extnValue extnValue 3 #43) fi £ ¥+>+ authoritylnfoAccess iz

#& Extension @ % > & Jf i¢ *
AuthorityInfoAccessSyntax
e DER $a#8 w5 2t OCTET
STRING i

AuthorityInfoAccessSyntax

AuthorityInfoAccessSyntax
ST L
SEQUENCE
SIZE (1..MAX) OF
AccessDescription

& GPKI&#H"» » #3153
7 1 1 calssuers izf&
AccessDescription » & #
LA b B WAL D
AccessDescription» |4 ocsp
AccessDescription

LG

. AccessDescription

AccessDescription % —
SEQUENCE > p 2
accessMethod 2
accessLocation = 1§

PP R R ERET
582~ 1¥ Issuing CA * ¥ 1§ %
2 1 CA gty 5l

.accessMethod

accessMethod 1§ i+ % 4L 3]
it €. OBJECT
IDENTIFIER > ¢t &£ » OID
id-ad-calssuers
(1.3.6.1.5.5.7.48.2)

id-ad-calssuers = PKIX RFC
5280 #t z_% ¢ accessMethod

.accessLocation

accessLocation fif % L
4| & ¥_GeneralName > @
GeneralName + £ g - i
CHOICE 73#4| f + GPKI
i## * CHOICE ¥ ¢
uniformResourceldentifier -
R RUS R A

calssuers 7 URL

$ URLAgw - e 3 20
CA % % % Issuing CA m‘i
T B % - S ot
H_PKCSHT7 5z 7] ¢
URL » ¥ 1§ - B 3p o
LDAP # CAEntry in
crossCertificatePair Attribute
g URL 3t

.accessMethod

accessMethod 1§ i+ e #2 A]
it %_OBJECT

IDENTIFIER > ¢t &£ » OID
id-ad-ocsp
(1.3.6.1.5.5.7.48.1)

id-ad-ocsp = PKIX RFC
5280 *+ %_% «H accessMethod

.accessLocation

accessLocation f§ =3 L
A A5 ¥_GeneralName > @
GeneralName ~ £ § -
CHOICE F #* 4] f& » GPKI

s URL 4w - BaLF S
e fi 229 PR3 (OCSP) 7' PR
= 71 URL 44t > ¢ OCSP &
JRE B ABHEORET
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i##* CHOICE ¥ ¢ 21
uniformResourceldentifier >
Tt f P sz - B OCSP
FRF7%7 URL

SR P RINE

21 BHA L P I

SR FE AL Z 8 R EREA LGP (Complete CRL) ~ & 06 3 A 1
i## (Delta CRL) 1 % #% 4 g % A 1k i (Partitioned CRL) -

2.2 BEAE L FP SRR B

n,% 3 15 g X.509 -2 [1]2 *b » GPKI 2 & A 1k 7P 1§ a7k ;Lj_lﬁ T
FuRl

® {3 & IETF PKIX Certificate and CRL Profile (RFC 5280)2. CRL %
[2]

® & Asia PKI Consortium 2. CRL *.#:[4]4p % ©
® & NISTFPKI 2 CRL #4:[5]40 %
® 2Eip 2 CRL#IE[6]4p%
® 2 \Web Browser 4p 7 o
23 BEALFPF

- %{ﬂ}%;}j‘%ﬂ_} A7) R B @ 3T Fens ﬁ’@ R 411 B g J@a,« o H ¢ 4
Vi EELE 0 SRR P e & = (Required Field) 5 LT x|
c%i,;,’m%ﬁz PR A L FR P A g
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B#E A& FP (CRL)
# = & #(Field Name) Complete Delta CRL Partitioned
CRL CRL
version 4 v v
signature v 4 v
issuer 4 4 v
thisUpdate v v v
nextUpdate v v v
revokedCertificates v v v
crlExtensions v 4 v

T AE =) revokedCertificate ff ¢ & — # Entry #7i * ¢
vViiwERE o SN
EANONEC Ao

4t
x|

oAz S
CRL Entry # > # = (CRL Entry Extensions) -
AL

Ho ey
7 Entry g2 & 4 o 4§ = (Required Extension Field) ;
FERLE 0 R AR AL G Entry ¢ 7 R F SRR i o T A X HHET
B L A F T 5 critical > 2 ¢ TTRUE | &7 %@ * Ly off iz RIE
T
( Not Applicable ) % 57 % GPKI #-7 >t 15 25 B ok i

&+ % critical ;" FLASE | % = i % Bl 4851 & non-critical ;T N/A |
¢ ¢ * 2% CRL Entry # o {f

= o Fgt & 73} critical 2 non-critical

CRL Entry # % f§ S@krf® (CRL)
(CRLENTRY . Critical
EXTNESION FIELD) Cocr:nRE)ll_ete Delta CRL PargtFle?_ned
reasonCode v v v FALSE
holdInstructionCode x x x N/A
invalidityDate x x x N/A
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certificatelssuer x x x N/A

T A= fEERL G iR o CRL ¥ L F = (CRL Extensions) - 2 & {%

k»

f‘;ir\/ﬁa%fag R PEARIRE AL G e & B o df = (Required Extension Field) ;

#£ix FO | ga%f@ﬁ R TRARIRF A L M ehiE 3 1245 L F = (Optional Extension
Field) ; %73 "%, 3 R Rl T EAREE LG P AR ST
F TR L AL L F %o 5 critical c 2P TTRUE | £ 7 F @& * 4
Wi Pl oies 5 critical ; TFLASE | # 7 2 Lff g @ BT 2
non-critical ; " N/A ; ( Not Applicable) # 7= & GPKI #-7 > & 3% Bk 1k R v

7% CRL # "o ff i » F]yt & #73) critical 2 non-critical s -

A FP (CRL)
CRL # = i Critical
(CRLEXTNESION FIELD) | Complete | Delta CRL | Partitioned
CRL CRL

authorityKeyldentifier v v v FALSE

issuerAltName x x x N/A
cRLNumber v v v FALSE
deltaCRLIndicator x v x TRUE
issuingDistributionPoint x x v TRUE
freshestCRL O x x FALSE

2.4 @Ak FP S

GPKI 74k * e % e b ¥ 5 X509 CRL [1]- X.509 CRL £ - #& SIGNED

T BT

1 rE v
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" "szgl

S

toBeSigned

To-Be-Signed CRL (% # % &
71 CRL)

To-Be-Signed CRL <722 5% 4% 2% 7% X.509 #
%, e b % % CRL % Complete CRL 2 Delta

To-Be-Signed CRL p F 28 {8 & el

algorithmIdentifier

CA¥» CRLEF#r* 2 EF |
% & 7% 2. Algorithmldentifier

L e iE & Jf 22 toBeSigned CRL &1
signature 1§ enie 4p fe

.algorithm FTENTEZFEZODZ |EXFE22 0OID GPKIpa R * T
- Lé g— /E”—rf e
shalWithRSAEncryption shalWithRSAEncryption ~
(1.2.840.113549.1.1.5) sha256WithRSAEncryption
sha256WithRSAEnNcryption
(1.2.840.113549.1.1.11)
.parameters NULL B X FE£8e2%7 £ parameters > 2 H
parameters « Jg 3 + NULL » 2 ¥ g »
NULL 2. DER %#% = 0x0500
signature A ¥ CRL &g F b & % &_CA #f toBeSigned =¥

To-Be-Signed CRL #7faig &

843t Complete CRL ~  Delta CRL ¥ Partition CRL *‘};’K APy

&= % CRL p 3% To-Be-Signed #5 4+ ¢ f § 4

FOA

2.4.1 To-Be-Signed = %8 3 & 1

I

= ¢ To-Be-Signed CRL

#* (Complete CRL):p %

F\

® PP

version

v2(1)

CRL &g 4 » GPKI & * v2
2. CRL 3% (VA& V2 ehig 4
1m 72 E.2)

signature

#CRL2Z R whiz2
Algorithmldentifier » p* 4 shig
& R g b & SIGNED & # 2
algorithmldentifier # < ie 4p e

.algorithm

2~
2,

¥ 2T & %% OID

shalWithRSAEnNcryption
(1.2.840.113549.1.1.5) ~
sha256WithRSAENcryption
(1.2.840.113549.1.1.11)

EFFE 22 OID> GPKI P
WER T R
shalWithRSAEncryption ~
sha256WithRSAENcryption
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.parameters NULL GPKI i * g 78273 3

& parameters- e 2 parameters
& JE3 P NULL » 2 7 g% >
NULL 2. DER %#% 5 0x0500

issuer CA DN ¢+ DN ¢ 7§ & &2 CACRLSIign
Certificate 2 issuer ## 2. DN
i

(3 & GPKI ¢ keyCertSign
Certificate £2 cRLSign
Certificate ¥_F — 38 )

thisUpdate = CRL { Atehfatkdis|l. ik PKIX Rt
PR (GMT) 2049/12/31 23:59:59 z_ %

#* UTCTime 743

o o 55
YYMMDDHHMMSSZ -
He wigF;#SS 5 00~
7 F gNE o om B fsenZ
7 GMT /> 2 7 4

X o

9

ELR=£0 Je Ml Rht o B R4S
i (Revocation) £ %7 i%
i# * (Suspension) ¥ i
T g Jedr it Complete
CRL* -

3. % CA &4 2 Complete
CRL p¥ > 4e% 1 B R &
ARG o
thisUpdate 2 # 4% < 48 ¢
* (Resumption ) B &
R g g
A F “$ B - S
Complete CRL ¥ # {s §
#CRL ¢ » “,/T‘, PG FE
S oY N gt
BF o

4. % CA A 4 Complete
CRL F»4c%k 4 &% R &
AR R ATIRGE 5 e
thisUpdate z_ = 1§ 7& i 2P

( Expiration > =r
thisUpdate p* /¥ ¢ 4285
% e notAfter pFRY ) 0 B
Bk Azn)> Sl ANt
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#* .f‘:aé:-;t»—f‘ugjﬁtﬁ% ﬂf » M A
% & &t Complete CRL
P oo

nextUpdate

33+ = CRL L ATenfatk

1. & PKIX R 2

e BEREF (GMT) 2049/12/31 23:59:59 2_
i * UTCTime 74+ 3%
e fe3t &
YYMMDDHHMMSSZ -
He Wwig$#SS 5 00~
FF g @ B fsenZ %
7 GMT s 2 7 74
u’; °
2. Ar% LG oA h o
nextUpdate & & #-¢ 5§ =
T = & 4 2. Complete
CRL #thisUpdate p& RY o
revokedCertificates RevokedCertificate ::= A thisUpdate z_ = e 4 ey
SEQUENCE OF % 7 »c (Effective) =8 3% k&
RevokedCertificate | | ( Revocation ) TR
(Suspension) % 3% ¢ % &
% revokedCertificates
(3 : #73) 7 »c (Effective)
A NGRS %ﬁﬁﬂ R gt
i R TEIL G AR )
*.RevokedCertificate B~ - i B eh

RevokedCertificate % 4% =
— T RevokedCertificate &
Erenp B 4T

.userCertificate

o AR B2 BHES
5. CertificateSeriaNumber

GPKI ¥ #7i¢ * 2_ 15 % B 5.4

- & & 5 16 Bytes s £
#ic > 1395 DER %o#B ¥ T #crr
i * g12’s Compliment 27| »
v g g AL 0x00 @ i@
1116 Bytes et B#cF % ik
* 17 Bytes ch3 @&

.revocationDate

B AR
RS aER (GMT)

1. & PKIX 3z &
2049/12/31 23:59:59 z_
# % UTCTime 3443
LR <3
YYMMDDHHMMSSZ -
He wig 8 SS 5 00~
R TR EN-E A

GMT ERY 27 %

o

=

=
Tw
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2. ¢ revocationDate ¥ R §_
CA o ] g ot *‘ﬁ‘rf&\‘%ré *
R G &

mvalldltyDate T
CRLEntryExtension P
(G A% 2
GPKI & % & *
invalidityDate & i
CRLEnNtryExtension ) e

3. revocationDate pF ¥ §_
BT H - T~ CRL %
ErenpE o 4ok 5 - RE
HRAARAT B o e A
RRAR R T s
2d (bldorr T B £ 4
X ) AT S B RIE
FeAgl CRLReason B A
PTsg o e F g E
revocatlonDate PR3

B RORIGEAT IR

#1 % 4k revocationDate
2= A

.crlEntryExtensions

SEQUENCE OF
CRLENtryExtension
(2 : CRLEnNtryExtension
T2 e 5t 2
Public-Key Certificate
Extension 742 4] fg etk 54
Z2ApR)

FHE -
CRLEntryExtension » e GPKI
¥ ¢ * reasonCode iz B
CRLEntryExtension

.reasonCode

GPKI = i * reasonCode &
% CRLEntryExtension » #
pE AT

.extnld

N

3# ~ id-ce-reasonCode (=

3% 2529.21)i% % OID

.critical

reasonCode % 7_&_
non-critical extension » #1
critical «nig & z_¥_FALSE

AR d * FALSE ¥_DEFAULT
VALUE > ##12 DER %5 ® >
PO g AR R v

.extnValue

extnValue = 4L 4] ik £
OCTET STRING > #3*
reasonCode i&-#& Extension
Mo LR LT
CRLReason =77 DER 8 2.
- st OCTET STRING
#1{& » CRLReason ¥ %

% GPKI ¥ g j 2
CRLReason # & & #* %
Complete CRL *

(zx:m— Stgn G o
#Ful P e g Public-Key
Certificate 7 Attribute
Certificate = & )
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S

H

- i# ENUMERATED

unused(0)

B B PKIX 9% > & GPKI
¢ 7 i#i * t CRLReason

keyCompromise(1)

§ EE i @ £ 45 2 A i
#ﬁt%%ﬁﬂﬁi BV Y
7 > Bl * gt CRLReason

caCompromise(2)

# st & /2 2 CA keyCertSign
# CRLSIQN f 5 £ 4if fis £ 4%
BLfzpE ¢ * b CRLReason: i
#* CRLReason # {7 i * % px
1+ EE Certificate » & a¢ * 3% B
1+ CA Certificate

(0§ st S L CA
keyCertSign # % £ 48 i =
s 4 RN SR
73 EE &% £ 474 W CA
¥ T ERMEF T EE
&7EPE o P EE 1§ B 0
CRLReason 3% & *
superseded )

- |

affiliationChanged(3)

P EEZGHEP, FHMZ L
T (blheit & 845 2
F& o~ He1 i) PER ARG
7 > g * ¢ CRLReason

superseded(4)

% EEFIRXAT &R (blirl 4
#7+ ~CAHand-Over m & % #71
3 8F~CA LY L ATIRER
FEEH AT B B FIRA
FLfR = 2 ihR k@ & s
(X 2mbspAagaER) A
LATIRE » 2R R k2 G
P o> 8 * b CRLReason

cessationOfOperation(5)

% EER#EL LG Tlo ki
d @ B s
(t]4e TE+ ) &7 87 0%
P > % * ¢ CRLReason

certificateHold(6)

3 EE B & Hin e *
(Suspension ) p&ig * gt
CRLReason ( &j4e M3 2 )

removeFromCRL(8)

¢ CRLReason ¥ &¢ 3R &
DeltaCRL #» » # {8 % >t
Complete CRL

privilegeWithdrawn(9)
(£ 1 X.509 4™ Edition)

1. % EE #hprivilege 42~ j
(B4eil Fesd F 7 2k
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o) pFEooor M
CRLReason

2. ¢ CRLReason i ¥ # &_
d EE Ad 842 md ¥
n‘i';é_C /IRA & AAT iZ =
Beib  EE B#pE gt
H*

3. * CRLReason if § #* *
B 1k Attribute
Certificate» & 4 # 5 #
B 1k Public-Key
Certificate

aACompromise(10)
(:x 1 X.509 4™ Edition)

3 R AA & 3 Attribute
Certificate * 2_ 4 % £ 4& "
CRLReason i i ¢ 42k f2 pr
i¢ * ¢t CRLReason » ie pt
CRLReason # i #* % px b
Public-Key Certificate > ¥ it *
sk AA & £ 2 Public-Key
Certificate ¥2 EE 2_ Attribute
Certificate

crlExtensions

SEQUENCE OF
CRLExtensions

3x : CRLEXxtension !
A i e1 3% & Public-Key
Certificate 7 Extension #

AU e % 2 A )

- FRARE G
Ty AR (R R A
’75‘\:“ m)l"‘}i}."’ i A K% Vs
HVIE R )

.authorityKeyldentifier

Authority Key Identifier 3%
“Lf =0 Key Identifier en2
4 3 ik PKIX &8 > B
Issuing CA =7 Public Key =
SHA-1 Hash & # 3 Key
Identifier

P L e p s E R CA
* % § %k CRL## * ek
EIT- 4o I . CA { #
lﬁﬁﬁi L A LGP ST

% ¢ * CA éwR- 5 CA 8%
K& G

.extnld o S P en
oID
id-ce-authorityKeyldentifier
(2.5.29.35)
.critical & GPKI ¢ » % d > FALSE ¥_DEFAULT
authorityKeyldentifier & z_[VALUE > #7172 DER %5 ¥ >
A_non-critical extension > #7|* 4§ = & 4% 4 & H-
2 critical e iE & 2 H_
FALSE
.extnValue extnValue (73 42 3) i £ ¥+ authorityKeyldentifier iz

OCTET STRING

& Extension @ % > & E @& *
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AL |

AuthorityKeyldentifier 7 DER
Yk s 2 OCTET STRING

AuthorityKeyldentifier

AuthorityKeyldentifier e
%47 7 = B Optional
el R
keyldentifier
authorityCertlssuer ¥
authorityCertSerialNumber
1

% GPKI ¥ »CRL iz 45 PKIX>
F gk * Keyldentifier f i~ > @
7 i¢ * authorityCertlssuer £
authorityCertSerialNumber 4

i

non-critical extension » #114

.keyldentifier keyldentifier # = % #14] |Keyldentifier <74 4 = 3% iz pg
it 2_Keyldentifier » @ PKIX & # > B~ Subject
KeylDentifier # ¥ % — 1 |Public Key #SHA-1 Hash &
OCTET STRING F #4] i |# 5 Keyldentifier e OCTET
STRING &
.CRLNumber cRLNumber CRLExtension \|cRLNumber 3 *t #f = p %
2RI L A+ Kiedkt CRL 0 A 5L
.extnld 3# » id-ce-cRLNumber (=
FeE_2.5.29. ZO)ETB OID
.critical cRLNumber & z_&_ i & d » FALSE ¥_DEFAULT
non-critical extension » #7 12 |VALUE » #712 DER % #§ # >
critical sig & T E_FALSE |2 4§ - € 4% 4 & 3
.extnValue extnValue 73 #44) fs £ (1995 X.509 4% 2% > CRL Number
OCTET STRING » #3% & JB ¥_— 1% monotonically
cRLNumber i&#& Extension|increasing sequence number-
Mmoo bR GPKI # » i & gk i b
CRLNumber 7 DER 4% #%5 |CRLNumber & & 5 - # & &
#h pt OCTET STRING &|-|- >t g« %% 7 bytes et & #ice
@ » m CRLNumber » £ %
- i INEGER (0..MAX) it
FHT A6
freshestCRL freshestCRL freshestCRL 4 “ # = 2
CRLExtension » # j* % 4= |Optional » % CA $ # i Delta
T CRL pF+1 % & % Complete
CRL ¥ i # pt oot o M 9
A R EEERE
#4517 Delta CRL sy 51 »
p w GPKI #1i¢ * 2_ Delta
CRL Distribution Points % -
i URL 4t
.extnld 3# » id-ce-freshestCRL (~
e 2.5.29. 46);%% OID
.critical freshestCRL < z_&_ i % d »> FALSE ¥_DEFAULT

VALUE > #7)2 DER ¥#5% ¢ >
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AL |

critical =i < #_§_FALSE

O S AT

.extnValue

extnValue &% L 4] i &
OCTET STRING

¥+ freshestCRL =48
Extension m = - & Jf (& *
CRLDistributionPoints 7 DER
kB s vt OCTET STRING

.CRLDistributionPoints

CRLDistributionPoints % | &
Al - B
SEQUENCE
SIZE (1..MAX) OF
DistributionPoint

& GPKI + ’freshestCRL:}i%
O A N I
DlstrlbutlonPomt

.DistributionPoint

DistributionPoint % —
SEQUENCE > p 3
distributionPoint ~ reasons
22 cRLIssuer = #

% GPKI ¥ > freshestCRL #% “v
W =7 & * distributionPoint
Wi m % i * reasons ¥
CRLIssuer iz 3 4§ =

distributionPoint distributionPoint 4 1% | % GPKI ¢ - Delta CRL
LA By F_ distributionPoint &_ *
DistributionPointName » & [fullName
DistributionPointName 2
- .@; CHOICE ARl
ik o ¥ 3E * fullName g
nameReIativeToCRLIssuer
fullName fullName enF 424 i £ |4 GPKI ¢ > Delta CRL

GeneralNames =
GeneralNames % #2 3] fig
2
SEQUENCE
SIZE (1..MAX) OF
GeneralName

distributionPoint = fullName
r ¢ ¢ 7 1% GeneralName

.GeneralName

GeneralName &_— &
CHOICE F #+7] i

GPKI :£ * CHOICE # =
uniformResourceIdentifier » T

et fF ¢ et CA = i Delta
CRL #e URL

2.4.2 To-Be-Signed # & g @A 1k i P (Delta CRL)hp %

B rF i
version v2(1) CRL vk A~ » GPKI & * v2
2. CRL#:¢ (/A3 V2 ehig &
1m % E.2)
signature 5 CRLZ 337822

AlgorithmIdentifier » p* 4 e g
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& 722 ¢b g SIGNED & 2 2
algorithmldentifier 4 = ig 4p ¢

-algorithm ¥ LT B RiwE 2 OID | %&b 22 OID - GPKI B
2 - mERF T EFIFEE
shalWithRSAEncryption  [shalWithRSAEncryption -
(1.2.840.113549.1.1.5) ~ sha256WithRSAEnNcryption
sha256WithRSAEnNcryption
(1.2.840.113549.1.1.11)

.parameters NULL GPKI ¢ * cnE /78 2% 3

& parameters: fz. 2 parameters
&R P NULL > 2 7 4 e o
NULL 2. DER %% % 0x0500
issuer CA DN ¢+ DN ¢ 7§ & &2 CACRLSIign
Certificate 2 issuer ## i~2_ DN
0 e
(3 & GPKI ¢ keyCertSign
Certificate #2 cRLSign
Certificate ¥_F — 5& )
thisUpdate A= CRL { #rentatrwin|l. & PKIX 3 &

R (GMT)

2049/12/31 23:59:59 z_ =
#* UTCTime 743
oo s A
YYMMDDHHMMSSZ >
Hoe wigF;#SS 5 00~
FF RE @ B fs i Z £
7 GMT pFf % 2 ¥ 74k
2. CA %% . Base CRL =
thisUpdate 3]t Delta
CRL ¢thisUpdate 2. BF e
wmA Ty A
(Revocation ) ~ #7 i% i¢ *
(Suspension) ¥2 {%4a i#
* (Resumption) ¥ i ik
¢ % &yt Delta CRL ¥
3. CA %#H4c% Ayt Delta

CRL = thisUpdate z_ = >
4o B E R ML
Rriz @ * > e i Base CRL
e thisUpdate ] ¢t Delta
CRL #nthisUpdate z_ & gt
A AR R

( Expiration» T & % i 3
16 7 e notAfter pFRF ) eh
FEORPFEREMRE
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4 % ¢t Delta CRL #

nextUpdate

35T % CRL ATtk
R s (GMT)

& PKIX 32 &
2049/12/31 23:59:59 z_ =
& * UTCTime F#%
CISRIR S
YYMMDDHHMMSSZ »
Ao i 8 SS 5 004
AV R @ RS Z &
7 GMT pFfF % 2 7 gk
Aok L F R ko gt
nextUpdate p - ¢ % =
T =% & 4 z DeltaCRL ¢
thisUpdate p* R

revokedCertificates

RevokedCertificate ::=
SEQUENCE OF
RevokedCertificate

% Base CRL =nthisUpdate
]+ Delta CRL =7
thisUpdate z_ & e 4 e
B AR
(Revocation ) ~ #7 i i *
(Suspension) ¥ }4h i#
* (Resumption) # * 3%
¢ Je 4 iyt Delta CRL r‘
# 4t Delta CRL
thlsUpdate 2w 0 4y G
F R AL b B AT IR

* > e & Base CRL 7
thisUpdate 3]t Delta
CRL #nthisUpdate 2 & gt
CRAC AR R

( Expirations T & (i 7
& 7 ch notAfter pERF ) h
FEORPFEEREMRE

it Delta CRL ®

* RevokedCertificate

Hor-ipen
RevokedCertificate % 4% &
— i# RevokedCertificate &
Breop B Ao L

.userCertificate

B~ AR BT
¥ CertificateSerialNumber

GPKI ® #7i¢ * 2 152 R 5.8
- BE B 5 16 Bytes et &
#ic > 1395 DER %o#B ¥ T #c¥7
& * ¢12’s Compliment sB| »
Foav € woa AL 0xX00 @ i@
7116 Bytes et B #cq 5 ¢ ik
* 17 Bytes 3

.-revocationDate

B RGBT o

1. & PKIX 2 &
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Rk s R (GMT)

2049/12/31 23:59:59 z_ =
g * UTCTime 7413
i fe3' &
YYMMDDHHMMSSZ -
He Wwigf;#SS 5 00~
FEBR @ fs e Z &
7 GMT Y s 2 7 4 9%
#* revocationDate pF ¥ §_
CA YT I B ok B iR fé
/; f‘f”FE':F" %F » l;ta
invalidityDate & i
CRLEnNtryExtension ;& %
(32 Az rmd
GPKI & # & #
invalidityDate & i
CRLEntryExtension )
#* revocationDate p& ¥ §_
(5 " h - =X BN CRL Z
ErenpE oo 4ok - %G
HERABRIRRE T 5 LA
R BT A R
2d (bldorr T B £ 4
%) AT S B 0 RIE
72 11 CRLReason #-¢ 4t
B L H g en
revocationDate P fF J& 2%
e R RIG R RR
#1 % 4% e revocationDate
R

.crlEntryExtensions

SEQUENCE OF
CRLEnNtryExtension
(3 : CRLENtryExtension
T2 e 5t 2
Public-Key Certificate
Extension 7 #24] fg etk 54
Z2ApR)

VHE - B
CRLEnNtryExtension » e GPKI
5 ¢ * reasonCode iz B
CRLEntryExtension

.reasonCode

# CRLEntryExtension » H
P AT

GPKI = i# * reasonCode &

.extnld

# » id-ce-reasonCode (»
& 25.29.21)iz % OID

.critical

reasonCode % 7_&_
non-critical extension » #7114

critical =& 2 7_&_FALSE

iR d > FALSE #_DEFAULT
VALUE » #7172 DER %% ¢ >
A A A
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.extnValue

extnValue 73 423 3
OCTET STRING » #**
reasonCode iz-#& Extension
mE o %R T

CRLReason =1 DER %45 2_

- #a % ¢ OCTET STRING
erie > CRLReason » ¥ %
- i# ENUMERATED

i GPKI # Rz 3 &
CRLReason # ¥ fe‘ * 3t Delta
CRL ¥

(L T i ehlg i 0 Ar
Ful#p > plé 7 Public-Key
Certificate £2 Attribute
Certificate = #& )

unused(0)

ﬁ e PKIX g3 % > # GPKI
¢ 7 @i % L CRLReason

keyCompromise(1)

¥ EE e % A4l 2 & L
?ﬁ%g"i\‘ﬁiﬁ? BN S
7 0 plig * p CRLReason

caCompromise(2)

% L5t & /% % CA keyCertSign
£ CRLSign % & 48 i = 4%
BLfzpE @ * ¢ CRLReason: e
' CRLReason # {8 & # »*fx
it EE Certificate » ¥ & * »% f
1+ CA Certificate
(L@ % s /L CA
keyCertSign % £ 48 ;f"m‘
LR TR E L
eierd EE @@ £ 374 % CA
E4¥ > T ERTEF T3 EE
BP0 B EE & #E A
CRLReason 3% & *
superseded )

[

affiliationChanged(3)

% EEZGHEP FARB 2 24
TR (blhoit {845 2
FE L E) PR R
# > Bl * pt CRLReason

superseded(4)

% EEFIZAT & (Slac
#7+ ~CAHand-Over m & % #1
3 8F~CA LY L ATIRER
i BT R N TR
BLR S E enRpLA & Jf s H
(X 2cngspfampaLR)a
LATRTE SRR k2 G
#pF o ¢ * b CRLReason

cessationOfOperation(5)

% EEB#ET LG TP FrRID
d ooom A B s
(G4 T3+ ) &2 B2 0T
B pE i3 % b CRLReason

certificateHold(6)

% EE QR+
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AL |

(Suspension) pEFig * gt

CRLReason ( &j4e M3 2 )

removeFromCRL(8)

1.

ek - REER A
#* Delta CRL 1 Base
CRL » A % &5 Hinié
* ek iy 0 2 A Base CRL
errthisUpdate 3]t Delta
CRL = thisUpdate 2. ¥ 1§
TEARRAR 1 H
(Resumption) » B A&
DeltaCRL ® #4¢ » - &
CRLReason
removeFromCRL =
RevokedCertificate
RevokedCertificate i 4
= revocationDate B % -
RIRTEARRAR @ P
B
4 % *}5 -REBFER A

#* Delta CRL = Base
CRL ¥ 4% % & 5 Aok &
ﬁfr,,;’:,gq e § B A
Base CRL = thisUpdate
]+ Delta CRL =
thisUpdate z_ F¥ i #p

( Expiration » = #_Delta
CRL #thisUpdate P ¥ 2
e g0 B
notAfter El%‘fF'“) Al CA ¢
a # At DeltaCRL # 4c
r - i
RevokedCertificate
4> 2 CRLReason 3
removeFromCRL » #
revocationDate F& ¥ || %
3% 1& 7 v notAfter pF R
¢ CRLReason ¥ it 3R
. DeltaCRL ® » 7 1#1
* 3+ Complete CRL

privilegeWithdrawn(9)
(#x 1 X.509 4™ Edition)

% EE &hprivilege A2~

(b4l iedd & 35 S Ak
Toge) PR
CRLReason
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AL |

2. * CRLReason i % # &_
d EE A dgfd > @il
F_ A CAIRA & AAT & (=
it EE G g1
#

3.  #* CRLReason if ¥ *
Bk Attribute
Certificate» iz » ¥ 5 * %
¢ 1+ Public-Key
Certificate

aACompromise(10)
(zx: X.509 4™ Edition)

¥ R AA %% Attribute
Certificate * 2§ % & 4"
CRLReason i fi; & A #k i p
i¢ * y* CRLReason » e gt
CRLReason # &7 #* % px b
EE Public-Key Certificate » =
o TR E AA KDz
Public-Key Certificate &2 EE 2_
Attribute Certificate

crlExtensions

SEQUENCE OF
CRLEXxtensions

(3£ : CRLExtension 7 #*
7| 1k 5% 3% &2 Public-Key
Certificate 7 Extension 3
AL RS R 240F)

PER-PHEFE TN
Tm#%w’r&“ﬁ (7% it&
FP ER T A A A _RILT

Hw'ﬁ}%:):

.authorityKeyldentifier

Authority Key Identifier 3%
o f = > Key ldentifier s 2
4 2V ik e PKIX &8 > B~
Issuing CA =7 Public Key
SHA-1 Hash & # 5 Key
Identifier

PP ehp i E 4R CA
* % F# A~ CRL#T# * 14
AT 2o U LCA {3
E4E H A IGE I TR

% * CAawR- 3k CAEG#HE
K 18

.extnld D s
OID
id-ce-authorityKeyldentifier
(2.5.29.35)

.critical & GPKI # > A& d ** FALSE #_DEFAULT
authorityKeyldentifier % #_|VALUE > #712 DER %5 ® >
_non-critical extension» #7| 2 #ff > € 4% 4 1% 3
2 critical ehiE & 2 H_
FALSE

.extnValue extnValue (73 42 4] s £ ¥+ authorityKeyldentifier i&

OCTET STRING

#8 Extension @ % > & Jf i *
AuthorityKeyldentifier 57 DER

Sn#G w5 ¢t OCTET STRING
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GPKI & 3% 2 B3 b P 15315

AuthorityKeyldentifier

AuthorityKeyldentifier e
%7 7 = B Optional
Sl i o A u]
keyldentifier
authorityCertlssuer ¥
authorityCertSerialNumber
i

% GPKI ¥ »CRL iz 45 PKIX>
F gk * Keyldentifier f i~ > @
7 i¢ * authorityCertlssuer £
authorityCertSerialNumber 4

i

OCTET STRING » #**
cRLNumber i&#4 Extension
N
CRLNumber 7 DER %%
% ¢ OCTET STRING
® > @ CRLNumber # £ %
- 1% INEGER (0..MAX) &t

Fay Al

.keyldentifier keyldentifier # 5 13 #L4] |Keyldentifier sh& # = 5% i p
it 2_Keyldentifier » @ PKIX & # > B~ Subject
KeylDentifier & £- % - i |Public Key 7 SHA-1 Hash &
OCTET STRING F#1 3] i |# 5 Keyldentifier c7 OCTET
STRING &
.CRLNumber cRLNumber CRLEXxtension

P e

.extnld 3# » id-ce-cRLNumber (=
#&_2.5.29.20)iz i# OID

.critical cRLNumber & #_&_ /2% 4 *> FALSE ¥_DEFAULT
non-critical extension » #7112 (VALUE » #7112 DER %f5% # >
critical =178 & T E_FALSE |* #f = ¢ 44 4 v 4

.extnValue extnValue (73 42 4) s £ [1245 X.509 &% » CRL Number

& Zf 4_— i monotonically
increasing sequence numbere %
GPKI ¥ » B g ik i eh
CRLNumber & /& % - B & &
o] 3 g E AT 7 bytes et B Hice

.deltaCRLIndicator

deltaCRLIndicator
CRLEXxtension si7p % 407 &

.extnld PN
id-ce-deltaCRLIndicator (~
e &_2.5.29.27)iz i# OID
.critical deltaCRLIndicator = =_&_ |/ % d ** TRUE 7 4_
critical extension » =11 DEFAULT VALUE > #t12 DER
critical ehiE ¢ ¥ Z_TRUE |%f5 ¢ » =3 7 gt > @
% DER 4% ¢ TRUE 1 DER
Value ¢ f % 5 OXFF
.extnValue extnValue =73 423 3 &

OCTET STRING > #+3%
deltaCRLIndicator i&4&
Extension @ 3% > & Jf ¢ *
BaseCRLNumber 7 DER ¥

BaseCRLNumber &_* % 35 "
 Delta CRL #_1r1vR— B

Complete CRL # 7 Base CRL
( BaseCRLNumber =

CRLNumber of the Complete
CRL used as the Base CRL for
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G i s ¢ OCTET STRING
g (» #%&_Base CRL
CRLNumber &) m
CRLNumber ~ ¥ % - B
INEGER (0..MAX) i+ # #&c

this Delta CRL )

2.4.3 To-Be-Signed % & 1§ & & 1k 5 (Partitioned CRL) s p %

I &

X

Rl

version

v2(1)

CRL e A& » GPKI i * v2
2. CRL #5 (VL& V2 ehig 4|
1m % E.2)

signature

#CRLZ ExwHi22
Algorithmldentifier » p* 4 s g
% S 22 ek R SIGNED & 3 2
algorithmldentifier 1§ e g 4p F=

.algorithm

¥ RNNT REFHEZEOID
shalWithRSAEnNcryption
(1.2.840.113549.1.1.5) ~

sha256WithRSAEnNcryption
(1.2.840.113549.1.1.11)

¥R %522 OID > GPKI p
R T EFFE
shalWithRSAEncryption ~
sha256WithRSAEnNcryption

.parameters

NULL

GPKI# * chE w8223 3
& parameters- iz 2 parameters
& ZE3E b NULL » % 7 4k
NULL 2z DER %# % 0x0500

issuer

CA DN

¢t DN & 7§ & 22 CACRLSign
Certificate 2 issuer # =2z_ DN
10 e

(3x: & GPKI ¢ keyCertSign
Certificate £2 cRLSign
Certificate ¥_F — 5& )

thisUpdate

A=t CRL { #7efetfain
R (GMT)

5 & PKIX R 2
2049/12/31 23:59:59 2_ =
i * UTCTime F %
OO CEA
YYMMDDHHMMSSZ -
#¢ Wi f#SS % 00~
FE G A RiSihZ £

7 GMT /> 2 7 4

2
‘lpo
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6. CA %% t thisUpdate 2
ELR=£0 Je iz ght i IR0
i (Revocation) £ %7 i%
¢ * (Suspension) ¥ i*
#0 g &yt Partitioned
CRL ¥ -

7. % CA & # Partitioned
CRL B> 4c% § &% R ~
AT o (A
thisUpdate 2 # 4% < 41 ¢
* (Resumption ) B &
R kS g
A A % B A - S
Partitioned CRL ¥ &t {4 4
g CRL # > g2t i
S Y N gt
f% * o

8. % CA Az 2 Partitioned
CRLPF 4% 1 BH R ~
WAL R A
thisUpdate z_ % 1§ 2% i/ 8
( Expiration > =
thisUpdate p= ¥ @ 4265
7 e notAfter pEFF ) > B
S Tt S A
* % {rﬁr*.c.gz;tﬁ% % @ A
% 4% )t Partitioned CRL
? oo

nextUpdate

33+ = CRL { ATenfatk
R japER (GMT)

3. & PKIX# 2 A&

2049/12/31 23:59:59 z_ =
i * UTCTime 744
ES A
YYMMDDHHMMSSZ >
He Wik 5SS 5 00
FV g @ fsenZ 4
7+ GMT /Y 2 7 %4

L ES

2
4, ek ‘Jl”ﬁ Rk

nextUpdate p* & #-¢ 5 =
T =X & 4 2 Partitioned
CRL s thisUpdate p& F¥ o

revokedCertificates

RevokedCertificate ::=
SEQUENCE OF
RevokedCertificate

% thisUpdate 2. # 53¢ 2 ey
7 7 »= (Effective) =g % A
1

1k (Revocation) £ #7i% ¢ *

£
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(Suspension) ¥ % ¢ ' &
% revokedCertificates

(31 : #3} § »c (Effective)

ARZREY AEY > AR
@ R AR R Y )

* RevokedCertificate

HEr-ippen
RevokedCertificate s 47> =
- & RevokedCertificate &
ﬁfs‘f:‘ﬁ?[l\ ; L

.userCertificate

BB BT BER
g CertificateSeriaNumber

GPKI ® #7i¢ % 2 g% /58
- B& &R 5 16 Bytes ehit £
#1245 DER %f8 #4  dicot
& * ¢12°s Compliment 3R] »
T g w a4t 0X000 @ @
116 Bytes et F#cq 5 ik
* 17 Bytes e @&

.revocationDate

G AT
BRI oER (GMT)

4. i PKIX 37t
2049/12/31 23:59:59 z_ %
% UTCTime F 3
fs > R34 5
YYMMDDHHMMSSZ >
Ho¢ ¢ f#SS % 00
FE RN @ fsnZ &

7 GMT /R4 2 7 74

=

% o

“ revocationDate fF & §_
CA BBt e qyin g *
AR &
invalidityDate iz i
CRLEnNtryExtension ;& %
(32 Az >3
GPKI i 7 i& *
invalidityDate iz
CRLEnNtryExtension ) e

6. * revocationDate FF ¥ §_
G# % - ZiEr CRL %
B o Aok - R
BRARE R (A
RPRAp i m T FH
2d (blherm TP £ 4%
i%)$&§%i’Mﬁ
# 11 CRLReason #-¢ 4%
B L H g

revocationDate P& f¥ J& 2%

o1
o
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e RRiG AR R Y
1 % 4% e revocationDate
PF R o

.crlEntryExtensions

SEQUENCE OF
CRLENtryExtension
( 2z : CRLEnNtryExtension
Pl i et 5 o
Public-Key Certificate
Extension 7 LA f& e 3¢
Z2ApR)

FH -
CRLEntryExtension » e GPKI
¥ & * reasonCode iz B
CRLEntryExtension

.reasonCode

GPKI = # * reasonCode iz
# CRLEntryExtension » #
RO e

.extnld

3# » id-ce-reasonCode (=

3% 25.29.21)iz % OID

.critical

reasonCode % ¥_&_
non-critical extension » #14
critical =i < #_%_FALSE

i & d » FALSE ¥_DEFAULT
VALUE s #7127 DER %:#% # >
LY YLT

.extnValue

extnValue 13 423 i &
OCTET STRING - 3¢
reasonCode iz-#& Extension
mE o %R LT
CRLReason 7 DER %0 #8 2
— k& 2t OCTET STRING
e » CRLReason # £ 3
- i# ENUMERATED

& GPKI ¥ 3z ’ﬁ 5
CRLReason # & i #* %
Complete CRL ¥

(L T AT enlg 0 e
Ful P > plé 7 Public-Key
Certificate £2 Attribute
Certificate = & )

unused(0)

& B PKIX 5% > & GPKI
v 2 @i % 1t CRLReason

keyCompromise(1)

% EE ehf % £45:8 % &R
?K%E"E“kiﬁi R S
#% > Bl * pt CRLReason

caCompromise(2)

¥ 1% 2 £z 2 CA keyCertSign
# CRLSIgN % 4 40 i it
BLfgpE @ * ¢ CRLReason- e
¢* CRLReason # & i * B¢
1+ EE Certificate » & &y * >t B¢
i+ CA Certlflcate

(3£ F gL mz CA
keyCertSign % £ 4&:% If;gé«
ARLfED LR R S R
g7 EE @ £ 474 W CA
E4¥ > T ERMEF T3 EE
& B:“f ’ F' EE )& }%\ e
CRLReason 3% i *
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AL |

superseded )

affiliationChanged(3)

% EEZGHEP FARR 2 24
ot (bldric &~ B A2
F~HHIT) PR REL G
# > Rig * ¢ CRLReason

superseded(4)

P EEFIRAT & (b4 #
#+ ~CAHand-Over @ & % *1
7% ~CA G L ATERER
sia Egd T BE S N FIRAB
S ER Ly SN
(2 2ehb g aLR)a
{3783 SRR Rk
#PF > @ * ¢ CRLReason

cessationOfOperation(5)

¥ EER#EL G TR
d oo om s R s
(blde T+ ) &% @7 1F
B pF > @ % ¢ CRLReason

certificateHold(6)

g EE ?§ ﬁﬁ‘ =g H
(Suspensmn) P b
CRLReason ( &]4- T# % )

removeFromCRL(8)

* CRLReason = & V30 A&
DeltaCRL # » % g% % 3¢
Complete CRL

privilegeWithdrawn(9)
(:x : X.509 4™ Edition)

4. % EE #=nprivilege # B~ 3f
( bldei fiedd 7 e ik
BogE) oo
CRLReason

5. CRLReason WF AR
r} AdgAe > Ay

/RA & AAM L7

EEG#F1 ¢ ¢

6. #* CRLReason if
B b Attribute
Certificate» iz » ¥ i # 3%
B¢ 1+ Public-Key
Certificate

¥ v

aACompromise(10)
(zx: X.509 4™ Edition)

¥ st AA K3 Attribute
Certificate * 2. % £ 4
CRLReason i§ § 2 A2k f2 pr
i# * p* CRLReason » e pt
CRLReason # ¥ i % % g b
Public-Key Certificate » ¥ 5t *
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