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1 BEENE
11 CAB®

111 CAB# i

% 45 ITU-T X.509 | ISO/IEC 9594-8 2 B 4 4% % L2 [1] » CA 3% (CA

Certificate) ¥ 4 & = #f :
(1)p % &% (Self-Signed Certificate ) :

Self-Signed Certificate £ - & CA Certificate » i ¥ &1 & 54 7
Root CA p 7 & % «r» CA Certificate » ¢ & ;¢ PKI ¢ chigzE 7 4= 2L |
e pF g PKIE EHP > - & CA » ¥ a &% Self-signed CA

Certificate » 14 i s 73 E &G EZ3Z CAZL* Z Ni§ R EZA2gk -
(2)p 3 &2 (Self-lssued Certificate ) :

Self-1ssued Certificate #_— #& CA Certificate » £ GRCA s st* 4
Ee4TIY T LHATCA £45FF i > d GRCA k3Ll CA £452
ATCAEKIEFORE "FIREEATHEKIFTEARY - IF
P AREEGTEFLTHCARES Y P BELFPI K i

o
(3)% = 1&# (Cross Certificate ) :

Cross Certificate » #_— & CA Certificate - iz Cross Certificate e %
F¥ 92 % CA LAY a7 du CAS ?—«‘?j’r CA B3 %7 - B
CAeig#E > oA CA* » 2 WBRET Zaufth s I A PKI P g
CAE#G%+ 2Tk CA (Subordinate CA) 2 B# B\ g% > 7 %
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CAwH s PKIzZ CAef723:nm - B CAEg Y- CAHg

1.1.2 CAB#ET=KRA

% 7 xﬁ & X.509 #&#[1]2 *t » GPKI 2 CA & #f 7k ;ljzlﬁ BT R

Al

#+ & IETF PKIX Certificate and CRL Profile (RFC 5280)z. {5 7& 3
[2] -

#+ & IETF PKIX Qualified Certificates Profile (RFC 3039) 2z {5 & 3
[3] -

#2 Asia PKI Consortium z_ g . 42[4]40 % °

2 NIST FPKI 2. i R4 [5]4p % o

BRE 2 IGEARRE6IAF -

2 \Web Browser 4p %

i+ & Secure Electronic Transaction (SET) z. & # *# # [7] -

GL: Feiris bl 2 B 24 A& (GPKI) 51% SET R4t 0 ¥ &
%35‘} a8 1 ¢ & 0 hashedRootKey # “u 1§ =¥ = Root CA ?‘% L #
EHF TR IS > L2ER R 2B R SET Root CA gbis § 5
Ba -+ 2. Root CA)- p 101 # 9 * 12 {s GPKI Root CA #7 %

7 2. Self-Signed & # # =% }_gf SET % » 7 £ ¢ 3
hashedRootKey # ~ 1 - °

B3 &% X509Vv2 4 i~ (199 RFC 5280 [2]2 &%) -
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1.1.3 CA B

TEAARpu s Rl AT ez 8 CABEMTR Y AF o H P
v Fc%iﬁ A% G e & = (Required Field) ; &3x T x | Pc%{ﬂ a0
27 CA)@J—“&],;}’# Lbﬁﬁ,«;

l N /(

CA & # (CA Certificate)
# = & i (Field Name)
Self-Signed Certificate | Self-Issued Certificate| Cross Certificate
version v 4 v
serialNumber v v v
signature v 4 v
issuer v v v
validity v 4 v
subject v v v
subjectPublicKeyInfo v v v
issuerUniqueldentifier x x x
subjectUniqueldentifier x x x
extensions v v v
Tz 4R =48 CABHEAMTEY g Y R T FEHLY

LAR G e & 3% L = (Required Extension Field) ; #:x " O | Pc%{—‘ﬁ -
4716 7 <iE 3% (445 ~ 4§ = (Optional Extension Field) 5 %5 " x e84 » Rl 7
AR A LA T AT LA AW = EE 17 L critical
#He TTRUE | 27 %@ % p 4o Bl E2 7 5 critical ; TFLASE | 4 7
P L B R % Bl 5 non-critical 5 T N/JA ;| (Not Applicable ) # =+ %A
GPKI #-7 *+ CA gz ® & * %4 o ff = » Fet & #73) critical & non-critical

v o
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Self-Signed Certificate :

R -Si
(EXTN?SI?NI;IELD) Sé:ee”;t?f'ﬁ’;gig Critical
authorityKeyldentifier x N/A
subjectKeyldentifier v FALSE
keyUsage v TRUE
privateKeyUsagePeriod x N/A
certificatePolicies x N/A
policyMappings x N/A
subjectAltName x N/A
issuerAltName x N/A
subjectDirectoryAttribute x N/A
basicConstraints v TRUE
nameConstraints x N/A
policyConstraints x N/A
extKeyUsage x N/A
cRLDistributionPoints x N/A
inhibitAnyPolicy x N/A
freshestCRL x N/A
authoritylnfoAccess x N/A
subjectinfoAccess x N/A
X
hashedRootKey (101 &9 {2 L& | NIA
7 )

4 B iz B3N



GPKI B * Bt P 154315

Self-Issued Certificate :

Zu i 1> _
(EXTN?SlfNI;l ELD) SceeIIt:fsiScl;iCel Critical
authorityKeyldentifier v FALSE
subjectKeyldentifier v FALSE
keyUsage v TRUE
privateKeyUsagePeriod x N/A
certificatePolicies v FALSE
policyMappings v FALSE
subjectAltName x N/A
issuerAltName x N/A
subjectDirectoryAttribute x N/A
basicConstraints v TRUE
nameConstraints x N/A
policyConstraints O TRUE
extKeyUsage x N/A
cRLDistributionPoints v FALSE
inhibitAnyPolicy O TRUE
freshestCRL x N/A
authorityIlnfoAccess v FALSE
subjectinfoAccess x N/A
hashedRootKey x N/A

Cross Certificate :

5 B iz B3N
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o i Cross Certificate | Critical
(EXTNESION FIELD)
authorityKeyldentifier v FALSE
subjectKeyldentifier v FALSE
keyUsage v TRUE
privateKeyUsagePeriod x N/A
certificatePolicies v FALSE
policyMappings v FALSE
subjectAltName x N/A
issuerAltName x N/A
subjectDirectoryAttribute x N/A
basicConstraints v TRUE
nameConstraints x N/A
policyConstraints O TRUE
extKeyUsage x N/A
cRLDistributionPoints v FALSE
inhibitAnyPolicy O TRUE
freshestCRL x N/A
authorityInfoAccess v FALSE
subjectInfoAccess x N/A
hashedRootKey x N/A
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vLb e PR R R B R Rl 4 4% i RFC3161 Time-Stamp
Protocol (TSP) PRI*cHFRE ; @ FIRBR* #cfich* 2 £.7 &

serg) DA FE ORI & d A ag TR o

(19)OCSP IR B 5 3%

EAHE % R REMK R T (OCSP) RPRE TR * G -
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7 @ 9F X509 hF[1]2 > GPKI * # g = amk 3t £ AT Rp

#+ & IETF PKIX Certificate and CRL Profile (RFC 5280)2z_ & & 4L+
[2] -

i+ & IETF PKIX Qualified Certificates Profile (RFC 3039)2_ & & . 1%
[3] -

#1 Asia PKI Consortium 2_ & 2 4L [4]40 & ©

2 NIST FPKI 2 & %244 [5]4p %
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AR

® SEmp2EEAREF -

® 27 \Web Browser 48 ¥ ©

® * S/IMIME [8]% SSL/TLS [9, 10]2. !

[
\\'E‘.

[ 4 E

BT

1.2.3

? Internet IP Security(IPsec)z_/

R Ty Jd

T AR yE L ARG R Y S G P 2

ERRARF -

FE-LE*#);’[_]#B -

7 & & * X.509v2 i (295 RFC 5280 [2]2

ER)

‘:1 *ﬂ T r\/J \._.C )uE‘fA”H;Bfi

A 3EARIE A & 4 - (Required Field) » #3x Tx ) 3o8i) - Pl 2 %08 57

i ey i

# = £ 4¢(Field Name) (ﬁsﬁé Tgr:?féii)
version v
serialNumber v
signature v
issuer v
validity v
subject v
subjectPublicKeyInfo v
issuerUniqueldentifier x
subjectUniqueldentifier x
extensions v

TA G AATIBEATR Y P AP e B Y R T

VoRRE o SR
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12 & 3~ 4§ = (Required Extension Field) ; #:x F O se5L4 » 528w
i 4% 4 4% L = (Optional Extension Field) ; %31 " x | eiLE 0 R & T RRARIRE

FR R L o T AL E AL & F 5 critical > 27 TTRUE |
ForE R PLIF L =0 BRI RS 5 ocritical s TFALSE | & R 0t 4F L F mE
@ % p24E7 2 non-critical 5 @ "TN/A | Bl& 7 2 CAGHEY * @ ¥ ZFLff =

F]pt 7@ critical & non-critical s ¢

A * 5 ﬁ f& & critical
(EXTNESION FIELD) (EE Certificate)
authorityKeyldentifier 4 FALSE

subjectKeyldentifier 4 FALSE
keyUsage v TRUE
privateKeyUsagePeriod x N/A
certificatePolicies v FALSE
policyMappings x N/A
subjectAltName O FALSE
issuerAltName x N/A
subjectDirectoryAttribute O FALSE
basicConstraints x N/A
nameConstraints x N/A
policyConstraints x N/A
extKeyUsage x N/A
cRLDistributionPoints v FALSE
inhibitAnyPolicy x N/A

12 i B
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freshestCRL x N/A
authorityInfoAccess 4 FALSE
subjectinfoAccess x N/A
hashedRootKey x N/A

13 B#ER

GPKI #7# * i

SIGNED F # >

292 Y
B &

_,E!’]‘)/‘_E.;“-&r”f :

X500 2 B 4 416 #[1] - X500 2 B & 4G %1 f8

W

5%

mF

toBeSigned

To-Be-Signed & (# * &

I8 )

_-‘_?-

To-Be-Signed & 2 % }\ i 4\3 75 X.509
TR ) FREEEMGE TR A G A
2 > GPKI 4p B e % 2 To-Be-Signed & 3 p

algorithmidentifier |C

L)&Fﬂ_ﬁ-ﬁ-h%?—igi

% & ;% 2. Algorithmldentifier

P e
signature f§ e 4p e

& JB &2 toBeSigned & #

AN

algorithm % % i & 7% 50 OID B% i 2 OID>GPKIp # i 5%
sha256WithRSAEnNcryption % & ;2 sha256WithRSAENcryption
(1.2.840.113549.1.1.11)

.parameters NULL GPKI#* chE 78272 2 &

parameters - 2 2 parameters & Jf 3
NULL » # ¥ 4% > NULL 2. DER %5 =
0x0500
signature AxtiEETE R % % &_CA ¥ toBeSigned # = ¢ 1 To-
Be-Signed /& # 1 & F
WP RERSAEEHEE AR G = AL SR E N 380 To-Be-

Signed BN A € Fl & %W a0 B

I

7 fe g g oo

=%
rE- —7»

R

z# (Subject Name) 2 #7 % H » (/g2 F

To-Be-Signed (& & 2 ;% & W] 3Lf 40 !

13
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RAREARIE

1.3.1 To-Be-Signed § & & & 1 5%

1 i

>

F\

o

\Version

v3(2)

GPKI G# 54 * X.509
V3E#ER: (LR V3hiE
X2ma*E3)

SerialNumber

B 78 B 55 ( Certificate Serial
Number )

GPKI # #7i¢ * 2 1§ % K 5L 4
- BE & 5 16 Bytes e 5
#c > 1345 DER Y8 3+ 1 dicr
g * 12’s Compliment 31

Al 3 £ EHT & § v @
# 2+ 0x00 » @ & ¢ 16 Bytes
el FEHCR E L R 17
Bytes th7 @

(GMT) » At R 2 w0 G &

a

B3I

Signature AHMEEET MY L ERTH (VLHDELFE R
& ;% 2. AlgorithmIdentifier SIGNED & # 2.
algorithmldentifier {§ s e 4p
[
algorithm % %78 2 0ID %% wE£2 OID> GPKI B
sha256WithRSAENcryption ECAT AT S - N ES
(1.2.840.113549.1.1.11) sha256WithRSAEncryption
.parameters NULL GPKl# * chE FiF 5 i: % 32
& parameters » fe #
parameters & Zf 3 + NULL >
% ¥ %% » NULL 2. DER %
75 % 0x0500
Issuer &FE ’:ﬁ» % (CA) et CA & ¥ 51 X.500 DN(CA 2
DN #-d 1 ¥ b7 2 2)
(i PKIX R7» #7}
ASN.1 DirectoryString ~ =
Skl - = UTF-8 4
)
Validity Gk PFRBIGE AR R R RARBEIK D
T
.notBefore B A AR IS PR iz PKIX 3 7_% 2049/12/31

23:59:59 (7 ) 2 wwig *
UTCTime FALA & » #2355
YYMMDDHHMMSSZ »
2050/01/01 00:00:00 ( 7 ) 2
fs » & * GeneralizedTime 3
i E USRI CEA
YYYYMMDDHHMMSSZ -
A fEF Y g fy i SS

3004 37 4wk o @ g fdeh

14

E: e SR
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Z% GMT R & 2 7 4%

.notAfter

e A A S L
(GMT)» fyp 2 (215 &

L

% PKIX 4 %_# 2049/12/31
23:59:59 () 2z % @& *
UTCTime FAL3] & » #2355
YYMMDDHHMMSSZ >
2050/01/01 00:00:00 ( z ) 2
fs > ¢ * GeneralizedTime 7
A 0 RS
YYYYMMDDHHMMSSZ -
A fER P i ¥ SS
2004 7 Bex oo o@m gtsn

Z 47 GMT RS 4 7 4

Subject

& 1 1 (Subject) % i

CA # £ 51 X500 DN » gt
DN =& 7f 22 issuer §§ =¥
DN #p f (CA 2. DN #-4 i %
b T T2 )

(i PKIX 3% #75
ASN.1 DirectoryString < F %
- =@ UTF-8 %8 )

SubjectPublicKeylInfo

1§ ¥ 2 1 < Public Key Info

7z §¢ Subject =7 Public Key %
B 2 Public Key erig

.algorithm * % subjectPublicKey #f %] e
Algorithmldentifier
.algorithm OID rsaEncryption Public Key #g %] 2. OID -
(1.2.840.113549.1.1.1) GPKI p % & ¢ *
rsaEncryption z_ Public Key
.parameters NULL rsaEncryption ;% & ;2 B2 2% %

Z £ parameters » iz H
parameters & Zf 3 + NULL >
7 ¥ 412 > NULL 2. DER %
75 % 0x0500

.SubjectPublicKey

BIT STRING - ¢+ BIT STRING
™ % Subject Public Key =7 DER

Sk B

GPKI p # ¥ 4 * RSAPublic
Key » #7112 ¢t BIT STRING >

BN F T TR

DER %78 :
RSAPublicKey ::= SEQUENCE {
modulus INTEGER,

publicExponent INTEGER }

extensions

SEQUENCE OF Extensions

REL-BBARE F S
YT e S e fEsE (F s
LG TR R T oA A AR
1T I B ) :

.subjectKeyldentifier

Subject Key Identifier # > 1§ = >
Key Identifier enz 4 = ;3\ iz pR
PKIX % » B~ Subject =7 Public

R T
Subject #i& * e 4 i H R
#u

15
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RAREARIE

Key 7 SHA-1 Hash & # 5 Key
Identifier

.extnld B & P ooy = OID id-
ce-subjectKeyldentifier (2.5.29.14)
critical % GPKI ¥ - subjectKeyldentifier |+ & ¢ ** FALSE &_
& Z_f_non-critical extension > #7 |[DEFAULT VALUE > #712
v critical #hi& < 7_%¥_FALSE DER %#g® » S g 44 4
i Ein
.extnValue extnValue 3 42 4] i £ OCTET | ¥+ subjectKeyldentifier iz f&

STRING

Extension @ % » & ffi& *
Keyldentifier =17 DER %75 i
% 1 OCTET STRING i

.Keyldentifier

v

KeylDentifier » £ 5 -
OCTET STRING F#.4] &

Keyldentifier eh g 4 = ;% iz g
PKIX &% » B~ Subject #»
Public Key 7 SHA-1 Hash &
# % Keyldentifier 7 OCTET
STRING &

.keyUsage Key Usage # ~ f§ i » e §¢ P % &% 2 Key Usage #-#
Subject Public Key #p % & 2. # Certificate Signing, Off-line
Private Key =% £ *24] CRL Signing, CRL Signing =
A
.extnld B~ & PP oL a0 OID id-
ce-keyUsage (2.5.29.15)
critical % GPKI ¥ > keyUsage < 2 &_ [/ & d * TRUE 7 4_
critical extension » #712 critical en|DEFAULT VALUE - #7112
e ¥ £ TRUE DER %% ¢ - M 27 ¥4k
ki
.extnValue extnValue 7% 1 3] jx £ OCTET |$+** keyUsage iz 44 Extension
STRING m 3 0 &R ig * KeyUsage e
DER %8 = ¢+ OCTET
STRING g
.KeyUsage KeyUsage » ¥ % — i Named #* Named BIT STRING 2

BIT STRING

TG

keyCertSign(5)£ cRLSign(6)
o B Bit#gamK 51

.basicConstraints

Basic Constraints #§ - {§ i~

P A ehp R R
B s CAB®

.extnld o~ A L3 U =0 OID id-
ce-basicConstraints (2.5.29.19)

.critical 7 GPKI ¥ - basicConstraints & [} % ¢ *> TRUE % &_
Z_&_critical extension » #11 DEFAULT VALUE » #1112
critical #0ig 2 7 ¥_TRUE DER % @ » M =73 ¥ 4%

e ki

.extnValue extnValue % #L 4] i #_ OCTET |#+** basicConstraints iz &

STRING Extension @ % » & jfi¢ *
16 Bz g B I
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RAREARIE

BasicConstraints 1 DER %5
s v OCTET STRING g

.BasicConstraints

BasicConstraints ::=
SEQUENCE {
cA BOOLEAN DEFAULT FALSE,
pathLenConstraint INTEGER (0..MAX)
OPTIONAL }

wGPKIY » g BEHETY §
@ CAFHZ @A g
pathLenConstraint =+ # =

.Ca B~ TRUE - #7 b3 5 CA [[Z X d * TRUE 7 &_
8 E DEFAULT VALUE » #7111
DER %5 ® > S 272 74k
g
.hashedRootKey Hashed Root Key #5 ~e i iz > 35 [ 3F oo = 5 SET &8 12
L CAFF LR * 77 — J= 2@ & | & < Private Extension » &
41 Hash & SET & & ¥ s = Jp H_
critical e L i+ > & K
AR R e £ 5 GPKI -
W 3% 5 non-critical % #
M4 L = o GPKI p 101 &
97 i ggap §RER
7 £ ¢ 7 hashedRootKey 1§
o
.extnld 7~ 8 A L4 L = e OID id-
set-hashedRootKey
(2.23.42.7 0)
critical # GPKI ¥ > hashedRootKey & |+ & ¢ ** FALSE &_
Z_&_non-critical extension » #tr2 [DEFAULT VALUE > #712
critical er7g 2 7_F_FALSE DER %afg ¥ » s ff i € 4% 4
K kin
.extnValue extnValue % 4L 4] i #_OCTET |#+** hashedRootKey iz #&
STRING Extension @ % » & ff & *
SET #1 %_i ¢h
RootKeyThumb 7 DER 75
i s ¢ OCTET STRING &g
.RootKeyThumb ROgtE*éeLYJERI“CmEbE: RootKeyThumb & -

rootKeyThumbprint DigestedData }

SEQUENCE > & ¥ % $ -
i# PKCS#7 DigestedData + ##

s
[had

.rootKeyThumbprint

P

rootKeyThumbprint s #2 4] i
¥ _— & PKCS#7 DigestedData °

H g FdeT
DigestedData ::=
SEQUENCE {
version INTEGER,
algorithm Algorithmldentifier,
contentInfo Contentinfo

digest OCTET STRING }
.version version /g 5 0 % SET ¢ #ra & ik A (B
dd\er0(0)
.algorithm &7+ * X P~ Next Root Public Key
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RAREARIE

Thumb 2_ 3275 & Hceh
Algorithmldentifier

algorithm OID id-SHA1 (1.3.14.3.2.26) %P SET 2. % &% » i *
SHA-1 3242 & #ic
.parameters NULL SHA-1 /% & 2 &s* R G E

parameters » e H parameters
w1 NULL 3 7 4
2 > NULL 2. DER %% %
0x0500

.contentInfo

contentnfo % L 4] i ;
ContentInfo » # z_& 4

ContentlInfo ::=
SEQUENCE {
contentType ContentType,
content  Content OPTIONAL}

%P SET 2. %% » D *
Z_content = #§ i

.contentType OID id-set-rootKeyThumb %P SET 2_ 2 & » &7
(2.23.42.3.0.0) DigestedData j # Next Root
Public Key Thumb &
digest OCTET STRING - #* OCTET AR gy SET 2o & > Next

STRING p 3 T — 3= #g3+ ¢ * 2. |Root Public Key Thumb #_4*
Root Public Key = PublcheyInfo ¥ % 1B SubjectPublicKeylInfo
F1SHA-1 2% & ieaiE o om 2R B
SubjectPublicKey #3e% i -
B 87 PKIX 9 2k ¢h
Keyldentifier 2~/ 7

1.3.2 To-Be-Signed p % & & 1 5%

o

Y

1 & p

\ersion v3(2) GPKI 5 & 54 ¢ + X.509
V3 f& ‘:B_’hi-}\ ( JER &; V3 m'?_

£2m*E3)

& 7 5 55 (Certificate Serial |GPKI ¥ #7i¢ * 2 1§ & 5 8.8
Number) - BE R 5 16 Bytes et &
# 0 1335 DER %8 $ b #ioor
g * e12’s Compliment 21

Al 3 & AFELT & € w h
A4+ 0x00 » @ i &0 16 Bytes
O BCHCR R R 17
Bytes 7

serialNumber

Signature Issuing CA' t“ ’& R T

Algorithmldentifier

| IR W
SIGNED & # 2.
algorithmldentifier 4§ g 4p
fF
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.algorithm

E3wE2a0ID
sha256WithRSAEnNcryption
(1.2.840.113549.1.1.11)

3 wEi22 OID  GPKI B
LR S
sha256WithRSAEnNcryption

.parameters

NULL

GPKI®# * hg FF %27 7
£ parameters » e #

parameters & 7§ & + NULL >
7 ¥ 492 > NULL 2. DER %

#% = 0x0500

Issuer

BB ’a‘—’ﬁ (CA) 2z X.500
Name

$ 2 3 B F 2 Issuing CA &
DN(#-d & CA2 i & #h 3
€ 2)

(i PKIX 320 #7}
ASN.1 DirectoryString ~ F %
- =i UTF-8 %78 )

Validity

B AT PET G R L Pt
f

G & RALIG IR D
L&

.notBefore

f&;ﬁ}éi’% ‘;’I/"ﬁi’*ﬁi\/;%@
(GMT>’ [ER = AT

iz PKIX 4 % 2049/12/31
23:59:59 (7 ) 2z wnig *
UTCTime FA23] & > #2583
YYMMDDHHMMSSZ > &
2050/01/01 00:00:00 ( z ) =
t¢ > # * GeneralizedTime ¥
A
YYYYMMDDHHMMSSZ -
I féﬁ;;t v T f'}@: SS
2004 27 K @ Btsn
Z% 57 GMTRERF - 2 7 4

.notAfter

A e e
(GMT) > et R 2 {58

i PKIX 2 %_1 2049/12/31
23:59:59 () z % @& *
UTCTime 73] f& » 3% 5
YYMMDDHHMMSSZ » &
2050/01/01 00:00:00 ( z ) 2
f¢ » ¢ * GeneralizedTime 7
At S
YYYYMMDDHHMMSSZ -
E A RN P e ig £ 8 SS
2004 27 B2 @ Btsen

Z %7 GMT RS 4 7 4ok

Subject

G2 3 %8 (Subject) z
X.500 Name

$ 38 % 2 Subject CA
DN(#-4 & CA2 i § K+
€ 2)

(i& PKIX 3R 22 #77
ASN.1 DirectoryString ~ F %

G- =@ UTF-8 %45 )
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subjectPublicKeylInfo /& % 1 18 =9 Public Key Info |7z " Subject CA 7 Public
Key # %] 2 Public Key i
.algorithm % subjectPublicKey ## %
1 Algorithmldentifier
.algorithm OID rsaEncryption Public Key #g %] 2_ OID »
(1.2.840.113549.1.1.1) GPKI p % & & *
rsaEncryption z_ Public Key
.parameters NULL rsaEncryption ;i & ; B2 2% %
Z & parameters - iz H
parameters & Zf & + NULL >
7 ¥ 432 > NULL 2. DER %
% & 0x0500
.subjectPublicKey BIT STRING - * BIT GPKI p @ ¥ # * RSA Public
STRING p 7 Subject Public |[Key » #1rz ¢t BIT STRING 0
Key 7 DER %78 & BN F T FORA
DER %5 :
RSAPublicKey ::= SEQUENCE {
modulus INTEGER,
publicExponent INTEGER }
extensions SEQUENCE OF Extensions [ % 2 - B iz ¢ 2
W ety g s (7R
iR FEY TVERE T A A AR
MTE HVER )
.authorityKeyldentifier Authority Key Identifier 4% “v ' 3 "L =90 p 1 E 7

# = » Key Identifier 0 & # |Issuing CA * &k & % ~ &%
3R PKIXARE » Be 970 % g 4gH 78— o 5 1Y
Issuing CA &1 Public Key & | & Issuing CA { # & 4 %
SHA-1 Hash & # 5 Key HALGHEPFIET R Y

Identifier Issuing CA et — 3k CA 5 %%
K& %G E
.extnld B A oty 2 0ID
id-ce-authorityKeyldentifier
(2.5.29.35)
.critical & GPKI ® > & 4 3 FALSE &_

authorityKeyldentifier < 7_%_|DEFAULT VALUE > #712
non-critical extension » #7142 |DER %n#§ ¢ - p = € L4
critical #ig & ¥ &¥_FALSE |v2 -

.extnValue extnValue % L 4 ik _ ¥t authorityKeyldentifier &
OCTET STRING #8 Extension @ % 5 & SR *

AuthorityKeyldentifier
DER % %5 # z +* OCTET
STRING =i

AuthorityKeyldentifier A“g‘E‘giltJyEﬁ(Y:'ED{en“fie“: GPKI & # i 45 PKIX » 5 3%
keyldentifier [0] Keyldentifier * keyldentifier = > @ % i
OPTIONAL, N : »
authorityCertlssuer [1] GeneralNames authorityCertlssuer £3
OPTIONAL,
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authorityCertSerialNumber [2]
CertificateSerialNumber
OPTIONAL }

authorityCertSerialNumber

i

keyldentifier

keyldentifier #§ % 3L 4]
it 2_Keyldentifier » &
KeylDentifier ~ £ 5 - i
OCTET STRING 7 #* 3] i

Keyldentifier th g 4 = ;% iz &
PKIX & # » B~ Subject e
Public Key =7 SHA-1 Hash &
# % Keyldentifier &7 OCTET
STRING &

.subjectKeyldentifier

Subject Key Identifier 4§ - 1§
= » Key ldentifier eng 4 =
iz R PKIX 28 > B
Subject =7 Public Key ¢
SHA-1 Hash & # % Key
Identifier

PIE R e P e T
Subject CA #7i¢ * & g4
7R — ;IH:

OCTET STRING

.extnld B~ R & PPty eh OID
id-ce-subjectKeyldentifier
(2.5.29.14)

critical A& GPKI ¥ » A% d 3 FALSE &_
subjectKeyldentifier & z_&_ |DEFAULT VALUE > #711
non-critical extension » #7142 |DER %nf§ ¢ - st = € L4
critical &g & _&_FALSE |v2 -

.extnValue extnValue s 2 3] & &_ ¥1>+ subjectKeyldentifier i&

#8 Extension @ % 5 & R *
Keyldentifier 77 DER %5 i
% OCTET STRING i

.Keyldentifier

KeylDentifier = £ 5 - i
OCTET STRING F#.4] f&

Keyldentifier eh g 4 = ;% iz R
PKIX &% > B~ Subject #»
Public Key =7 SHA-1 Hash &
% Keyldentifier en OCTET
STRING &

Named BIT STRING 7 #23]

.keyUsage Key Usage # ~o 1§ = > 4% |p 3 [& & 2 Key Usage #-#
Subject Public Key #p %t & 2. |z keyCertSign £ cRLSign =
Private Key 7% i *34 iR
.extnld B AP en OID
id-ce-keyUsage (2.5.29.15)
.critical & GPKI # > keyUsage % z_[;x & d ** TRUE 7 &_
&_critical extension » #712  |IDEFAULT VALUE - #714
critical eniE % T H_TRUE |DER %5 ¢ » ML 273 ¥ 4%
ki
.extnValue extnValue % L 4 ik H_ ¥+ keyUsage iz 48
OCTET STRING Extension m = » & Zf & *
KeyUsage 7 DER %% # &
#t OCTET STRING =i
.KeyUsage KeyUsage »~ ¥ % — #* Named BIT STRING z

keyCertSign(5)£: cRLSign(6)
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RAREARIE

a
i)

5 B Bit#gME L1

.certificatePolicies

Certificate Policies 4 “v %r,?
= °$\ CA %’;’"} L)&
%% g TR

3R ¥ Self-Issued

7 |Certificate @ % > P35 oo ff =
% k451 Subject CA #14%
LR * h g f4 Certificate
Policies » @ # & 1{&7 Issuing
CAgE#rE ;é‘_fﬁnﬁ B
Certificate Polcies

.extnld B~ & oty eh OID
id-ce-certificatePolicies
(2.5.29.32)

.critical TARE AR o A GPKI |1 g ¢ * FALSE &_
¢ o certificatePolicies #23% |DEFAULT VALUE » #7112
_% non-critical extension - |DER %n#§ @ - M HF = g AL
#1112 critical g & Z_F_ (E¥ 8
FALSE

.extnValue extnValue e 2 3] & &_ ¥+ certificatePolicies i& 4

OCTET STRING

Extension @ % » & Jf i *
CertificatePolicies 77 DER %,
i s ¢t OCTET STRING e

e
B

.CertificatePolicies

CertificatePolicies 3 4L 4|
i - B
SEQUENCE
SIZE (1..MAX) OF
PolicyInformation

& GPKIl g% ¢ - Self-Issued
Certificate # ic 7 7 1 B & %
i# Policylnformation » = i

PolicyIlnformation sp % 4c
T

*.Policylnformation

PolicyInformation % -
SEQUENCE - p 2
policyldentifier &
policyQualifiers = 4#

GPKI§#F & *
policyldentifier # = > A 7 i
* policyQualifiers # =

.policyldentifier

policyldentifier #f = 3 #d
3 i %_CertPolicyld -
CertPolicyld & ¥ % - &
OBJECT IDENTIFIER % #t

A e
B

#29% Subject CA 4% Issuing
CARFUE HNREE &
(Assurance Level ) » # 1
+ 3% % & % 2. GPKI
Certificate Policy OID - & i
i CA/Browser Forum # #7
#‘5@; B o wm P BLEHGHE
#pw] 2. CA/Browser Forum z_
# 1 Certificate Policy OID

.policyMappings

(Optional)Policy Mappings #%
AF o * ket & GPKI
Certificate Policy 4viw £2
Subject CA domain =7 %
Certificate Policy ¥+ &

B i % Optional » v& 3 §
Subject CA #7/ domain =
Certificate Policy i 2t GPKI
Certificate Policy p& » 4 2 &
[
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_P.l ﬁg_«\ v‘w]f@

OCTET STRING

.extnld B~ & oty eh OID
id-ce-policyMappings
(2.5.29.33)

critical 1?} 7 PKIX» & GPKI ¥ » [ix & d * FALSE &
policyMappings & z_&_non- |DEFAULT VALUE » #1
critical extension » # 12 DER [#§ ® > st 4 At 4
critical ehiE & 7 _§_FALSE [ #-

.extnValue extnValue 3 4 3) i & ¥+ policyMappings & 48

Extension @ % » & jfi& *
PolicyMappings 77 DER %5

st OCTET STRING i

.PolicyMappings

PolicyMappings 3 #2 3] i
# - B SEQUENCE » # ¢
z n(n>=1) % Policy
Pairs

# — 1% Policy Pair sriph % #-
oI HEMGD
Certificate Policy =7 OID » &
| 5 GPKI Certificate Policy
11 0ID £ Subject CA *—”L’r@‘} ¥a
z_ Certificate Policy -2 OID

.basicConstraints

Basic Constraints 4§ ~v f§ i~

i o e pl b
B# s CAlg® - ¥ v EH
EX PSS IS T R
11 Certification Path & &

OCTET STRING

.extnld B~ R & oty eh OID
id-ce-basicConstraints
(2.5.29.19)

.critical & GPKI # > % d > TRUE # &
basicConstraints & z_&_ DEFAULT VALUE > #11u
critical extension » *f14 DER fm#g @ > S {F 7 ¥ 4%
critical =iz 2 7_&_TRUE CREE:

extnValue extnValue shF 41 3] f5 8. |43 basicConstraints iz 48

Extension @ % » & Jf i *
BasicConstraints 7 DER % #5

st OCTET STRING i

.BasicConstraints

BasicConstraints ::=
SEQUENCE {
cA BOOLEAN DEFAULT FALSE,
pathLenConstraint INTEGER (0..MAX)
OPTIONAL }

B GPKI? » 23 Bz ¢
BF CAFHFE @
pathLenConstraint = A

7 % & "4 Certification Path
F &FBL’ 1EH M R

.CA

# » TRUE » &5
CAE#

A d 3 TRUE 7 &
DEFAULT VALUE » #1112
DER %5 ¢ » pL i 273 ¥ 4%
ki

.pathLenConstraint

(Optional) & & p&+ 3 »
Certification Path & & *2+

e

FAGEH  AEAFK
Certification Path & & *2+]
0 i~ % Subject CA ¥ it # %;b
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EE&G®% 2 g5 H B
CA it {7 Cross Certification ;
1 # % Subject CA *2% T
w EEGFE S > A gt
o 1% CA &7 Cross
Certification ;
2 % % Subject CA *2% T
FEEGRE > w8 e 1A
CA it {7 Cross Certification »
Mm%k CAX &g g &g
m 1% CA iz {7 Cross
Certification ;

R

.policyConstraints

(Optional)Policy Constraints
Fovg o kL
Certification Path » &
SR G PREY T RS
Certificate Policy # ~v # = >
B RE A

Certification Path # & *
Policy Mapping #5#1

$L = 5 Optional > *& 5 3
Issuing CA % & %+ Subject CA
EREEFEAT TR RS
z Certificate Policy # ~ # -
Fﬁ & #_& # 1 Subject CA
EdBEPFR
PolicyMapping p# » 4 % & ¢
LU

.extnld B~ R & PPty eh OID
id-ce-policyConstraints
(2.5.29.36)

.critical & GPKI # AR d > TRUE 7 2_
policyConstraints # 3% ®_&_ |DEFAULT VALUE > #7114
critical extension » *f14 DER fm#g @ > S {F 7 ¥ 4%
critical =iz 2 7_&_TRUE CREE:

extnValue extnValue 3 421 3) f& &. ¥+ policyConstraints i& &

OCTET STRING

Extension @ % » & Jf i *
PolicyConstraints 77 DER 3,
& s ¢t OCTET STRING

A
B

.PolicyConstraints

PolicyConstraints ::=
SEQUENCE {
requireExplicitPolicy
[0] SkipCerts OPTIONAL,
inhibitPolicyMapping
[1] SkipCerts OPTIONAL }

SkipCerts ::= INTEGER (0..MAX)

requireExplicitPolicy =+ 4 i+
£2 inhibitPolicyMapping + #
iz g2 2R 48 4_Optional = > iz
E2AFI o HY 2 - g
BT A g

.requireExplicitPolicy

R R RE 0 a0 Ay
pLaR g A B

B F#ciE £ o1 & Certification
Path ¢ » d JL o3RG H 422
FAEERC ARG G
Certificate Policies # v ##

i~ » ¥ 3% Certificate Policies
WA Y GG TR
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11 Policy OID

.inhibitPolicyMapping

S OF AR E o 0 L
PEBEA D

P F#cie 4 o1 1 Certification
Path ® - d JLiRIGEH F 22
ARG HEBR A FR
Policy Mapping %1

.CRLDistributionPoints

CRL Distribution Points # -
Wiz e a# I 8E
2. CAx w5z 4p b 2
CRL/CARL & nt

PR R ERERY K
1P~ 4p B CRL/CARL #dp
gl » p o GPKI #7i¢ # 2_
CRL Distribution Points 3z -
% URL %1t

.extnld BN R4 oLy =0 0ID
id-ce-cRLDistributionPoints
(2.5.29.31)

.critical # GPKIl ¢ > & 4 3 FALSE &
cRLDistributionPoints 42 |DEFAULT VALUE > #111
¥_% non-critical extension > DER $a#% ® » U4 - € AR 4
#1112 critical eniE & 7 H_ (E: &
FALSE

.extnValue extnValue e 2 3] & &_ ¥+ cRLDistributionPoints i&

OCTET STRING

#8 Extension @ % 5 & R *
CRLDistributionPoints =
DER % #8 w5 ¢+ OCTET
STRING &g

.CRLDistributionPoints

CRLDistributionPoints %
A A - B
SEQUENCE
SIZE (1..MAX) OF
DistributionPoint

& GPKIG#E® » #1773 1
% DistributionPoint

.DistributionPoint

DistributionPoint % —
SEQUENCE > p %
distributionPoint - reasons £7
cRLIssuer = ##

GPKl Gz & & *
distributionPoint # = > @ 7
i# * reasons ¥2 cRLIssuer iz
G R

distributionPoint

distributionPoint f§ - c% 2
A R A
DistributionPointName > =
DistributionPointName # £
% — & CHOICE F#14] i >
¥ % * fullName gt
nameRelativeToOCRLIssuer

GPKI i§ # ¢ CRL
distributionPoint &_#x *
fullName

fullName

fullName 3% 42 3] fg &
GeneralNames =
GeneralNames 3 #243] fi £_
SEQUENCE
SIZE (1..MAX) OF
GeneralName

GPKI & # 1 CRL
distributionPoint = fullName
¥ ¢ ¢ 7 11 GeneralName

25

B B3N




GPKI G 2 A P 38 21%

.GeneralName GeneralName & - GPKI £ * CHOICE ¥ =
CHOICE 7 #3] uniformResourceldentifier »
FhPEY e CA LG
CRL # s URL
.inhibitAnyPolicy (Optional)Inhibit Any-Policy |p*## i~ % Optional » *&3 4

oy R A Issuing CA % & # 1+ Subject
Certification Path @ i¢ * CARHT @ CA & 3 1§

anyPolicy i i #7K i0 i * anyPolicy i 37k eh
Certificate Policy OID (OID |Certificate Policy OID p¥ > 4
% 2.5.29.32.0) ZTERBY P

.extnld BN R4 oLy =0 0ID
id-ce-inhibitAnyPolicy
(2.5.29.54)

.critical & GPKIl ¥ > A d * TRUE # &
inhibitAnyPolicy # % %_%_ |DEFAULT VALUE » #11
critical extension » #712 DER $u#g @ > S iF 7 ¥ 4%
critical =g % #_§_TRUE R

.extnValue extnValue 3 #4 3) fi & ¥+ policyConstraints i& 44
OCTET STRING Extension @ % » & Jf i *

PolicyConstraints =57 DER %
75 i ¢ OCTET STRING =
e
InhibitAnyPolicy & Of KR 0 B 0 £dp [0 e & ot & Certification
PRGN L Path # » d }3RGZHE T 422
5 NERBHER A TR
anyPolicy i& i 42 7k e
Certificate Policy OID
.authorityInfoAccess Authority Info Access # " 1§ |GPKI i * pt i v = ke i
fhad Issuing CA = i H ~ £ 53
;ztl L%CA)& Az Ek S
ARG R A BB
T#FK?%IL » &]4e : OCSP
.extnld # o~ & P L 260 OID |authorityInfoAccess #_ PKIX
id-pe-authorityInfoAccess #1 Z_% 1 Private Extension
(1.3.6.1.5.5.7.1.1)
critical % GPKI # A% d 3t FALSE &_
authoritylnfoAccess /& = DEFAULT VALUE » #1112
non-critical extension » #7r2 |DER %% ® - s 4§ = € 4k 4
critical #hig & ¥ &¥_FALSE |v2 -
.extnValue extnValue 3 2 3) ik & ¥+ authorityInfoAccess & 44
OCTET STRING Extension @ % » & Jf i *
AuthorityInfoAccessSyntax £
DER %8 w5 ¢+ OCTET
STRING e
AuthorityInfoAccessSyntax |AuthoritylnfoAccessSyntax | & GPKI &z # » #-3 2
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RAREARIE

A A - B
SEQUENCE
SIZE (1..MAX) OF
AccessDescription

3 1 1% calssuers izf&
AccessDescription » I ¥ AL 3
Lobe P H B
AccessDescription » &]4- ocsp
AccessDescription

. AccessDescription

AccessDescription & -
SEQUENCE > p 3
accessMethod &
accessLocation =

PR R EEERT I
5~ 8 Issuing CA ~ ¥ 5 %
2+ R CAlG#ip 3l

.accessMethod

accessMethod # i+ 3% 4 4|
i 2_OBJECT

IDENTIFIER » p* AuE »
OID id-ad-calssuers
(1.3.6.1.5.5.7.48.2)

id-ad-calssuers = PKIX RFC
5280 =+ #_& < accessMethod

.accessLocation

accessLocation f e L
A #& ¥_GeneralName » @
GeneralName ~ ¥ § - B
CHOICE 7 #.2] fi » GPKI
# * CHOICE # ¢
uniformResourceIdentifier )
Tohp Uf&“ v c;\.

calssuers =7 URL

URL3pe - e 3 H i
CA % % % Issuing CA rr!‘fa a
e RV S E R
A_PKCS#HT @& P 7] 5
URL=~ # 11§ - TB;#F-I &
LDAP ¢ CAEntry e

crossCertificatePair Attribute
1 URL % 4t

.accessMethod

accessMethod #§ - c% #L A)
it #_OBJECT
IDENTIFIER >
OID id-ad-ocsp
(1.3.6.1.5.5.7.48.1)

PSR~

id-ad-ocsp = PKIX RFC 5280
#+F_3 ¢ accessMethod

.accessLocation

accessLocation {§ e
4| & ¥_GeneralName > @
GeneralName ~ ¥ § -
CHOICE 73#.4] & > GPKI
i * CHOICE *# e
uniformResourceldentifier »
T f P e - B OCSP

PR 33 URL

* UR L%‘ﬁrﬁ"‘ B gk
fi % 39 JR7%(OCSP) P IR B e
URL 45t » p OCSP R %
ARk TR

1.3.3 To-Be-Signed % =

R A

1

e

Version

v3(2)

GPKI G # #2514 ¢ # X.509
V3E#E#N (LR V3miE
£2m*E3)

serialNumber

8 ¥ B 5 (Certificate Serial

GPKI # & # 2

B A
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Number )

- & & % 16 Bytes et %
#1295 DER /8 ¥ 1 #ict
¢ * 1 2’s Compliment 2

Al 3 BEELY & € n h
A4+ 0x00 » @ ¢ =216 Bytes
SOl R R 17
Bytes en7

Signature

Issuing CA 41 & 3 % & *7
2 ERWEE2

Algorithmldentifier

R e JE 8 ok
SIGNED 1§ % 2
algorithmldentifier # =& 4p
e

.algorithm

&% w8 2a0ID
sha256WithRSAENcryption
(1.2.840.113549.1.1.11)

%% %522 OID> GPKI
TR ER WL

sha256WithRSAENcryption

.parameters

NULL

GPKI# * chi 5w Ei2 7+ 3
& parameters > i #

parameters & Zf 3 + NULL >
7 ¥ 432 > NULL 2. DER %

#% = 0x0500

Issuer

B k%% (CA) 2 X500
Name

3 g E 2 Issuing CA =
DN(#-d & CA 2 3 ¢ k7
T2)

(i PKIX 20 #7%
ASN.1 DirectoryString < F %
- =i UTF-8 %8 )

Validity

BT BB
i

Gk RALGHEITK A
T

.notBefore

el SR 8 R
(GMT)» fapt P2 51§

g% 2e a7
vE  PT

i PKIX 2 %_1 2049/12/31
23:50:59 (5 ) z % @& *
UTCTime 32 3] f& » 3% 5
YYMMDDHHMMSSZ » &
2050/01/01 00:00:00 ( z ) 2
f¢ » ¢ * GeneralizedTime 7
At S
YYYYMMDDHHMMSSZ -
E S RN P g £ 8 SS
5004 AT B9k o @ Bfseh

Zi 7 GMT R - 2 7 4k

.notAfter

G A TR AR R e E R
(GMT) > Lt P2 159§

R

% PKIX 3 2_f 2049/12/31
23:59:59 (5 ) 2 i ¥
UTCTime 3831 & » f54 5
YYMMDDHHMMSSZ »
2050/01/01 00:00:00 ( 7 ) 2
{5 » & * GeneralizedTime 3
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FAE 0 R s
YYYYMMDDHHMMSSZ -
b A fER Y i 8 SS
5004 27 Bk o q@ ffsen

Z % GMT R & 2 7 4%

Subject Bz 3 48 (Subject) 2 # R 3 B 2 Subject CA en
X.500 Name DN(#-d & CA 2 2 ¢ k3
€ 2)

(i PKIX 3Z > #7%
ASN.1 DirectoryString = F %
- i * UTF-8 %5 )
subjectPublicKeyInfo /& 2 1 48 ¢0 Public Key Info |z= 4" Subject CA ¢ Public
Key #g %] 2 Public Key g

.algorithm i~ % subjectPublicKey #g %]
1 Algorithmldentifier
.algorithm OID rsaEncryption Public Key #g %] 2_ OID »
(1.2.840.113549.1.1.1) GPKI p % F & *
rsaEncryption 2. Public Key
.parameters NULL rsaEncryption ;% & ;2 B2 2% %

2 & parameters » iz #
parameters & Zf 3 + NULL >
7 ¥ 432 > NULL 2. DER %
7% % 0x0500
.SubjectPublicKey BIT STRING - * BIT GPKI p @ ¥ # * RSA Public
STRING p % Subject Public |Key » #7123t BIT STRING 1
Key 7 DER %78 & BN 7T EORA e
DER %:#5 :

RSAPublicKey ::= SEQUENCE {
modulus INTEGER,
publicExponent INTEGER }

extensions SEQUENCE OF Extensions |p X 2 - 8 iz & 3
T i AR E s (%
LR Y FVERE T A AR

T ﬁqnlé‘ﬁ, ) :
.authorityKeyldentifier Authority Key Identifier 7§ ~c [4* 3§ “e ff =0 p 8 {57

# = » Key Identifier 0 & # |lssuing CA * &k & % ~ &%
> ViR e PKIX & > B~ Arig h A Mg E IR- Fs oo 1Y
Issuing CA =7 Public Key #7 |if % Issuing CA { 3 & 4%
SHA-1 Hash & # % Key HAEL gL g R

Identifier Issuing CA w8 — 3& CA 1§ ¥
S A
.extnld B AP 2en OID
id-ce-authorityKeyldentifier
(2.5.29.35)
.critical & GPKIl ¥ > i & d > FALSE &_
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authorityKeyldentifier & z_&_
non-critical extension » #t14
critical =iz % ¥_¥_FALSE

DEFAULT VALUE - #f 17
DER %5 ¥+ 2 = § 4 %
i kan

.extnValue

extnValue s34 ik £_
OCTET STRING

¥+ authorityKeyldentifier &
f& Extension @ 3 - <& {¢ *
AuthorityKeyldentifier
DER ¥#% s ¢+ OCTET
STRING i

AuthorityKeyldentifier

AuthorityKeylDentifier ::=
SEQUENCE {

keyldentifier [0] Keyldentifier
OPTIONAL,

authorityCertlssuer [1] GeneralNames
OPTIONAL,

authorityCertSerialNumber [2]
CertificateSerialNumber

OPTIONAL }

GPKI & % ik 35 PKIX » ¥
% keyldentifier f§ i~ > @ % ¢
* authorityCertlssuer 2

authorityCertSerialNumber ##

pas
1~

.keyldentifier

keyldentifier # % 3 423
it _Keyldentifier »
KeylDentifier # ¥ % -
OCTET STRING F #14] f&

Keyldentifier eh g 4 = ;% iz g
PKIX &% > B~ Subject ¢
Public Key 7 SHA-1 Hash &
# % Keyldentifier 7 OCTET
STRING &

.SubjectKeyldentifier

Subject Key Identifier 4§ - 1§
> » Key ldentifier eng 4 =
7 i B PKIX &2 » B~
Subject 7 Public Key =
SHA-1 Hash & &z Key
Identifier

PO L enp e E T
Subject CA #7i¢ * 14 45
¥R — Ju

OCTET STRING

.extnld B A oty = 0ID
id-ce-subjectKeyldentifier
(2.5.29.14)

.critical & GPKI ® > & 4 3 FALSE &_
subjectKeyldentifier % z_&_ |DEFAULT VALUE > #712
non-critical extension » #7142 |DER %n#§ ¢ - st = € L4
critical &g & ¥ &¥_FALSE |v2 -

.extnValue extnValue 3 4L 4 i _ ¥1>+ subjectKeyldentifier i&

# Extension @ % > & i@ *
Keyldentifier 57 DER % #5 #
% v OCTET STRING i

.Keyldentifier

KeylDentifier » £ % — i
OCTET STRING F # 4]

Keyldentifier e & 4 = Vi
PKIX 1% » B~ Subject =
Public Key =7 SHA-1 Hash i&
# % Keyldentifier 7 OCTET
STRING &

.keyUsage Key Usage # "o 1§ i » 38 4% |2 3 1§ 2 Key Usage #-¢
Subject Public Key 48 #4 /& 2. | 7 keyCertSign £2 cRLSign =
Private Key 7% i "4 far i
.extnld B V&P =en OID
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id-ce-keyUsage (2.5.29.15)

.critical % GPKI # > keyUsage % z_[;x & d ** TRUE 7 &_
&_critical extension » #t12  [DEFAULT VALUE » #712
critical & & ¥ Z_TRUE  |DER %57 » 27 7 4%
ki
.extnValue extnValue s L 3] & 2_ ¥+ keyUsage iz 48
OCTET STRING Extension @ % » & Jf i *
KeyUsage 7 DER % #5 # &
#* OCTET STRING #ig
.KeyUsage KeyUsage » ¥ % - i #* Named BIT STRING 2.

Named BIT STRING F #3]

P
i)

keyCertSign(5)£ cRLSign(6)
&5 B Bit #- € 443k 5 1

.certificatePolicies

Certificate Policies 4% “v ﬁ}-ﬂ
o CAR® I ERE
e % rr:’& % IS

A& ¢ # Cross Certificate
n*:—:; Ak b A S
S ubject CA #7Ag fo2F 5

% #a Certificate Policies >

@ % f_ 4% Issuing CA %
P EE B’a"“rﬁ i <5 Certificate
Polcies

H

.extnld B~ R & PPty eh OID
id-ce-certificatePolicies
(2.5.29.32)

.critical 2 E AL & GPKI |2 g ¢ >t FALSE &_
¢ o certificatePolicies #23% |DEFAULT VALUE > #112
¥_% non-critical extension > |DER a#g ® > U i € A% 4
#7140 critical eiE & T A (XL
FALSE

extnValue extnValue s 42 4) f& & [$+ certificatePolicies &4

OCTET STRING

Extension @ % » & Jf i *
CertificatePolicies 57 DER %
i s ¢ OCTET STRING e

P
1B

.CertificatePolicies

CertificatePolicies 3 5 3]
i - B
SEQUENCE
SIZE (1..MAX) OF
PolicyInformation

& GPKIl gz # » Cross
Certificate # ic 7 7 1 B %
% Policylnformation » = &

Policylnformation sap % 4e
-

*.Policylnformation

Policylnformation = -
SEQUENCE > p 2
policyldentifier &
policyQualifiers = 4#

GPKIl 5z © i *
policyldentifier # i » @ % &
* policyQualifiers # =

.policyldentifier

policyldentifier # 5 % #L
3] i &_CertPolicyld » @
CertPolicyld * ¥ % - i
OBJECT IDENTIFIER F 3t

12 9% Subject CA 4% Issuing
CARFEH HNEFHEE &

( Assurance Level ) » # F &
% 3% %7 X & 2. GPKI
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i
[e=3

Certificate Policy OID - & i
i CA/Browser Forum # #7
PRI B BEREHE
|
# =1 Certificate Policy OID

CA/Browser Forum z_

.policyMappings

(Optional)Policy Mappings #
o * ket & GPKI
Certificate Policy 4= £
Subject CA domain =7 %
Certificate Policy %+ %

B = % Optional » v&5 %
Subject CA #7/ domain =
Certificate Policy & 2t GPKI
Certificate Policy p¥ » 4 2 &
O gL

OCTET STRING

.extnld BN R4 oLy =0 0ID
id-ce-policyMappings
(2.5.29.33)

critical ﬁ 7 PKIX» & GPKI ¢ » [/ & d " FALSE &
policyMappings < Z_€_non- |DEFAULT VALUE » #1121
critical extension » #712 DER $ufg ® > JU i R 4
critical #hiE & _&¥_FALSE |v2

extnValue extnValue sh i #31 i &_ 44> policyMappings &4

Extension @ % » & Jf i *
PolicyMappings 7 DER % #5

s ¢+ OCTET STRING g

.PolicyMappings

PollcyMapplngs e AL J*] Ak
¥ - i SEQUENCE » 7 ¢
zn(n>=1) ﬁmPollcy
Pairs

4 — & Policy Pair ehp % #-
¢ F -y HEMGD
Certificate Policy =7 OID » &
4] % GPKI Certificate Policy
101D £ Subject CA E'L'r%} ]
2_ Certificate Policy 2 OID

.basicConstraints

Basic Constraints #§ > #§ i~

PP R e P e R R
B L CARZE  © 7 “”ﬁ
Mg d R d P g g
&1 Certification Path & &

OCTET STRING

.extnld B A oty 2 0ID
id-ce-basicConstraints
(2.5.29.19)

.critical & GPKI ¢ > A d > TRUE # &
basicConstraints & z_&_ DEFAULT VALUE > #1112
critical extension » *+12 DER Mm#g @ > S {F 7 ¥ 4%
critical =g % 7 _¥_TRUE CREE:

.extnValue extnValue % 4L 4 ik ¥+ basicConstraints iz &

Extension m = » & Zf i *
BasicConstraints =77 DER %, %5

s ¢ OCTET STRING g

.BasicConstraints

BasicConstraints ::=
SEQUENCE {
cA BOOLEAN DEFAULT FALSE,
pathLenConstraint INTEGER (0..MAX)

& GPKI® 23 BEC &
Y CATR S @
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OPTIONAL }

path LenConstraint + #f = &_
7RE ‘f’?"r‘ | Certlflcatlon Path

.CA

# » TRUE » #
Alg#E

TR G

i%ﬁ%ﬂRUEza
DEFAULT VALUE » #7 12
LS

.pathLenConstraint

(Optional) & & pF ¥ 3~
Certification Path & & *2+

B

FAG o AR
Certification Path & & *24]
0 ¥ % Subject CA ¥ it ‘é%;\
EEG# > 2 g B H s
CA :& {7 Cross Certification ;
1 # % Subject CA “%f 7oA &
w EEGFE S > Roag &t
m 1% CA &7 Cross
Certification ;
2 % % Subject CA “%f 7oA &
FEEBRHE  wEEHG LK
CA :& {7 Cross Certification -
Mm% R CAX G & g
o 1% CA &7 Cross
Certification ;

AR o

.policyConstraints

(Optional)Policy Constraints
B R B LR
Certification Path ¥ =& 2%
O A R R X R
Certificate Policy #F “v # = »
KA KA

Certification Path ¥ & *
Policy Mapping #5 #1

pH 4 = 5 Optional » *& 5 %
Issuing CA 7 & #+ Subject CA
ERBRREMET LS

z Certificate Policy # ~« #§ =
pF oo g & 2 b Subject CA
& IGEER
PolicyMapping p¥ » 4 7 & ¢
LA

.extnld B A oty 2 0ID
id-ce-policyConstraints
(2.5.29.36)

.critical & GPKIl ¥ > A d * TRUE # &
policyConstraints 443X _#_ |DEFAULT VALUE - #7114
critical extension » #712 DER s8¢ > Jff =7 ¥ 4%
critical =g % #_§_TRUE CRAEE:

.extnValue extnValue % L 4 ik _ ¥+ policyConstraints i&f&

OCTET STRING

Extension m = » & Zf i *
PolicyConstraints 7 DER 3
7B s ¢ OCTET STRING =

P
B

.PolicyConstraints

PolicyConstraints ::=
SEQUENCE {
requireExplicitPolicy

requireExplicitPolicy =+ ## i
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[0] SkipCerts OPTIONAL,
inhibitPolicyMapping
[1] SkipCerts OPTIONAL }

SkipCerts ::= INTEGER (0..MAX)

# inhibitPolicyMapping + ##
g2 fRpr4_Optional <> iz
A F1 R 2 - gy

7> 2 ad Fmgu

requireExplicitPolicy

OF AR E o 0 L
e

P F#cie 4 o1 1 Certification
Path # > d JL3Rig & B 422
FRERBELIARAT T
Certificate Policies #§ ~ 1§

i » ® 2% Certificate Policies
i 'f-“ S B
11 Policy OID

.InhibitPolicyMapping

N -EE s 3
ARG A Y

FTAEER

st B ® 4 o & Certification
Path Poood LR E E AR

EIRTERB AT F B
Pollcy Mapping

.CRLDistributionPoints

CRL Distribution Points % -v
W&’%ﬁﬁﬁﬁifﬁﬁ
2 CA2H MG M 2
CRL/CARL e 5t

P R ERERT IO
142~ 1% 4p B8 CRL/CARL m:}F]
51 > p @ GPKI #7i% * 2_
CRL Distribution Points 3 —
i URL xt

.extnld B~ R & PPty eh OID
id-ce-cRLDistributionPoints
(2.5.29.31)

.critical & GPKIl ¥ > 3% d > FALSE &_
cRLDistributionPoints 42  |DEFAULT VALUE > #712
¥_% non-critical extension > |DER %a#g ® > U i € A% 4
#1112 critical ehiE & 2 H_ (EX 8
FALSE

.extnValue extnValue 5 4L 4 i _ ¥} cRLDistributionPoints &

OCTET STRING

#8 Extension @ 3 > & R € *
CRLDistributionPoints #»
DER %/ a5 ¢ OCTET
STRING i

.CRLDistributionPoints

CRLDistributionPoints 3
A E - B
SEQUENCE
SIZE (1..MAX) OF
DistributionPoint

& GPKIB#H" » #5773 1
i# DistributionPoint

.DistributionPoint

DistributionPoint % —
SEQUENCE > p 2
distributionPoint ~ reasons &2

GPKIl Gz & ¢ *
distributionPoint 4 i~ » @ %
i# * reasons ¥ cRLIssuer i&

cRLIssuer = #§# S
distributionPoint distributionPoint § - % L |GPKI & # 7 CRL
) A5 & distributionPoint & _#x *

DistributionPointName > =

fullName
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ol ﬁg_«\ v‘w]f@

DistributionPointName * ¥
% — & CHOICE F#14] i >
v i * fullName &
nameRelativeTOCRL Issuer

fullName

fullName =34 i 2
GeneralNames =
GeneralNames sH3 L 4] f& £_
SEQUENCE
SIZE (1..MAX) OF
GeneralName

GPKI & # 7 CRL
distributionPoint = fullName
¥ ¢ ¢ 7z 11 GeneralName

.GeneralName

GeneralName &_ - &
CHOICE 7 #4] &

By

GPKI £ * CHOICE ¥ =
uniformResourceldentifier -
T hS e e CAL G
CRL # s URL

.nhibitAnyPolicy

(Optional)Inhibit Any-Policy
oL G A
Certification Path # & *
anyPolicy i& i 427k e
Certificate Policy OID (QOID
# % 2.5.29.32.0)

$ = % Optional » r&5 §
Issumg CA 7 & # i+ Subject
CA# 5 % CA & # 6 i
i * anyPolicy iz B 479
Certificate Policy OID p¥ »
R F

OCTET STRING

.extnld E O~ R QP iy eh OID
id-ce-inhibitAnyPolicy
(2.5.29.54)

.critical % GPKI ® A& d 3 TRUE 7 &_
inhibitAnyPolicy At 3k & |DEFAULT VALUE » #114
critical extension » #712 DER B @ > A =7 ¥ 4%
critical =iz 2 7_&_TRUE CREE:

extnValue extnValue 3 41 3) & &_ ¥+ policyConstraints i& &

Extension @ % » & Jf i *
PolicyConstraints =7 DER %
i s ¢ OCTET STRING &0

e
=0

.InhibitAnyPolicy

&R R 0 2dp
R E S

B 5@ 4 7 & Certification
Path Poood pLRIG I A2
RIGTEH A I
anyPollcy e B 7R
Certificate Policy OID

.authoritylnfoAccess

Authority Info Access # v

Py
1~

GPKI i * tbii%fu%ﬁgif_?‘c;‘a;“
Issuing CA = i # & £ g 3%
28k CAlg SR
TEARG & A H s fAEen
HE~F 0 fl4e : OCSP

.extnld

B~ (A& P g = en OID
id-pe-authorityInfoAccess

(1.3.6.1.5.5.7.1.1)

authoritylnfoAccess #_PKIX
#7 ¥_3 ¢ Private Extension
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.critical A& GPKI ¥ > A % d > FALSE &_
authoritylnfoAccess /& = DEFAULT VALUE > #7114
non-critical extension » #712 |DER $a#% ? > st HF = € AL H
critical ehiE ¢ 7 _§_FALSE [+ #-

extnValue extnValue sh7 L 4] 5 £ |44+ authorityInfoAccess it

OCTET STRING

Extension @ = » & ff i *
AuthorityInfoAccessSyntax 11
DER $a#% s ¢+ OCTET
STRING HIE

AuthorityInfoAccessSyntax

AuthorityInfoAccessSyntax
A A - B
SEQUENCE
SIZE (1..MAX) OF
AccessDescription

4 GPKI g %™ » #32  %
3 1 1% calssuers izfa
AccessDescription » & #
B4 P Hos fAgEen
AccessDescription » )4 ocsp
AccessDescription

w3

. AccessDescription

AccessDescription 3 -
SEQUENCE - p 2
accessMethod &
accessLocation = 1§

PP R R EREY I
582~ 1¥ Issuing CA ~ £ & %
2+ CA B @it s

.accessMethod

accessMethod #§ - c% #L A)
it €_OBJECT

IDENTIFIER » * g »
OID id-ad-calssuers
(1.3.6.1.5.5.7.48.2)

id-ad-calssuers = PKIX RFC
5280 #1 %_z 1 accessMethod

.accessLocation

accessLocation {§ - e 4
4| & ¥_GeneralName > @
GeneralName ~ ¥ § -
CHOICE 7#.4] & > GPKI
i## * CHOICE # e
uniformResourceldentifier »
T AE e - B

calssuers =7 URL

M URLa‘ﬂra»~r[$ 2 H s
CA % % % Issuing CA S R A]
BRI E o TR RS
H_PKCS#7 B# 8 5] 5 o
URL =~ ¥ 7 ¥ - i 4p &
LDAP # CAEntry 1

crossCertificatePair Attribute
1 URL 4 4+

.accessMethod

accessMethod # i e #4 4|
it ¥_OBJECT

IDENTIFIER > p* EJE »
OID id-ad-ocsp
(1.3.6.1.5.5.7.48.1)

id-ad-ocsp % PKIX RFC 5280
“rg_& 1 accessMethod

.accessLocation

accessLocation {§ - e
A #x ¥_GeneralName » @
GeneralName » £ % -
CHOICE F #44] & > GPKI
i##* CHOICE *® =
uniformResourceldentifier >
I a Y seft- i OCSP
PR %1 URL

s URL 3o — B G
iL A 4 PR7+(OCSP) P PR B e
URL fent o b OCSP PR
e EAGE R E TR
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1.3.4 To-Be-Signed s A8 i 18 # # 3¢

1 i

o

o

\Version

v3(2)

GPKI &z # 5% ¢ * X.509

V3 E#ERS (LR V3ahiE

¥ 2a*HE3)

serialNumber

B ¥ B 55 (Certificate Serial
Number)

GPKI # #7i¢ * 2_ 152 & 5L
¥ - BEAE 5 16 Bytes ehit
$£4c » 1945 DER %f% $f 2
HeAT i * e 2°s Compliment
P 3 B RET A€
& 4+ 0x00 > @ & 16
Bytes st B #cH E b ik #
17 Bytes th7 &

(GMT) > PR 2w iG

T 2T

signature CABETY 2 §FIFE 2 [V HFhiE etk
z_ Algorithmldentifier SIGNED & % 2.
algorithmldentifier {§ e e 4p
e
algorithm X FE 50D % %% %42 OID > GPKI
sha256WithRSAENcryption | p = &% * & & /% & ;2
(1.2.840.113549.1.1.11) sha256WithRSAEncryption
.parameters NULL GPKI #& * eh % & /2 7
Z & parameters » it ﬁ
parameters R
NULL > # ¥ 2 » NULL
2. DER %E’n/?% % 0x0500
issuer & T ﬁ’? (CA) z X.500|CA & ¥ 57 DN(#-d CA 4
Name BT EL)
(i PKIX %> 7%
ASN.1 DirectoryString ~ =
kG- E# * UTF-8 %
)
validity BTEE PR BIR R A s G £ RALGEICL ™
i T
.notBefore G TELH R o |k PKIX 3R 7_t 2049/12/31

23:59:59 (7 ) 2w g *
UTCTime 7424l i » 228
% YYMMDDHHMMSSZ >
i 2050/01/01 00:00:00

() 2t @™
GeneralizedTime 744 f& -
fost &
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GPKI & % G A ) i+

Y b e sa
PRV

YYYYMMDDHHMMSSZ -
VR A SRR T

SS 5004 37 g > A A
{$enZ 45 GMT % 7

A

.notAfter

el A Sk S LY
(GMT)» et R 2 {58

% PKIX % %_# 2049/12/31
23:59:59 (7 ) 2w i@ *
UTCTime F A4 & - #45¢
%= YYMMDDHHMMSSZ -
% 2050/01/01 00:00:00
()28 @®7*
GeneralizedTime L
A
YYYYMMDDHHMMSSZ -
A fE R Y TR
SS 500~ % 7 4k > @ B
fsenZ 57 GMT PFRF % 7
- 'E'f “%

A o

subject

7 & % % (Subject) 2
X.500 Name

FTRH8 B £ X.500 Name #:

FNdeT™
C TW

L=Fk7 ZA(EFALEF

E i # 3H3 RR
L=F%487 F 2 F(F# L HF
P E R SRR
O=# (1) 772 & 2 4
OU= "t #s B (1) 77# T 2
FUEAL L 70 3
%)

(i PKIX 32 0 #7}
ASN.1 DirectoryString < F
kG- =% UTF-8 4%
)

subjectPublicKeyInfo

1§ ¥ 2 4+ Public Key Info

7= 3¢ Subject = Public Key
# w2 Public Key ehig

.algorithm % subjectPublicKey #f %
e Algorithmldentifier
.algorithm OID rsaEncryption Public Key #g %]z OID »
(1.2.840.113549.1.1.1) GPKI p 5 & (¢ #
rsaEncryption 2. Public Key
.parameters NULL rsaEncryption ;i & ;2 B2 72X %
Z & parameters » 2 H
parameters & R R H
NULL » # ¥ 42 » NULL
38 £ s R
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2_ DER %% = 0x0500

.SubjectPublicKey

BIT STRING - ¢ BIT
STRING p % Subject Public
Key 1 DER %5 &

GPKI p % ¥ # * RSA
Public Key » #1123t BIT
STRING shiE #-p 2 11T F

HL4] 4% 2 DER %048 °

RSAPublicKey ::= SEQUENCE {
modulus INTEGER,
publicExponent INTEGER }

extensions

SEQUENCE OF Extensions

nNE G- g;y%fuﬁgff_’ & g
YT e g e fE e (F s
LB ER T i A R
ST HVER )

.authorityKeyldentifier

Authority Key Identifier # -
# = > Key Identifier e & 4
> ik R PKIX 28 > B
Issuing CA =1 Public Key =
SHA-1 Hash & i & Key
Identifier

S P D EART
CA™ %k §4 + Gt
IEHET- F o T A
CA{#4bth* L ALEHE
PFH ST R% @ * CA evm-
ECABHE R B

.extnld B AP L en OID
id-ce-authorityKeyldentifier
(2.5.29.35)

critical % GPKI ¥ A% d 3 FALSE &_
authorityKeyldentifier < =_ |DEFAULT VALUE » #712
#_non-critical extension » #7 |DER %78 ¢ - * 4§ i € 4L
2 critical eniE & 2 A LRSS
FALSE

.extnValue extnValue % L 4 ik & ¥+ authorityKeyldentifier

OCTET STRING

izf8 Extension @ % - &

iz * AuthorityKeyldentifier
11 DER % #5 s ¢t OCTET
STRING e

AuthorityKeyldentifier

AuthorityKeyldentifier %
%47 3 = B Optional i
1 A

keyldentifier ~
authorityCertlssuer &2
authorityCertSerialNumber

e

GPKI & # iz 45 PKIX » ¥ 3
* keyldentifier # &= > @ %
i¢ * authorityCertlssuer £
authorityCertSerialNumber ##

{*

.keyldentifier

keyldentifier # % 3 42 3]
it ¥_Keyldentifier >
KeylDentifier » & 5 —
OCTET STRING F#4] fx

Keyldentifier eh g 4 = ;% ix
Pt PKIX &% > B~ Subject
11 Public Key 7 SHA-1
Hash & #x = Keyldentifier e
OCTET STRING i&

.SsubjectKeyldentifier

Subject Key Identifier # ~o #
= » Key ldentifier 2 2 -
;Vik R PKIX 1R > B~

PLIF L en P e E R
Subject #7i# * 1 & 4 E N
— ;Ih;
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GPKI & % % 16 3% s 1t |

_P.l ﬁg_«\ v‘w]f@

Subject 7 Public Key =
SHA-1 Hash & &z Key
Identifier

.extnld BN R4 oLy =0 0ID
id-ce-subjectKeyldentifier
(2.5.29.14)

.critical & GPKIl ¥ > 1 & d > FALSE &_
subjectKeyldentifier & % _&_ DEFAULT VALUE » #711
non-critical extension » #7124 |DER % ® » U i € 4%
critical ehiE & Z_§_FALSE |4 w2 #-

.extnValue extnValue 3 2 3) fi & ¥1>+ subjectKeyldentifier i&

OCTET STRING

& Extension @ 3 - & Jf ¢
* Keyldentifier 77 DER %,
¢ OCTET STRING

.Keyldentifier

KeylDentifier ~ £ % - i
OCTET STRING 7 #*3] i

Keyldentifier ch & # = ;% i%
P PKIX &% » P~ Subject
e Public Key 7 SHA-1
Hash i& # 5 Keyldentifier =
OCTET STRING &

.keyUsage Key Usage ## “c 1§ i » ze§* |GPKI=* i Subject 2=k i¢ *
Subject Public Key 4p $t 2 |hf & & 4% 5 B & 453
Private Key e7% i 14 (Dual Key Pairs) & s> &
E fé’ﬁ;ﬂ e ¥ B
% % % * &% 2 Key Usage
#-¢ 7 digitalSignature > @
4v iz %G 7 2. Key Usage #-
¢ 7 keyEncipherment &
dataEncipherment = #& * 2
.extnld B AP en OID
id-ce-keyUsage (2.5.29.15)
critical % GPKI ¥ > keyUsage % Z_|;x & d ** TRUE % &_
+£_critical extension » #1172 |DEFAULT VALUE » #12
critical eniE % T #_TRUE |DER %/&*® » =2 ¥
i
.extnValue extnValue % L 4] ik & ¥+ keyUsage iz 78
OCTET STRING Extension m = > & Zf & *
KeyUsage 7 DER %% # &
# OCTET STRING &g
.KeyUsage KeyUsage » ¥ % — 1 FUBELIHETYBE

Named BIT STRING 7 #3]

"
R

A Named BIT STRING 2
digitalSignature (0):z i# Bit
Mg R L BN EE S
fep g EE o Bt Named
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BIT STRING 2
keyEncipherment(2)
dataEncipherment (3):& = i
Bit e Ll

.certificatePolicies

Certificate Policies 4 “v %r,?
o CARSEERE
%% G T TR

2~ CA B & lBREm TR
#;m GPKI Certificate Policy
2. OID

.extnld BN R4 oLy =0 0ID
id-ce-certificatePolicies
(2.5.29.32)

.critical =i de L » & GPKI [jZ& ¢ 3t FALSE &_
¢ certificatePolicies 44 % DEFAULT VALUE » #7112
¥_% non-critical extension > |DER $a#% @ 5 M HF € A%
#714 critical eniE & T g CAEE: R
FALSE

extnValue extnValue 3 23 & & ¥+ certificatePolicies &4

OCTET STRING

Extension @ % » & Jf i *
CertificatePolicies 57 DER %
5t s ¢ OCTET STRING

g

.CertificatePolicies

CertificatePolicies % 4L 4]
a2 - B
SEQUENCE
SIZE (1..MAX) OF
PolicyInformation

& GPKl&# " » EE
Certificate = sc 7 3 1 1
Policylnformation

.PolicyInformation

PolicyInformation % -
SEQUENCE > p 2
policyldentifier &2
policyQualifiers = 4§

GPKI &gz F ig *
policyldentifier f i~ > @ %
i¢ * policyQualifiers # =

.policyldentifier

policyldentifier # = 2 #L
3 i &_CertPolicyld -
CertPolicyld & ¥ % - &
OBJECT IDENTIFIER % #t

A Fe
B

19% CA & 3 2L I PF 973
* iRE & & (Assurance
Level ) £ F X L Z %RFEXE
& 2_ GPKI Certificate Policy
OoID

.SubjectAltName Subject Alternative Name 3% [ 1 = 5 Optional > & & &%
iy 0 & GPKI /-8 M |+ Subject iz 3 Email
B P R e dt |Address 0 & 7 F
Subject z’v’ﬂEmaiIAddress Email Address = i# #ig 3%
¢ ool M%w%ﬁglf’ B

.extnld B~ AP 2en OID
id-ce-subjectAltName
(2.5.29.17)

.critical & GPKI # A% d 3t FALSE &_

subjectAltName 4% Z_%
non-critical extension » #714

DEFAULT VALUE - #f12
DER %5 ¥+ J 4§ = § 4%
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GPKI &2 % B A 1t |

RAREARIE

critical =iz % ¥_¥_FALSE

A

.extnValue extnValue 3 4 3) i & ¥+ subjectAltName iz
OCTET STRING Extension @ = » & ff i *
SubjectAltName =7 DER
s - OCTET STRING
.SubjectAltName SubjectAltName 13 #2 4] f& |GPKI & 3 <

+_GeneralNames
GeneralNames =73 #24) fk

2

SEQUENCE
SIZE (1..MAX) OF
GeneralName

SubjectAltName 7
GeneralNames ¥ ¢ ¢
GeneralName

1

.GeneralName

GeneralName &_- i
CHOICE ¥ ookl A) Ay

GPKI i * CHOICE ¥
rfc822Name » & A& L ¢ 32
i Subject 2 Email Address

.SubjectDirectoryAttributes

Subject Directory Attributes
PR * kisr
Subject ¥ e TR

7 BB TR Y PR

Wiz deinr

.extnld E O~ R QP ey eh OID
id-ce-
subjectDirectoryAttributes
(2.5.29.9)

critical & GPKI # A % d >t FALSE #_
subjectDirectoryAttributes 4&. |DEFAULT VALUE - #7112
% ®_5 non-critical DER %/ @ » s fFf = g 4
extension » #7rZ critical e0iE | 4 v H-

% z7_4_FALSE
.extnValue extnValue % L 4] ik & ¥

OCTET STRING

subjectDirectoryAttributes iz
#a Extension @ 3 > & Jf i
* SubjectDirectoryAttributes
e DER %08 w5 ¢ OCTET
STRING g

.SubjectDirectoryAttributes

SubjectDirectoryAttributes =
FA A
SEQUENCE
SIZE (1..MAX)
OF Attribute

SHT G Ry
B IERE G e T 7L

.subjectType Subject g %] &1+ > H type [MHEF K F AV EBE
2 values 4o Subject c3E |
type OID id-chtpki-at-subjectType |+ % * % Subject Type
(2.16.886.1.100.2.1) Attribute z. OID
.values OID id-chtpki-et- ¢t OID # 7+ & % Subject e
GovernmentAgency B v b FC R M
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GPKI /& % % 1§ 8 i 1

RAREARIE

(2.16.886.1.100.3.2.1.1)

.cardHolderRank

FE AR Fe o H
type £ values 4- T :

PR KR A B
Subject 2. + % § 4 e
e L R

type OID id-chtpki-at- #t % £ Card Holder Rank
cardHolderRank Attribute z. OID
(2.16.886.1.100.2.2)
.values # ~ printable 8’ ‘primary” £ oF+ FFF A
primary’ #’ secondary’ SN BRSO
secondary’ #7r + B G A
S e = I
.entityOID B4 OID Bt » H type &2 |t Bt * ket B3
values 4-™ Subject 17 OID
type OID id-chtpki-at-entityOID |} 5 & % Entity OID
(2.16.886.1.100.2.102) Attribute z. OID
.values 2o~ Fefris i 2 OID 4 GPKI Naming Authority

- Yo 2 FRES M OID

.CRLDistributionPoints

CRL Distribution Points #§ ~v
a]r&“ = ?\. 1«”‘ %3 2&
2. CA =i gt ’& ZEAR B 2.

PR R EEERY I
BB~ 124 CRL g 51
p o GPKI #ti# * 2. CRL

CRL syt Distribution Points # & 3 1
2 2% URL

.extnld B AP en OID
id-ce-cRLDistributionPoints
(2.5.29.31)

.critical # GPKIl ¢ > ;i % d * FALSE &_
cRLDistributionPoints 4% 3% |DEFAULT VALUE > #11
_% non-critical extension » |DER $a#§ @ > gt HF i € AL
#714 critical eniE & T g CREER
FALSE

.extnValue extnValue s 4L 4 i _ ¥}-++ cRLDistributionPoints

OCTET STRING

ie#4 Extension @ % > % F

i¢ * CRLDistributionPoints
1 DER % #% s ¢t OCTET
STRING i

.CRLDistributionPoints

CRLDistributionPoints %
AL B
SEQUENCE

SIZE (1..MAX) OF

DistributionPoint

4 GPKI gzt P » i
CRLDlstrlbutlonPomts 7
1 % 2 i DistributionPoint -
ek 2 B
DistributionPoint ¥ » % 1
= Partitioned CRL

URL > % 2 i 5 Complete
CRLenURL; 4r% 2 3 1
i# DistributionPoint p% » g
% Complete CRL =7 URL
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GPKI &2 % B A 1t |

RAREARIE

.DistributionPoint

DistributionPoint % —
SEQUENCE > p %
distributionPoint ~ reasons £?
cRLIssuer = ##

GPKIl G & & *
distributionPoint 4§ i~ > @ %
i# * reasons £2 cRLIssuer i&

IR

.distributionPoint

distributionPoint #§ - 3 4L

DistributionPointName > =

DistributionPointName ~ &
- & CHOICE %

Ay 0 ¥ iE * fullName ¢

nameRelativeTOCRLIssuer

GPKI i& # 1 CRL
distributionPoint £_# *
fullName

fullName

fullName =3 43 ik &_
GeneralNames m

GeneralNames =3 4L 4] i

)3
R

SEQUENCE
SIZE (1..MAX) OF
GeneralName

GPKI & # 1 CRL
distributionPoint =~ fullName
= & ¢ z 11 GeneralName

.GeneralName

GeneralName ¥ - &
CHOICE 7 #14] i

GPKI £ * CHOICE ¥ =
uniformResourceldentifier »
Fop e e CA 2
CRL# s URL » ® #3%
CRL 3 Partitioned CRL
R JE =
URL « /f ¥23% CRL 2
issuingDistributionPoint #§ ~v
e e fteh URL = 2
ip e

.authorityInfoAccess

Authority Info Access #§ v #

s
(had

GPKI & #* pt o i K3z
i\ CAoimHANELGHE H
VK CABE ey 57
%ﬁa,ﬁlﬁﬁFﬂwﬁ_@;{m B

T3 > 4o - OCSP

.extnld Fo~ R & gL P L 260 OID |authorityInfoAccess . PKIX
id-pe-authorityInfoAccess #7 %_3 ¢ Private Extension
(1.3.6.1.5.5.7.1.1)

.critical & GPKIl ¢ > ;1% d * FALSE &_
authoritylnfoAccess & % DEFAULT VALUE » #11
non-critical extension » #7142 |DER %% # > 44§ i ¢ 4t
critical eiE % T §_FALSE |4 & 3

.extnValue extnValue % L 4] ik & ¥+>+ authoritylnfoAccess &

OCTET STRING

#8 Extension @ 3 » % p ¢
H

AuthorityInfoAccessSyntax
e DER %% & ¢ OCTET
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GPKI G 2 A P 38 21%

STRING e

AuthorityInfoAccessSyntax

AuthoritylnfoAccessSyntax
PE A A - B
SEQUENCE
SIZE (1..MAX) OF
AccessDescription

& GPKlig#® » #3137
3 1 1% calssuers i&fa
AccessDescription » I ¥
RS PHB D
AccessDescription » 4
ocsp AccessDescription

AR

. AccessDescription

AccessDescription 3 —
SEQUENCE > p 2
accessMethod &
accessLocation = 1§

PR REEERY K
8P~ 17 Issuing CA » £ 52
2 bR CAlgzEendp il

.accessMethod

accessMethod # i+ 3% 4L 4|
it €. OBJECT
IDENTIFIER » p* AJE »

OID id-ad-calssuers
(1.3.6.1.5.5.7.48.2)

id-ad-calssuers = PKIX RFC
5280 #1 %_z 7 accessMethod

.accessLocation

accessLocation f e
4| 5 ¥_GeneralName > @
GeneralName # ¥ & -
CHOICE 7 #14] & » GPKI
i## * CHOICE # e
uniformResourceIdentifier )
I ‘_._p_ Lv]rﬁg v c;\.

calssuers =7 URL

# URLipre - e 3 2w
CA % % % Issuing CA rr!‘fa
FTREIRE A F R
;- H#_PKCSH#H7 i ® 71 5
URL» ¥ & - B
LDAP ¢ CAEntry e

crossCertificatePair Attribute
1 URL 44

.accessMethod

accessMethod 4§ i c% L 4]
it 2_OBJECT
IDENTIFIER >
OID id-ad-ocsp
(1.3.6.1.5.5.7.48.1)

PSR~

id-ad-ocsp = PKIX RFC
5280 #1 %_2 1 accessMethod

.accessLocation

accessLocation {§ - e
A #& ¥_GeneralName » @
GeneralName ~ ¥ g - B
CHOICE % #.4] fi > GPKI
# * CHOICE # ¢
uniformResourceIdentifier )

Gt ¢ se - B OCSP
PR 7% URL

p URL&‘%W’*- BoBHE

4% fi % 32 1272 (OCSP) 2 I

% #1URL 44 > 3 OCSP
PPR B R ik AR R ek

::—_\%

A

1.3.5 To-Be-Signed s fir-¥ 18 # # 3¢

version v3(2) GPKI % 13 # * X509
V3iE s (i V3 HiE
4 e B 3



GPKI & % % 16 3% s 1t |

_P.l ﬁg_«\ v‘w]f@

¥ 2a*HE3)

serialNumber

& 7 5 55 (Certificate Serial
Number )

GPKI # #71i& * 2_ 152 & 3L
¥ - BE AR5 16 Bytes ehi
> 1345 DER S/ ¥
BeATid * en 2°s Compliment
Pl FEAET N E D
oA+ 0X00 > @ ¢ 5916
Bytes et e 5+ ik H
17 Bytes e 3

signature

CARH» 2 AR
2_ Algorithmldentifier

M ﬁ}emlé’_ VA /:E.' ¥ ¢} ,%1
SIGNED & # 2.
algorithmidentifier 4§ c1ie 4p
fF

.algorithm

&% w8 2a0ID
sha256WithRSAENcryption
(1.2.840.113549.1.1.11)

% -ﬁ-/ﬁ?ﬂ 2 2_ OID » GPKI
poa iRt EwE
sha256WithRSAENcryption

.parameters

NULL

GPKI i¢ * ehg 3% 5 2 7
% & parameters » e H
parameters & p 3
NULL » # ¥ %% » NULL
2_ DER %#% % 0x0500

issuer

& &% (CA) 2 X500

Name

CA » £ e DN(#-d4 CA 2

BMIT )

(i& PKIX R 2> #73
ASN.1 DirectoryString < F
Skl - =i * UTF-8 %
)

validity

BRECT PR G A e
i

G & RALIG IR D
T

.notBefore

B SRR IR
(GMT)» fpt P2 51§

g% e a2
7E T

iz PKIX 3 2_# 2049/12/31
23:59:59 (7 ) 2w i *
UTCTime F413] & » #5¢
% YYMMDDHHMMSSZ »
# 2050/01/01 00:00:00

(z) 2t > ig™
GeneralizedTime 7 4] f& -
A
YYYYMMDDHHMMSSZ -
kAR TRk
SS % 004 77 Kk » @ ke
isehZ 4 GMT R 5 %
AR

.notAfter

BHEA PRRAR R e
(GMT) > fyt pERFF 2 1518

iz PKIX 2R 2_# 2049/12/31
23:59:59 (7 ) 2w g *
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GPKI B * Bt P 154315

[N
E-)

UTCTime 7 3] i » 270
= YYMMDDHHMMSSZ >
. 2050/01/01 00:00:00
(3) 21 @™
GeneralizedTime 7424 f& -
e
YYYYMMDDHHMMSSZ -
TR R AT R Y
SSL 004 # ¥ iz @ f
isecnZ 4 GMT R+ %

-7 1 P
Al ﬁé

subject

G 7 & % H % (Subject) 2
X.500 Name

FeRH 50 X.500 Name &
P4 ol
C=TW
L=FF7 ZF(EFHLEF
Ff 3R 3 R
L=7%487 & 2 Fj(E# LW
[ R ¥ 3t 3 R
O=g B (1) 72 T2
OU= "t & #s B (1) 2° & 1577
PFELF(EREE T
YEE)
OU='it B 1= cr% & 24
(i PKIX 322 #7%
ASN.1 DirectoryString < F
g - =i UTF-8 %
)

subjectPublicKeyInfo

1§ ¥ 2 4 e Public Key Info

i ;‘ Subject = Public Key
# %W 2 Public Key ehig

.algorithm * % subjectPublicKey #g %]
1 Algorithmldentifier
.algorithm OID rsaEncryption Public Key #g %] 2_ OID »
(1.2.840.113549.1.1.1) GPKI p # F & *
rsaEncryption 2. Public Key
.parameters NULL rsaEncryption ;% & ;2 B2 2% %

Z & parameters > e H
parameters & Jp 37

NULL » # ¥ %% » NULL
2_ DER %% % 0x0500

.subjectPublicKey

BIT STRING - ¢+ BIT
STRING p % Subject Public
Key 1 DER %45 &

GPKI p % ¥ #* RSA
Public Key » #1123t BIT
STRING g #-p 5 11T F

#4) i 9 DER %05
RSAPublicKey ::= SEQUENCE {
modulus INTEGER,
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GPKI & % 1§ 8 Ak 1 i

N
I %‘J:‘E}

publicExponent INTEGER }

extensions

SEQUENCE OF Extensions

REE- B 83
T e o i fERE (7%
LR FVERE T i AR
T EVER )

.authorityKeyldentifier

Authority Key Identifier # -
# = > Key Identifier e 2 4
=+ Vik e PKIX &% 5 B~
Issuing CA =7 Public Key
SHA-1 Hash i& # 5 Key
Identifier

PIE A en P e T
CA* kg NGEHTR*
AR f > U B
CAQ;}E&$§%£ 2 AL gE
YTz et CA gwR—
5ECA?& K S 1R

.extnld B~ A PP L en OID
id-ce-authorityKeyldentifier
(2.5.29.35)

critical A& GPKI ¥ > A% d 3 FALSE &_
authorityKeyldentifier < =_ |DEFAULT VALUE > #712
#_non-critical extension » #7 |DER %8 ¢ - U i € 4L
2 critical eniE & % 4 LRSS
FALSE

.extnValue extnValue e 2 3] & &_ ¥4+ authorityKeyldentifier

OCTET STRING

izfd Extension @ % » % 7

¢ * AuthorityKeyldentifier
e DER %08 w5 ¢ OCTET
STRING =i

AuthorityKeyldentifier

AuthorityKeyldentifier %
%4 7 7 = # Optional =
i IR

keyldentifier ~
authorityCertlssuer &2
authorityCertSerialNumber

i

GPKI & # iz 45 PKIX » ¥ 3
* keyldentifier # =~ > @ %
i¢ * authorityCertlssuer £
authorityCertSerialNumber ##

{*

keyldentifier

keyldentifier # % 03 L 3)
it 2_Keyldentifier » &
KeylDentifier # ¥ 5 -
OCTET STRING F #14] i

Keyldentifier e0 2 # = ;% i%
e PKIX &% » B~ Subject
e Public Key 7 SHA-1
Hash & #x = Keyldentifier e
OCTET STRING &

.SsubjectKeyldentifier

Subject Key Identifier 4§ v ##
= » Key ldentifier s 2 4 =
;9 ik P PKIX &2 » B~
Subject 77 Public Key =
SHA-1 Hash & # 5 Key
Identifier

PLIF L en P e E R
Subject #7i# * 1 £ 4 E N
— ;Ih;

.extnld

B~ V& gL 0 0ID
id-ce-subjectKeyldentifier
(2.5.29.14)
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GPKI &2 % B A 1t |

RAREARIE

.critical & GPKI ® 3% d > FALSE &_
subjectKeyldentifier % z_&_ |DEFAULT VALUE - #7112
non-critical extension » #7127 |DER $af§ ® » U {F i € A%
critical ehiE & 7_§_FALSE |4 w2 #-

.extnValue extnValue 93 4 3) fi & ¥1>+ subjectKeyldentifier i&

OCTET STRING

& Extension @ 3 - & Jf ¢
* Keyldentifier 77 DER %,
7w s 2t OCTET STRING

.Keyldentifier

KeylDentifier » & % — i
OCTET STRING F #134] f&

Keyldentifier sh 2 # > ;% i%
P PKIX &% > B~ Subject
11 Public Key 7 SHA-1
Hash i& w5 Keyldentifier =
OCTET STRING i&

.keyUsage Key Usage ## “c 1§ i » ze§* |GPKI=* i Subject 2=k i¢ *
Subject Public Key 4p ¥l 2. |04 % £ 4 & B & x5 %
Private Key =% 4 "4 (Dual Key Pairs) & %t > &
% %g_‘g_; ﬁﬁ'*zaﬁ Hoe
% % % % &% 2 Key Usage
#-¢ 7 digitalSignature > @
4v f# % G 7 2. Key Usage #-
¢ 7 keyEncipherment £
dataEncipherment = & * i¢

.extnld B AP en OID
id-ce-keyUsage (2.5.29.15)

.critical % GPKI # > keyUsage % z_[i2 & ¢ ** TRUE 7 &_
H_critical extension » #tr2  IDEFAULT VALUE > #7112
critical enie % T &_TRUE |DER $%#? » =7 &

R
.extnValue extnValue s 4L 4 ik _ ¥+ keyUsage i& 44
OCTET STRING Extension @ =% » & Jf i *
KeyUsage 7 DER a5 i %
# OCTET STRING g
.KeyUsage KeyUsage ~ £ % — 1 FLEBELHKET Y BE

Named BIT STRING F #3]

P
&

Al¢t Named BIT STRING 2
digitalSignature (0):& i# Bit
e s 1 FHEHE
et G 0 R Named
BIT STRING z
keyEncipherment(2) ¢z
dataEncipherment )iz B
Bit B WK B

.certificatePolicies

Certificate Policies 3 ~-
i e CA B s B 3T

7~ CA &% ’& AR
:}f;m GPKI Certificate Policy
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GPKI &2 % B A 1t |

RAREARIE

® % i K

z. OID

OCTET STRING

.extnld B~ A PP L en OID
id-ce-certificatePolicies
(2.5.29.32)

.critical T AR EMATR > A GPKI [ R ¢ 3t FALSE £_
¢ o certificatePolicies #23% |DEFAULT VALUE » #712
Z_% non-critical extension > |DER $n#8 @ > 4§ € 4k
“r 1 critical shiE & 2§ G
FALSE

.extnValue extnValue 3 2 3) fi & ¥+ certificatePolicies i&4&

Extension @ = » & ff i *
CertificatePolicies 7 DER %
s ¢ OCTET STRING

.CertificatePolicies

CertificatePolicies e #+ 4|
i - B
SEQUENCE
SIZE (1..MAX) OF
Policylnformation

% GPKl Bz - EE
Certificate " ac 7 7 1 1
Policylnformation

.PolicyInformation

PolicyInformation % -
SEQUENCE > p 2
policyldentifier &2
policyQualifiers = 4§

GPKI g # ¥ & *
policyldentifier # - » @ 2
it * policyQualifiers # i

.policyldentifier

policyldentifier #f & 3 st
4| i %_CertPolicyld »
CertPolicyld & ¥ 5 —
OBJECT IDENTIFIER F

£l
EI

5 CA & 3 2L 1§ #PF A7
¥ ehi%E & % (Assurance
Level ) # F X L3 REE
& 2_ GPKI Certificate Policy
OID

OCTET STRING

.SubjectAltName Subject Alternative Name 3% [ 1 = 5 Optional > & & &%
“uff =0 7 GPKI s H = |59 Subject -ﬁ”ﬁ Email
BEY LAF Rt |Address 0 & 27 F Y M
Subject =7 Email Address Email Address = % &G %
¢ R M‘%w%&”c”’ B %

.extnld B A oty = 0ID
id-ce-subjectAltName
(2.5.29.17)

.critical & GPKIl ¢ > 7i% d * FALSE &_
subjectAltName #< 3% %_% DEFAULT VALUE » #112
non-critical extension » #7142 |DER % #% # > 44§ i ¢ 4t
critical enig & 7 &¥_FALSE |4 H

.extnValue extnValue % 4L 4 ik H_ ¥+ subjectAltName i&4d

Extension m = » & Zf i *
SubjectAltName =7 DER %
B s ¢ OCTET STRING

R
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GPKI 6 3 % 16 A ok i+ 15531

.SubjectAltName

SubjectAltName % L 4] fi
%_GeneralNames =
GeneralNames 13 # 4] f&
A
SEQUENCE
SIZE (1..MAX) OF
GeneralName

GPKI & # <
SubjectAltName £
GeneralNames ¥ ¢ ¢ 7 1 1
GeneralName

.GeneralName

GeneralName ¥ - &
CHOICE F #14] &

GPKI £ * CHOICE ¥
rfc822Name » I fp 4 ¢ 3=
¥ Subject 7 Email Address

.SubjectDirectoryAttributes

Subject Directory Attributes
2 R BRI -
Subject 4 % 1 TR

AR TR Y
Wigs 13k

.extnld B Aoty = 0ID
id-ce-
subjectDirectoryAttributes
(2.5.29.9)

.critical A& GPKI ¥ > A% d 3 FALSE &_
subjectDirectoryAttributes 4% [DEFAULT VALUE - #712
3 %% non-critical DER %% ¢ > st = § 4%
extension » #7r2 critical & | g v -
< _§_FALSE

.extnValue extnValue e L 3] & 2_ ¥}t

OCTET STRING

subjectDirectoryAttributes iz
#8 Extension @ =% 5 & R i@
* SubjectDirectoryAttributes
e DER %% & ¢ OCTET
STRING g

.SubjectDirectoryAttributes

SubjectDirectoryAttributes
R A A
SEQUENCE
SIZE (1..MAX)
OF Attribute

L B T i
H iR g s 7 i

.subjectType Subject #g =] 1+ > H type [S BT K FR LSV EBFE
2 values 4o Subject 3 &)
type OID id-chtpki-at-subjectType [¢#* % i~ % Subject Type
(2.16.886.1.100.2.1) Attribute z. OID
.values OID id-chtpki-et- i+ OID # 71 ! 7 Subject e

governmentUnit
(2.16.886.1.100.3.2.1.2)

87wl 5 FORE

.cardHolderRank

FF AP 2 H
type £ values 4o :

R ks B
Subject 2_ + P #FF £ g
B S g

type

OID id-chtpki-at-
cardHolderRank
(2.16.886.1.100.2.2)

M % % 4 Card Holder Rank
Attribute z_ OID
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GPKI &2 % B A 1t |

RAREARIE

.values # ~ printable 8’ ‘primary” £ oF+ F#FF A
primary’ £’ secondary’ S I = I
secondary’ # it + FiFF A
gt g 4
entityOID B4 OID Bt » H type & [0 Bit* ke igw
values 4- Subject 7 OID
type OID id-chtpki-at-entityOID |t % i % Entity OID
(2.16.886.1.100.2.102) Attribute z. OID
.values B~ ¥ = OID 4 GPKI Naming Authority

- i 2 FoRpH = OID

.CRLDistributionPoints

CRL Distribution Points # ~v
,}ﬁﬂlﬁ s c?ﬁ’% W ] )&—73
2. CAim M G#EAp M2

CRL &34t

‘L%i%»uﬁ}? TR EEERT K
#P-F4p M CRL chdp 3l o
p o GPKI #7i¢ * 2. CRL
Distribution Points ¥ & 7 1
I 2% URL e xt

.extnld B AP en OID
id-ce-cRLDistributionPoints
(2.5.29.31)

.critical & GPKI # 3% d > FALSE &_
cRLDistributionPoints 42k |DEFAULT VALUE » #712
T_& non-critical extension > |DER %% ® » M HF = g A%
112 critical ehig & F_F_ CREE: R
FALSE

.extnValue extnValue % L 4] ik & ¥+ cRLDistributionPoints

OCTET STRING

ie#4 Extension @ % > % F

i¢ * CRLDistributionPoints
11 DER % #5 s ¢t OCTET
STRING G

.CRLDistributionPoints

CRLDistributionPoints 3
A E - B
SEQUENCE
SIZE (1..MAX) OF
DistributionPoint

& GPKI G @ ¢ » =
CRLDistributionPoints 7 7
1 % 2 i DistributionPoint -
ok T3 B
DistributionPoint p¥ » % 1
= Partitioned CRL
URL > % 2 & 5 Complete
CRLenURL; 4r% 2 3 1
i# DistributionPoint pF » R
% Complete CRL =7 URL

.DistributionPoint

DistributionPoint % —
SEQUENCE > p %
distributionPoint ~ reasons £#
cRLIssuer = 1§

GPKIl Gz & & *
distributionPoint # = > @ 7
i# * reasons ¥2 cRLIssuer i&

A B

distributionPoint

distributionPoint f§ i+ 3 L
B

GPKI /& 3 1 CRL
distributionPoint &_$x *
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GPKI /& % % 1§ 8 i 1

RAREARIE

DistributionPointName »
DistributionPointName * ¥
% — 1 CHOICE F #13)

i > ¥ & * fullName
nameRelativeTOCRL Issuer

fullName

fullName

fullName &3 8 4] i &
GeneralNames =
GeneralNames =3 #44) fk

2

SEQUENCE
SIZE (1..MAX) OF
GeneralName

GPKI & # 7 CRL
distributionPoint = fullName
¥ ¢ ¢ 7z 11 GeneralName

.GeneralName

GeneralName ¥ - &
CHOICE F #1 4] &

S

GPKI £ * CHOICE ¥ =
uniformResourceldentifier »
ThS e e CAL G
CRL#«URL > ® 3%
CRL % Partitioned CRL
2= M&Bﬁ T s e
URL & % CRL z
lssunglstrlbutlonPomt R
e s URL = 2
10 Fe

Y Ip g

.authorityInfoAccess

Authority Info Access ¥ v {#

>

GPKI & * jt 2 ik 2
FCAxmHAALEH2 A
+k CABE gy » ¥ ¥
R
F'~ oo B : OCSP

.extnld # o~ & g L 260 OID |authorityInfoAccess &_PKIX
id-pe-authorityInfoAccess #1 Z_% 1 Private Extension
(1.3.6.1.5.5.7.1.1)

.critical % GPKI # A% d 3t FALSE &_
authoritylnfoAccess /& = DEFAULT VALUE > #11u
non-critical extension » #7r/ |DER $nf§ ¢ - U 4§ - € 4%
critical v & % T §_FALSE |4 & 3

.extnValue extnValue % L 4 ik & ¥+>+ authoritylnfoAccess &

OCTET STRING

& Extension @ % > & ff 2
H
AuthorityInfoAccessSyntax
11 DER % #5 it i ¢t OCTET
STRING e

AuthorityInfoAccessSyntax

AuthorityInfoAccessSyntax

SF AL B

SEQUENCE

SIZE (1..MAX) OF
AccessDescription

w GPKl g ® » #31 > 3
3 1 1% calssuers izfa
AccessDescription » ¥ 4R
FERA P HB AR

AccessDescription » &4
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GPKI G 3% 2 & 7 A 1

RAREARIE

ocsp AccessDescription

. AccessDescription

AccessDescription & -
SEQUENCE > p 3
accessMethod &
accessLocation =

PR R EERERT K
5~ 8 Issuing CA ~ ¥ 5 &%
2+ R CAlG#hip 3l

.accessMethod

accessMethod #§ - c% L 4]
it 4_OBJECT

IDENTIFIER » p* ez »
OID id-ad-calssuers
(1.3.6.1.5.5.7.48.2)

id-ad-calssuers & PKIX RFC
5280 #1 #_3& 1 accessMethod

.accessLocation

accessLocation f e
4| & ¥_GeneralName > @
GeneralName ~ ¥ § - B
CHOICE 7 #.2] fi » GPKI
i## * CHOICE *¢
uniformResourceIdentifier )
Lv]r&“ v 2z ?\._ B

calssuers 2] URL

# URL g - B & FH W
CA % % ¥ Issuing CA 1
JTRESR R AN F R
VB _PKCSH#H7 5z e 7] 5 o
URL» # & - B
LDAP ¢ CAEntry e

crossCertificatePair Attribute
71 URL 4 4t

.accessMethod

accessMethod #§ i c% L 4]
it #_OBJECT
IDENTIFIER >
OID id-ad-ocsp
(1.3.6.1.5.5.7.48.1)

IR

id-ad-ocsp = PKIX RFC
5280 #1 %_z 1 accessMethod

.accessLocation

accessLocation t§ - 7 4

S URL 43— &Lt za%fﬁ

2] ik ¥_GeneralName > @ |} f& & 34 PRi%(OCSP) =}
GeneralName » ¥ § - e URL e nt > gt OCSP
CHOICE F#1 3] & » GPKI | 7R % it % i ~ & 7 ok i
% * CHOICE *# ¢ 7
uniformResourceldentifier »
I h ot P e~ B OCSP
PR 33 URL

1.3.6 To-Be-Signed = # i # # 7

[ rF T

version

v3(2)

GPKIl &z #2548 * X.509
V3E#EKE: (LR V3miE
27 % zL3)

serialNumber

8 ¥ B 55 ( Certificate Serial
Number )

GPKI ¥® #7i¢ * 2 53 B 5L
- BER: 16 Bytes g
e > 1995 DER S/ ¥

Heirig * e 2’s Compliment

LR L A
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oA+ 000> @ i 116
Bytes et ey 5+ ik
17 Bytes e % fF

signature

CAEHT* L B wE
Z_ Algorithmldentifier

R e JE 8 ok
SIGNED & % 2
algorithmldentifier 4 <12 4p
e

.algorithm

&% w8 2a0ID
sha256WithRSAENcryption
(1.2.840.113549.1.1.11)

% %% 822 OID » GPKI
paier gy
sha256WithRSAEnNcryption

.parameters

NULL

GPKI @ * eh 3% 5 2 7
% & parameters > e H
parameters & 7f 3

NULL » # ¥ %4+ > NULL
2_ DER % #§ % 0x0500

issuer

B E ’éiﬁ (CA) 2z X.500
Name

CA ~ £ enDN(#-d CA 2

BB T )

(i PKIX 3Z 2 #7%
ASN.1 DirectoryString < F
Skl — =i * UTF-8 %
)

validity

BRI P BB
i

Gk RALGHEITK A

T

.notBefore

el A S R 8 P
(GMT) > fpt P2 % G

iz PKIX 2 2_tx 2049/12/31
23:59:59 (7 ) 2w i@ *
UTCTime 342 3] i » 2 3¢
%= YYMMDDHHMMSSZ -
% 2050/01/01 00:00:00
(z) 2 i@
GeneralizedTime 7 #13] fk >
IR
YYYYMMDDHHMMSSZ -
DR A LI 7%
SSL 00+ 7 4z @ f
fsenZ %57 GMT pFREF % 2

-
¥ g ek

.notAfter

B3 4 rrenfi kR i p E R
(GMT) > P2 159§

# ok

i PKIX 4 z_# 2049/12/31
23:59:59 (7 ) 2w g *
UTCTime 74 3] & > #5¢
= YYMMDDHHMMSSZ -
% 2050/01/01 00:00:00
() zi @™
GeneralizedTime 744 f& -
st &
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GPKI 6 3 % 16 A ok i+ 15531

YYYYMMDDHHMMSSZ -
LA S i
SS %L 004 %7 4k o @ B
$enZ &7 GMTPER S 7

A

subject

B & % ¥ % (Subject) 2
X.500 Name

2 2 g0 X.500 Name 2 3% 4c
-
C=TW
=N T ;L'ﬁ"’,:;"& ??}'y:
serialNumber=g 7 & 72 #
P BB r 52— G
(i& PKIX R 20 #73
ASN.1 DirectoryString ~ =
g - & * UTF-8 %
)

subjectPublicKeyInfo

1§ ¥ 2 4 0 Public Key Info

7& 1° Subject = Public Key
# %W 2 Public Key ehig

.algorithm % subjectPublicKey #f %]
1 Algorithmldentifier
.algorithm OID rsaEncryption Public Key #g %] 2. OID -
(1.2.840.113549.1.1.1) GPKI p # & ¢ *
rsaEncryption z. Public Key
.parameters NULL rsaEncryption ;& & ; B2 2% %

Z & parameters - iz H
parameters & p 3

NULL > # ¥ 2 » NULL
2_ DER %% % 0x0500

.SubjectPublicKey

BIT STRING - ¢* BIT
STRING p % Subject Public
Key 72 DER %78 &

GPKI p # ¥ 3 * RSA
Public Key » #7121 ¢t BIT
STRING ehig #-p 3 0T F
#L4) i ¢ DER %#§ -
RSAPublicKey ::= SEQUENCE {

modulus INTEGER,
publicExponent INTEGER }

extensions

SEQUENCE OF Extensions

RRE-BHABE G
YT e g e fE g (F
AIGEY FVER T 8 A E_pR

1T HUIE ) :

.authorityKeyldentifier

Authority Key Identifier # ~-
# i > Key Identifier en & 4
Y ik e PKIX 458 5 B
Issuing CA =7 Public Key =
SHA-1 Hash & 5 Key
Identifier

P4 AR D T
CA ™ % § 3 kB it »
g sgEIR- o U B
CA{H# &42HA2EHE
PE 2|7 ls3% % CA crwii-
% CAERH Rk g%

.extnld

R e [b)
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id-ce-authorityKeyldentifier

(2.5.29.35)

critical A& GPKI ¥ A% d 3 FALSE &_
authorityKeyldentifier & z_ |DEFAULT VALUE - #7112
A_non-critical extension > #7 |DER %78 ¢ > M = € 4%
4 critical ehiE & 2 A LRSS
FALSE

.extnValue extnValue s L 3] & 2 ¥+t authorityKeyldentifier

OCTET STRING

izfd Extension @ 7 » %

i¢ * AuthorityKeyldentifier
e DER %% w5 ¢ OCTET
STRING i

AuthorityKeyldentifier

AuthorityKeyldentifier %
%7 7 = B Optional i
i AP

keyldentifier ~
authorityCertlssuer £2
authorityCertSerialNumber

i

GPKI & # iz 35 PKIX » ¥ 3
* keyldentifier #f =~ > @ %
i¢ * authorityCertlssuer £
authorityCertSerialNumber ##

(=

keyldentifier

keyldentifier # 5 3 L4
it ¥_Keyldentifier » @
KeylDentifier ~ £ 5 - i
OCTET STRING 7 #*3] i

Keyldentifier ch & # = ;% i%
P PKIX &% » B~ Subject
e Public Key 7 SHA-1
Hash & #x = Keyldentifier e
OCTET STRING &

OCTET STRING

.subjectKeyldentifier Subject Key Identifier 4% o 1§ | #§ "L 1§ =P chE 45T

iz » Key ldentifier enZ 4 = |Subject #1i¢ * 14 4 H IR
;U ik pp PKIX {5 5 B -k
Subject 7 Public Key =n
SHA-1 Hash & % Key
Identifier

.extnld B~ R & PPty eh OID
id-ce-subjectKeyldentifier
(2.5.29.14)

critical % GPKI # A% d 3t FALSE &_
subjectKeyldentifier & z_&_ |DEFAULT VALUE » #712
non-critical extension » #7r/ |DER ¥nf§ ¢ > U = € 4%
critical enig & 7 &¥_FALSE |4 H

.extnValue extnValue % 4L 4 ik H_ ¥t subjectKeyldentifier iz

#8 Extension @ = 5 & Jf i@
* Keyldentifier 77 DER %,
i s ¢+ OCTET STRING

.Keyldentifier

KeylDentifier # ¥ 3 -
OCTET STRING F #14] i

Keyldentifier eh g 4 = ;% %
e PKIX &% > B~ Subject
er1 Public Key =7 SHA-1
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GPKI /& % % 1§ 8 i 1

RAREARIE

Hash & # % Keyldentifier 9
OCTET STRING &

.keyUsage Key Usage # “e f§ = » ze§¢ |GPKI # i# = & Subject 2 3%
Subject Public Key 4p $1 2. | * e % &4k 5 B & 44
Private Key 1% i 24 (Dual Key Pairs ) & % » &
ES A A A S
% % % * 5% 2 Key Usage
#e 7z dlgltaIS|gnature’ M
‘v 3% i 7E 2. Key Usage #-
¢z keyEnupherment g
dataEncipherment = #& * 2

.extnld B VR o en OID
id-ce-keyUsage (2.5.29.15)

.critical % GPKI ® > keyUsage % z_|i & ¢ ** TRUE # &_
H_critical extension » #t12  IDEFAULT VALUE > #7112
critical enie % T &_TRUE |DER % ® » M =7 &

wy v H
.extnValue extnValue sH3 31 fs £ ¥ keyUsage 48
OCTET STRING Extension @ % » & Jf i *
KeyUsage 77 DER % #5 i 5
¢ OCTET STRING i
.KeyUsage KeyUsage ~ ¥ 5 — B FLBELHEEYRE

Named BIT STRING 7 #23]

i

Al#t Named BIT STRING 2.
digitalSignature (0):& i Bit
e s 1 FHLEBES
‘e * g% > Bl Named
BIT STRING 2.
keyEncipherment(2) 2
dataEncipherment (3)iz = &
Bit #-¢ 4% 5 1

.certificatePolicies

Certificate Policies 4§ -~ ##
?CAﬁﬁﬁﬁﬁ%

. .
o 3T

B~ CAEF I REPTE
#5 e GPKI Certificate Policy

fe‘ g TR 2. OID
.extnld B~ R & PPty eh OID
id-ce-certificatePolicies
(2.5.29.32)
.critical AP E AR > & GPKI [ % ¢ » FALSE &_
¢ certificatePolicies #£3% |DEFAULT VALUE > #1112
Z_% non-critical extension > |DER $a#8 @ > U 4§ € 4k
#1120 critical ehiE & 2 & CAEX: 2
FALSE
.extnValue extnValue % 4L 4 ik & ¥+ certificatePolicies i&4d

OCTET STRING

Extension m = » & Zf i *
CertificatePolicies =7 DER 3,
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eI

7w ¢ OCTET STRING

g

.CertificatePolicies

CertificatePolicies 3% #* 4|
BA- B
SEQUENCE
SIZE (1..MAX) OF
Policylnformation

% GPKl 5z @
Certificate ¥ it 7 7
Policylnformation

» EE
1R

.PolicyInformation

PolicyInformation % -
SEQUENCE » p 3
policyldentifier &2
policyQualifiers = 4

GPKl G & & *
policyldentifier i > @ =
i¢ * policyQualifiers # =

.policyldentifier

policyldentifier # = L
it €_CertPolicyld » #

CertPolicyld & ¥ 5 —

OBJECT IDENTIFIER % 3t

AN 7r
B

5 CA & 3 2L G P74
* iRz % % (Assurance
Level ) # F A &z iR s
s 2_ GPKI Certificate Policy
OID

%_GeneralNames =
GeneralNames % 2 4] i
A
SEQUENCE
SIZE (1..MAX) OF
GeneralName

.subjectAltName Subject Alternative Name 3% | 1 == 5 Optional » &5 %
o = 0 A GPKI = & 1§ % |+ Subject ; “,5 Email
L SuA R AL & Address > & Z_ 72 # ¥ &
Subject =7 Email Address Email Address g
¢ R ﬂ‘#%w’rﬁgl:"‘ B %
.extnld B Aoty =5 0ID
id-ce-subjectAltName
(2.5.29.17)
critical & GPKI # A% d 3" FALSE &_
subjectAltName #< 3% %_% DEFAULT VALUE » #112
non-critical extension » #7)2 |DER %#5 @ > st i € 4%
critical v i& % T §_FALSE |4 & 3
.extnValue extnValue s 4L 4 i _ ¥+ subjectAltName i& &
OCTET STRING Extension @ =% » & Jf & *
SubjectAltName =7 DER %
7B ¢t OCTET STRING
.SubjectAltName SubjectAltName 3 #L 4] & |GPKI & #& <

SubjectAltName £
GeneralNames ¥ ¢ ¢ 7z 11
GeneralName

.GeneralName

GeneralName ¥ - &
CHOICE £ #4] i

GPKl:iE * CHOICE ¢
rfc822Name » & &t @ 32
§* Subject 2 Email Address

.SsubjectDirectoryAttributes

Subject Directory Attributes
oo X o dk

3 F & AN
Wig s 13k

g g
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RAREARIE

Subject 4 3 T AL

.extnld B A P =en OID
id-ce-
subjectDirectoryAttributes
(2.5.29.9)

critical & GPKI # 2% 9 > FALSE &_
subjectDirectoryAttributes 4% | DEFAULT VALUE » #712
* %% non-critical DER ¥f§ ¥ > s i i ¢
extension » #7 12 critical e0iE | 4 w2 H-
< _§_FALSE

.extnValue extnValue 3 2 3) fi & E Sy

OCTET STRING

subjectDirectoryAttributes &
#8 Extension @ % > % ¢
* SubjectDirectoryAttributes
e DER %08 w5 ¢ OCTET
STRING i

.SubjectDirectoryAttributes

SubjectDirectoryAttributes =g

oA i AL
SEQUENCE
SIZE (1. MAX)

OF Attribute

T e /g‘— B g;,}’} A
)§Pﬂ-g 7| }'}

.subjectType Subject sg %] 1+ > H type [MHEF K FR AV EFE
22 values 4o Subject #35F &)
type OID id-chtpki-at-subjectType [#* % i~ % Subject Type
(2.16.886.1.100.2.1) Attribute 2. OID
.values OID id-chtpki-et-company | OID # 7+ & 3% Subject e

(2.16.886.1.100.3.2.2.1.1)

S IS

.cardHolderRank

FHF AR+ Ex o H
type ¥ values 4- T :

SR kA G
Subject 2. + #4535 A e d
ISty 4

type OID id-chtpki-at- 5 % Card Holder Rank
cardHolderRank Attribute z. OID
(2.16.886.1.100.2.2)

.values # »~ printable & ¢’ ‘primary” £ oF+ F#F A

primary’ £’ secondary’

X+ ¥ oA ’
secondary’ % m + H 3G 4
A A

.uniformQOrganizationlD

- WsLR1E 0 A type &
values 4-F :

UL R S T 4

Subject (= & ) gdi- YHEL

type OID id-chtpki-at- #t 5 & Uniform
uniformOrganizationlD Organization 1D Attribute 2
(2.16.886.1.100.2.101) oID

.values BN o @ k- il B #rie * chii- a5l 8

i i~ #c

.CRLDistributionPoints

CRL Distribution Points #§ >«

PRAR EREEEE I
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RAREARIE

ﬁj?wa cgk FPL TR
2. CA = iw b ’&FB_#B e 2_

$3~# 4p B CRL e sl
p % GPKI “fi * 2 CRL

OCTET STRING

CRL syt Distribution Points # & 3 1
2 2% URL

.extnld B~ A PP en OID
id-ce-cRLDistributionPoints
(2.5.29.31)

.critical & GPKI # > ;1% ¢ 3 FALSE &_
cRLDistributionPoints #%32% |DEFAULT VALUE > #11u
¥_% non-critical extension > |DER %% @ » M HF = € A%
#7140 critical eiE & TE_ CREE:S
FALSE

.extnValue extnValue 3 2 3) fi & ¥} cRLDistributionPoints

ie#d Extension @ % > %

i¢ * CRLDistributionPoints
11 DER % #% s ¢t OCTET
STRING &g

.CRLDistributionPoints

CRLDistributionPoints 3
- B
SEQUENCE
SIZE (1..MAX) OF
DistributionPoint

& GPKIG#ER; T » i
CRLDistributionPoints z 7

1 2 2 i DistributionPoint -
ek 7 B
DistributionPoint ¥ » % 1 &
% Partitioned CRL

URL > % 2 i 5 Complete
CRLeURL; 4r% 2 3 1
& DistributionPoint pF » B
% Complete CRL =7 URL

.DistributionPoint

DistributionPoint % —
SEQUENCE > p %
distributionPoint ~ reasons #?
cRLIssuer = ##

GPKl g% i *
distributionPoint # = > @ 7
i# * reasons ¥? cRLIssuer i&

B

distributionPoint

distributionPoint 4 = e3¢
DistributionPointName > =
DistributionPointName # £
= — & CHOICE 7 #13]

AL 0 ¥ 3£ * fullName ¢
nameRelativeToCRLIssuer

GPKI & 7 7 CRL
distributionPoint &_$x *
fullName

fullName

fullName % 4L 4] fi £
GeneralNames m
GeneralNames % 2 4] i
£

SEQUENCE

SIZE (1..MAX) OF
GeneralName

GPKI & 3 % CRL
distributionPoint = fullName
¥ ¢ ¢ % 11 GeneralName
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RAREARIE

.GeneralName

GeneralName &_—- i
CHOICE p”*‘ LA A

GPKI i£ * CHOICE *® =3
uniformResourceldentifier

Gt et CAn
CRL;h},mURL v ¥ EE
CRL 5 Partitioned CRL
PFo Rt R i e
URL = Jf &23% CRL 2
issuingDistributionPoint #§ -«
e e fteh URL = 2
18 F

.authorityInfoAccess

Authority Info Access # v 1§

s
(had

qu@%wﬁiﬁwi%
?- CAamH AL GHEE H
Pé] CAlGz#EmqEny » T 7
ARE & At B ﬁﬁlx\ﬁ‘:’”l—?g"

T3 > 4o @ OCSP

.extnld Fo~ R & gL P L 260 OID |authorityInfoAccess & PKIX
id-pe-authorityInfoAccess #7 %_s ¢ Private Extension
(1.3.6.1.5.5.7.1.1)

.critical # GPKIl ¢ > % 4 3 FALSE &_
authoritylnfoAccess /& = DEFAULT VALUE s #1112
non-critical extension » 714 |DER %5 ¢ - U4 i € AL
critical ehiE & 7 §_FALSE |4 w2 #-

.extnValue extnValue 3 #43) fi & ¥+>+ authoritylnfoAccess &

OCTET STRING

# Extension @ 3
H

O R

AuthorityInfoAccessSyntax
e DER %45 i ¢+ OCTET
STRING g

AuthorityInfoAccessSyntax

AuthoritylnfoAccessSyntax
SE A A - B
SEQUENCE
SIZE (1..MAX) OF
AccessDescription

& GPKlg#® » #3137
3 1 1% calssuers izfa
AccessDescription » & ¥
EAR SN R
AccessDescription » 4
ocsp AccessDescription

AR

AccessDescription

AccessDescription & -
SEQUENCE > p 3
accessMethod &2
accessLocation = ##

PHAF R EEERY I
9 2~1¥ Issuing CA ~ ¥ |5 %
%+ CA Bz, 3

.accessMethod

accessMethod ## - c% L 4]
& £ OBJECT
IDENTIFIER > p* e »

OID id-ad-calssuers
(1.3.6.1.5.5.7.48.2)

id-ad-calssuers = PKIX RFC
5280 #+ %_2 1 accessMethod

.accessLocation

accessLocation {§ - e
7] i 2_GeneralName > @

P URL:}FIF%—II%E Z His
CA % % % Issuing CA mi
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GeneralName ~ £ § -
CHOICE F #14] i » GPKI
i## * CHOICE ¢ ¢
uniformResourceldentifier »
It €&$“— i
calssuers 7 URL

3R E P E
CH_PKCSHT B# e 7] 5 2
URL .~ ¥ 11 & - i[;;jr;l &

LDAP ¢ CAEntry e
crossCertificatePair Attribute
77 URL 4 xt

.accessMethod

accessMethod # i+ e 4L 4|
it ¥_OBJECT
IDENTIFIER >
OID id-ad-ocsp
(1.3.6.1.5.5.7.48.1)

P RJE A

id-ad-ocsp = PKIX RFC
5280 =1 #_& < accessMethod

.accessLocation

accessLocation t§ - e
4] i 2_GeneralName > @
GeneralName # ¥ & -

* URL dp e — B3R ’&”ﬁ
A A FRzz-(OCSP)x
® 1 URL feqb > OCSP

CHOICE ?7}"@'} ik 0 GPKI |RPR B = A GFE TR
i# % CHOICE *# e e
uniformResourceldentifier »
I A é?s;‘— B OCSP
PR 5% URL
1.3.7 To-Be-Signed & = @ & # 3%
1 mE BN

version v3(2) GPKIl G # #71 i# * X.509
V3 )& pﬂ.ﬁf' ;r\‘ ( R V3 r’J’JIE'
£2m % E3)

serialNumber & 7 5 5. (Certificate Serial |GPKI © #1i# * 2 1§ % F 8.

Number)

T-BER: 16 Bytes =l
B> 1395 DER %5
HeHT i * e 2°s Compliment
BP0 3 B RET A€
o 4+ 0x00 > @ & 116
Bytes et B #icq 5+ ik
17 Bytes 3

signature CAEBEHF Y 2 FRIFEE M IFaE s feet iy
z_ Algorithmldentifier SIGNED & % 2.
algorithmldentifier 4§ g 4p
e
algorithm &% W82 40ID % %% %22 OID > GPKI
sha256WithRSAENcryption |p # ¢ * & %% 5 /2
(1.2.840.113549.1.1.11) sha256WithRSAEncryption
.parameters NULL GPKI i * chE £ /7 82 %

Z & parameters » iz H
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parameters <& p 3+
NULL » # ¥ 4 #¢ > NULL
2_ DER % #§ % 0x0500

issuer

&5 ’a‘—’ﬁ (CA) 2z X.500
Name

CA ~ £ en DN(#-¢4 CA &

R TR )

(i PKIX ®20 #7}
ASN.1 DirectoryString ~ %
G- i * UTF-8 %
)

validity

BRECT PRI G R A
i

G )R RALIGHEILR ™

T

.notBefore

B AR R SR
(GMT) > Byt prf 2w ig

iz PKIX 2 2_t 2049/12/31
23:59:50 (3 ) 2 & *
UTCTime 3542 3] i » 3¢
= YYMMDDHHMMSSZ -
# 2050/01/01 00:00:00
() 28 @*
GeneralizedTime 744 f& -
e
YYYYMMDDHHMMSSZ -
b A fER Y Tk
SS 5 00+ # ¥ w5 @
isenZ 4 GMT R+ 2

-
¥ g R

.notAfter

BT A s R R ISR
(GMT) > fpt P2 (4G

g% 2e a7
7E T

i PKIX R 2_t 2049/12/31
23:59:59 (7 ) 2w i *
UTCTime F443] i » 2 3¢
= YYMMDDHHMMSSZ -
. 2050/01/01 00:00:00
() 2 i@
GeneralizedTime F#£4] i >
I
YYYYMMDDHHMMSSZ -
IR R AT 5 'S
SS 500~ % ¥ 4k > @ B
feenZ % GMT R+ %

1 P
¥ g 53

subject

7 & % % (Subject) 2
X.500 Name

&2 7 e X.500 Name 2 3¢
4T

C=TW

=2t U E e LR
serialNumber=4 72 » 12 # .=
BT 22— BE

OU= 4" 2t 7 w7t U 7e L AL
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GPKI & % % 16 3% s 1t |

_P.l ﬁg_«\ v‘w]f@

(i PKIX 320 #7}
ASN.1 DirectoryString ~ %
G- i * UTF-8 %
75 )

subjectPublicKeyInfo

1§ ¥ 2 1 0 Public Key Info

7= 3¢ Subject =1 Public Key
# %W 2 Public Key shig

Key 171 DER %5 &

.algorithm i~ % subjectPublicKey #g %]
1 Algorithmldentifier
.algorithm OID rsaEncryption Public Key #g %] 2z_ OID »
(1.2.840.113549.1.1.1) GPKIp % F ¢ *
rsaEncryption z_ Public Key
.parameters NULL rsaEncryption ;i & ; B2 2% %
Z & parameters - iz H
parameters & /p 3+
NULL » # ¥ 2 » NULL
2_ DER % #§ % 0x0500
.subjectPublicKey BIT STRING - * BIT GPKI p & ¥ # * RSA
STRING p % Subject Public |Public Key » #7112yt BIT

STRING g #-p 3 14T 5
#14) § ¢ DER %048
RSAPublicKey ::= SEQUENCE {

modulus INTEGER,
publicExponent INTEGER }

extensions

SEQUENCE OF Extensions

F\"“‘;‘%— gj}%fuﬁ?f“" é’g
T ey oo R (7%

wiGEY FVER T a4 AR
T HVER )

.authorityKeyldentifier

Authority Key Identifier # ~-
# i » Key Identifier en A 4
< Nk e PKIX 4228 5 B
Issuing CA =7 Public Key =
SHA-1 Hash & i 5 Key
Identifier

P PR R
CA™ k5 AEaTR™
SEMFET- F o U B
CA{# &4z H A%
PF L ST R % @ % CA Hwhi—
ECABZE XK, BE

OCTET STRING

.extnld B A oty 2 0ID
id-ce-authorityKeyldentifier
(2.5.29.35)

.critical & GPKI # 2 & d " FALSE #_
authorityKeyldentifier &+ 7_ |DEFAULT VALUE - #712
H_non-critical extension » #7 |DER $a#% ? > s 4§ = € 4L
2 critical e & 2 _H_ CRTE: 2
FALSE

.extnValue extnValue % L 4] ik & ¥+>+ authorityKeyldentifier

if8 Extension @ % - &

iz * AuthorityKeyldentifier
11 DER % #5 i ¢t OCTET
STRING i
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AuthorityKeyldentifier

AuthorityKeyldentifier %
#4737 = B Optional e
i AP

keyldentifier ~
authorityCertlssuer ¥
authorityCertSerialNumber

i

GPKI & # & 35 PKIX > ¥ #
* keyldentifier #f =~ > @ %
i¢ * authorityCertlssuer £
authorityCertSerialNumber

i

keyldentifier

keyldentifier #§ % 3 #4%
it ¥_Keyldentifier » @
KeylDentifier # ¥ 3 —
OCTET STRING F #14] i

Keyldentifier s0 & # = ;% i%
Pt PKIX &% > B~ Subject
e Public Key 7 SHA-1
Hash i& &4 % Keyldentifier 9
OCTET STRING i&

.subjectKeyldentifier

Subject Key Identifier # v
= » Key ldentifier eng 4 =
7 i B PKIX &2 » B~
Subject 7 Public Key =
SHA-1 Hash & &z Key
Identifier

PIE U P E R T
Subject #7i& * & 4 I
- ;IFU

OCTET STRING

.extnld B Aoty = 0ID
id-ce-subjectKeyldentifier
(2.5.29.14)

critical A& GPKI ¥ » A% d 3 FALSE &_
subjectKeyldentifier & z_&_ |DEFAULT VALUE » #712
non-critical extension » #7142 |DER %8 ¢ - U i € 4L
critical =g & 7 §_FALSE |4 w2 #

.extnValue extnValue % 4L 4 i _ ¥1>% subjectKeyldentifier i&

# Extension @ % > & i¢
* Keyldentifier = DER %
it OCTET STRING

.Keyldentifier

KeylDentifier # ¥ 3 - &
OCTET STRING F #14] f&

Keyldentifier eh g 4 = ;% i%
P PKIX &% > B~ Subject
11 Public Key =7 SHA-1
Hash i& # 5 Keyldentifier =
OCTET STRING &

.keyUsage

Key Usage # o f§ = » 2§
Subject Public Key #p % & 2.
Private Key 3% & 34

GPKI & & & 2 & Subject 2
EIRELS XY P XY
¥+ (Dual Key Pairs)
e EFE SRR E o H
P E R B2 Key
Usage #-¢ 7
digitalSignature > @ ¢ j# %
&7 2. Key Usage #-¢ 2
keyEncipherment £2
dataEncipherment & * %

% -+
S8 Lo
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GPKI B % % 5 %A 1§

_P.l ﬁg_«\ v‘w]f@

.extnld B~ A PP en OID
id-ce-keyUsage (2.5.29.15)
.critical % GPKI # > keyUsage & z_[i2 & ¢ ** TRUE 7 &_
%_critical extension » #r12 | DEFAULT VALUE » #712
critical & % ¥ # TRUE |DER %" » =2 7
ARG v
.extnValue extnValue s L 3] & 2 ¥+ keyUsage iz 48
OCTET STRING Extension @ = » & ff i *
KeyUsage 7 DER % #5 # &
#* OCTET STRING i
.KeyUsage KeyUsage & ¥ % — FrBBELIHELY BRE

Named BIT STRING F #24]

i

A2 Named BIT STRING 2z
digitalSignature (0)iz i# Bit
gkl B GRS
e * g% > Bt Named
BIT STRING 2
keyEncipherment(2) 2
dataEncipherment (3):& = &
Bit Bk sl

.certificatePolicies

Certificate Policies 3 ~o
ooogedt CA R 2 BT
i el

7~ CA &3 2 B E M7 ik
#;m GPKI Certificate Policy
z. OID

.extnld B Aoty = 0ID
id-ce-certificatePolicies
(2.5.29.32)

critical LA E P42 > & GPKI [;1R ¢ ** FALSE &_
¢ > certificatePolicies #£3% |DEFAULT VALUE > #712
¥_z non-critical extension > |DER 78 ¢ > JU 4 - € 4%
112 critical ehig & g LRSS
FALSE

extnValue extnValue Hf# 3) f5 & 43+ certificatePolicies i&f&

OCTET STRING

Extension @ % » & Jf i *
CertificatePolicies 7 DER %
5 s ¢ OCTET STRING

.CertificatePolicies

CertificatePolicies 3 #2 3]
i £ - B
SEQUENCE
SIZE (1..MAX) OF
PolicyInformation

& GPKl&# ¥ » EE
Certificate " it 2 7 1 ®
PolicyInformation

.PolicyInformation

Policylnformation 5 -
SEQUENCE > p 2
policyldentifier &
policyQualifiers & 4

GPKIl 5z © i *
policyldentifier #f i+ » & 7
i¢ * policyQualifiers ## i

.policyldentifier

policyldentifier #f & 7 4t

1995 CA & % 2 BHEF T
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GPKI &2 % B A 1t |

eI

4] i &_CertPolicyld » @
CertPolicyld ~ £ % - &
OBJECT IDENTIFIER 7 #2

4] &

* ehiggE % % (Assurance
Level )» # F X & 3% B2 %
2 GPKI Certificate Policy
OID

.subjectAltName Subject Alternative Name # |* # == % Optional » %= & %
o 0 e GPKI & 2 @& |7 Subject ;2 3 Email
EANLS SN Address » 2 §_7 % ¢ -
Subject 7 Email Address Email Address = i 21& %
¢ oAl M%»u’ﬂ%ﬁ':" G
.extnld BN &P =en OID
id-ce-subjectAltName
(2.5.29.17)
critical & GPKI # A% d 3" FALSE &_
subjectAltName #% % 2_% DEFAULT VALUE » #114
non-critical extension » 714 |DER $%#8 ¢ > U = € 44
critical vi& % 7 §_FALSE |4 vt 3
.extnValue extnValue e 2 3] & &_ ¥+ subjectAltName iz &
OCTET STRING Extension @ % » & Jf i *
SubjectAltName =7 DER %
75w ¢t OCTET STRING
.SubjectAltName SubjectAltName 7% #L4] i |GPKI i§ &

®_GeneralNames @

GeneralNames 3% L 3] i

)3
=k

SEQUENCE
SIZE (1..MAX) OF
GeneralName

SubjectAltName £
GeneralNames ¥ ¢ ¢ 7z 1
GeneralName

.GeneralName

GeneralName &#_—- &
CHOICE 7 #14] f&

GPKI i * CHOICE ¥
rfc822Name » I fp 4§ ¢ 3=
i Subject 7 Email Address

.SubjectDirectoryAttributes

Subject Directory Attributes
o ke
Subject # 5 2 AL

7R ATR Y P
Wig s 13k

.extnld B & oty 2 0ID
id-ce-
subjectDirectoryAttributes
(2.5.29.9)

critical & GPKI # A% d 3t FALSE &_
subjectDirectoryAttributes 4% | DEFAULT VALUE » #7112
3* %_% non-critical DER 3 ¢ > 1§ = g 4
extension » #7112 critical & | 4 v H-
< z_§_FALSE

.extnValue extnValue 7 # 3) fi & ¥t

OCTET STRING

subjectDirectoryAttributes iz
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RAREARIE

& Extension @ 3 - & Jf ¢
* SubjectDirectoryAttributes
e DER %% w5 ¢ OCTET
STRING i

.SubjectDirectoryAttributes

SubjectDirectoryAttributes =g

oA i AL
SEQUENCE
SIZE (1.MAX)

OF Attribute

PRV ez -8 B A
PG T IR

.subjectType Subject sg %] 1+ > H type [MBEF KR AP EBFE
22 values 4o Subject £N5E 5
type OID id-chtpki-at-subjectType [#* % i~ % Subject Type
(2.16.886.1.100.2.1) Attribute z. OID
.values OID id-chtpki-et- ¢t OID # 7+ & 7% Subject e

companyBranch
(2.16.886.1.100.3.2.3.3.1)

Av\ \:J

LH-F‘ V‘«‘J 3

.cardHolderRank

FH At B0 d
type £ values 4- T :

R KR A S ER
Subject 2. + B 3§ A chE
ISty 4

type OID id-chtpki-at- #t 5 % £ Card Holder Rank
cardHolderRank Attribute z. OID
(2.16.886.1.100.2.2)
.values # ~ printable 5 #° ‘primary’ # ¢+ BG4
primary’ #’ secondary’ L = I
secondary’ % 7n + B 4FF 4

Lot 45 4

.uniformQOrganizationlD

values 4=

TR S AR F 4
Subject (& = @) gt- %
5o

type OID id-chtpki-at- & 4 Uniform
uniformOrganizationlD Organization 1D Attribute 2
(2.16.886.1.100.2.101) oID

.values BEoONZZA O P k- v (RPN AT F gkt %%ﬁ”ﬁ 8

B > #k

.CRLDistributionPoints

CRL Distribution Points #§ >
v]r]%ﬁ,’j»_,)ﬂi\. F T EE
2. CA =i gt ?& TEAD B 2

PR R
P17 4p B CRL ety 51
p % GPKI #i¢ * 2. CRL

CRL syt Distribution Points # & 5 1
3 2% URL
.extnld B~ AP en OID
id-ce-cRLDistributionPoints
(2.5.29.31)
.critical & GPKIl ¥ > i & d > FALSE &_

cRLDistributionPoints #k %
¥_% non-critical extension >

DEFAULT VALUE - #f12
DER % ¥+ # 4§ = § 4%
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RAREARIE

~

#7112 critical siE & = &
FALSE

7

.extnValue

extnValue s L 3] & 2_
OCTET STRING

¥4+ cRLDistributionPoints
izfd Extension @ % 0 &
i¢ * CRLDistributionPoints
9 DER %48 @ i ¢ OCTET
STRING =i

.CRLDistributionPoints

CRLDistributionPoints 3
i
SEQUENCE

SIZE (1..MAX) OF

DistributionPoint

& GPKIE#ER:? » i
CRLDistributionPoints z 7

1 2 2 i DistributionPoint -
ok T3 B
DistributionPoint f& > % 1 i
= Partitioned CRL

URL > % 2 i 5 Complete
CRLe#URL; 4r% =2 5 1
i# DistributionPoint p » B
% Complete CRL 7 URL

.DistributionPoint

DistributionPoint % —
SEQUENCE > p 3
distributionPoint ~ reasons #2
cRLIssuer = ##

GPKl g & = it *
distributionPoint #§ = > @ 7
i# * reasons ¥ cRLIssuer i&

BB

.distributionPoint

distributionPoint f = e 2
3 e &
DistributionPointName » =
DistributionPointName # ¥
% - & CHOICE F#4]

i * fullName &t
nameRelativeTOCRL Issuer

l«"——l
i ¥

GPKI & # 57 CRL
distributionPoint &_3x *
fullName

fullName

fullName =% L 4] fg &
GeneralNames @
GeneralNames 3 2

2

SEQUENCE
SIZE (1..MAX) OF
GeneralName

A s

GPKI i§ # 7 CRL
distributionPoint £~ fullName
¥ ¢ ¢ 7z 11 GeneralName

.GeneralName

GeneralName ¥ - &
CHOICE 7417 &

GPKI £ * CHOICE ¥ =
uniformResourceldentifier -
T A e i\CAé W
CRL # s URL » ® #3%
CRL % Partitioned CRL

B;l; , E' LL.#}E;;. m_'rf'wci\;ﬁ—,
URL % Jp ¥23% CRL 2
issuingDistributionPoint #§ >
B @ srse e URL % 2
i
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GPKI G 2 A P 38 21%

.authorityInfoAccess

Authority Info Access # “- 1

]"‘—v

GPKI & * A J = k 32
L CA LG 3 4 5 ig32
1k CA B » &
ARG & A P H B A B
F4 > bl4e 1 OCSP

H
-

OCTET STRING

.extnld B~ % & gt L =0 OID |authorityInfoAccess &_PKIX
id-pe-authorityInfoAccess #1 Z_% 1 Private Extension
(1.3.6.1.5.5.7.1.1)

.critical & GPKl ¥ > 1 % d > FALSE &_
authoritylnfoAccess & = DEFAU LT VALUE > #712
non-critical extension » #7141 |DER %48 ¢ > J 4 = 4k
critical v ig % T §_FALSE |4 vt 3

.extnValue extnValue e 2 3] & 2 ¥+>+ authoritylnfoAccess &

#4 Extension @ 3
*

AuthorityInfoAccessSyntax
e DER $a#% i ¢+ OCTET
STRING i

AT

AuthorityInfoAccessSyntax

AuthoritylnfoAccessSyntax
A A A B
SEQUENCE
SIZE (1..MAX) OF
AccessDescription

4 GPKI gz ® » 43 5 5
3 1 1% calssuers izfa
AccessDescription » & ¥
FEAHE
AccessDescription » &4
ocsp AccessDescription

AR

. AccessDescription

AccessDescription 3 -
SEQUENCE - p 2
accessMethod &
accessLocation = {§

PR R ERERT I
582~ 1¥ Issuing CA ~ £ & %
2 1 CA B @it sl

.accessMethod

accessMethod #§ i c% L 4]
i #_OBJECT
IDENTIFIER » * jeJdg »

OID id-ad-calssuers
(1.3.6.1.5.5.7.48.2)

id-ad-calssuers = PKIX RFC
5280 #1 %_2 1 accessMethod

.accessLocation

accessLocation t§ - e 4
4| & ¥_GeneralName > @
GeneralName ~ ¥ § -
CHOICE F #44] f& > GPKI
i## * CHOICE ¢ e
uniformResourceldentifier -
TP e - B

calssuers =7 URL

o URLa‘ﬂra»~r[$ 7 H
CA % % % Issuing CA 1R
IR EaLE > A% mf)‘;
> §_PKCS#7 &z 8 75 ¢
URL ~» ¥ 11 & - 'I?‘Jfﬂ S
LDAP # CAEntry
crossCertificatePair Attribute
e URL & Rt

.accessMethod

accessMethod ## - cH% L 4|

id-ad-ocsp % PKIX RFC

it §_OBJECT 5280 #1 #_s 1 accessMethod
IDENTIFIER > J* g ~
OID id-ad-ocsp
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RAREARIE

(1.3.6.1.5.5.7.48.1)

.accessLocation

accessLocation t§ - e
4| i ¥_GeneralName > @
GeneralName ~ & % - B
CHOICE % #24] f& » GPKI
i## * CHOICE *# e
uniformResourceldentifier >
T AP e s - i OCSP
PR 7% URL

* URL dp e — B3R 2@%

fE A3 FRzZ-(OCSP):

R URL nt - OCSP

f\;FR ﬂb#ﬁl ﬂ\)& rr‘J;P— ’ih

=27

af

b

v
-

1.3.8 To-Be-Signed ¥ 5## 3

o

version

v3(2)

GPKI Gz #2514 i¢ * X.509
V3 )ﬁ pg_’fé ,}\‘ (/_, V3 mlgv
{2 m A z[-\3)

serialNumber

B ¥ B 55 (Certificate Serial
Number)

GPKI ¥ #1i¢ * 2 157 R 5L
¥ - BE A 5 16 Bytes eh
#1395 DER % ¢ o
ot ig * e 2°s Compliment
A FERET i E AW
w4+ 0x00 > @ ¢ 1116
Bytes st B #cg S ik H
17 Bytes th 7 &

signature CABEE"Y 2 §FIFE 2 [V HFhiE etk
z_ Algorithmldentifier SIGNED & # 2
algorithmldentifier # iz 4p
&
algorithm &% %8 £40ID 3% 22 OID» GPKI
sha256WithRSAENcryption |p =0 &7 * § 3 /% 5 /2
(1.2.840.113549.1.1.11) sha256WithRSAEncryption
.parameters NULL GPKI @ * ehE £ /7 5 2 7
Z & parameters - iz H
parameters & p 3
NULL » # ¥ % » NULL
2. DER % #§ % 0x0500
issuer BB ’i: (CA) z X.500|CA & ¥ 757 DN(#-d CA 4
Name WM TL)
(i PKIX 20 #75
ASN.1 DirectoryString ~ %
G- i * UTF-8 %
)
validity GrEEcr R g A vapE |GE L RARGEFIK A
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GPKI & 7 % & 78 A ok o

Y b e sa
PRV

By

e

T

.notBefore

el A S R o P
(GMT) » fpt PR 2 % G

= PKIX 3R 2_fx 2049/12/31
23:59:59 (7 ) 2w i@ *
UTCTime F 424 & - #45¢
= YYMMDDHHMMSSZ -
#2050/01/01 00:00:00
(3) 218 i
GeneralizedTime 7 #13] i >
it s
YYYYMMDDHHMMSSZ -
IV ;fﬁ_ﬁ;;t R SR ﬂ@;
SS:200+ # ¥ gt » @k
fsenZ % GMT R+ 2
A

.notAfter

eI
(GMT)’ ;_-_F_ L%F”’ 19,&

TE T

iz PKIX 2 2_te 2049/12/31
23:59:59 (7 ) 2@ *
UTCTime 344 3] i - 5%
= YYMMDDHHMMSSZ -
#2050/01/01 00:00:00
( % ) 19 v g
GeneralizedTime F #2
’ffm’r )
YYYYMMDDHHMMSSZ -
A RGP TR
SSZ 00+ # ¥ gk » @
%;;ﬁﬂz %7 GMT R+ 7

A i

subject

B %% ¥ % (Subject) 2
X.500 Name

7 ¥+ X.500 Name #£ 5% 4o
LI
C T™W

L=#F7 27
O=jF # 2 jV 5 7e 2L
serialNumber=g 2 # 72 #

FHgEr 52 g 54
LA £ 12 725 pAcF
PGS 7
serialNumber # )

(& PKIX R 2 s “75
ASN.1 DirectoryString ~
Ykl - % UTF-8 %
#5)

subjectPublicKeyInfo

1§ ¥ 2 4 <0 Public Key Info

3T ;“ Subject = Public Key
# %W 2 Public Key ehig
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RAREARIE

.algorithm % subjectPublicKey #g %]
11 Algorithmldentifier
.algorithm OID rsaEncryption Public Key #g %] 2_ OID »
(1.2.840.113549.1.1.1) GPKI p % & & *
rsaEncryption 2_ Public Key
.parameters NULL rsaEncryption ;& & j* 82 28 7
Z & parameters - iz H
parameters & p 3
NULL > # ¥ 2 » NULL
2. DER % #% % 0x0500
.SsubjectPublicKey BIT STRING > * BIT GPKI p 7 ¥ # * RSA
STRING p 7 Subject Public |Public Key » #7142 gt BIT

Key ¢ DER %75 i&

STRING g #-p 7 1T ‘g“\
#L A Ay e DER %0 #5 -
RSAPublicKey ::= SEQUENCE {

modulus INTEGER,
publicExponent INTEGER }

extensions

SEQUENCE OF Extensions

REES-BHAREE f R
RS X R T e L
BlRTER GVERE T A R
[V ﬁthé‘}i@)j

.authorityKeyldentifier

Authority Key Identifier # =t
# > Key ldentifier 24 2
ViR R PKIX AR % > B
Issuing CA = Public Key =n
SHA-1 Hash & % Key
Identifier

LR
CA* KEHNBHE TR
g I V- f oo 1T B

CA{H#&42HALEHE
PF 29T % i CA choi—

& CABHEXEHR I EHE

.extnld B A oty = 0ID
id-ce-authorityKeyldentifier
(2.5.29.35)

.critical # GPKIl ¢ > ;1% d * FALSE &
authorityKeyldentifier «+ 7_ |DEFAULT VALUE - #7112
H_non-critical extension > #7 |DER %afg ¢ - s i € 4%
2 critical eniE & % _F_ LR 2
FALSE

.extnValue extnValue s 4L 4 i _ ¥+>+ authorityKeyldentifier

OCTET STRING

izfd Extension @ % » &R

i¢ * AuthorityKeyldentifier
e DER %% & ¢ OCTET
STRING i

AuthorityKeyldentifier

AuthorityKeyldentifier e
U SR
i ) A
keyldentifier ~
authorityCertlssuer &2
authorityCertSerialNumber

# Optional =

GPKI & # & 45 PKIX > ¥ #
* Kkeyldentifier # = > @ %
i¢ * authorityCertlssuer £2
authorityCertSerialNumber ##

{+
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GPKI B * Bt P 154315

s

keyldentifier

keyldentifier #f % 3L 4]
it 2_Keyldentifier » &
KeylDentifier » £ 5 - i
OCTET STRING 7 #*3] i

Keyldentifier ch 2 4 = ;% i%
& PKIX %% » B~ Subject
&1 Public Key 7 SHA-1
Hash i& # % Keyldentifier 9
OCTET STRING &

.SsubjectKeyldentifier

Subject Key Identifier #§ ~w 1§
= » Key ldentifier eng 4 =
7 i B PKIX {28 > B
Subject =7 Public Key ¢
SHA-1 Hash & # % Key
Identifier

PR LA e g R
Subject #1i¢ * % 4 A IR
- ;Ih-_‘

OCTET STRING

.extnld B~ R & PPty eh OID
id-ce-subjectKeyldentifier
(2.5.29.14)

critical % GPKI ¥ > A% d 3 FALSE &_
subjectKeyldentifier & z_&_ |DEFAULT VALUE > #712
non-critical extension » #7r/ |DER ¥nf§ ¢ > ' = € 4%
critical vi& % 7 §_FALSE |4 vt 3

.extnValue extnValue e 2 3] & &_ ¥+% subjectKeyldentifier iz

#8 Extension @ % » % f ¢
* Keyldentifier 77 DER 3,
7 fas 2t OCTET STRING

.Keyldentifier

v

KeylDentifier # ¥ 3 - &
OCTET STRING F#.4] &

Keyldentifier eh g 4 = ;% i%
e PKIX &% > B~ Subject
11 Public Key 7 SHA-1
Hash & = Keyldentifier e
OCTET STRING i&

.keyUsage

Key Usage # “t 1 i » 3= §¢
Subject Public Key #p ¥4 & 2.
Private Key % 4 "4

GPKI = i 7 % Subject 2% %
R PR e A
(Dual Key Pairs) & st &
% % % * &% 2. Key Usage
#-¢ 7 digitalSignature » @
‘v % G 7 2. Key Usage #-
¢ 7 keyEncipherment &
dataEncipherment = & * i

.extnld

B~ (A P g en OID
id-ce-keyUsage (2.5.29.15)

.critical

% GPKI # - keyUsage & z_
#_critical extension » #714
critical =g % 7 _§_TRUE

2% d * TRUE 7 £
DEFAULT VALUE - #1114
DER % ¥ » M F =2 ¥
v
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GPKI &2 % B A 1t |

RAREARIE

.extnValue extnValue 3 4 3) fi & ¥+ keyUsage i& 44
OCTET STRING Extension @ = » & ff i *
KeyUsage 77 DER % #5 i 5
#* OCTET STRING i
.KeyUsage KeyUsage ~ ¥ % — FLEELHEEY RE

Named BIT STRING F #23]

i

A2 Named BIT STRING 2z
digitalSignature (0)iz i# Bit
Mg S L E S IEE S
et 5 2F > Bt Named
BIT STRING 2
keyEncipherment(2)
dataEncipherment (3):& = i
Bit Bk s 1

.certificatePolicies

Certificate Policies 3 ~o
ooozedt CA B 2 BT
i el

2~ CA B S BEP TR
#;m GPKI Certificate Policy
z. OID

.extnld B Aoty = 0ID
id-ce-certificatePolicies
(2.5.29.32)

.critical 2 E AR & GPKI i % 4 » FALSE &_
¢ certificatePolicies #£3% |DEFAULT VALUE > #712
T_% non-critical extension > |DER %% ® » M HF g A%
112 critical ehig % F_F_ CREE: R
FALSE

.extnValue extnValue % 4L 4] ik & ¥+ certificatePolicies i&4&

OCTET STRING

Extension @ % » & Jf i *
CertificatePolicies 7 DER %
5 ias ¢ OCTET STRING

_’rﬁn’ﬁ

.CertificatePolicies

CertificatePolicies 3 5 3]
i - B
SEQUENCE
SIZE (1..MAX) OF
PolicyInformation

& GPKI&G#"» » EE
Certificate " it 77 1
Policylnformation

.PolicyInformation

Policylnformation 5 -
SEQUENCE > p 2
policyldentifier &
policyQualifiers = 4#

GPKl Gz & & *
policyldentifier #f i~ » @ 7
i¢ * policyQualifiers ## i

.policyldentifier

policyldentifier # = 7 #L
7| & €_CertPolicyld » =
CertPolicyld & ¥ 5 —
OBJECT IDENTIFIER F#t

Al JE
EYIEY

95 CA & 3 ML I 7B PF 74
* hikE % % (Assurance
Level ) # F A L3 i%EE
B z_ GPKI Certificate Policy
OID

.SubjectAltName

Subject AIternative Name ¥
i 2 GPKIF £5%

s = 5 Optional » & & #
71 Subject iZ 7 Emall
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RAREARIE

v ﬁb%&ﬁ]’iy # #\)* ;\.
Subject 7 Email Address

Address » & F_* #F B
Email Address 2 i %8 2%
D) j\;ygwﬁa,f_ﬁ % v

.extnld B A PP L en OID
id-ce-subjectAltName
(2.5.29.17)

.critical A& GPKI ¥ > 3 % d > FALSE &_
subjectAltName ## 3% %_% DEFAULT VALUE » #112
non-critical extension » #7141 |DER % /8 ® > J 4 = 4k
critical v ig % 7 §_FALSE |4 vt 3

.extnValue extnValue s L 3] & 2_ ¥+ subjectAltName i&4d
OCTET STRING Extension @ % » & Jf i *

SubjectAltName = DER
& s ¢ OCTET STRING
.SubjectAltName SubjectAltName 3 4 4] i |GPKI i§ # 0

F_GeneralNames @

GeneralNames =3 4L 4] i

)3
e

SEQUENCE
SIZE (1..MAX) OF
GeneralName

SubjectAltName
GeneralNames ¥ ¢ ¢
GeneralName

51

.GeneralName

GeneralName ¥ - &
CHOICE F#4] #&

GPKI £ * CHOICE ¥
rfc822Name » I A pL #f ¥ &
1* Subject 7 Email Address

.subjectDirectoryAttributes

Subject Directory Attributes
Subject 3 3 T AL

* RRERAETR Y
g 13k

.extnld B & oty 2 0ID
id-ce-
subjectDirectoryAttributes
(2.5.29.9)

.critical & GPKI ¥ > i & d »* FALSE &_
subjectDirectoryAttributes 4% [DEFAULT VALUE - #712
3 ®_% non-critical DER %45 ¢ - st = § 4%
extension - #114 critical i |4 2 H-
& zZ_4_FALSE

.extnValue extnValue % L 4 ik &_ ¥

OCTET STRING

subjectDirectoryAttributes :&
#8 Extension @ 7 » % p i
* SubjectDirectoryAttributes
e DER %% & ¢ OCTET
STRING i

.SubjectDirectoryAttributes

SubjectDirectoryAttributes
T L

PRTEE- PR RE
B g e TR
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RAREARIE

SEQUENCE
SIZE (1..MAX)
OF Attribute
.subjectType Subject 2z | 1+ > H type [ BET kR A EFE
£ values 4o Subject 3 &)
type OID id-chtpki-at-subjectType [¢#* % i+ % Subject Type
(2.16.886.1.100.2.1) Attribute - OID
.values OID id-chtpki-et- #t OID # 7+ & 7% Subject e

proprietorship
(2.16.886.1.100.3.2.3.1)

&\FI Vv‘J

S

.cardHolderRank

FEAmrg+t s 4
type £ values 4= :

PR KR A B
Subject 2. + % § 4 e
A L R I

type OID id-chtpki-at- 5 % Card Holder Rank
cardHolderRank Attribute z. OID
(2.16.886.1.100.2.2)

.values # »~ printable 5 8’ ‘primary” £ o¢+ F#F A

primary’ &’ secondary’

Rr+3g 4
secondary’ % m+ F 3G 4
R =l B

.uniformQOrganizationlD

- HELHE o 2 type
values 4 :

R

Subject (7 %) k- L

type OID id-chtpki-at- #t 5 & Uniform
uniformOrganizationID Organization 1D Attribute 2.
(2.16.886.1.100.2.101) oID

.values B~ i ik P 57 % ehdi- %5l 8

i > #c

.CRLDistributionPoints

CRL Distribution Points #§ >«
*&B,’a ’ e‘:‘_;\;?ﬁiﬁ L33 2&%}3
2. CA =Tt 15 @ AP B 2

CRL eyt

HAF R EEERY K
R~ 17 4p ¥ CRL ey 51 »
p i GPKI #r7# * z- CRL

Distribution Points ¥ & 7 1
i 27 URL

.extnld B A oty = 0ID
id-ce-cRLDistributionPoints
(2.5.29.31)

.critical # GPKIl ¢ > 1% d * FALSE &_
cRLDistributionPoints #£ 2% |DEFAULT VALUE » #71u
¥_% non-critical extension > |DER %% @ » M HF = g A
#r 02 critical eiE % T A CRTE: 2
FALSE

.extnValue extnValue % L 4] ik & ¥+ cRLDistributionPoints

OCTET STRING

iz#d Extension @ % > % A

i¢ * CRLDistributionPoints
1 DER %75 i ¢ OCTET
STRING i
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GPKI /& % % 1§ 8 i 1

RAREARIE

.CRLDistributionPoints

CRLDistributionPoints 3
(A
SEQUENCE
SIZE (1..MAX) OF
DistributionPoint

& GPKIE#ER: T » i
CRLDistributionPoints z 7

1 2 2 i DistributionPoint -
ok T3 B
DistributionPoint f& > % 1 i
% Partitioned CRL &

URL > % 2 i 5 Complete
CRLeURL; 4% = 3 1
i# DistributionPoint p= > B
% Complete CRL =7 URL

.DistributionPoint

DistributionPoint 3 —
SEQUENCE > p 3
distributionPoint ~ reasons ¥2
cRLIssuer = ##

GPKI G &« ¢ *
distributionPoint # = > @ 7
i# * reasons ¥ cRLIssuer i&

BB

distributionPoint

distributionPoint f = c% 2
3 s 2
DistributionPointName » =
DistributionPointName # ¥
%= — & CHOICE ¥ 11—“"

i > ¥ iE % fullName &
nameRelativeTOCRL Issuer

GPKI & 7 % CRL
distributionPoint &_3x *
fullName

fullName

fullName =% L 4] i &
GeneralNames =
GeneralNames % #2 3] i
A
SEQUENCE
SIZE (1..MAX) OF
GeneralName

GPKIl & 7 % CRL
distributionPoint = fullName
¥ ¢ ¢ 7z 11 GeneralName

.GeneralName

GeneralName &_- i
CHOICE ’?—}i?‘;‘J AL,

GPKIiE * CHOICE ¥ e
uniformResourceldentifier »
Tof L‘)ﬂ?‘:‘ U?‘CAA i
CRL #45URL » ® 3%
CRL % Partitioned CRL

pF o B “’r&ﬁ Al g Ak
URL & Jp ¥23% CRL 2
issuinngstrlbutlonPomt i
B @ wise e URL % 2
i

.authorityInfoAccess

Authority Info Access # “- 1

,
(hadl

GPKI i& #* ptJHocff K3
;kCA FHALgEE H
Pé] CAG#E Ly » 77
AT LS BB A B
T3> 4o - OCSP

.extnld

B~ V& PP L e 0ID
id-pe-authorityInfoAccess

authorityInfoAccess #_PKIX
#1 F_% e Private Extension

79

E: e SR



GPKI &2 % B A 1t |

RAREARIE

(1.3.6.1.5.5.7.1.1)

.critical & GPKIl ¥ > 1 & d > FALSE &_
authoritylnfoAccess /& = DEFAU LT VALUE » #714
non-critical extension » 714 |DER %48 ¢ - U i € 4L
critical v ig % T §_FALSE |4 vt 3

.extnValue extnValue <738 3] 8 £ |+ authorityInfoAccess iz

OCTET STRING

#8 Extension @ % » % f ¢

#
AuthorityInfoAccessSyntax
1 DER %% a5 ¢ OCTET
STRING HIE

AuthorityInfoAccessSyntax

AuthoritylnfoAccessSyntax
A A A B
SEQUENCE
SIZE (1..MAX) OF
AccessDescription

4 GPKIgz"? » #3 > %
7 1 1 calssuers izf&
AccessDescription » & ¥
FEAHB
AccessDescription » &4
ocsp AccessDescription

AR

. AccessDescription

AccessDescription 3 -
SEQUENCE > p 3
accessMethod 2
accessLocation = 1§

PR R EEERY K
2~ 18 Issuing CA ~ ¥ 5%
2 R CAlgzE g 5l

.accessMethod

accessMethod #§ i e % L 4]
i #_OBJECT
IDENTIFIER » * jeJdg »

OID id-ad-calssuers
(1.3.6.1.5.5.7.48.2)

id-ad-calssuers = PKIX RFC
5280 #1 %_z 1 accessMethod

.accessLocation

accessLocation {§ - e 4
4| & ¥_GeneralName > @
GeneralName ~ ¥ § -
CHOICE 441 i& » GPKI
i * CHOICE *# e
uniformResourceldentifier »
T AF e - B

calssuers =7 URL

o URLa‘ﬂra»~r[$ 7 H
CA % % % Issuing CA 1R
IREDRE  AE R
i H_PKCSH#7 &z 75 M
URL» 7 & - Bipw
LDAP ¢ CAEntry e
crossCertificatePair Attribute
1 URL 4 4t

.accessMethod

accessMethod # i+ 35 #4 4)
it ¥_OBJECT

IDENTIFIER > p* EJE »
OID id-ad-ocsp
(1.3.6.1.5.5.7.48.1)

id-ad-ocsp % PKIX RFC
5280 #+ %_2 71 accessMethod

.accessLocation

accessLocation {§ - e
4| 4 %_GeneralName »
GeneralName » £ ¥ -
CHOICE F #44] & > GPKI
i * CHOICE *® ¢
uniformResourceldentifier

 URLdpw - BSREGHE
J fE 3 24 PR7+(OCSP) 2 R
% URL 4t » #* OCSP
PIRE ARG HE IR L

= >

AL
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GPKI & % G A ) i+

N
I %‘J:‘E}

3 Ayt ge - ik OCSP
pRi% i1 URL

1.3.9 To-Be-Signed 7 *

EPBAERS

1 i

e

mF

version

v3(2)

GPKI &7 54 & * X.509

#2m 7 E3)

V3E#E R (AR V3aid

serialNumber

B ¥ B 55 (Certificate Serial
Number )

GPKI ® #1i¢ * 2_15 3% B 5L
¥ - BE A 5 16 Bytes ehi
£ 4 1345 DER %8 #
HehT i * e 2°s Compliment
P 3 B RET A€
oAt + 0x00 > @ & 116
Bytes st B #cH ¥E b ik #
17 Bytes e ¥

(GMT)» At EFE 2 oG

R

signature CAEFH T 2 FRFEZ [V HhEL FE otk
z_ Algorithmldentifier SIGNED & # 2
algorithmldentifier # iz 4p
[
algorithm ERwE 50D % %% %42 OID > GPKI
sha256WithRSAENncryption |p =0 & * & 3 /% 5 /2
(1.2.840.113549.1.1.11) sha256WithRSAEncryption
.parameters NULL GPKI ¢ * en% %% & /% 7
Z £ parameters » iz H
parameters <& p 3
NULL » % ¥ %4 v » NULL
2_ DER Mu#§ % 0x0500
issuer & T ﬁ’? (CA) 2z X.500 CA * £ e DN(#-d CA A
Name BT EL)
( % PKIX % #7
ASN.1 DirectoryString ~ =
ks - = UTF-8 4
7))
validity GEE PFR R AL B R RREGELL A
R T
.notBefore G TELH R o |k PKIX 3R 7_t 2049/12/31

2355959 (7 ) 2@ *
UTCTime 342 3] &% - 5%
%= YYMMDDHHMMSSZ »
. 2050/01/01 00:00:00

()2t @™
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GPKI G 3% 2 & 7 A 1

_P.l ﬁg_«\r v‘w]f@

GeneralizedTime F #L4] i >
’fé'a Y
YYYYMMDDHHMMSSZ -
A fER Y TR )k
SSL 004 # ¥ iz » @ f
fsenZ %7 GMT pFER & 2

A

.notAfter

G A *imr‘éﬂi i PR
(GMT) > fpt 2 (4G

iz PKIX 4R 2_# 2049/12/31
23:59:59 (7 ) 2w i@ *
UTCTime F 423 & - #5¢
= YYMMDDHHMMSSZ »
# 2050/01/01 00:00:00
()28 @*
GeneralizedTime
IR
YYYYMMDDHHMMSSZ -
A fER T TR ik
SS 5 00% # ¥ 4t > @ B
isenZ %7 GMT R~ 2

1 P
¥ 4 53

Ao

subject

&% & % % (Subject) 2z
X.500 Name

3 "V £ %+ X.500 Name #

o™

C=TW
O=7 gt ' 57 2
f;]’i

(i& PKIX R 2> #73
ASN.1 DirectoryString < F
Skl - =i * UTF-8 %
)

subjectPublicKeyInfo

1§ ¥ 2 4 < Public Key Info

i ;‘ Subject = Public Key
# %W 2 Public Key ehig

.algorithm % subjectPublicKey #f %
1 Algorithmldentifier
.algorithm OID rsaEncryption Public Key #g %] 2_ OID »
(1.2.840.113549.1.1.1) GPKI p # F & *
rsaEncryption z_ Public Key
.parameters NULL rsaEncryption ;% & ;= &2 28 7

e parameters i ‘4
parameters I

NULL » # ¥ % wé » NULL
2. DER 3&%% % 0x0500

.subjectPublicKey

BIT STRING - ¢+ BIT
STRING p % Subject Public
Key 1 DER %45 &

GPKI p % ¥ #* RSA
Public Key » #1112 pt BIT
STRING ehig#-p 3 10T F

82

E: e SR



GPKI /& % % 1§ 8 i 1

RAREARIE

HL4) 4k ¢ DER %245 :
RSAPublicKey ::= SEQUENCE {

modulus INTEGER,
publicExponent INTEGER }

extensions

SEQUENCE OF Extensions

R E S
T ey ooy o fEEE (%
LG FVER T i A AR
[V ﬁ—,mgﬁg):

.authorityKeyldentifier

Authority Key Identifier # v
# = > Key Identifier e 2 2
> ViR e PKIX % 5 B
Issuing CA 7 Public Key
SHA-1 Hash i #. % Key
Identifier

s
CA* kg5 KBHE R
EMFEAY- o I B
CA%#?.{E?%& kg
Hl g% i@+ CA ewi-
5ECA’& % 5 2 BT

.extnld B Aoty = 0ID
id-ce-authorityKeyldentifier
(2.5.29.35)

.critical # GPKIl ¢ > & 4 3 FALSE &
authorityKeyldentifier ¢ ©_ |DEFAULT VALUE - #7112
#_non-critical extension > #7 |DER %afg ¢ - s ff i € 4%
r4 critical «0iE & T_&_ (AR
FALSE

.extnValue extnValue e L 3] & 2_ ¥4+ authorityKeyldentifier

OCTET STRING

izfd Extension @ % - &

i * AuthorityKeyldentifier
11 DER % #5 s ¢t OCTET
STRING i

AuthorityKeyldentifier

AuthorityKeyldentifier e
#4737 = B Optional &
o A W

keyldentifier ~
authorityCertlssuer £2
authorityCertSerialNumber

i

GPKI & # & 45 PKIX > ¥
* Kkeyldentifier #f = > @ %
iz * authorityCertlssuer &2
authorityCertSerialNumber ##

i

.keyldentifier

keyldentifier ## = ¢
it 2_Keyldentifier » &
KeylDentifier » £ % - i
OCTET STRING F #14] f&

SN

Keyldentifier eh g 4 = ;% i%
e PKIX &% > B~ Subject
er1 Public Key =7 SHA-1

OCTET STRING &

Hash i& & % Keyldentifier -

.subjectKeyldentifier

Subject Key Identifier 4§ v 1§
= » Key ldentifier s 2 4 =
;9 ik P PKIX &2 » B~
Subject 77 Public Key =
SHA-1 Hash & # 5 Key
Identifier

P4 L e R T
Subject #7i# * 1 £ 4 E N
- ;Ih;

.extnld

N e [b)
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GPKI 6 3 % 16 A ok i+ 15531

id-ce-subjectKeyldentifier

OCTET STRING

(2.5.29.14)

.critical & GPKI ® 3% d > FALSE &_
subjectKeyldentifier % z_&_ |DEFAULT VALUE - #7112
non-critical extension » #7127 |DER %af§ ® » U {F i € A%
critical ehiE & Z_§_FALSE |4 w2 #-

.extnValue extnValue 3 4 3) i & ¥1>+ subjectKeyldentifier i&

f& Extension @ 3 - & Jf ¢
* Keyldentifier :7 DER %
7§ i w ¢+ OCTET STRING

.Keyldentifier

KeylDentifier » & % — i
OCTET STRING 7 # 7] #

Keyldentifier sh# # > ;% i%
P PKIX &% > B~ Subject
11 Public Key 7 SHA-1
Hash i& # 5 Keyldentifier -
OCTET STRING &

Named BIT STRING 7 #23]

P
&

.keyUsage Key Usage # “e 1§ = » ze ¢ |GPKI=* i ' £ 3 Subject

Subject Public Key 4p ¥+ s 2 |Ek i * e &4k 2 B £

Private Key s% & 241 ¥t (Dual Key Pairs) %
RS 2%'_“?‘_% e fRR S
HroHAY%RER Y BHEZ
Key Usage #-¢ 3
digitalSignature » @ 4v f# %
15 % 2. Key Usage #-¢ 3
keyEncipherment £2
dataEncipherment = & * i¢

.extnld B AP en OID
id-ce-keyUsage (2.5.29.15)

.critical & GPKI # > keyUsage % Z_[iZ & ¢ ** TRUE 7 &_
H_critical extension » #tr2  IDEFAULT VALUE > #7112
critical enie % T &_TRUE |DER %# @ » =7 &

R
.extnValue extnValue s 4L 4 i _ ¥+ keyUsage i& 44
OCTET STRING Extension @ % » & Jf & *
KeyUsage 7 DER a5 i &
# OCTET STRING &g
.KeyUsage KeyUsage » ¥ % — 1 FrEBRELHET T BE

Al ¢t Named BIT STRING 2.
digitalSignature (0):& i Bit
e s 1 FLBES
et g E 0 Rt Named
BIT STRING z
keyEncipherment(2) ¢
dataEncipherment (3):& % i
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GPKI &2 % B A 1t |

RAREARIE

Bit e 1

.certificatePolicies

Certificate Policies 4 “v %r,?
o CARS AR
%% G T TR

2~ CA B & lBREm TR
#;m GPKI Certificate Policy
2. OID

.extnld B~ R & oty eh OID
id-ce-certificatePolicies
(2.5.29.32)

.critical =4 > & GPKI [JZ & ¢ % FALSE #_
¢ certificatePolicies 4 % DEFAULT VALUE » #7112
¥_% non-critical extension > |DER %% @ » M HF = € A%
Sl critical eniE % 2 5 CAEE: R
FALSE

extnValue extnValue 3 42 3) f& & ¥+ certificatePolicies &4

OCTET STRING

Extension @ % » & Jf i *
CertificatePolicies 57 DER %
s ¢ OCTET STRING

.CertificatePolicies

CertificatePolicies % 4L 4]
i i -
SEQUENCE
SIZE (1..MAX) OF
PolicyInformation

& GPKl&# ¥ » EE
Certificate = sc 7 7 1 1
Policylnformation

.PolicyInformation

PolicyInformation % -
SEQUENCE - p 2
policyldentifier &2
policyQualifiers = 4§

GPKIG# ¥ & *
policyldentifier # - » @ 2
it * policyQualifiers # -

.policyldentifier

policyldentifier # = 3 L
7] A& _CertPolicyld » =
CertPolicyld » £ 5 - i
OBJECT IDENTIFIER F st

A e
B

95 CA & 3 2L 1§ ZPF 973
¥ ehiRE & % (Assurance
Level ) 3£ F X L Z %REXE
& 2_ GPKI Certificate Policy
OID

.SubjectAltName Subject Alternative Name 3% [t 1 == 5 Optional > & & &%
i 0 3 GPKI 3 *UE ¥ | Subject ;2 3 Email
B tbﬁk—“fi?%”*? Address > & F_ % # 3 -
Subject =7 Email Address Email Address = i &8 %
¢ oo ﬂ‘ﬂb‘%w’rf?c“’ e

.extnld B~ AP 2en OID
id-ce-subjectAltName
(2.5.29.17)

critical & GPKI # A% d 3t FALSE &_
subjectAltName # % =_3 DEFAULT VALUE > #112
non-critical extension » #7142 |DER $%#8 ¢ - U i € 4L
critical #hiE & ¥ &¥_FALSE |74 w2 H

.extnValue extnValue % 4L 4 i &_ ¥+ subjectAltName i&4d

OCTET STRING

Extension @ = » & Jpig *
7 F
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GPKI /& % % 1§ 8 i 1

RAREARIE

SubjectAltName =7 DER
s - OCTET STRING

i

.SubjectAltName

SubjectAltName % 4L 4] fi
%_GeneralNames =
GeneralNames % #2 3] i
A
SEQUENCE
SIZE (1..MAX) OF
GeneralName

GPKI & # ¢
SubjectAltName £
GeneralNames ¥ ¢ ¢
GeneralName

z 1B

.GeneralName

GeneralName &_—- i
CHOICE <ok Ak

GPKl:iE * CHOICE ¢
rfc822Name » # @t # 3=
i Subject 2 Email Address

.SubjectDirectoryAttributes

Subject Directory Attributes
PR * kisr
Subject ¥ e TR

7 RGBT TR T R

Wiz geinr

.extnld B Aoty =5 0ID
id-ce-
subjectDirectoryAttributes
(2.5.29.9)

.critical & GPKI # 3 % d >t FALSE &_
subjectDirectoryAttributes 4% | DEFAULT VALUE > #712
& #_5 non-critical DER %afg ¢ » s ff i € 4%
extension » #71Z critical e0iE | 4 w2 H-

% z7_4_FALSE
.extnValue extnValue % L 4 ik & ¥

OCTET STRING

subjectDirectoryAttributes &
#8 Extension @ % 5 & R i@
* SubjectDirectoryAttributes
e DER %% & ¢ OCTET
STRING g

.SubjectDirectoryAttributes

SubjectDirectoryAttributes =
PR A A A
SEQUENCE
SIZE (1..MAX)
OF Attribute

US| A I Y e LA
EP R g T J'Jf%‘l“i

.SubjectType Subject #F =] B+ - H type [ BEF KR AL EHE
2 values 4T Subject s3E |
type OID id-chtpki-at-subjectType [¢#* % % % Subject Type
(2.16.886.1.100.2.1) Attribute z. OID
.values OID id-chtpki-et- #t OID # 7+ & % Subject e
limitedPartnership R A RS ¢

(2.16.886.1.100.3.2.2.1.3)

.cardHolderRank

FA AL R0
type ¥ values 4= :

LR R R A R
Subject 2. + B 45§ 4 chE_
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GPKI &2 % B A 1t |

RAREARIE

I dEy A

type OID id-chtpki-at- #t % % 4 Card Holder Rank
cardHolderRank Attribute 2. OID
(2.16.886.1.100.2.2)
.values ¥ ~ printable 8’ ‘primary’ & ¢+ 2 4FF A
primary’ #’ secondary’ N - BRSO
secondary’ #7n + B G A

Lot 4

.uniformOrganizationID

- ShEL G 0 B type &
values 4-F :

LL%]"}? j\ i\.l}b ;»g_
Subject (3 V& H;) esi-
S5

type OID id-chtpki-at- P % % 4 Uniform
uniformOrganizationID Organization 1D Attribute 2
(2.16.886.1.100.2.101) oID

values B33 EP - BB RPN AR * b Khiiy 8

Al

B ¥

.CRLDistributionPoints

CRL Distribution Points #§ ~v

PH AR EEERT I

1 ? BT G MM CRL chdp 3l
2. CA = b ’& EAP R 2 p w GPKI #7i¢ * 2. CRL
CRL syt Distribution Points ¥ & 7 1
3 21 URL
.extnld B~ R & oty eh OID
id-ce-cRLDistributionPoints
(2.5.29.31)
.critical & GPKI# > 3% ¢ > FALSE &_
cRLDistributionPoints 42 |DEFAULT VALUE > #7112
¥_% non-critical extension > |DER $u#% @ 5 M HF € A%
#714 critical eniE & T g CREER
FALSE
.extnValue extnValue 5 L 4 i _ ¥} cRLDistributionPoints

OCTET STRING

ie#4 Extension @ % > % F

i¢ * CRLDistributionPoints
1 DER % #% s ¢t OCTET
STRING i

.CRLDistributionPoints

CRLDistributionPoints 3
HAE L @
SEQUENCE
SIZE (1..MAX) OF
DistributionPoint

& GPKIG#ER; T » i
CRLDistributionPoints z 7

1 % 2 i DistributionPoint -
ek 2 B
DistributionPoint ¥ » % 1
= Partitioned CRL

URL > % 2 i 5 Complete
CRLenURL ; 4r% 2 3 1
i# DistributionPoint p% » g
% Complete CRL =7 URL

.DistributionPoint

DistributionPoint % —

GPKIl g & i *
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GPKI &2 % B A 1t |

RAREARIE

SEQUENCE > p %
distributionPoint ~ reasons £2
cRLIssuer = ##

distributionPoint 4§ i~ > @ %
i# * reasons ¥2 cRLIssuer i&

IR

.distributionPoint

distributionPoint #§ - s34
DistributionPointName »
DistributionPointName * ¥
% — 1 CHOICE F #13)

g > ¥ i * fullName gt
nameRelativeTOCRL Issuer

GPKI & # 1 CRL
distributionPoint £_# *
fullName

fullName

fullName =3 43 ik &_
GeneralNames m

GeneralNames 3

)3
e

SEQUENCE
SIZE (1.MAX) OF
GeneralName

3 &

GPKI & # 1 CRL
distributionPoint - fullName
= & ¢ z 11 GeneralName

.GeneralName

GeneralName ¥ - &
CHOICE 7 #14] i

GPKI i * CHOICE # ¢
uniformResourceldentifier >
T e CAX
CRL # 07 URL » ® £3%
CRL % Partitioned CRL

Eg; , E' LL,H}B?% ”Li‘*%?\'-h"l
URL = /g ¥73% CRL 2
|ssung|str|but|onP0|nt o
¢ st URL = 2
18 Fe

.authorityInfoAccess

Authority Info Access #§ v #

s
(had

GPKI i # pt 3% v = ke
i\ CAoimHANELGHE H
bk CABmSEs - E T
ARG E A BB ARy B
T > Bb4e @ OCSP

.extnld Fo~ R & gL P L 260 OID |authorityInfoAccess . PKIX
id-pe-authorityInfoAccess #7 %_s ¢ Private Extension
(1.3.6.1.5.5.7.1.1)

critical & GPKI # 2 % d > FALSE &_
authoritylnfoAccess /& % DEFAULT VALUE » #11
non-critical extension » #7142 |DER %% # > 44§ i ¢ 4t
critical eiE % T §_FALSE |4 & 3

.extnValue extnValue % L 4] ik & ¥+>+ authoritylnfoAccess &

OCTET STRING

& Extension @ % > & ff 2
£l
AuthorityInfoAccessSyntax
e DER %% & ¢ OCTET
STRING i
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GPKI G 3% 2 & 7 A 1

_P.l ﬁg_«\ v‘w]f@

AuthorityInfoAccessSyntax

AuthoritylnfoAccessSyntax
hF KA E - B
SEQUENCE
SIZE (1..MAX) OF
AccessDescription

& GPKlig#® » #3137
3 1 1% calssuers i&fa
AccessDescription » I ¥
EAR R R
AccessDescription » 4
ocsp AccessDescription

AR

AccessDescription

AccessDescription & -
SEQUENCE > p 3
accessMethod &
accessLocation =

PR R EEREREY K
5~ 8 Issuing CA ~ ¥ |5 %
2+ K CAg#dpsl

.accessMethod

accessMethod # i+ 3% 4 4|
it ¥_OBJECT

IDENTIFIER > p* i »
OID id-ad-calssuers
(1.3.6.1.5.5.7.48.2)

id-ad-calssuers = PKIX RFC
5280 =1 #_& =5 accessMethod

.accessLocation

accessLocation f e L
4| 5 ¥_GeneralName > @
GeneralName ~ ¥ § - B
CHOICE ##4] & » GPKI
i## * CHOICE ¥ ¢
uniformResourceldentifier »
Tt d et -

calssuers 7 URL

# URLipre - e 3 2
CA % % % Issuing CA rr!‘fa
3B R
;S A PKCS#7 &3P 715 ¢
URL » ¥ 12 & - Bipe
LDAP ¢ CAEntry e

crossCertificatePair Attribute
1 URL % 4t

.accessMethod

accessMethod #§ i e % L 4]
it 4_OBJECT
IDENTIFIER >
OID id-ad-ocsp
(1.3.6.1.5.5.7.48.1)

IR

id-ad-ocsp = PKIX RFC
5280 #1 %_2 1 accessMethod

.accessLocation

accessLocation {§ - e 4
4| & ¥_GeneralName > @
GeneralName ~ ¥ § -
CHOICE 7 #24] f& » GPKI
i * CHOICE *# e
uniformResourceldentifier »
It ff P e - B OCSP

PR 33 URL

$ URL g — BREBHE
S e 439 PR3 (OCSP) 2 PR
$H7URL%h_"“OCSP

e PR Ay A e R EE I 1

= >

A

1.3.10 To-Be-Signed 3 *?

Byt BHBERED

i

r %

e

version

v3(2)

GPKI G # #2514 ¢ # X.509
V3Em#E#N (LR V3miE
£2m*E3)
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GPKI & % % 16 3 g b P

Y6 e on
PR

serialNumber

& 7 5 55 (Certificate Serial
Number )

GPKI # #71i& * 2_ 152 & 3L
- BER: 16 Bytes g
> 1395 DER S/ ¥
BehTiéd * en 2°s Compliment
Pl FEAET N E AT
oA+ 0X00 > @ ¢ 5916
Bytes erir ey 5+ ik H
17 Bytes e % fF

signature

CARH*» 2 A2
2_ Algorithmldentifier

Lbﬁ}ﬁﬁql’g L';E'— ¥ ¢} ,%1
SIGNED & # 2.
algorithmldentifier 4§ e g 4p
e

.algorithm

&% w8 2a0ID
sha256WithRSAENcryption
(1.2.840.113549.1.1.11)

% -ﬁ-/ﬁ?ﬂ 2 2_ OID » GPKI
P i@ FRIFY
sha256WithRSAENcryption

.parameters

NULL

GPKI & * ehE § /% 5 /% 7
Z & parameters - iz H
parameters <& p 3

NULL > # ¥ 2 » NULL
2_ DER ¥ #§ % 0x0500

issuer

& &% (CA) 2 X500

Name

CA # ¥ 7 DN(#-d CA i

BB T )

(& PKIX 3R 2> #77%
ASN.1 DirectoryString < F
Skl - =i * UTF-8 %
75 )

validity

e e e
i

G E BALGHEITK D
T

.notBefore

B SRR IR
(GMT)» apt P2 51§

g% e a7
7E T

i PKIX R 2_t 2049/12/31
23:59:59 (7 ) 2w i *
UTCTime 34 & » #£5¢
= YYMMDDHHMMSSZ -
. 2050/01/01 00:00:00
() 2% i@
GeneralizedTime %
IR
YYYYMMDDHHMMSSZ -
RN R 5 'S
SS 500~ % 7 gk > @ B
fsenZ %7 GMT pFERE % 2
AR

A8

.notAfter

&7 A stk U‘C«‘ﬁF’“
(GMT) > PR 2 151G

TEE T

i PKIX 4. %_% 2049/12/31
23:59:59 (5 ) 2w & *

UTCTime 73] fi > f 3¢

90

B B

B 2R
‘:



GPKI B * Bt P 154315

%= YYMMDDHHMMSSZ »
# 2050/01/01 00:00:00
(7)) 20 @H
GeneralizedTime 7424 f& -
feat &
YYYYMMDDHHMMSSZ -
A R T 4k
SSL 00+ # ¥ iz » @ f
isehZ 4 GMT R 5 %

A

subject

& # 5 $ % (Subject) =
X.500 Name

F LA R A L 4 X500
Name # ;4 4+

OU=7 Wgpsi
PV Efe L

(& PKIX R 2 s “7%
ASN.1 DirectoryString <
kS - = * UTF-8 %

)

#8420t

subjectPublicKeyInfo

1§ ¥ 2 4 < Public Key Info

i i‘ Subject 7 Public Key
# %W % Public Key ehig

.algorithm i~ % subjectPublicKey #g %]
11 Algorithmldentifier
.algorithm OID rsaEncryption Public Key #g %] 2. OID »
(1.2.840.113549.1.1.1) GPKI p 5 ¥ (¢ #
rsaEncryption z_ Public Key
.parameters NULL rsaEncryption ;% & ;2 B2 2% %

Z & parameters > iz H
parameters & /g 3

NULL » # ¥ %% » NULL
2_ DER % #§ % 0x0500

.SubjectPublicKey

BIT STRING - ¢* BIT
STRING p % Subject Public
Key 77 DER %78 &

GPKI p =v ¥ % * RSA
Public Key » #1rzpt BIT
STRING g #-p 5 11T F
#1) fi 9 DER %0/
RSAPublicKey ::= SEQUENCE {

modulus INTEGER,
publicExponent INTEGER }

extensions

SEQUENCE OF Extensions

REL-BBAWE F S
YU g g e fE s (F %
LI GVER T i 4 E_R

)T E’T’qnlﬁ}z‘? ) :

.authorityKeyldentifier

Authority Key Identifier # ~-

P A LR e hE R T
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GPKI /& % % 1§ 8 i 1

RAREARIE

# = > Key Identifier 24 2
3 Nk PKIX &8 > B
Issuing CA = Public Key =
SHA-1 Hash & 5 Key
Identifier

CA™ %k f#% ~BE
Y T L BRI Y
OSEFYTEEET T
E 2 87 lg3% i@ * CA e

% CAlBE k& B

.extnld B~ A PP L en OID
id-ce-authorityKeyldentifier
(2.5.29.35)

.critical & GPKl ¥ > 1 % d > FALSE &_
authorityKeyldentifier <& =_ DEFAULT VALUE » #711
#_non-critical extension > #7 |DER $#8 ¢ > s 4 = € 4%
14 critical #0iE & T_H_ CAEE: R
FALSE

.extnValue extnValue 3 2 3) fi & ¥+>+ authorityKeyldentifier

OCTET STRING

ic#4 Extension @ % > %

¢ * AuthorityKeyldentifier
e DER %08 s ¢ OCTET
STRING i

AuthorityKeyldentifier

AuthorityKeyldentifier e
#4737 = B Optional &
i IV

keyldentifier ~
authorityCertlssuer ¥
authorityCertSerialNumber

1

GPKI & # & 45 PKIX > ¥
* keyldentifier #f = > @ %
iz * authorityCertlssuer £2
authorityCertSerialNumber ##

pas
(had

keyldentifier

keyldentifier #f = n3 L3
it 2_Keyldentifier » &
KeylDentifier ~ £ % - i
OCTET STRING F #14] i

Keyldentifier e0 & # > ;% i%
P PKIX &% > P~ Subject
1 Public Key 7 SHA-1
Hash & #x = Keyldentifier en
OCTET STRING &

.SubjectKeyldentifier

Subject Key Identifier #§ ~w 1§
iz » Key ldentifier eng 4 =
7 PKIX 28 > B
Subject 7 Public Key =
SHA-1 Hash &tz Key
Identifier

PP e P R R T
Subject #7i¢ * 14 A IR
- ;}u

.extnld B~ AP 2en OID
id-ce-subjectKeyldentifier
(2.5.29.14)

.critical & GPKI # A% d 3t FALSE &_
subjectKeyldentifier % z_&_ |DEFAULT VALUE > #7112
non-critical extension » #7142 |DER %48 > i € 44
critical eiE % T §_FALSE |4 & 3

.extnValue extnValue % L 4] ik & ¥1>+ subjectKeyldentifier i&

OCTET STRING

& Extension @ % > & ff {2
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GPKI /& % % 1§ 8 i 1

eI

* Keyldentifier 7 DER %
7w s ¢t OCTET STRING

i

.Keyldentifier

KeylDentifier ~ £ % - i
OCTET STRING 7 #*3] i

Keyldentifier ch 2 4 = ;% i%
e PKIX &% > P~ Subject
e Public Key 7 SHA-1
Hash i& #4 % Keyldentifier 9
OCTET STRING &

Named BIT STRING F #3]

"
R

.keyUsage Key Usage 4 “c 1§ = » ze ¢ |GPKI = 5 "RE P4 L 48

Subject Public Key 4p ﬁ)f% 2_ |4 Subject 22 3% i¢ * chf

Private Key #1% & 24 &4 5 B £ 4% (Dual Key
Pairs ) ,ﬁ om0 R ER Br 3 4e
fApaH  HP%EZ* G
E2 Key Usage ¥ 3z
digitalSignature » @ 4v f# %
&7 2. Key Usage #-¢ 7
keyEncipherment £
dataEncipherment = #& * 2

.extnld B AP L en OID
id-ce-keyUsage (2.5.29.15)

.critical % GPKI # > keyUsage & z_[i & ¢ ** TRUE 7 &_
£_critical extension » #7142 |DEFAULT VALUE » #12
critical eniE % T _TRUE |DER %#/&*® » =72 ¥

g
.extnValue extnValue % L 4 ik & ¥+ keyUsage iz 48
OCTET STRING Extension @ % » & Jf i *
KeyUsage 7 DER a5 i &
# OCTET STRING #hig
.KeyUsage KeyUsage ~ £ % — 1 FLEBELIHKET Y BE

A Named BIT STRING 2
digitalSignature (0)iz i# Bit
ek sl FrEES
v * g EE 0 Rt Named
BIT STRING 2
keyEncipherment(2) £
dataEncipherment (3):&+ i
Bit #-¢ 443k 5 1

.certificatePolicies

Certificate Policies 3 ~-
&’*§CA?%L§ﬁw
fé * m)& \:.E_JT{ ﬁ\

B~ CAR# & BERTR
¥5 =1 GPKI Certificate Policy
2. 0ID

.extnld B N E P =en OID
id-ce-certificatePolicies
(2.5.29.32)

.critical O E AR & GPKI ;2% 4 *> FALSE &_
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GPKI &2 % B A 1t |

RAREARIE

® > certificatePolicies 44 %
¥_% non-critical extension >
#7112 critical sniE & 2 H_
FALSE

DEFAULT VALUE » #f 12
DER $#8 ¥+ 2 4§ = § 4k
CRCEs

.extnValue

extnValue s L 3] & 2_
OCTET STRING

#=t certificatePolicies i 48
Extension @ % » & jf i& *
CertificatePolicies =57 DER ¥
75 s ¢ OCTET STRING

.CertificatePolicies

CertificatePolicies 3% #* 4|
O
SEQUENCE
SIZE (1..MAX) OF
Policylnformation

& GPKI&#"® - EE
Certificate ¥ &t 77 1B
Policylnformation

.PolicyInformation

Policylnformation 5 -
SEQUENCE > p 2z
policyldentifier &
policyQualifiers = 4

GPKIl G & & *
policyldentifier #f i~ » @ 7
i¢ * policyQualifiers # i

.policyldentifier

policyldentifier #f % 7 #L
it €_CertPolicyld » #

CertPolicyld & ¥ 3 —

OBJECT IDENTIFIER % 3t

A FE
R

1295 CA 5 M B #E PO
* % & & (Assurance
Level )» 3 + N &z R %
s 2_ GPKI Certificate Policy
OID

&_GeneralNames =
GeneralNames =% #L 4] fi
A

SEQUENCE

.subjectAltName Subject Alternative Name #% | 1 = 5 Optional » & &%
“ff > i GPKI 5 *T £ % |50 Subject ;2 3 Email
AR E Y SF R ¥ (Address - & £ A 3K
*7& 4 Subject H Email Email Address s
Address LA jx#%,uﬁ;ﬂ [ A ES
.extnld BN E P e OID
id-ce-subjectAltName
(2.5.29.17)
critical & GPKI # A% d 3" FALSE &_
subjectAltName #< % %_% DEFAULT VALUE » #114
non-critical extension » #7127 |DER %#5 @ > st i € 4%
critical v i& % 7 §_FALSE |4 v 3
.extnValue extnValue % L 4] ik A ¥+ subjectAltName & 48
OCTET STRING Extension @ % » & Jf i *
SubjectAltName =7 DER
B wcs ¢ OCTET STRING
R
.SubjectAltName SubjectAltName 3 #2 4] i |GPKI & # 0

SubjectAltName
GeneralNames ¥ ¢ ¢ 7z 11
GeneralName
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GPKI 6 3 % 16 A ok i+ 15531

SIZE (1..MAX) OF
GeneralName

.GeneralName

GeneralName ¥ - &
CHOICE F #4] i

GPKl:iE * CHOICE ¢
rfc822Name » T f ¢ 22
7 Subject 2 Email Address

.subjectDirectoryAttributes

Subject Directory Attributes
2 I SR -
Subject # F L F AL

7 PR TR Y P
Wigs 13k

.extnld B~ & oty eh OID
id-ce-
subjectDirectoryAttributes
(2.5.29.9)

critical & GPKI # A % d >t FALSE #_
subjectDirectoryAttributes 4% | DEFAULT VALUE » #712
% Z_5 non-critical DER %/ @ » s fFf = g 4
extension » #7rZ critical 0iE | 4 w2 H-
<& %_§_FALSE

.extnValue extnValue e 2 3] & &_ ¥

OCTET STRING

subjectDirectoryAttributes &
# Extension @ % > % ¢
* SubjectDirectoryAttributes
e DER %08 w5 ¢ OCTET
STRING i

.SubjectDirectoryAttributes

SubjectDirectoryAttributes =
oR A A &
SEQUENCE
SIZE (1..MAX)
OF Attribute

PTG F Rl G
EpA L ER G s
A

.subjectType Subject g =] it - H type | B K E AN EHE
22 values 4T Subject 3 &)
type OID id-chtpki-at-subjectType |+ % & % Subject Type
(2.16.886.1.100.2.1) Attribute z. OID
.values OID id-chtpki-et- ¢t OID # 7+ & #% Subject =

limitedPartnershipBranch
(2.16.886.1.100.3.2.3.3.2)

5

LA L

.cardHolderRank

FH AR+ Ex o H
type £ values 4= :

pL %.Ti?% ii?péu\ﬁl‘ f&;}i&
Subject 2. + % £ 5 4
TR g A

455

type OID id-chtpki-at- 5 7 % Card Holder Rank
cardHolderRank Attribute z. OID
(2.16.886.1.100.2.2)

.values ¥ ~ printable x 8’ ‘primary” £ ¢+ F#FEF A

primary’ £’ secondary’

X+ ;}375 A
secondary’ %1 + FiF7 A
o 4Eg 4

.uniformQOrganizationlD

- z,ﬁn%’i}g—,:ri » H type ]

R kPR
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GPKI &2 % B A 1t |

RAREARIE

values 4T

Subject ( FREP L

1) - ik
type OID id-chtpki-at- LR R %\ Uniform
uniformOrganizationID Organization ID Attribute 2
(2.16.886.1.100.2.101) oID
.values Bor3% REPLAPED BN TR F - %G 8
ru— ¥ [)F3 T:"_ﬁi:
.CRLDistributionPoints CRL Distribution Points # = [#* 4 v 4% & #F R * I

L BRI A S I x4
2. CA 2wt iGzE4p M 2.

15~ % 45 W CRL sy 31 »
p + GPKI ##i¢ * 2 CRL

CRL syt Distribution Points ¥ & 7 1
2 2% URL

.extnld B~ R & PPty eh OID
id-ce-cRLDistributionPoints
(2.5.29.31)

.critical & GPKI # > 3% d > FALSE &_
cRLDistributionPoints #%3% |DEFAULT VALUE - #11
¥_% non-critical extension > |DER $a#% ® 5 M HF € A%
#1112 critical #hiE 2 % & CREES
FALSE

.extnValue extnValue 3 #43) fi & ¥}-++ cRLDistributionPoints

OCTET STRING

ic#4 Extension @ % > % Ff

i¢ * CRLDistributionPoints
1 DER % #% s ¢t OCTET
STRING G

.CRLDistributionPoints

CRLDistributionPoints 3
A A B
SEQUENCE
SIZE (1..MAX) OF
DistributionPoint

A GPKIG NP > i
CRLDistributionPoints 7 7
1 2 2 i DistributionPoint -
ek 7 B
DistributionPoint ¥ » % 1
% Partitioned CRL
URL > % 2 i 5 Complete
CRLeURL; 4r% 2 3 1
& DistributionPoint pF » B
% Complete CRL =7 URL

.DistributionPoint

DistributionPoint % —
SEQUENCE > p 2
distributionPoint ~ reasons £2
cRLIssuer = ##

GPKIl gz i *

distributionPoint 4§ i~ » @ %

¢ * reasons £ cRLIssuer &
S

distributionPoint

distributionPoint § i+ e L
DistributionPointName » =
DistributionPointName # £
% — 1 CHOICE 7 #4]

GPKI & # 57 CRL
distributionPoint &_3x *
fullName
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GPKI /& % % 1§ 8 i 1

RAREARIE

i > ¥ E * fullName &
nameRelativeTOCRL Issuer

fullName

fullName &3 4 4] i &
GeneralNames
GeneralNames =3 #24) fk

2

SEQUENCE
SIZE (1..MAX) OF
GeneralName

GPKI & # 7 CRL
distributionPoint = fullName
¥ ¢ ¢ 7z 11 GeneralName

.GeneralName

GeneralName &_—- i
CHOICE <ok Ak

GPKI £ * CHOICE ¥
uniformResourceldentifier »
T g e et CA i
CRL#«URL > ® 3%
CRL % Partitioned CRL
2=l M@B% “rie e e
URL % CRL z
lssunglstrlbutlonPomt '
e s URL = 2
10 Fe

Y Ip g

.authorityInfoAccess

Authority Info Access # v #

s
(s

GPKI i * s 3 2 fff = % 25
FCAXGH ALEHS B
K CAB#ESEy > £ 7
AT R 4 b 38 R R T B

F3 o bi4he : OCSP

.extnld #o~ & g L 260 OID |authorityInfoAccess &_PKIX
id-pe-authorityInfoAccess #1 Z_% 1 Private Extension
(1.3.6.1.5.5.7.1.1)

.critical % GPKI # A% d 3t FALSE &_
authoritylnfoAccess /& = DEFAULT VALUE > #11u
non-critical extension » #7142 |DER %8 ¢ - U i € 4L
critical =g & 7 §_FALSE |4 w2 #

.extnValue extnValue % L 4 ik & ¥4+ authoritylnfoAccess &

OCTET STRING

#4 Extension @ 3
#

AuthorityInfoAccessSyntax
11 DER % #5 it 5 ¢t OCTET
STRING i

AT

AuthorityInfoAccessSyntax

AuthoritylnfoAccessSyntax
A A - B
SEQUENCE
SIZE (1..MAX) OF
AccessDescription

& GPKlg#®? » #31 > 7
3 1 1% calssuers izfa
AccessDescription ) I AR
”T?-Qﬁ FH W féampm
AccessDescrlptlon v B4
ocsp AccessDescription

. AccessDescription

AccessDescription 3 -
SEQUENCE > p 2

USRS Suk. ¥ ¥ R
P~ {7 Issuing CA # £ 15 %
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GPKI &z % 52 R 1) Ju IEEESE
accessMethod & 2 v K CAG @3]
accessLocation = 1
.accessMethod accessMethod 1 = 77 #24] |id-ad-calssuers & PKIX RFC

it ¥ OBJECT
IDENTIFIER > pt s ~

OID id-ad-calssuers
(1.3.6.1.5.5.7.48.2)

5280 =1 #_& < accessMethod

.accessLocation

accessLocation f e
4| & ¥_GeneralName > @
GeneralName ~ & ¥ - B
CHOICE 7#.4] & > GPKI
i## * CHOICE *# e
uniformResourceldentifier »
B RUS S A

calssuers 7 URL

0 URL4pe— Bé 7 Hu
CA % 3 % Issuing CA m’i
IRES R O AR PR
;- H_PKCSHT 57 ® 71 5
URL =~ ¥ & - By e
LDAP ¥ CAEntry =

crossCertificatePair Attribute
1 URL % 4t

.accessMethod

accessMethod #§ i c% L 4]
it 4_OBJECT
IDENTIFIER >
OID id-ad-ocsp
(1.3.6.1.5.5.7.48.1)

P RJE ~

id-ad-ocsp = PKIX RFC
5280 #1 %_2& 1 accessMethod

.accessLocation

accessLocation f e
4| 5 ¥_GeneralName > @
GeneralName ~ ¥ § - B
CHOICE % #.4] i > GPKI
i## * CHOICE *# e
uniformResourceldentifier »
T f P e - B OCSP

PR 33 URL

S URL4r % - B B #
& A %39 PR3 (OCSP) 7 PR
Z 1 URL 5t > ¢+ OCSP
PR & R AR Ak AL

=1

A

1.3.11 To-Be-Signed A- M2 X B#E

i

r %

e

version

v3(2)

GPKI 5 & . 54 # + X.509
V3E#E#N (AR V3miE
£2m*E3)

serialNumber

8 ¥ B 55 (Certificate Serial
Number )

GPKI # #7i& % 2 1§ % F 3
¥ - ®E R 5 16 Bytes et
5 1245 DER %5 3

$cir i * g1 2°s Compliment

R R AT R
5 4+ 0X00 0 @ ¢ 916

Bytes it F#icg E ik H
17 Bytes e ¥
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signature

CA ## 57 2§ 3w 8 i
Z_ Algorithmldentifier

R e JE 8 o
SIGNED & # 2
algorithmldentifier # g 4p
fe

.algorithm

E3wE2a0ID
sha256WithRSAEnNcryption
(1.2.840.113549.1.1.11)

& 3% %22 OID > GPKI
P it BRIAEE
sha256WithRSAEnNcryption

.parameters

NULL

GPKI # * 1§ % ;% & i% 4
% & parameters > e H
parameters <& p 3+
NULL » % ¥ %4 v » NULL
2_ DER % #§ % 0x0500

issuer

BB %;Uﬁ (CA) 2z X.500
Name

CA ~ £ en DN(#-¢4 CA &

BT EL)

(% PKIX 2% > #5
ASN.1 DirectoryString ~ =
b - i * UTF-8 %
)

validity

BRI P BB
i

Gk RALGHEITK A

T

.notBefore

f&;ﬁ}éi’% ‘;’I/"ﬁi’*ﬁi\/;%@
(GMT) > Atz g

o

iz PKIX 3 2_# 2049/12/31
23:59:59 (7 ) 2w g *
UTCTime F# 3] f& > 5
%= YYMMDDHHMMSSZ -
% 2050/01/01 00:00:00
() zi @™
GeneralizedTime 7 #L 4] & -
s
YYYYMMDDHHMMSSZ -
TR R A IR Y
SSL 00+ 7 4z @ f
fs e Z %57 GMT R~ 7

b
¥ g e

.notAfter

B A PTARARS IR
(GMT) > faptprmFz 1515

o

iz PKIX 2 2_ 2049/12/31
23:59:50 (5 ) 2 W i *
UTCTime 3 #23] f& - . 5¢
= YYMMDDHHMMSSZ >
# 2050/01/01 00:00:00
() 2% 1@
GeneralizedTime 744 f& -
i s
YYYYMMDDHHMMSSZ -
DEEE SRR
SS% 00~ # 7 gt » @
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RAREARIE

{genZ %57 GMT PR = 7

A
subject &7 &% ¥ % (Subject) 2 4@ 4 &1 X.500 Name #
X.500 Name o™
C=TW

L=rk7 ZA(EFALEF L
F #3883 [t @2 1)
L=r%g7 % 7 j(F & LHF
[0 B # A AL B
)

O=7L/@,+ < 777 ;U F 72 2

#

(i PKIX 3 7%
ASN.1 DirectoryString ~ =
okl - =% UTF-8 4
)

subjectPublicKeyInfo

1§ ¥ 2 4 0 Public Key Info

7& 1° Subject = Public Key
# %W 2 Public Key shig

Key e DER %48 &

.algorithm i~ % subjectPublicKey #g %
1 Algorithmldentifier
.algorithm OID rsaEncryption Public Key #g %] 2. OID -
(1.2.840.113549.1.1.1) GPKI p # & ¢ *
rsaEncryption z. Public Key
.parameters NULL rsaEncryption ;% & j* k& 28 2
Z & parameters - iz H
parameters & JE R b
NULL » # ¥ %% » NULL
2. DER % #% % 0x0500
.subjectPublicKey BIT STRING - * BIT GPKI p 7 ¥ # * RSA
STRING p % Subject Public |Public Key » #r12 gt BIT

STRING hi #-p 5 11T 7
#L4) § ¢ DER %048
RSAPublicKey ::= SEQUENCE {

modulus INTEGER,
publicExponent INTEGER }

extensions

SEQUENCE OF Extensions

REL-EBBARE ¢S
T ey oo R (7%
BEEY VER T A EpR
Va3 E'ﬁ“'é{‘}ff-)i

.authorityKeyldentifier

Authority Key Identifier 3 ~-
# i > Key Identifier enz 4
Y ik e PKIX 458 > B
Issuing CA =1 Public Key =
SHA-1 Hash & 5 Key
Identifier

P4 AR D T
CA™ % 3 &G it »
ik sgEIR- o0 U B
CA{H# &42HA2EE
PFL TRz CA i
2 CAIGZE ks 8%
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OCTET STRING

.extnld B~ R & oty eh OID
id-ce-authorityKeyldentifier
(2.5.29.35)

critical A& GPKI ¥ > A% d 3 FALSE &_
authorityKeyldentifier & z_ |DEFAULT VALUE - #7112
&_non-critical extension » #7 |DER $n#% ¢ > 4 = § 4%
4 critical ehiE & 2 A LRSS
FALSE

.extnValue extnValue s L 3] & &_ ¥+t authorityKeyldentifier

ic#4 Extension @ % > % F

i¢ * AuthorityKeyldentifier
e DER %% w5 ¢ OCTET
STRING i

AuthorityKeyldentifier

AuthorityKeyldentifier %
%4 7 7 = # Optional =
i AP

keyldentifier ~
authorityCertlssuer £2
authorityCertSerialNumber

i

GPKI & # iz 45 PKIX » ¥ 3
* keyldentifier #f =~ > @ %
i¢ * authorityCertlssuer £
authorityCertSerialNumber ##

(=

keyldentifier

keyldentifier # = 3 L4
it 2_Keyldentifier » &
KeylDentifier ~ £ % - i
OCTET STRING F #*3] i

Keyldentifier e0 2 # = ;% i%
P PKIX &% » P~ Subject
1 Public Key 7 SHA-1
Hash & #x = Keyldentifier e
OCTET STRING &

.SubjectKeyldentifier

Subject Key Identifier # v
iz » Key ldentifier eng 4 =
7 i B PKIX &2 » B~
Subject = Public Key =
SHA-1 Hash & # 5 Key
Identifier

PIE U e E R T
Subject #7i& * ¢34 4 H o™
- ;I}U

OCTET STRING

.extnld B~ R & PPty eh OID
id-ce-subjectKeyldentifier
(2.5.29.14)

.critical % GPKI # A% d 3t FALSE &_
subjectKeyldentifier % %_&_ |DEFAULT VALUE - #714
non-critical extension » #7r/ |DER $nf§ ¢ > U = € 4%
critical enig & 7 &_FALSE |4 H

.extnValue extnValue % L 4 ik & ¥t subjectKeyldentifier iz

#8 Extension @ % 5 & f i@
* Keyldentifier £ DER %,
& = 1t OCTET STRING

.Keyldentifier

KeylDentifier # ¥ 3 -
OCTET STRING F #14] &

Keyldentifier e g 4 = ;% i%
e PKIX &% > B~ Subject
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GPKI & % % 16 3% s 1t |

_P.l ﬁg_«\ v‘w]f@

1 Public Key 7 SHA-1
Hash & # 3 Keyldentifier 9
OCTET STRING &

Named BIT STRING 7 #23]

i

.keyUsage Key Usage # “e f§ = > ze % |GPKI =* i# Subject = 3&i¢ *
Subject Public Key 4p $ s 2. |04 % & 4 = B & /3t
Private Key =% i 24 (Dual Key Pairs) & %t » &
SERZ famAa, 2
% % %% 1B % 2 Key Usage
#-¢ 7 digitalSignature > @
tef2 %G 7 2 Key Usage #-
¢ 7 keyEncipherment &
dataEncipherment = & * %
.extnld B Aoty =5 0ID
id-ce-keyUsage (2.5.29.15)
critical % GPKI ® > keyUsage & z_|i & ¢ ** TRUE # &_
H_critical extension » #tr2  IDEFAULT VALUE > #7112
critical enie % T 4_TRUE |DER %#g® » =7 &
wy v H
.extnValue extnValue s 42 4] f& £ 2+ keyUsage iz
OCTET STRING Extension @ % » & Jf i *
KeyUsage 77 DER % #5 i 5
¢ OCTET STRING i
.KeyUsage KeyUsage # ¥ % — i FrBHELHELY BE

Al ¢+ Named BIT STRING z
digitalSignature (0):& i Bit
e s 1 FLEBES
e g 0 Bt Named
BIT STRING 2.
keyEncipherment(2) 2
dataEncipherment (3)i& = &
Bit#-¢g 443k 5 1

.certificatePolicies

Certificate Policies 4§ -~ 1§
o ge CARH & BET
e % m’@ % FT

g~ CAEH»EREM TR
#5 e GPKI Certificate Policy
2. OID

OCTET STRING

.extnld H o & PPty e OID
id-ce-certificatePolicies
(2.5.29.32)

.critical AP E AR > & GPKI [/ % ¢ » FALSE &_
¢ certificatePolicies #£3% |DEFAULT VALUE > #1112
Z_% non-critical extension > [DER $a#8 @ > U 4§ € 4k
“r 1 critical ehiE & 7_F_ CAEX:2
FALSE

.extnValue extnValue % L 4 ik &_ ¥+ certificatePolicies i&4d

Extension @ = » & Jpig *
7 F
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GPKI /& % % 1§ 8 i 1

RAREARIE

CertificatePolicies =7 DER %
i s v OCTET STRING

i

.CertificatePolicies

CertificatePolicies 3% #+ 4|
I
SEQUENCE
SIZE (1..MAX) OF
Policylnformation

& GPKI&#"® - EE
Certificate © &t 77 1
Policylnformation

.PolicyInformation

PolicyInformation % -
SEQUENCE > p 3
policyldentifier &2
policyQualifiers = 4#

GPKl G & & *
policyldentifier # i > @ =
i¢ * policyQualifiers # =

.policyldentifier

policyldentifier #f & 3 st
it €_CertPolicyld » #

CertPolicyld & ¥ 5 —

OBJECT IDENTIFIER % 3t

AN 7r
B

5 CA & 3 2L 1§ #PF A7
* % & & (Assurance
Level )» 3 F X £ RS
s 2_ GPKI Certificate Policy
OID

.SubjectAltName Subject Alternative Name 3% | 1 == 5 Optional » &5 %
i 0 B GPKI Fo i B |5 Subject -‘“ﬁ Email
BEY LRt |Address 0 & 27 F Y K
Subject 7 Email Address Email Address w g E
R ﬂ‘#%w’rﬁgl:"‘ g g
.extnld B & oty = 0ID
id-ce-subjectAltName
(2.5.29.17)
.critical & GPKI ® > 3% d »> FALSE &_
subjectAltName #< 3% %_% DEFAULT VALUE » #1112
non-critical extension » #7r/ |DER $nf§ ¢ - U 4§ - € 4%
critical v i& % T §_FALSE |4 & 3
.extnValue extnValue s 4L 4 ik _ ¥+ subjectAltName iz
OCTET STRING Extension @ % » & Jf i *
SubjectAltName =7 DER %
it OCTET STRING
.SubjectAltName SubjectAltName 3 #L 4] & |GPKI & # <

#_GeneralNames =

GeneralNames % 2 4] i

2

SEQUENCE
SIZE (1..MAX) OF
GeneralName

SubjectAltName
GeneralNames ¥ ¢ ¢ 7z 11
GeneralName

.GeneralName

GeneralName #_ - &
CHOICE £ #4] i

GPKI £ * CHOICE ¥
rfc822Name » I fpt 4§ @ 3=
7* Subject 2 Email Address

.SsubjectDirectoryAttributes

Subject Directory Attributes

7 B EBATATR R
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RAREARIE

OCTET STRING

oot o Kssk Hgs 72k
Subject 4 3 T AL

.extnld 2~ R QP iy eh OID
id-ce-
subjectDirectoryAttributes
(2.5.29.9)

.critical & GPKIl ¥ > 1 & d > FALSE &_
subjectDirectoryAttributes 4 DEFAULT VALUE » #711
* %% non-critical DER ¥f§ @ - s 4 i ¢ 4t
extension » #1r2 critical e |4 v H-
< z_§_FALSE

.extnValue extnValue 3 4 3) i & £ty

subjectDirectoryAttributes &
# Extension @ % > % ¢
* SubjectDirectoryAttributes
e DER %08 w5 ¢ OCTET
STRING i

.SubjectDirectoryAttributes

SubjectDirectoryAttributes =
TR AR AL
SEQUENCE
SIZE (1.MAX)
OF Attribute

LL,H}B":Q g__g Y ea a7}4—]§]
B EE T IR

.subjectType Subject sg %] 1+ > H type [MHEF K FR AV EBFE
22 values 4o Subject 3 &)
type OID id-chtpki-at-subjectType |+ % & % Subject Type
(2.16.886.1.100.2.1) Attribute z. OID
.values OID id-chtpki-et- #+ OID # 7+ & # Subject =

nonprofitSocietyBasedCorpor
ation
(2.16.886.1.100.3.2.2.2.1)

KW G ALB]E A

.cardHolderRank

FHAmprgt s H
type £ values 4- ™ :

PR R E A B
Subject 2. + #4535 A e d
e =

type OID id-chtpki-at- 5 % Card Holder Rank
cardHolderRank Attribute z. OID
(2.16.886.1.100.2.2)
.values # ~ printable x #° ‘primary” # o+ PG A
primary’ £’ secondary’ Can o B
secondary’ 4 1+ H4FF 4
g r+ ;}é}"}; A
.entityOID 48 OID it » H type sz |t BiE* Re st 5
values 4-™ Subject 77 OID
type OID id-chtpki-at-entityOID  |}* 5 & % Entity OID
(2.16.886.1.100.2.102) Attribute 2. OID
.values # o~ AL®E: 4 2 0ID ¢ GPKI Naming Authority
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RAREARIE

Si- Yhpez ALBE 4 OID

.CRLDistributionPoints

CRL Distribution Points #§ >«
A A S T
2. CA =it i5EAPM 2

SR R B B
WP (94 M CRL ey 51 »
B % GPKI #7i¢ * 2 CRL

CRL syt Distribution Points ¥ & 7 1
3 21 URL

.extnld BN R4 oLy =0 0ID
id-ce-cRLDistributionPoints
(2.5.29.31)

.critical & GPKI # > 3% d > FALSE &
cRLDistributionPoints #%32% |DEFAULT VALUE > #11
¥_% non-critical extension > |DER %% @ » M HF = € A%
“r 12 critical #hiE & % & CREES
FALSE

.extnValue extnValue 3 #23) fi & ¥} cRLDistributionPoints

OCTET STRING

ic#4 Extension @ % > % A

i¢ * CRLDistributionPoints
11 DER % #% s ¢t OCTET
STRING IR

.CRLDistributionPoints

CRLDistributionPoints %
- B
SEQUENCE
SIZE (1..MAX) OF
DistributionPoint

4 GPKI Gzt ¢ » i
CRLDistributionPoints 7 7
1 2 2 i DistributionPoint -
ek 7 B
DistributionPoint ¥ » % 1 &
% Partitioned CRL
URL > % 2 i 5 Complete
CRLeURL; 4r% 2 3 1
& DistributionPoint pF » B
% Complete CRL =7 URL

.DistributionPoint

DistributionPoint 3z -
SEQUENCE > p 2
distributionPoint ~ reasons #?
cRLIssuer = ##

GPKl g & = i *
distributionPoint 1 = > @ 7
i# * reasons ¥? cRLIssuer i&

B

distributionPoint

distributionPoint # i 3 L
DistributionPointName » =
DistributionPointName * £
% — & CHOICE F #4]

i# * fullName g
nameRelativeTOCRL Issuer

A"—-—I
fi o

GPKI & 7 7 CRL
distributionPoint &_$x *
fullName

fullName

fullName =% 4L 4] fi £
GeneralNames m
GeneralNames % 2 4] i
L

SEQUENCE

GPKI & 3 % CRL
distributionPoint = fullName
¥ ¢ ¢ % 11 GeneralName
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RAREARIE

SIZE (1..MAX) OF
GeneralName

.GeneralName

GeneralName &_—- i
CHOICE p”*‘ FL A A

GPKI £ * CHOICE ¥ e
uniformResourceldentifier »

G et CAn
CRLﬁ,mURL -+
CRL 3 Partitioned CRL
PFo Rt R s e
URL « ‘g 223% CRL 2.
issuingDistributionPoint #§ -«
e s URL = 2
ip e

.authorityInfoAccess

Authority Info Access # v #

s
(had

GPKI & # pt 3 “off =k 3e
?\. CAomdH 7]&_@/)&’731
b CAR @y - I
ARE & At B ﬁélx\ﬁ‘:’”l B
OCSP

H
¥

T e

.extnld Fo~ R & gL P L 260 OID |authorityInfoAccess & PKIX
id-pe-authorityInfoAccess #7 %_3 ¢ Private Extension
(1.3.6.1.5.5.7.1.1)

.critical & GPKI # > 1% 4 > FALSE &_
authoritylnfoAccess /& = DEFAULT VALUE s #11u
non-critical extension » #7142 |DER %5 ¢ - U4 i € 4L
critical =g & 7 §_FALSE |4 w2 #

.extnValue extnValue s 4L 4 i _ ¥+>+ authoritylnfoAccess i&

OCTET STRING

# Extension @ 3
H

O R

AuthorityInfoAccessSyntax
e DER %045 s ¢+ OCTET
STRING g

AuthorityInfoAccessSyntax

AuthorityInfoAccessSyntax

HER LG B

SEQUENCE

SIZE (1..MAX) OF
AccessDescription

& GPKIB# Y - #1 " 3
7 1% calssuers iz fd
AccessDescription » # ¥ 4R

R4 HE R
AccessDescription » 4
ocsp AccessDescription

. AccessDescription

AccessDescription = -
SEQUENCE > p 3
accessMethod &2
accessLocation = #§#

PRl R ERERT I
F2~1¥ Issuing CA ~ ¥ 5 %
%+ CA Bz, 3

.accessMethod

accessMethod ## - cH% L 4]
& £ OBJECT
IDENTIFIER > p* e »

OID id-ad-calssuers
(1.3.6.1.5.5.7.48.2)

id-ad-calssuers = PKIX RFC
5280 #+ %_2 1 accessMethod
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RAREARIE

.accessLocation

accessLocation f e
A #& ¥_GeneralName » @
GeneralName ~ ¥ § - B
CHOICE 7 #.2] fi » GPKI
# * CHOICE # ¢
uniformResourceldentifier >
ALY - B
calssuers 77 URL

# URLipre - e 3 2
CAE# % Issumg CA mi
I RESR R O AR R
;¢ ¥_PKCS#7 i&; A2 N
URL » ¥ 11 & - Bipe
LDAP ¢ CAEntry e

crossCertificatePair Attribute
71 URL 44t

.accessMethod

accessMethod #§ - c% #L A)
it ¥_OBJECT
IDENTIFIER >
OID id-ad-ocsp
(1.3.6.1.5.5.7.48.1)

PSR~

id-ad-ocsp % PKIX RFC
5280 #1 %_3& 1 accessMethod

.accessLocation

accessLocation t§ - e 4
A] it ¥_GeneralName > @
GeneralName # ¥ g -
CHOICE 7 #14] & » GPKI
#* CHOICE # =
uniformResourceldentifier >
T4 ¢ e - B OCSP
PR 727 URL

s URL 4p e — B3R ’&%’3

fE A3 FR:}Z»(OCSP) o

® e URL fe it 0 2 ocsp

PIRE R FEAGHE TR

A«:‘%

é¢

b

!
-

1.3.12 To-Be-Signed p4 B2 X B#E

o

r %

o

version

v3(2)

GPKIl &z #2548 * X.509
V3t (LR V3ahig
X 2a % E3)

serialNumber

8 ¥ B 55 (Certificate Serial
Number)

GPKI ¥ #1i¢ * 2 15 & 5.
¥-BE£R 516 Bytes g
B> 1395 DER %5
HeHT i * e 2°s Compliment
HP > FEBEET A A
A+ Ox00 > @ & e 16
Bytes et e 5+ ik H
17 Bytes 3

signature CAZEHE Y 2Z BRIFE 2 [P HFniEe etk
z_ Algorithmldentifier SIGNED & # 2
algorithmidentifier 4§ e & 4p
e
algorithm %X % 8 £0ID % %% %22 OID > GPKI

sha256WithRSAENcryption
(1.2.840.113549.1.1.11)

IR b g E
sha256WithRSAENcryption
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.parameters

NULL

GPKI i¢ * e § i ¥ i% 7
% & parameters > e H
parameters <& p 3+
NULL » # ¥ % v » NULL
2_ DER % #§ % 0x0500

issuer

& B ’a‘—’ﬁ (CA) 2z X.500
Name

CA » £ e DN(#-d4 CA &

R TR )

(i& PKIX R 20 #73
ASN.1 DirectoryString = F
Skl — =i * UTF-8 3%
)

validity

BRECT PR G R A
i

G ERALIGHEILR ™

T

.notBefore

f&;ﬁ}éi’% ‘;’I/"ﬁi’*ﬁi\/;%@
(GMT) > Atz g

% PKIX . 2_ 2049/12/31
23:50:50 (5 ) 2% @&
UTCTime 7441 i » 3¢
= YYMMDDHHMMSSZ »
# 2050/01/01 00:00:00
(z) 2 i@
GeneralizedTime 744 f& -
s
YYYYMMDDHHMMSSZ -
VRN L SRR T =
SS % 004 &7 Bk s @ B
fsehZ % GMT R 5 %

-
¥ g R

.notAfter

G A e e
(GMT) » et R 2 {508

i PKIX R 2_t 2049/12/31
2355959 (7 ) 2@ *
UTCTime F423] & » #2358
= YYMMDDHHMMSSZ -
. 2050/01/01 00:00:00
() 2 i@
GeneralizedTime F#L4] i >
I
YYYYMMDDHHMMSSZ -
RN RN 5 'S
SS 5 00% # ¥ gut > @ f
feenZ % GMT R+ %

1 P
¥ g 53

subject

&7 & % % (Subject) 2
X.500 Name

P4 @)% 4 &7 X.500 Name
N T

C=TW

L=FF7 ZA(EFALHF L
i A - D,
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RAREARIE

[ror BRG]

‘)
O=p7 @+ « et 75 72
5

(i PKIX ®20 #7}
ASN.1 DirectoryString ~ %
G- i * UTF-8 %
75 )

subjectPublicKeyInfo

1§ 2% A %4 9 Public Key Info

7z §¢ Subject £ Public Key
# %] 2 Public Key enig

Key e DER %75 5

.algorithm i~ % subjectPublicKey #g %]
1 Algorithmldentifier
.algorithm OID rsaEncryption Public Key #g %]z OID -
(1.2.840.113549.1.1.1) GPKI P # F ¢ *
rsaEncryption z. Public Key
.parameters NULL rsaEncryption ;& & j* 82 28 2
2 & parameters » e #
parameters A
NULL » # ¥ %% » NULL
2. DER % #% % 0x0500
.subjectPublicKey BIT STRING > * BIT GPKI p @ ¥ # * RSA
STRING p % Subject Public |Public Key » #7112 gt BIT

STRING hit #-p 5 11T 7
FL A 1 5 DER %05 -
RSAPublicKey ::= SEQUENCE {

modulus INTEGER,
publicExponent INTEGER }

extensions

SEQUENCE OF Extensions

NE - AR 7 g
l‘/'f'rﬁﬁfb%?f*ﬁiiﬁ (7%

& POiE BT g A ‘4\%
T _rr‘l"';{}i}-).

.authorityKeyldentifier

Authority Key Identifier # ~-
# i > Key Identifier enz 4
> ik B PKIX 428 5 B
Issuing CA =7 Public Key =
SHA-1 Hash & 5 Key
Identifier

S PR R
CA™ k5 AEaTR™
SEMFET- F o U B
CA{H# &2 HA2EHE
Pl g sz e ¥ CA awi-
% CABHERBHR! BHE

authorityKeyldentifier & z_
%_non-critical extension > #7
2 critical e & 2 _H_
FALSE

.extnld B~ AP en OID
id-ce-authorityKeyldentifier
(2.5.29.35)

.critical & GPKIl ¥ > i & d > FALSE &_

DEFAULT VALUE - #f12
DER % ¥+ # 4 = § 4
CRTES
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GPKI & % 1§ 8 Ak 1 i

N
I %‘J:‘E}

.extnValue

extnValue s34 ik £_
OCTET STRING

¥+>+ authorityKeyldentifier
ic#4 Extension @ % > % Z
¢ * AuthorityKeyldentifier
e DER %05 w5 ¢+ OCTET
STRING i

AuthorityKeyldentifier

AuthorityKeyldentifier %

1_vﬁ§g % = i Optional e~

i & B AL
keyldentifier ~
authorityCertlssuer ¥
authorityCertSerialNumber

s

GPKI & # & 35 PKIX > ¥ #
* keyldentifier #f =~ > @ %
i¢ * authorityCertlssuer £
authorityCertSerialNumber ##

(>

keyldentifier

keyldentlflerﬁ}" Y R N i
it 2_Keyldentifier » &

KeyIDentlfler AEG -

OCTET STRING F#4] &

Keyldentifier ch & # = ;% i%
P PKIX &% » P~ Subject
e Public Key 7 SHA-1
Hash & i = Keyldentifier e
OCTET STRING &

.SubjectKeyldentifier

Subject Key Identifier #§ ~« 1§
i » Key ldentifier eng 4 =
i R PKIX 48 > B
Subject 7 Public Key 3
SHA-1 Hash i #3 Key
Identifier

PIE U P E R T
Subject #7i¢ * 14 A IR
- ;f}g

.extnld B~ R & PPty eh OID
id-ce-subjectKeyldentifier
(2.5.29.14)

.critical A& GPKI ¥ A% d > FALSE &_
subjectKeyldentifier & z_%_ |DEFAULT VALUE > #712
non-critical extension » #7r/ |DER ¥nf§ ¢ > U = € 4%
critical =g & 7 §_FALSE |4 w2 #

.extnValue extnValue (o3 FL 41 i & ¥+ subjectKeyldentifier iz

OCTET STRING

#8 Extension @ % 5 & R 2
* Keyldentifier mDER K
75 s ¢ OCTET STRING

.Keyldentifier

KeylDentifier # ¥ 3 -
OCTET STRING F #14] ik

Keyldentifier eh g 4 = ;% ix
e PKIX &% > B~ Subject
er1 Public Key =7 SHA-1
Hash & #x = Keyldentifier e
OCTET STRING i&

.keyUsage

Key Usage # “c 1§ i » &
Subject Public Key #p ﬁﬁ%
Private Key % i *24)

GPKI & i Subject 2= 2% i¢ *
(Dual Key Pairs) % %t 5 &
SEFE fEBmAg o HY
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GPKI & % % 1 # A 1

ol ﬁg_«\ v‘w]f@

% &% sr * 15 7 2. Key Usage
#-¢ 7 digitalSignature > @
4v iz %5 7 2. Key Usage #-
¢ % keyEncipherment &
dataEncipherment = & * 2

Named BIT STRING 7 #3]

-
g

.extnld B~ R & oty eh OID
id-ce-keyUsage (2.5.29.15)
critical % GPKI ® > keyUsage % z_|i & ¢ ** TRUE # &_
+_critical extension » #1172 |DEFAULT VALUE » #712
critical thiE % = TRUE |DER % *® > s i=72 &
R
.extnValue extnValue 3 4 3) fi & ¥+ keyUsage &4
OCTET STRING Extension @ % » & Jf i *
KeyUsage 7 DER a5 i &
# OCTET STRING =g
.KeyUsage KeyUsage ~ £ % — FrBHELEHET T BE

Al Named BIT STRING z
digitalSignature (0)iz # Bit
e RS 1 FLBES
‘o * g% > Bl Named
BIT STRING z
keyEncipherment(2) £
dataEncipherment (3)i = i
Bit # ¢ 43K 5 1

.certificatePolicies

Certificate Policies 3 ~-
e 2 ;\.CA;:;? LI&JSMT
73’ * m?& ﬂ:I \7\

g~ CA&# & BERTR
¥5 1 GPKI Certificate Policy
2. OID

OCTET STRING

.extnld B~ R & PPty eh OID
id-ce-certificatePolicies
(2.5.29.32)

.critical L ApE AL > A GPKI [/ % ¢4 » FALSE &_
¢ o certificatePolicies #23% |DEFAULT VALUE > #712
¥_z non-critical extension > |DER 78 ¢ > JM 4 - g A%
#7124 critical eiE & T CREE:R
FALSE

extnValue extnValue sn ek 3] js £ |47 certificatePolicies & /&

Extension m = » & Zf i *
CertificatePolicies =7 DER 3,
5 s OCTET STRING

R

.CertificatePolicies

CertificatePolicies % L 4]
i - B
SEQUENCE
SIZE (1..MAX) OF
PolicyInformation

& GPKl 5 # * - EE
Certificate " it 27 1
PolicyInformation
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GPKI /& % % 1§ 8 i 1

RAREARIE

.PolicyInformation

PolicyInformation 3 -
SEQUENCE > p 2
policyldentifier £
policyQualifiers = 4

GPKI gz 5 i¢ *
policyldentifier # i > @ %
i¢ * policyQualifiers # =

.policyldentifier

policyldentifier # = L
4| i %_CertPolicyld »
CertPolicyld & ¥ 3 -
OBJECT IDENTIFIER F L

A

195 CA & 3 M G H PFo74R
* iRz % % (Assurance
Level ) 3 } X & % RS
& 2_ GPKI Certificate Policy
OID

.subjectAltName Subject Alternative Name #% [¢* # = 5 Optional > & & &%
iy 0 e GPKI Fe /i Bl mSubJect/ 3 Email
B S R et |Address 0 & 272 F F #-
Subject 7 Email Address Email Address W g E
¢l ﬂ‘#%w’rﬁgl:”‘ g ik

.extnld B Aoty =5 0ID
id-ce-subjectAltName
(2.5.29.17)

.critical A& GPKI ¥ A& d > FALSE &_
subjectAltName ## 3% #_% DEFAULT VALUE » #12
non-critical extension » #7142 |DER %5 ¢ - U4 i € 4L
critical ehiE & 7 §_FALSE |4 w2 #-

.extnValue extnValue 3 #43) fi & ¥+ subjectAltName iz &
OCTET STRING Extension @ % » & Jf i *

SubjectAltName =7 DER %
75w ¢ OCTET STRING
.SubjectAltName SubjectAltName 3 4 4] i |GPKI & #

%_GeneralNames =
GeneralNames 13 424 fk

2

SEQUENCE
SIZE (1..MAX) OF
GeneralName

SubjectAltName
GeneralNames ¥ g &
GeneralName

51

.GeneralName

GeneralName ¥ - &
CHOICE 7 #14] f&

GPKl1:iE * CHOICE ¢
rfc822Name » & gt @ 32
7* Subject 2 Email Address

.SsubjectDirectoryAttributes

Subject Directory Attributes
WL kg
Subject ¥ e/ T AL

el TR Y
Wirgs 13k

.extnld B~ AP 2en OID
id-ce-
subjectDirectoryAttributes
(2.5.29.9)
.critical # GPKIl ¢ > 1% d » FALSE &_

subjectDirectoryAttributes 4«

DEFAULT VALUE » #7111
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o e Y

2k Z_5 non-critical
extension @ #7r/ critical ¢nig
% F_H_FALSE

DER % ¢ - s f = g 4%
CREELS

.extnValue

extnValue s34 ik £_
OCTET STRING

¥
subjectDirectoryAttributes &
& Extension @ 3 - & Jf ¢
* SubjectDirectoryAttributes
e DER %% w5 ¢ OCTET
STRING g

.SubjectDirectoryAttributes

SubjectDirectoryAttributes
TR A A A
SEQUENCE
SIZE (1..MAX)
OF Attribute

BETE -8 B HE
ARG EET IR

.subjectType Subject #g W] 1+ - H type [ BT K wR AN EHE
22 values 4o Subject 3 &)
type OID id-chtpki-at-subjectType |+ % & % Subject Type
(2.16.886.1.100.2.1) Attribute z. OID
.values OID id-chtpki-et- #+ OID # 71 /& # Subject e

nonprofitFoundationBasedCo
rporation
(2.16.886.1.100.3.2.2.2.2)

I U PE

.cardHolderRank

FH At R0 d
type £ values 4- ™ :

R KR A G
Subject 2. + B 3§ A chE
I+ &gt g 4

type OID id-chtpki-at- 5 7 % Card Holder Rank
cardHolderRank Attribute z. OID
(2.16.886.1.100.2.2)
.values # »~ printable ¥ 8’ ‘primary” £+ F#F A
primary’ #’ secondary’ S = B
secondary’ % 7 + B 4FF 4
{xﬁ-—k j_tw}; A
.entityOID B4 OID Bt » H type & |0t Bib* ket B
values 4- Subject 7 OID
type OID id-chtpki-at-entityOID |+ 5 & % Entity OID
(2.16.886.1.100.2.102) Attribute 2. OID
.values o~ p @ A 2. OID 4 GPKI Naming Authority

- Smfe2 B2 4 OID

.CRLDistributionPoints

CRL Distribution Points # ~v
AR AR e g T A
Z. CA = imtlgsE4p b 2
CRL iyt

PR R EERERY &K
WP~ 84 B CRL 331
p @ GPKI #7i¢ * 2. CRL
Distribution Points ¥ & 3 1
1 27 URL

.extnld

B~ V& PP 0 0ID
id-ce-cRLDistributionPoints
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GPKI /& % % 1§ 8 i 1

RAREARIE

(2.5.29.31)

.critical & GPKIl ¥ > 1 & d > FALSE &_
cRLDistributionPoints 4% & DEFAULT VALUE » #1112
¥_% non-critical extension > |DER %% @ » M HF = € A%
Sl critical eniE % 2 5 CAEE: R
FALSE

.extnValue extnValue 3 4 3) i & #¥}->* cRLDistributionPoints

OCTET STRING

ic#4 Extension @ % > % F

iz * CRLDistributionPoints
1 DER %05 5 ¢+ OCTET
STRING ENIE

.CRLDistributionPoints

CRLDistributionPoints %
FA - B
SEQUENCE
SIZE (1..MAX) OF
DistributionPoint

& GPKI B # Y » i
CRLDistributionPoints z 7
1 2 2 i DistributionPoint -
ek 7 B
DistributionPoint ¥ » % 1
% Partitioned CRL &
URL > % 2 i# 5 Complete
CRLeURL; 4r% 2 3 1
i# DistributionPoint p » B
% Complete CRL 7 URL

.DistributionPoint

DistributionPoint % —
SEQUENCE - p %
distributionPoint ~ reasons £?
cRLIssuer = ##

GPKl g & = i *
distributionPoint 4§ i~ > @ %
i# * reasons ¥? cRLIssuer i&

B

distributionPoint

distributionPoint 4 = e3¢

DistributionPointName »
DistributionPointName # £
% — & CHOICE F #3]

i * fullName &t
nameRelativeTOCRLIssuer

l«"——l
Ry oo®

GPKI & 7 57 CRL
distributionPoint &_$x *
fullName

fullName

fullName s 4L 2] A& &
GeneralNames
GeneralNames % L 4] i
A

SEQUENCE

SIZE (1..MAX) OF
GeneralName

GPKI & # 7 CRL
distributionPoint =~ fullName
* ¢ ¢ % 11 GeneralName

.GeneralName

GeneralName ¥ - &
CHOICE F #13] i

GPKI i# * CHOICE ¥
uniformResourceldentifier »
T it CA = i
CRL # s URL » ® #3%
CRL 5 Partitioned CRL
PE o R el en
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RAREARIE

URL & ff ¥23% CRL 2
issuingDistributionPoint #§ -
e e fteh URL = 2
18 Fe

.authorityInfoAccess

Authority Info Access # “- 1

]’%v

GPKI i * g 3 “ fff = % 25
FCAXGH AL gH2
2 & CAlgE L » I
ARG &S P BB AR B
T 4o : OCSP

H
-

.extnld Fo~ & g P L 260 OID |authorityInfoAccess & PKIX
id-pe-authorityInfoAccess #7 %_2 ¢ Private Extension
(1.3.6.1.5.5.7.1.1)

critical & GPKI # 3 % d >t FALSE &_
authoritylnfoAccess & = DEFAULT VALUE » #11
non-critical extension » #7r/ |DER $nf§ ¢ - U = € 4%
critical vi& % 7 §_FALSE |4 vt 3

.extnValue extnValue e 2 3] & &_ ¥4+ authoritylnfoAccess &

OCTET STRING

# Extension & 3
*

AuthorityInfoAccessSyntax
e DER %45 s ¢+ OCTET
STRING g

RN

AuthorityInfoAccessSyntax

AuthoritylnfoAccessSyntax

SR A A - B

SEQUENCE

SIZE (1..MAX) OF
AccessDescription

4 GPKI gz » > 43 5 %
3 1 1% calssuers izfa
AccessDescription » & ¥
RS PHB D
AccessDescription » &4
ocsp AccessDescription

AR

. AccessDescription

AccessDescription & -
SEQUENCE > p %
accessMethod &2
accessLocation = 1§

PHAF R EEERY K
9 2~18 Issuing CA ~ ¥ 15 %
2 R CAlgzEehdp 5l

.accessMethod

accessMethod #§ i c% L 4]
is #_OBJECT
IDENTIFIER » * a8 »

OID id-ad-calssuers
(1.3.6.1.5.5.7.48.2)

id-ad-calssuers = PKIX RFC
5280 #1 %_2 1 accessMethod

.accessLocation

accessLocation {§ e 4
A #x ¥_GeneralName » @
GeneralName ~ ¥ § - B
CHOICE F#4] & » GPKI
i## * CHOICE # e
uniformResourceIdentifier )
I AR 2 i\—— 3
calssuers = URL

$# URLipe— e 7 His
CA % % % Issuing CA mi
T REAEE 0 T F
;A PKCS#7 &3 e 71 5 o
URL~ ¥ & - Bipe
LDAP # CAEntry e

crossCertificatePair Attribute
1 URL 4 4+
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GPKI &2 % B A 1t |

RAREARIE

.accessMethod

accessMethod # i+ 3% 4L 4|
it ¥_OBJECT

IDENTIFIER » p* AuE »
OID id-ad-ocsp
(1.3.6.1.5.5.7.48.1)

id-ad-ocsp = PKIX RFC
5280 =1 #_& < accessMethod

.accessLocation

accessLocation f e
A #& ¥_GeneralName » @
GeneralName ~ ¥ § - B
CHOICE F#44] & + GPKI
i##* CHOICE *® =
uniformResourceldentifier >
X ff ¢ set - B OCSP
PRF2 7 URL

S URL4pw - Bat B3
i % 24 PRA%(OCSP) 2 JR
% 7 URL % 4 > #* OCSP
PR R A

= >

AL

1.3.13 To-Be-Signed # {2 i # # 3*

i

e

version

v3(2)

GPKIl Gz 254 i¢ * X.509
V3 & pﬂ_’hzﬂ;r\‘ (/l.fé,\ V3 i
¥ 2a % E3)

serialNumber

& 7 5 55 (Certificate Serial
Number )

GPKI ® #1i¢ * 2 153 B 5L
¥ - BE AR5 16 Bytes e
B 195 DER % ¥

#chTig * en 2°s Compliment

MRl FEBRT R E A
@A+ 0x00 > =@ i 716

Bytes it B #icg E ik H
17 Bytes th7 &

signature CAEBB Y2 FRIFE 2 [ WIFaE L FE R
2_ Algorithmldentifier SIGNED & # 2.
algorithmldentifier 4§ cig 4p
fF
algorithm EFAEZH0ID % 3% %22 OID GPKI
sha256WithRSAENcryption |p # &% * & & /% & ;2
(1.2.840.113549.1.1.11) sha256WithRSAEncryption
.parameters NULL GPKI @& * e % & /2 7
Z & parameters » iz H
parameters & p 3
NULL » # ¥ % » NULL
2_ DER $#§ % 0x0500
issuer &iji%i‘ (CA) z_ X.500|CA ~ ¥ 7 DN(#-d CA i

Name

BT )
(% PKIX #3_> #77
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GPKI &% % 16 7 Ak 1t i P

Y e an
25 Sk

ASN.1 DirectoryString <
k- = * UTF-8 %
%)

validity

B A PR S R A AP
B

BT H R RALGFEICL
‘L

.notBefore

BEFH DR ISR
(GMT) > fpt @2 alg

= PKIX 3R 2_fx 2049/12/31
23:59:59 (7 ) 2w *
UTCTime F 423 & - #5¢
= YYMMDDHHMMSSZ >
. 2050/01/01 00:00:00
()28 @*
GeneralizedTime L
IR
YYYYMMDDHHMMSSZ -
A fERG TR
SSE00% %7 4wt > @
fsenZ % GMT R+ 7
A

A i o

.notAfter

BEA TR IR
(GMT) > feptpFrF 2 121G

FE—#!“ T

i PKIX 2 % 2049/12/31
23:59:50 (5 ) 2% @& ¥
UTCTime F A4 & - #45¢
% YYMMDDHHMMSSZ >
# 2050/01/01 00:00:00
()2t @

GeneralizedTime F #13] & >

r';r ﬁr
YYYYMMDDHHMMSSZ -
TEE R A IR Y
SS% 004 77 4k o d A
S Z 4r GMT R S 7
GA

subject

B %% ¥ % (Subject) 2
X.500 Name

B 2 ¢ X.500 Name £ ;% 4r
L
C TW

L=£#7 ZA(EFAHME
R )
L=F%487 & 2 (EH#LF
B R R K R R)
O=& 7t ;L 57 2
OU= 4 5 & fe 77 2 JL(:F
Veay AR S T 4
72)
he b B R B2 A AR R
£ ¥ > 2 X.500 Name #
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GPKI G 3% 2 & 7 A 1

RAREARIE

FRE L AT Ol

C=TW
O=F K p1 @+ « 717 7L ¢
je L HL

OU=& 7t 7V 57 2L
OU= it 4 fecio 2 f(E

B 5 g
7?)

(& PKIX 3R 2> #75%
ASN.1 DirectoryString = F
kg - = * UTF-8 %
7B )

subjectPublicKeyInfo

1§ ¥ 2 4 0 Public Key Info

7& 1° Subject = Public Key
# %W 2 Public Key enig

.algorithm % subjectPublicKey #f %]
1 Algorithmldentifier
.algorithm OID rsaEncryption Public Key #g %] 2_ OID »
(1.2.840.113549.1.1.1) GPKI p % F & *
rsaEncryption z. Public Key
.parameters NULL rsaEncryptlon B EEAR T
Z & parameters - iz H
parameters «& Jf 4}
NULL > # ¥ 2 » NULL
2. DER %#§ % 0x0500
.SubjectPublicKey BIT STRING - #* BIT GPKI p @ ¥ # * RSA
STRING p 7 Subject Public |Public Key » #7142 gt BIT

Key 77 DER %78 &

STRING &ig #-p
LA A5 e DER %0 :
RSAPublicKey ::= SEQUENCE {

modulus INTEGER,
publicExponent INTEGER }

/‘\IX-T'E‘\

extensions

SEQUENCE OF Extensions

RELS-BWAREE & 3§
YU g g e fE g (F
LB FVER T A A R
1 E'—,’qm;.j)?},):

.authorityKeyldentifier

Authority Key Identifier # v
# = » Key Identifier s74 2
= Vi R PKIX &8 5 B~
Issuing CA = Public Key =
SHA-1 Hash & 5 Key
Identifier

S 4 AR enp DT
CA™ % % AB i ¥
g ETR- F o U A
CA{H# &42HEA2EFE
Pl g Rz 7 CA wi—
R CAGEREHR ! GHE

.extnld B N E P =en OID
id-ce-authorityKeyldentifier
(2.5.29.35)

.critical # GPKIl ¢ > 1% d » FALSE &_

authorityKeyldentifier <& z_

DEFAULT VALUE » #7111
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GPKI B * Bt P 154315

£_non-critical extension » #7
4 critical hHiE & T_A_
FALSE

DER % ¢ - s f = g 4%
CREELS

.extnValue

extnValue 3 ¥4 i &
OCTET STRING

¥4+ authorityKeyldentifier
izfd Extension @ 7 » %
iz * AuthorityKeyldentifier
1 DER %78 i ¢ OCTET
STRING =i

AuthorityKeyldentifier

AuthorityKeyldentifier %
#4737 = B Optional e
i AP

keyldentifier ~
authorityCertlssuer &2
authorityCertSerialNumber

B

GPKI & # % 35 PKIX > ¥ #
* keyldentifier i > @
i¢ * authorityCertlssuer £
authorityCertSerialNumber

(=

.keyldentifier

keyldentifier # % 3 423
it _Keyldentifier »
KeylDentifier # ¥ % - &
OCTET STRING F #14] fx

Keyldentifier ez 4 = ;% iz
P PKIX &% > B~ Subject
11 Public Key 7 SHA-1
Hash i& w5 Keyldentifier =
OCTET STRING &

.SubjectKeyldentifier

Subject Key Identifier # v
= » Key ldentifier eng 4 =
P ik B PKIX {228 » B~
Subject = Public Key =
SHA-1 Hash & # 5 Key
Identifier

P P T
Subject #7i& * & 4 2T
- ;IFU

.extnld B & oty 2 0ID
id-ce-subjectKeyldentifier
(2.5.29.14)

.critical % GPKI # A% d 3t FALSE &_
subjectKeyldentifier & z_&_ |DEFAULT VALUE > #7112
non-critical extension » #7127 |DER % © - U {F i € 4%
critical =g & 7 §_FALSE |4 w2 #

.extnValue extnValue 3 4L 4 ik _ ¥1>% subjectKeyldentifier i&

OCTET STRING

#8 Extension @ % > & ff i¢
* Keyldentifier 77 DER %,
7§ s ¢+ OCTET STRING

R

.Keyldentifier

KeylDentifier # ¥ 3 -
OCTET STRING F #14] ik

Keyldentifier e g 4 = ;% ix
e PKIX &% > B~ Subject
11 Public Key =7 SHA-1
Hash i& # 5 Keyldentifier =
OCTET STRING i&

.keyUsage

Key Usage # o f§ = » 2§
Subject Public Key #p % & 2.

GPKI & i Subject 2=z ¢ *
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GPKI B % % 5 %A 1§

RAREARIE

Private Key 7% i "4

(Dual Key Pairs) & % > &
SERE famAay, 2
% & i?r * 1§ % 2. Key Usage
#e 7z dlgltaIS|gnature’ M
4v 3% 1 3 2. Key Usage #-
¢z keyEnmpherment-%i’
dataEncipherment = & * 2

Named BIT STRING F #3]

i

.extnld B~ R & oty eh OID
id-ce-keyUsage (2.5.29.15)
critical % GPKI ® > keyUsage % z_|iL &, d ** TRUE # &_
&_critical extension » #1172 IDEFAULT VALUE > #712
critical thiE % = TRUE |DER % *® > st i=72 &
ARG v
.extnValue extnValue 3 2 3) fi & ¥+ keyUsage i&44
OCTET STRING Extension @ % » & Jf i *
KeyUsage 7 DER a5 i %
#* OCTET STRING #ig
.KeyUsage KeyUsage & ¥ % — & FHrEBHELIKETY BE

Al ¢+ Named BIT STRING z
digitalSignature (0)iz # Bit
e s 1 FLEBES
fe kg > Bt Named
BIT STRING z
keyEncipherment(2) ¢
dataEncipherment (3):& = &
Bit #-¢ 423k 5 1

.certificatePolicies

Certificate Policies 4§ -~ ##
[hafi) ?‘ ?\} CA ;éi?tb f&;)émr
Té # m?& J}{ \7\

g~ CAEH»EREM TR
#5 e GPKI Certificate Policy
2. OID

OCTET STRING

.extnld B~ R & PPty eh OID
id-ce-certificatePolicies
(2.5.29.32)

.critical TAPE AR > A GPKI [jZ g 4 ** FALSE &_
¢ o certificatePolicies #23% |DEFAULT VALUE > #712
¥_% non-critical extension > |DER 78 ¢ > JU 4 - g A%
#rr2 critical siE ¢ T A CRTE: 2
FALSE

.extnValue extnValue % L 4 ik &_ ¥+ certificatePolicies i&4d

Extension m = > & Zf & *
CertificatePolicies =7 DER 3,
5 s OCTET STRING

R

.CertificatePolicies

CertificatePolicies % L 4]
e d - B
SEQUENCE

& GPKl 5 # * - EE
Certificate Z it 77 1
PolicyInformation
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GPKI &2 % B A 1t |

RAREARIE

SIZE (1..MAX) OF
PolicyInformation

.PolicyInformation

PolicyInformation 3 -
SEQUENCE > p 2
policyldentifier £
policyQualifiers = 4

GPKI g 5 i¢ *
policyldentifier # i > @ =
i¢ * policyQualifiers # =

.policyldentifier

policyldentifier # = 7§ L
4| i %_CertPolicyld »
CertPolicyld ~ £ 5 -
OBJECT IDENTIFIER F#t

A 5
EYIEY

1395 CA & 3 M G H PFo74x
* iRz % % (Assurance
Level ) # F N 4 3Zi%EE
i z2_ GPKI Certificate Policy
OID

F_GeneralNames @

GeneralNames 3 42 4) fk

2

SEQUENCE
SIZE (1..MAX) OF
GeneralName

.subjectAltName Subject Alternative Name #% |[¢* # == 5 Optional > & & &%
oy 0 & GPKI e/ M |59 Subject iz 3 Email
BEY LRt |Address 0 & 27 F Y K
Subject 7 Email Address Email Address w g E
¢ R ﬂ‘#%w’rﬁgl:”‘ A

.extnld B Aoty = 0ID
id-ce-subjectAltName
(2.5.29.17)

.critical A& GPKI ¥ » A% d 3 FALSE &_
subjectAltName ## 3% #_% DEFAULT VALUE » #12
non-critical extension » 714 |DER %8 ¢ - U4 i € 4L
critical ehiE & 7 §_FALSE |4 w2 #-

.extnValue extnValue % 4L 4 i _ ¥+ subjectAltName iz &
OCTET STRING Extension @ % » & Jf i *

SubjectAltName =7 DER %
7B ¢ OCTET STRING
.SubjectAltName SubjectAltName 3 4 4] i |GPKI & #

SubjectAltName
GeneralNames ¥ ¢ #
GeneralName

51

.GeneralName

GeneralName ¥ - &
CHOICE 7417 &

GPKl1:iE * CHOICE ¢
rfc822Name » I A pL f ¢ &
7* Subject 2 Email Address

.subjectDirectoryAttributes

Subject Directory Attributes
o kesr
Subject # § 1 F AL

7 b B EBATATR R

7

# i 3

.extnld

B~ & 3 =eh OID
id-ce-
subjectDirectoryAttributes
(2.5.29.9)
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GPKI & % 1§ 8 Ak 1 i

N
I %‘J:‘E}

OCTET STRING

.critical & GPKI ® 3% d > FALSE &_
subjectDirectoryAttributes 4% [DEFAULT VALUE - #712
2k Z_% non-critical DER %78 ¢ » S f = g 4%
extension » #1r2 critical e |4 v H-
& Z_§_FALSE

.extnValue extnValue 3 2 3) fi & ¥

subjectDirectoryAttributes &
#8 Extension @ 3 > & Jf i#
# SubjectDlrectoryAttributes
1 DER %78 i ¢ OCTET
STRING =i

.SubjectDirectoryAttributes

SubjectDirectoryAttributes
TR A A
SEQUENCE
SIZE (1..MAX)
OF Attribute

TR R R
B3 § T B

;l

.subjectType Subject #g & Bt » H type [ BT K FASMEFE
22 values 4o Subject 3 &)
type OID id-chtpki-at-subjectType [¢#* % i~ % Subject Type
(2.16.886.1.100.2.1) Attribute z. OID
.values OID id-chtpki-et-school ¢t OID % 7+ & 7 Subject 1
(2.16.886.1.100.3.2.11) R I ﬁ

.cardHolderRank

H

FH A ap gt B
type ¥ values 4- ™ :

PR KRR A e
Subject 2. + B 45§ 4 chE_
I+ &gt g 4

type OID id-chtpki-at- #t & % 4% Card Holder Rank
cardHolderRank Attribute z. OID
(2.16.886.1.100.2.2)
.values # ~ printable 5 #° ‘primary’ #r+ BG4
primary’ &’ secondary’ L = I
secondary’ % 7 + B 4FF A
{xﬁ-—k j_tw}; A
.entityOID B4 OID Bt » H type & |t Bib* ket B
values 4- Subject 77 OID
type OID id-chtpki-at-entityOID  |}* % & % Entity OID
(2.16.886.1.100.2.102) Attribute z. OID
.values # ~ B2 0ID 4 GPKI Naming Authority

- Sape2 &+ OID

.CRLDistributionPoints

CRL Distribution Points % v
’]ﬁal’f'_’”i\‘ LLA‘I’—)&P
2. CA 2 i b ’@ EAR B 2
CRL shge mt

PR R EEERY &K
e @ap i CRL chdp 3l »

p @ GPKI #7i¢ * 2. CRL
Distribution Points ¥ & 3 1
1 27 URL

.extnld

B (A P g en OID
id-ce-cRLDistributionPoints
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GPKI /& % % 1§ 8 i 1

RAREARIE

(2.5.29.31)

.critical & GPKIl ¥ > 1 & d > FALSE &_
cRLDistributionPoints 4% & DEFAULT VALUE » #1112
¥_% non-critical extension > |DER %% @ » M HF = € A%
Sl critical eniE % 2 5 CAEE: R
FALSE

.extnValue extnValue 3 4 3) i & #¥}->* cRLDistributionPoints

OCTET STRING

ic#4 Extension @ % > % F

iz * CRLDistributionPoints
1 DER %05 5 ¢+ OCTET
STRING ENIE

.CRLDistributionPoints

CRLDistributionPoints %
FA - B
SEQUENCE
SIZE (1..MAX) OF
DistributionPoint

& GPKI B # Y » i
CRLDistributionPoints z 7
1 2 2 i DistributionPoint -
ek 7 B
DistributionPoint ¥ » % 1
% Partitioned CRL &
URL > % 2 i# 5 Complete
CRLeURL; 4r% 2 3 1
i# DistributionPoint p » B
% Complete CRL 7 URL

.DistributionPoint

DistributionPoint % —
SEQUENCE - p %
distributionPoint ~ reasons £?
cRLIssuer = ##

GPKl g & = i *
distributionPoint 4§ i~ > @ %
i# * reasons ¥? cRLIssuer i&

B

distributionPoint

distributionPoint 4 = e3¢

DistributionPointName »
DistributionPointName # £
% — & CHOICE F #3]

i * fullName &t
nameRelativeTOCRLIssuer

l«"——l
Ry oo®

GPKI & 7 57 CRL
distributionPoint &_$x *
fullName

fullName

fullName s 4L 2] A& &
GeneralNames
GeneralNames % L 4] i
A

SEQUENCE

SIZE (1..MAX) OF
GeneralName

GPKI & # 7 CRL
distributionPoint =~ fullName
* ¢ ¢ % 11 GeneralName

.GeneralName

GeneralName ¥ - &
CHOICE F #13] i

GPKI i# * CHOICE ¥
uniformResourceldentifier »
T it CA = i
CRL # s URL » ® #3%
CRL 5 Partitioned CRL
PE o R el en
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GPKI /& % % 1§ 8 i 1

RAREARIE

URL & ff ¥23% CRL 2
issuingDistributionPoint #§ -
e e fteh URL = 2
18 Fe

.authorityInfoAccess

Authority Info Access # “- 1

]’%v

GPKI i * g 3 “ fff = % 25
FCAXGH AL gH2
2 & CAlgE L » I
ARG &S P BB AR B
T 4o : OCSP

H
-

.extnld Fo~ & g P L 260 OID |authorityInfoAccess & PKIX
id-pe-authorityInfoAccess #7 %_2 ¢ Private Extension
(1.3.6.1.5.5.7.1.1)

critical & GPKI # 3 % d >t FALSE &_
authoritylnfoAccess & = DEFAULT VALUE » #11
non-critical extension » #7r/ |DER $nf§ ¢ - U = € 4%
critical vi& % 7 §_FALSE |4 vt 3

.extnValue extnValue e 2 3] & &_ ¥4+ authoritylnfoAccess &

OCTET STRING

# Extension & 3
*

AuthorityInfoAccessSyntax
e DER %45 s ¢+ OCTET
STRING g

RN

AuthorityInfoAccessSyntax

AuthoritylnfoAccessSyntax

SR A A - B

SEQUENCE

SIZE (1..MAX) OF
AccessDescription

4 GPKI gz » > 43 5 %
3 1 1% calssuers izfa
AccessDescription » & ¥
RS PHB D
AccessDescription » &4
ocsp AccessDescription

AR

. AccessDescription

AccessDescription & -
SEQUENCE > p %
accessMethod &2
accessLocation = 1§

PHAF R EEERY K
9 2~18 Issuing CA ~ ¥ 15 %
2 R CAlgzEehdp 5l

.accessMethod

accessMethod #§ i c% L 4]
is #_OBJECT
IDENTIFIER » * a8 »

OID id-ad-calssuers
(1.3.6.1.5.5.7.48.2)

id-ad-calssuers = PKIX RFC
5280 #1 %_2 1 accessMethod

.accessLocation

accessLocation {§ e 4
A #x ¥_GeneralName » @
GeneralName ~ ¥ § - B
CHOICE F#4] & » GPKI
i## * CHOICE # e
uniformResourceIdentifier )
I AR 2 i\—— 3
calssuers = URL

$# URLipe— e 7 His
CA % % % Issuing CA mi
T REAEE 0 T F
;A PKCS#7 &3 e 71 5 o
URL~ ¥ & - Bipe
LDAP # CAEntry e

crossCertificatePair Attribute
1 URL 4 4+
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GPKI &2 % B A 1t |

RAREARIE

.accessMethod

accessMethod # i+ 3% 4L 4|
it ¥_OBJECT

IDENTIFIER » p* AuE »
OID id-ad-ocsp
(1.3.6.1.5.5.7.48.1)

id-ad-ocsp = PKIX RFC
5280 =1 #_& < accessMethod

.accessLocation

accessLocation f e
A #& ¥_GeneralName » @
GeneralName ~ ¥ § - B
CHOICE F#44] & + GPKI
i##* CHOICE *® =
uniformResourceldentifier >
X ff ¢ set - B OCSP
PRF2 7 URL

S URL4pw - Bat B3
i % 24 PRA%(OCSP) 2 JR
% 7 URL % 4 > #* OCSP
PR R A

= >

AL

1.3.14 To-Be-Signed ¥ ¥ M6 @1 3

i

r %

e

version

v3(2)

GPKIl Gz 254 i¢ * X.509
V3 & pﬂ_’hzﬂ;r\‘ (/l.fé,\ V3 i
¥ 2a % E3)

serialNumber

& 7 5 55 (Certificate Serial
Number )

GPKI ® #1i¢ * 2 153 B 5L
¥ - BE AR5 16 Bytes e
B 195 DER % ¥

#chTig * en 2°s Compliment

MRl FEBRT R E A
@A+ 0x00 > =@ i 716

Bytes it B #icg E ik H
17 Bytes th7 &

signature CAEBB Y2 FRIFE 2 [ WIFaE L FE R
2_ Algorithmldentifier SIGNED & # 2.
algorithmldentifier 4§ cig 4p
fF
algorithm EFAEZH0ID % 3% %22 OID GPKI
sha256WithRSAENcryption |p # &% * & & /% & ;2
(1.2.840.113549.1.1.11) sha256WithRSAEncryption
.parameters NULL GPKI @& * e % & /2 7
Z & parameters » iz H
parameters & p 3
NULL » # ¥ % » NULL
2_ DER $#§ % 0x0500
issuer &iji%i‘ (CA) z_ X.500|CA ~ ¥ 7 DN(#-d CA i

Name

BT )
(% PKIX #3_> #77
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ASN.1 DirectoryString <
k- = * UTF-8 %
)

validity

BECT BT G R A
f

B £ R ARG IR
%

.notBefore

Bapey PRI
(GMT) » Ltz a0

= PKIX 3R 2_fx 2049/12/31
23:59:59 (7 ) 2w i *
UTCTime F# 3] f& > 5
= YYMMDDHHMMSSZ >
#2050/01/01 00:00:00
(F) 206w
GeneralizedTime # #+3] i -
B’ s
YYYYMMDDHHMMSSZ -
DEER A & % S
SS % 00+ ¥ 4k > @ f
fsenZ % GMT R+ 7

1 2,
¥ 4 53

.notAfter

el A S R S L Y
(GMT)» et R 2 {58

2 2 s
vE AT

iz PKIX 4 2_# 2049/12/31
23:59:59 (7 ) 2w ig *
UTCTime 74 3] & > #45¢
% YYMMDDHHMMSSZ >
% 2050/01/01 00:00:00
() 21 @™
GeneralizedTime 7 # 4] & -
S
YYYYMMDDHHMMSSZ -
AR TRk
SSL 004 7 4z @ f
{$enZ %7 GMT PR 5 7

1 2,
¥ 4 53

subject

G 7 &% % (Subject) 2
X.500 Name

¥ ¥ ##4f +0 X.500 Name >

d 45130 %5 FEE AR
BE o

(i& PKIX R 2> #73
ASN.1 DirectoryString < F
ks - =i UTF-8 4
)

subjectPublicKeylInfo

1§ ¥ 2 1« Public Key Info

7§ Subject £ Public Key
# w2 Public Key ehig

.algorithm

% subjectPublicKey #f %
1 Algorithmldentifier

.algorithm

OID rsaEncryption
(1.2.840.113549.1.1.1)

Public Key #g %]z OID »
GPKI p o ¥ & *
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GPKI &2 % B A 1t |

RAREARIE

rsaEncryption 2. Public Key

.parameters

NULL

rsaEncryption i & ; B2 2% %
% & parameters > e H
parameters & 7f 3
NULL » # ¥ % v » NULL
2_ DER #§ % 0x0500

.SsubjectPublicKey

BIT STRING » ¢+ BIT
STRING p % Subject Public
Key ¢ DER %45 i&

GPKI p = & # * RSA
Public Key » #7114 p BIT
STRING hig #-p § 11T 7
#L4) 4 ¢ DER %045 ¢
RSAPublicKey ::= SEQUENCE {

modulus INTEGER,
publicExponent INTEGER }

extensions

SEQUENCE OF Extensions

REE- BRI P g
wE i (R

LR FVEE T A BB
)T mm;.‘}:;)_

.authorityKeyldentifier

Authority Key Identifier # ~-
# > Key Identifier 24 2
ViR R PKIX % > B
Issuing CA = Public Key =n
SHA-1 Hash & 5 Key
Identifier

PR D LA
CA™ % §# A Ga~fit »
ﬁjffﬁ{@’ﬁ— F o iq 4
b g% i@ CA ewm—
& CABHEXEHR ! EHE

.extnld B AP en OID
id-ce-authorityKeyldentifier
(2.5.29.35)

critical & GPKI # A % d ** FALSE #_
authorityKeyldentifier ¢ =_ |DEFAULT VALUE > #712
#_non-critical extension » #7 |DER %78 ¢ - U i € 4L
2 critical eniE & % _F_ LR 2
FALSE

.extnValue extnValue 3 L 4 ik &_ ¥+>+ authorityKeyldentifier

OCTET STRING

ie#4 Extension @ % > % F

¢ * AuthorityKeyldentifier
e DER %08 w5 ¢ OCTET
STRING g

AuthorityKeyldentifier

AuthorityKeyldentifier s
% H# 7 7 = B Optional =
B A wl A
keyldentifier ~
authorityCertlssuer &2
authorityCertSerialNumber

e

GPKI & # iz 45 PKIX » ¥
* keyldentifier = > @ %
i¢ * authorityCertlssuer 2
authorityCertSerialNumber ##

(&

.keyldentifier

keyldentifier # & 0% #43]
it ¥_Keyldentifier >
KeylDentifier » ¥ 5 —

Keyldentifier eh & # > ;% i%
P PKIX &% > B~ Subject
11 Public Key =7 SHA-1
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OCTET STRING 7 #* 4] f&

Hash & # % Keyldentifier 9
OCTET STRING &

.subjectKeyldentifier

Subject Key Identifier # - ##
iz » Key ldentifier eng 4 =
;9 ik R PKIX &% > B
Subject 7 Public Key =
SHA-1 Hash & &z Key
Identifier

B AR D chE T
Subject #1i¢ * 14 4 E IR
- ;}u

OCTET STRING

.extnld B~ A PP L en OID
id-ce-subjectKeyldentifier
(2.5.29.14)

.critical A& GPKI ¥ > A% d 3 FALSE &_
subjectKeyldentifier & z_&_ |DEFAULT VALUE > #712
non-critical extension » 714 |DER %5 ¢ - U i € AL
critical ehiE & 7 §_FALSE |4 w2 #-

.extnValue extnValue 3 #43) fi & ¥1>% subjectKeyldentifier i&

#a Extension @ 3 > & Jf i
* Keyldentifier 77 DER %,
7w ¢ OCTET STRING

.Keyldentifier

KeylDentifier = £ 5 - i
OCTET STRING F#.4] f&

Keyldentifier eng 4 = ;% ix
P PKIX &% > B~ Subject
11 Public Key 7 SHA-1
Hash i& # 5 Keyldentifier =
OCTET STRING &

OCTET STRING

keyUsage Key Usage # . #f = > 3= |GPKI# & ¥ & 8 4f Subject

Subject Public Key #p 4t 2. [k * cnf &4k 5 4

Private Key #% & 24 4%t (Dual Key Pairs) %
B AL ERE RS
HoHAYHREZ*Y BHEZ
Key Usage #-¢ 3
digitalSignature » @ 4¢ f# %
15 % 2. Key Usage #-¢ 3
keyEncipherment £2
dataEncipherment = & * i¢

.extnld B~ AP 2en OID
id-ce-keyUsage (2.5.29.15)

.critical & GPKI # > keyUsage & #_|;1 % ¢ »* TRUE 7 &_
&_critical extension > #712  |DEFAULT VALUE > #712
critical eniE % T _TRUE |DER % *® > M =2 ¥

L E

.extnValue extnValue % 4L 4 ik & ¥+ keyUsage iz 48

Extension m = » & Zf i *
KeyUsage 7 DER %% # &
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GPKI /& % % 1§ 8 i 1

RAREARIE

# OCTET STRING i

.KeyUsage

KeyUsage » ¥ % — i
Named BIT STRING F #24]

i

FrEBRERIHET T BE
A2 Named BIT STRING 2
digitalSignature (0)iz i# Bit
WE AW S L EHEES
e * g E 0 Rt Named
BIT STRING 2
keyEncipherment(2)
dataEncipherment (3):& = i
Bit#-¢ 443K 5 1

.certificatePolicies

Certificate Policies 3 ~o 1§
oo e CA R & BET
i el

B~ CAEF I\ RAERFITR
¥5 =1 GPKI Certificate Policy
z_ OID

.extnld B Aoty = 0ID
id-ce-certificatePolicies
(2.5.29.32)

.critical 204 E AR > & GPKI i & 4 > FALSE &_
¢ o certificatePolicies #23% |DEFAULT VALUE > #712
T_% non-critical extension > |DER %% @ » M HF g A%
112 critical ehig & F_F_ CREE: R
FALSE

.extnValue extnValue e L 3] & 2_ ¥+ certificatePolicies i&4d

OCTET STRING

Extension @ % » & Jf i *
CertificatePolicies 77 DER %,
5w s ¢ OCTET STRING

e

.CertificatePolicies

CertificatePolicies 3 #2 3]
i £ - B
SEQUENCE
SIZE (1..MAX) OF
PolicyInformation

& GPKIl&# ¥ - EE
Certificate " it 2 7 1 ®
Policylnformation

.PolicyInformation

Policylnformation 5 -
SEQUENCE > p 2z
policyldentifier &
policyQualifiers = 4

GPKl Gz & & *
policyldentifier #f = » @ 7
i¢ * policyQualifiers ## i

.policyldentifier

policyldentifier #f % 7 #d
3| i £_CertPolicyld » @
CertPolicyld * ¥ % - i
OBJECT IDENTIFIER 73t

Al JE
EYIEY

95 CA & 2L IR PR 974
* R & (Assurance
Level ) 3 F X L Z %REXE
B z_ GPKI Certificate Policy
OID

.SubjectAltName

Subject Alternative Name #
g =0 & GPKI %i W
SRS SRS &
Subject =7 Email Address

P = 5 Optional » &%
73 Subject iZ 7§ Emall
Address » 2 F 74 # ¥ #
Email Address = i &8 %
ﬁ’ﬂ%%wﬁcﬂﬁ%
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GPKI G 2 A P 38 21%

F_GeneralNames @

GeneralNames 3 #4) fk

2

SEQUENCE
SIZE (1..MAX) OF
GeneralName

.extnld E O~ R QP iy eh OID
id-ce-subjectAltName
(2.5.29.17)

.critical & GPKI ® 3% d > FALSE &_
subjectAltName 43 % 5  |DEFAULT VALUE > #7114
non-critical extension » #7124 |DER %8 @ - J* 4§ iz € 4k
critical ehiE & 7_§_FALSE |4 w2 #-

.extnValue extnValue 3 2 3) fi & ¥+ subjectAltName =48
OCTET STRING Extension @ % » & Jf i *

SubjectAltName = DER %
& s ¢+ OCTET STRING
.SubjectAltName SubjectAltName 3 4 4] i |GPKI & # 0

SubjectAltName
GeneralNames ¥ ¢ ¢
GeneralName

F 1

.GeneralName

GeneralName ¥ - B
CHOICE F #3] i

GPKI £ * CHOICE #
rfc822Name » I A gL ¥ &
- Subject 52 Email Address

.subjectDirectoryAttributes

Subject Directory Attributes
Subject 3 3 T AL

7 BB TR T R
g 13k

OCTET STRING

.extnld E O~ R QP ey eh OID
id-ce-
subjectDirectoryAttributes
(2.5.29.9)

.critical & GPKI # 3 % d > FALSE &_
subjectDirectoryAttributes 48 |DEFAULT VALUE - #7112
* % % non-critical DER $f6 ® > s 4 i & 4
extension » #1 12 critical e0iE | g v -
< 7_%_FALSE

.extnValue extnValue 3 4L 4 i _ ¥

subjectDirectoryAttributes :&
#8 Extension @ 3 » % ¢
* SubjectDirectoryAttributes
e DER %05 w5 ¢ OCTET
STRING =i

.SubjectDirectoryAttributes

SubjectDirectoryAttributes

ST 5o w,§i

oA A WiE R ¢ s T I BiE
SEQUENCE
SIZE (1..MAX)
OF Attribute
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GPKI &% 2 1§ % A )k i P #5521 %
.subjectType Subject sg %] 1+ > H type [MBHEF K FR AV EBFE
22 values 4o Subject =35F &)
type OID id-chtpki-at-subjectType [#* % i~ % Subject Type
(2.16.886.1.100.2.1) Attribute 2. OID
.values OID id-chtpki-et- #t OID % 7+ & 7% Subject e
medicalOrganization b P& F

(2.16.886.1.100.3.2.21)

.cardHolderRank

FH Amp gt S d
type £ values 4= :

PR KR A S RE
Subject 2.+ B 45§ A ihE_
*F R A

Gr: o+ enf B E4gT N
- FAICH » @ i+ ehi
e RT L IC

+ 54 T 2 ICH HEen
Token » ] 4e i %8 B 75 -
KRR R A
A fx e Token ; ©~F_i# # 2t
IC + 5 Token » B H G #
7Ok |C F g el B
4p = > r& 2 cardHolderRank
- ¥t i xﬁ-—k » 1 B
+ 5 TR W)

type OID id-chtpki-at- 5 % Card Holder Rank
cardHolderRank Attribute z. OID
(2.16.886.1.100.2.2)

.values # »~ printable ¥ ¢’ ‘primary” £ oF+ F#F A
primary’ £’ secondary’ S B

secondary’ % m + F 3G 4
g L

.medicalOrganizationID

FEPIECABL o A type
27 values 4c*

PR kP ER
Subject (¥ # #pE) HF¥F %
Wi B

type OID id-chtpki-at- i R £ Medical
medicalOrganizationlD Organization ID Attribute 2
(2.16.886.1.100.2.111) oID

.values P E 5 - B ASN.L

B F R EOF B
[P~

UTF8String & ;¢ e 8

.CRLDistributionPoints

CRL Distribution Points #§ >«
s e AR LT g
2 CA= it lg#EAp M 2
CRL ehie gt

PR AR REEERT I
2~ 7 4p B CRL sy 31 >
p w GPKI #7i¢ * 2. CRL
Distribution Points ¥ & 7 1
I 21 URL

.extnld

B~ (A P g = en OID
id-ce-cRLDistributionPoints

(2.5.29.31)
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GPKI /& % % 1§ 8 i 1

RAREARIE

OCTET STRING

.critical & GPKI # 1% 4 3 FALSE &_
cRLDistributionPoints 42k |DEFAULT VALUE > #7112
Z_% non-critical extension > |DER $a#8 @ > 4§ = € 4k
112 critical ehig % T_F_ CREE: R
FALSE

.extnValue extnValue s L 3] & 2_ #¥1+* cRLDistributionPoints

izfd Extension @ % » &

iz * CRLDistributionPoints
1 DER %78 i #+ OCTET
STRING i

.CRLDistributionPoints

CRLDistributionPoints 3
i
SEQUENCE

SIZE (1..MAX) OF

DistributionPoint

& GPKIE#ER: S » i
CRLDistributionPoints z 7

1 2 2 i DistributionPoint -
N a3 g & B
DistributionPoint f& > % 1 i
= Partitioned CRL

URL > % 2 i 5 Complete
CRL“#URL; 4r% =2 5 1
i# DistributionPoint p » B
% Complete CRL 7 URL

.DistributionPoint

DistributionPoint % —
SEQUENCE > p %
distributionPoint - reasons £7
cRLIssuer = ##

GPKIl G & ¢ *
distributionPoint # = > @ 7
i# * reasons ¥ cRLIssuer i&

SRR i

distributionPoint

distributionPoint f§ i+ e L

A R &
DistributionPointName > =
DistributionPointName # £
% — & CHOICE F #3]

i > ¥ E * fullName
nameRelative TOCRLIssuer

GPKI & # 1 CRL
distributionPoint &_#x *
fullName

fullName

fullName #9384 s £
GeneralNames @

GeneralNames 3 42 4) fk

2

SEQUENCE
SIZE (1..MAX) OF
GeneralName

GPKI i§ # 7 CRL
distributionPoint £~ fullName
¥ ¢ ¢ 7z 11 GeneralName

.GeneralName

GeneralName ¥ - &
CHOICE ??ﬁiiﬂ AL,

GPKI i * CHOICE ¥ =
uniformResourceldentifier -
Tt E e it CA = i
CRL # s URL » ® #3%
CRL % Partitioned CRL
RIS ~’L’r*a§“r’v’ﬂ
URL & Jg ¥23% CRL 2
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GPKI /& % % 1§ 8 i 1

RAREARIE

issuingDistributionPoint #§ >
e e fteh URL = 2
18 Fe

.authorityInfoAccess

Authority Info Access # ~- 1§

(>

GPKI & * pt o i K3
g\. CA =& fﬁﬁﬂ\ﬁ/?& JS;_’E_I
+ R CAE#ETEY » IV
m%iﬁFﬁWEﬁmﬁ%
T 0 bl @ OCSP

.extnld Fo~ & g L 260 OID |authorityInfoAccess &_ PKIX
id-pe-authorityInfoAccess #7 %_& ¢ Private Extension
(1.3.6.1.5.5.7.1.1)

critical & GPKI # 1% d > FALSE &_
authoritylnfoAccess & = DEFAULT VALUE » #1121
non-critical extension » #7r/ |DER $nf§ ¢ > U = € 4%
critical v i& % 7 §_FALSE |4 vt 3

.extnValue extnValue e 2 3] & &_ ¥4+ authoritylnfoAccess &

OCTET STRING

#4 Extension &
*

AuthorityInfoAccessSyntax
e DER %45 s ¢+ OCTET
STRING g

= LR

AuthorityInfoAccessSyntax

AuthoritylnfoAccessSyntax

R A A AL B

SEQUENCE

SIZE (1..MAX) OF
AccessDescription

& GPKlg#® » #3137
3 1 1% calssuers iz fa
AccessDescription » & ¥
RS PHB D
AccessDescription » &4
ocsp AccessDescription

AR

. AccessDescription

AccessDescription 3 -
SEQUENCE > p 3
accessMethod &2
accessLocation = 1§

B R R ERT
2~ 1% Issuing CA * ¥ g &
2 1k CAG @5

.accessMethod

accessMethod #§ e % L 4]
i £_OBJECT
IDENTIFIER » * g »

OID id-ad-calssuers
(1.3.6.1.5.5.7.48.2)

id-ad-calssuers = PKIX RFC
5280 #1 %_ 1 accessMethod

.accessLocation

accessLocation {§ e 44
4] it ¥_GeneralName > @
GeneralName ~ ¥ § - B
CHOICE F#4 fi » GPKI
i## * CHOICE # e
uniformResourceIdentifier )
EU eSS i\— 3
calssuers = URL

p URLaL w- Be 7 HEB
% % % Issuing CA m‘i
?@ Leni % - 3% i
;S A PKCS#H7 G372 71 5 ¢
URL + ¥ 2 8 - i
LDAP # CAEntry e

crossCertificatePair Attribute
1 URL 4 4t

.accessMethod

accessMethod #f - e % L 4

id-ad-ocsp % PKIX RFC
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GPKI &2 % B A 1t |

RAREARIE

it ¥_OBJECT
IDENTIFIER > }* EJf ~
OID id-ad-ocsp
(1.3.6.1.5.5.7.48.1)

5280 =1 #_& <5 accessMethod

.accessLocation

accessLocation f e
A #& ¥_GeneralName » @
GeneralName ~ ¥ § - B
CHOICE 7 #.2] fi » GPKI
# * CHOICE # ¢
uniformResourceIdentifier )

Gyt ¢ e - B OCSP
PRA% 0 URL

»URL 4o — & G
i £ 39 PRA+(OCSP) 2R
% 7 URL 4 4t » #* OCSP
PR b kG

= >

AL

1.3.15 To-Be-Signed p

d BEF BB ERES

e r 7 P p
version v3(2) GPKIl G # #7 i# * X.509
V3 )§ pﬂ_’fé ;r\‘ ( PN V3 mlgv
X2ma*E3)
serialNumber & 7 5 5. (Certificate Serial |GPKI ¥ #7i& * 2_ 1§ 5 55

Number )

¥-BER 516 Bytes et
B 1395 DER %nf8 4 o
#chrid * e 2°s Compliment

MRl FERRT N E A
@A+ 0x00» =@ i 4716

Bytes it F#icg E ik H
17 Bytes e ¥

signature CABH Y 2 FRIFE 2 [MIFaE L fE R
2_ Algorithmldentifier SIGNED & # 2.
algorithmldentifier 4§ cig 4p
fF
algorithm ER &5 20ID ERwEiz2 OID> ' GPKI
sha256WithRSAEnNcryption |p # @ * & 3 /7 5 /2
(1.2.840.113549.1.1.11) sha256WithRSAEncryption
.parameters NULL GPKI & * eh% % & /2 7
Z & parameters » iz H
parameters & p 3
NULL » # ¥ % » NULL
2_ DER $#§ % 0x0500
issuer &iji’?i‘ (CA) z_ X.500|CA ~ ¥ 7 DN(#-d CA i
Name FHMITEL)
(& PKIX 2% 7
ASN.1 DirectoryString < F
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RAREARIE

kb — =@ UTF-8 %
75)

validity

i

BT H R RALG T
‘L

.notBefore

B R AR S
(GMT)» fust pFE 2 7 18

7EHE T

i PKIX R 2_fx 2049/12/31
23:59:59 (7 ) 2w i@ *
UTCTime F 423 & - #5¢
= YYMMDDHHMMSSZ >
. 2050/01/01 00:00:00
()2t @
GeneralizedTime L
s
YYYYMMDDHHMMSSZ -
A fE R Y TR
SS 500~ % 7 4z > @ B
isenZ % GMT R+ 7
A

A o

.notAfter

B L TR IR
(GMT)» fptprF 2 121G

2 2 s
A N

= PKIX 3R 2_fx 2049/12/31
23:59:59 (7 ) 2w i@ *
UTCTime F A4 & - #45¢
= YYMMDDHHMMSSZ -
. 2050/01/01 00:00:00
(3) 25> @n
GeneralizedTime ' #2
’h‘—';r ﬁr
YYYYMMDDHHMMSSZ -
DR ST T S
SSL 004 # 7 4z @ f
fsenZ %57 GMT pFREF+ 2
A

A i

subject

B %% ¥ % (Subject) 2
X.500 Name

f o BREF 53970 X500
Name #& ;4 4 F
C T™W

L=£#7 ZA(EFAHME
Egr s pltgd BEE
7#49)
O=j o B # F 7277710 ;1
F e r'ﬁ’:
serialNumber= 4 o ¢ # & 72
1 QID 3 v ag (* 0 F A
F fifg o BE R TR
s option &)
(& PKIX 2% 7%
ASN.1 DirectoryString < &
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GPKI 6 3 % 16 A ok i+ 15531

kb — =@ UTF-8 %
75)

subjectPublicKeyInfo

1§ ¥ 2 1 0 Public Key Info

7= 3¢ Subject =1 Public Key
# %W 2 Public Key ehig

.algorithm % % subjectPublicKey #f %
11 Algorithmldentifier
.algorithm OID rsaEncryption Public Key #g %] 2z_ OID »
(1.2.840.113549.1.1.1) GPKIp % 7 ¢ #
rsaEncryption z_ Public Key
.parameters NULL rsaEncryption ;% & ; B2 2k %

% & parameters » e H
parameters & 7f 3

NULL » # ¥ %% » NULL
2_ DER ¥ #§ % 0x0500

.SubjectPublicKey

BIT STRING - ¢ BIT
STRING p % Subject Public
Key 171 DER %5 &

GPKI p =v ¥ % * RSA
Public Key » #1123t BIT
STRING thig #-p 5 11T 5
¥4 4§ o DER %0f8 :
RSAPublicKey ::= SEQUENCE {

modulus INTEGER,
publicExponent INTEGER }

extensions

SEQUENCE OF Extensions

REL-BBARE ¢S
T eyl oo R (%
LBEY VERT i R
1 E'—,’qm;.j)?},):

.authorityKeyldentifier

Authority Key Identifier # ~-
# i > Key ldentifier enz 4
> ViR e PKIX % 5 B~
Issuing CA =7 Public Key
SHA-1 Hash & i i Key
Identifier

S PR R
CA™ k5 AEaTR™
SEMFET- F o U B
CA{# &4z H A%
P TR i% i % CA evi—
% CABE k% 8%

.extnld B & oty 2 0ID
id-ce-authorityKeyldentifier
(2.5.29.35)

.critical & GPKI # A% d 3" FALSE &_
authorityKeyldentifier ¢ =_ |DEFAULT VALUE > #712
H_non-critical extension » #7 |DER $a#% ? > p 4 = € 4L
2 critical e & 2 _H_ CRTE: 2
FALSE

.extnValue extnValue % L 4] ik & ¥+>+ authorityKeyldentifier

OCTET STRING

iz#d Extension @ % > %

iz * AuthorityKeyldentifier
11 DER % #5 i i ¢t OCTET
STRING i

AuthorityKeyldentifier

AuthorityKeyldentifier e

GPKI & # i 45 PKIX » % $
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GPKI B * Bt P 154315

etz 7 = B Optional :
AR
keyldentifier ~
authorityCertlssuer ¥
authorityCertSerialNumber

i

* keyldentifier f =~ > @ %
i¢ * authorityCertlssuer £
authorityCertSerialNumber

i

.keyldentifier

keyldentifier # % cHF 423
it ¥_Keyldentifier » @
KeylDentifier = £ 5 - i
OCTET STRING 7 #* 3] i

Keyldentifier s0 2 # > ;% i%
Pt PKIX &% > B~ Subject
11 Public Key 7 SHA-1
Hash i& #4 % Keyldentifier 9
OCTET STRING i&

.subjectKeyldentifier

Subject Key Identifier # v ##
iz » Key ldentifier eng 4 =
7 ik pR PKIX {228 » B~
Subject 7 Public Key =
SHA-1 Hash & &z Key
Identifier

PHE U AF L eh o E R
Subject #7# * 14 4 E R
- ;I"U

OCTET STRING

.extnld B Aoty =5 0ID
id-ce-subjectKeyldentifier
(2.5.29.14)

.critical A& GPKI ¥ > A% d 3 FALSE &_
subjectKeyldentifier & z_&_ |DEFAULT VALUE > #712
non-critical extension » #7124 |DER $af§ © » U i € 4%
critical =g & 7 §_FALSE |4 w2 #

.extnValue extnValue s 4L 4 i _ ¥1>% subjectKeyldentifier i&

# Extension @ % > & {2
* Keyldentifier = DER %
it OCTET STRING

.Keyldentifier

v

KeylDentifier # ¥ 3 - &
OCTET STRING F# 4] f&

Keyldentifier eh g 4 = ;% i&
e PKIX &% > B~ Subject
11 Public Key =7 SHA-1
Hash i& # 5 Keyldentifier =
OCTET STRING &

id-ce-keyUsage (2.5.29.15)

.keyUsage Key Usage # v 1§ i+ » 7z 3% |GPKI & # Subject & i *
Subject Public Key 1p $t e |57 % & 4 5 B & st
Private Key % £ 241 (Dual Key Pairs) & % > &
SERE fEBmAE o HY
% & % * B2 Key Usage
#¥-¢ 7 digitalSignature > @
‘vz %G 7% 2. Key Usage #-
¢ 7 keyEncipherment £
dataEncipherment = & * %
.extnld B~ AP L 2en OID
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RAREARIE

critical % GPKI ® > keyUsage % z_|i &, d ** TRUE # &_
&_critical extension » #1172 IDEFAULT VALUE » #7112
critical eniE % ¥ £ TRUE |DER %" » p =2 ¥
R
.extnValue extnValue 93 4 3) fi & ¥+ keyUsage i& 44
OCTET STRING Extension @ = » & jf i *
KeyUsage 7 DER a5 i %
#* OCTET STRING i
.KeyUsage KeyUsage » ¥ % — 1 FrBELHELY BE

Named BIT STRING F #3]

-
g

A+ Named BIT STRING z
digitalSignature (0)iz # Bit
Bgam s 1 FrEws
‘ot g% > Bt Named
BIT STRING z
keyEncipherment(2) ¢
dataEncipherment (3)i = i
Bit g 5 1

.certificatePolicies

Certificate Policies # v 1§
o et CA B4 s G
®* g AT K

2~ CA B o lGEm TR
:}f;m GPKI Certificate Policy
2. OID

.extnld B~ R & PPty eh OID
id-ce-certificatePolicies
(2.5.29.32)

.critical TAPE AR > A GPKI [j g ¢ >t FALSE &_
¢ > certificatePolicies #23% |DEFAULT VALUE > #712
¥_z non-critical extension > |DER 78 ¢ > JU 4 - € 4%
“r 12 critical ehiE & 2§ LRSS
FALSE

extnValue extnValue 3 423 & & ¥+ certificatePolicies &4

OCTET STRING

Extension @ =% » & Jf i *
CertificatePolicies 57 DER %
i s ¢ OCTET STRING

.CertificatePolicies

CertificatePolicies e #+ 4|
i - B
SEQUENCE
SIZE (1..MAX) OF
PolicyInformation

n GPKl G # * - EE
Certificate % it 27 1
PolicyInformation

.PolicyInformation

PolicyInformation % -
SEQUENCE > p 3
policyldentifier ¥
policyQualifiers = ##

GPKIl g7 ¥ i *
policyldentifier # = > @ %
i¢ * policyQualifiers 4 =

.policyldentifier

policyldentifier # = 7 #L
4 i &_CertPolicyld » @
CertPolicyld & ¥ 5 —

5 CA & 3 1L I 7 PF 74
* ehifzE % % (Assurance
Level )» # F X £ 2% i%E %
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GPKI &2 % B A 1t |

RAREARIE

OBJECT IDENTIFIER 7 #*

AN 7%
= A&

s 2_ GPKI Certificate Policy
OID

.SubjectAltName Subject Alternative Name 3% | 1 == 5 Optional > & & %
oy =0 & GPKI e/ |9 Subject i 3 Email
G R et |Address 0 & 7 % R
Subject 7 Email Address Email Address = i# %G 3%
¢ R ﬂ\#%wﬁ?l:“‘ g g
.extnld B Aoy =5 0ID
id-ce-subjectAltName
(2.5.29.17)
.critical & GPKl ¥ > 1 & d > FALSE &_
subjectAltName ## % 2_3 DEFAULT VALUE » #7111
non-critical extension » #7r/ |DER $nf§ ¢ - U = € 4%
critical v i& % 7 §_FALSE |4 vt 3
.extnValue extnValue e #2 3] f& &_ ¥+ subjectAltName & 48
OCTET STRING Extension @ % » & Jf i *
SubjectAltName =7 DER
7B s ¢ OCTET STRING
.SubjectAltName SubjectAltName 7% # 4] i |GPKI i§ &

®_GeneralNames @

GeneralNames =3 4L 4] i

)3
e

SEQUENCE
SIZE (1..MAX) OF
GeneralName

SubjectAltName
GeneralNames ¥ ¢ ¢
GeneralName

1%

.GeneralName

GeneralName ¥ - &
CHOICE F#4] #&

GPKI £ * CHOICE ¥ &
rfc822Name » # A p 7 &
1 Subject 7 Email Address

.SubjectDirectoryAttributes

Subject Directory Attributes
P * kisdr
Subject £ 5 2 AL

7GR Y
WiegG ik

.extnld B & oty 2 0ID
id-ce-
subjectDirectoryAttributes
(2.5.29.9)

.critical & GPKI # 2 & o > FALSE &_
subjectDirectoryAttributes 4% | DEFAULT VALUE » #7112
3 ®_% non-critical DER %% ¢ » s = g 4%
extension - #114 critical i |4 2 H-
< z_§_FALSE

.extnValue extnValue s #2 3) fi & ¥t

OCTET STRING

subjectDirectoryAttributes iz
& Extension @ % > & ff {2
* SubjectDirectoryAttributes
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GPKI /& % % 1§ 8 i 1

TR RN

e DER $a#% s ¢¢ OCTET
STRING e

.SubjectDirectoryAttributes

SubjectDirectoryAttributes =
TRl A

ST -8 B pd
BEFRATEEE o857 7

SEQUENCE Y e
SIZE (1.MAX)
OF Attribute
.subjectType Subject 2z | 1+ > H type [ BET kR A EFE
£ values 4o Subject 3 &)
type OID id-chtpki-at-subjectType [#* % i~ % Subject Type
(2.16.886.1.100.2.1) Attribute 2. OID
.values OID id-chtpki-et- ¢t OID # 7+ & # Subject

professionalFirm
(2.16.886.1.100.3.2.3.4)

AR REE

.cardHolderRank

FH At R0 d
type £ values 4- ™ :

R KR A S ER
Subject 2.+ B 35 A chE
I+ Sty 4

type OID id-chtpki-at- #t 5 % 4 Card Holder Rank
cardHolderRank Attribute z. OID
(2.16.886.1.100.2.2)
.values # ~ printable 5 #° ‘primary’ # o+ P3G 4
primary’ &’ secondary’ L = I
secondary’ % 7n + B 4FF X
’ELKTT”F j_*:*}; A
.entityOID B4 OID Bt » H type & |t Bib* ket B
values 4-™ Subject 77 OID
type OID id-chtpki-at-entityOID |} 5 & % Entity OID
(2.16.886.1.100.2.102) Attribute z. OID
.values g~ pd mEF 472 OID|4 GPKI Naming Authority

b Smfezo pod BROE T AR
oID

.CRLDistributionPoints

CRL Distribution Points #§ >«
ﬁﬂ,«» , %‘:‘_;\;?;ﬁ [ 1; )&%;3
z. CA=iw G RBE 22

CRL et

PHAF R EEERY I
R~ 17 4p ¥ CRL ey 51 »
p i GPKI #t7# * z- CRL

Distribution Points ¥ & 7 1
I 21 URL

.extnld B~ AP en OID
id-ce-cRLDistributionPoints
(2.5.29.31)

.critical & GPKIl ¥ > i & d > FALSE &_
cRLDistributionPoints 4% 3% |DEFAULT VALUE - #11u
¥_% non-critical extension > |DER %% @ » M HF = g A
#r 02 critical siE & T A CRTE: 2
FALSE

.extnValue extnValue % L 4] ik A ¥1+* cRLDistributionPoints
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RAREARIE

OCTET STRING

ic#4 Extension @ % > % Z

i¢ * CRLDistributionPoints
11 DER ¥ #% 5 ¢t OCTET
STRING &g

.CRLDistributionPoints

CRLDistributionPoints 3
LA - B
SEQUENCE
SIZE (1..MAX) OF
DistributionPoint

& GPKIE#ER: N » i
CRLDistributionPoints z 7

1 2 2 i DistributionPoint -
ok T3 B
DistributionPoint p¥ » % 1
% Partitioned CRL &

URL > % 2 i % Complete
CRL“URL; 4c% % % 1
# DistributionPoint pF » p
% Complete CRL =7 URL

.DistributionPoint

DistributionPoint % —
SEQUENCE > p %
distributionPoint ~ reasons £7
cRLIssuer = ##

GPKIl G & ¢ *
distributionPoint # = > @ 7
i# * reasons ¥ cRLIssuer i

SRR i

.distributionPoint

distributionPoint 4§ iz e3¢
DistributionPointName »
DistributionPointName * ¥
% — 1 CHOICE F #13)

iy o 73 * fullName 2
nameRelativeTOCRL Issuer

GPKI & 7 57 CRL
distributionPoint &_$x *
fullName

fullName

fullName =% L 4] fg &
GeneralNames =
GeneralNames % #2 3] i
A
SEQUENCE
SIZE (1..MAX) OF
GeneralName

GPKI i§ # 7 CRL
distributionPoint £~ fullName
¥ ¢ ¢ 7z 11 GeneralName

.GeneralName

GeneralName ¥ - &
CHOICE 7 #14] i

GPKI £ * CHOICE ¥ =
uniformResourceldentifier »
T oA Uf&gfl )cr?' CA = iw
CRL# < URL » ® 3%
CRL % Partitioned CRL
%’m&ﬁﬁﬁiﬁ&
URL = f &23% CRL 2
issuingDistributionPoint #§ >
B @ #ise e URL % 2
i

.authoritylnfoAccess

Authority Info Access # v

Py
(had

GPKI i# * Lb;y%,bﬁ;slﬂ.,gfﬂ
?‘CAAW ﬂ\jﬂ&;ﬁ;_ﬁ
t é1 CAg pﬂ.m,..}ish}_ T
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RAREARIE

WE R A b B s B
73 Bl4e @ OCSP

.extnld # o~ % & gL L 60 OID |authorityInfoAccess &_PKIX
id-pe-authorityInfoAccess #1 Z_% 1 Private Extension
(1.3.6.1.5.5.7.1.1)

critical A& GPKI ¥ > A% d 3 FALSE &_
authoritylnfoAccess /& = DEFAULT VALUE s #1112
non-critical extension » #7127 |DER %5 @ > p* 3 i € 4%
critical v ig % T §_FALSE |4 vt 3

.extnValue extnValue s L 3] & &_ ¥+t authorityInfoAccess i&

OCTET STRING

#8 Extension @ % » % f ¢

#
AuthorityInfoAccessSyntax
e DER $a#% i ¢+ OCTET
STRING i

AuthorityInfoAccessSyntax

AuthoritylnfoAccessSyntax
L’I‘JFI FLA s H - B
SEQUENCE
SIZE (1..MAX) OF
AccessDescription

& GPKligz#® » #3137
7 1 % calssuers izf&
AccessDescription » I ¥
FEAHB
AccessDescription » &4
ocsp AccessDescription

AR

. AccessDescription

AccessDescription : -
SEQUENCE - p 2
accessMethod &
accessLocation = {§

PR R EEREY K
2~ 17 Issuing CA » £ 52
2 bR CAlgzEendn il

.accessMethod

accessMethod # i e #4 4)
it 4_OBJECT
IDENTIFIER > p* EJE »
OID id-ad-calssuers
(1.3.6.1.5.5.7.48.2)

id-ad-calssuers = PKIX RFC
5280 *+ %_z 71 accessMethod

.accessLocation

accessLocation {§ - e

4| & ¥_GeneralName > @

GeneralName ~ ¥ § -

CHOICE F#24] f& » GPKI

i## * CHOICE ¢ e

uniformResourceIdentifier J
L *&a v 2z i\‘

calssuers ) URL

M URLa‘ﬂra»~r[$ 2 H
CAzwX% Issumg CA 1R
IREIRE  AHE R
7 ¥ _PKCS#7 f&F B
URL + # 17 ¥~ Bdgmw
LDAP # CAEntry
crossCertificatePair Attribute
e URL & Rt

.accessMethod

accessMethod ## - cH% L 4|
it €. OBJECT
IDENTIFIER » p* g »
OID id-ad-ocsp
(1.3.6.1.5.5.7.48.1)

id-ad-ocsp % PKIX RFC
5280 *+ %_2 71 accessMethod

.accessLocation

accessLocation {§ - e
7] i 2_GeneralName > @

s URLpw - B BH
ik % 38 JRA3(OCSP) 7 1R
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GPKI & 7 % & 78 A ok o

N
I %‘J““?}

GeneralName ~ £ § - &
CHOICE £ #14] & » GPKI
# * CHOICE # ¢
uniformResourceldentifier >

PR 3% URL

3t P sefi- i OCSP

B 5 URL 1t - ¢ OCSP
PR R 3 A G AR

= >

Pt

1.3.16 To-Be-Signed 7 ¥z £ B#E N

[ rF P
version v3(2) GPKI 5 & #58 # + X.509
V3 ##; (AR Vg
F2a % E3)
serialNumber & 7% & 5 (Certificate Serial |GPKI ® #1i# * 2_ 1§ % B 8L
Number) ¥ - & R 5 16 Bytes enit
e 4245 DER s % 0
#chrid * e 2°s Compliment
BP0 B RET A€
w4+ 0x00 > ™ & 716
Bytes et e s+ ik
17 Bytes e
signature CAEF Y 2 FRIFE 22 [P FiE faehk
Algorithmldentifier SIGNED & # 2
algorithmldentifier # & 4p
&
algorithm R &5 20ID ERiwEiz2 OID> ' GPKI
sha256WithRSAEnNcryption PR B RIFE 2
(1.2.840.113549.1.1.11) sha256WithRSAEncryption
.parameters NULL GPKI ¢ * en% %% & /% 7
Z & parameters > e H
parameters <& g 3
NULL » # ¥ % » NULL
2_ DER Mu#§ % 0x0500
issuer BEE T (CA) X.500 [CA ~ ¥ e DN(#-d CA i
Name HAB TR )
(i PKIX 37 » #7
ASN.1 DirectoryString < F
k- =i * UTF-8 %
75 )
validity G R EREA A |(BEDE RRGHEILL D
B T
.notBefore QA R AR ISP iz PKIX 2L 2_% 2049/12/31
(GMT)» ARz %0 5% (23:59:59 (3 ) 2 @i *
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GPKI & % G A ) i+

Y b e sa
PRV

He

UTCTime F A4 & - #45¢
= YYMMDDHHMMSSZ >
. 2050/01/01 00:00:00
(7 ) 20 @&
GeneralizedTime F #2
A
YYYYMMDDHHMMSSZ -
PR RNt OF /'3
SS 5 00+ # ¥ w5 @ g
isecnZ 4 GMT R+ %
A

A A o

.notAfter

(I A L S R R

(GMT)» Byt pFrF 2 (3188

% PKIX R 2_ 2049/12/31
23:59:59 (7 ) 2w i *
UTCTime 34 & » #5
= YYMMDDHHMMSSZ >
#2050/01/01 00:00:00
() 210 @™
GeneralizedTime 7 4] f& -
B’ s
YYYYMMDDHHMMSSZ
DEER A E A & % S
SSL 004 7 iz @ f
isenZ % GMT pFER+ 2
¥ g

subject

B %% ¥ % (Subject) 2
X.500 Name

7 5z;x 4 a1 X.500 Name #
NdeT
C TW

L=fi7 2 G(FH M

F i #38 F M FFGZEA)
O=Frc2 A 1t L Fze 2
#

(i PKIX 222 #7%
ASN.1 DirectoryString < F
g - & * UTF-8 %
)

subjectPublicKeylInfo

1§ ¥ 2 1 5 Public Key Info

7§ Subject £ Public Key
# w2 Public Key ehig

.algorithm % subjectPublicKey #f %] e
Algorithmldentifier
.algorithm OID rsaEncryption Public Key #g %] 2. OID »
(1.2.840.113549.1.1.1) GPKI p # & & *
rsaEncryption z_ Public Key
.parameters NULL rsaEncryption ;% & ;= &2 28 7
Z £ parameters » iz H
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parameters <& p 3+
NULL » # ¥ 4 #¢ > NULL
2_ DER % #§ % 0x0500

.SubjectPublicKey BIT STRING » ¢+ BIT GPKI p = ¥ # * RSA
STRING p 7 Subject Public [Public Key » #7121 gt BIT
Key 1 DER 5 & STRING shiE #-p 2 11T F

#L4) § ¢ DER %048
RSAPublicKey ::= SEQUENCE {

modulus INTEGER,
publicExponent INTEGER }

extensions SEQUENCE OF Extensions |} % 5 - B L= & 32
WE ety g s (R R
LB FEY TVERET A AR
M HVER )
.authorityKeyldentifier Authority Key Identifier 3%~ s 3§ "L =P chE 5T

# = > Key ldentifier eh 2 2 |CA* Rk B3 AGzE e *
> 3% ik R PKIX &2 > B~ EMFEII- f1 o0 I
Issuing CA ernPublic Key 7 |[CA { $: &45% H A2 5 3%

SHA-1 Hash & # 5 Key PR ST R 8t CA evR—
Identifier ECABHEIKRFZ ! BE
.extnld B~ R & oty eh OID
id-ce-authorityKeyldentifier
(2.5.29.35)
critical A& GPKI ¥ > A% d 3 FALSE &_

authorityKeyldentifier & z_&_ |DEFAULT VALUE > #712
non-critical extension > #7r4  |DER ¥ ¥ > 4§ = € 4%
critical =g & 7 % FALSE %k H

.extnValue extnValue s L 4 ik _ ¥+>+ authorityKeyldentifier
OCTET STRING igfa Extension @ % 5 & 2

i¢ * AuthorityKeyldentifier
1 DER %75 i #+ OCTET
STRING i
AuthorityKeyldentifier AuthorityKeyldentifier e L |GPKI & 2 i y5 PKIX » 7 3
H%H 7 7 = i Optional e | * keyldentifier {§ = > & 7
> » 4w &_keyldentifier ~ iz * authorityCertlssuer &2
authorityCertlssuer £2 authorityCertSerialNumber ##
authorityCertSerialNumber 4§ |

,
(hadl

.keyldentifier keyldentifier #f = 7% #L3] it |Keyldentifier (2 2 = ;% ik
£_Keyldentifier » Pt PKIX &% > B~ Subject
KeylDentifier # & 5 - 11 Public Key 7 SHA-1
OCTET STRING F #4] & Hash & #x = Keyldentifier e
OCTET STRING i&
.subjectKeyldentifier Subject Key Identifier # “v 1 [t 3% " f —en P e d &7

= » Key ldentifier s7& 4 *  |Subject #1i& * 14 4§ "
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RAREARIE

;¢ ik P PKIX {5 % > B~
Subject 7 Public Key =7 SHA-
1 Hash & # 3 Key ldentifier

.extnld B~ & oty eh OID
id-ce-subjectKeyldentifier
(2.5.29.14)

critical A& GPKI ¥ > A% d 3 FALSE &_
subjectKeyldentifier % z_&_ |DEFAULT VALUE - #7112
non-critical extension » #7142  |DER %af§ ¢ - pff i € 4%
critical ehiE % %_&_FALSE CREE: 2

.extnValue extnValue #1733 i £ % subjectKeyldentifier i&

OCTET STRING

#8 Extension @ % 5 & ff i@
* Keyldentifier .mDER S
75 s ¢ OCTET STRING

g

.Keyldentifier

KeylDentifier = £ 5 - i
OCTET STRING F#L4] &

Keyldentifier ez 4 = ;% i&
P PKIX &% > B~ Subject
e Public Key 7 SHA-1
Hash & = Keyldentifier e
OCTET STRING i&

.keyUsage Key Usage # “c 1§ = » ze§¢ |GPKI=* i# Subject 3% i¢ *
Subject Public Key 4p $ 2. |ih4 % & 4 = B & /3t
Private Key s% & 24 (Dual Key Pairs) & %t » &
% gg;_;z 4,:}3*@5}«} Hoe
% % % * &% 2 Key Usage
#¥-¢ 7 digitalSignature > @
‘v 3% ik 7E 2. Key Usage #-
¢ 7 keyEncipherment £
dataEncipherment = #& * 2

.extnld B V&P =en OID
id-ce-keyUsage (2.5.29.15)

.critical & GPKI # > keyUsage % _ /2 & ¢ ** TRUE 7 &_
H_critical extension » #7112 DEFAULT VALUE » #12
critical ez % 7_¥_TRUE DER % ¥ » o HF =3 ¥

R
.extnValue extnValue s #2 3) fi & ¥+ keyUsage iz 78
OCTET STRING Extension @ % » & Jf i *
KeyUsage 77 DER % #5 &
# OCTET STRING i
.KeyUsage KeyUsage ~ ¥ 5 — & Named |[Z - B# 2% &% * 5% >
BIT STRING F3#4] f& Al ¢t Named BIT STRING 2.
digitalSignature (0):& i Bit
e s 1 FLBHES
et g E 0 Rt Named
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RAREARIE

BIT STRING 2
keyEncipherment(2)
dataEncipherment (3):& = i
Bit e Ll

.certificatePolicies

Certificate Policies 4 “v %r,?
= ‘5?\‘ CA %’;’"} L)&
% g T TR

2~ CA B & lBREm TR
#;m GPKI Certificate Policy
2. OID

OCTET STRING

.extnld BN R4 oLy =0 0ID
id-ce-certificatePolicies
(2.5.29.32)
.critical = E M4l A GPKI 1 & d > FALSE &_
¢ > certificatePolicies 4% 3% Z_ DEFAULT VALUE » #7112
= non-critical extension > #7 |DER $a#% @ » M HF € A%
2 critical g % 7_¥_FALSE |78 v H-
.extnValue extnValue e L 3] & &_ ¥+ certificatePolicies i& 4

Extension @ % » & Jf i *
CertificatePolicies 77 DER %,
s ¢ OCTET STRING

.CertificatePolicies

CertificatePolicies % #L 4] i
-
SEQUENCE
SIZE (1..MAX) OF
Policylnformation

& GPKI&#"*® - EE
Certificate © it 77 1B

Policylnformation

.PolicyInformation

PolicyIlnformation 5 -
SEQUENCE > p 2
policyldentifier &
policyQualifiers = 4

GPKl Gz & & *
policyldentifier #f i+ » @ 7
i¢ * policyQualifiers ## i

.policyldentifier

policyldentifier 4§ & 35 4L 4]
it 2_CertPolicyld » @
CertPolicyld ~ ¥ 5 - i
OBJECT IDENTIFIER 7 #%

-
R

5 CA & 3 2L 1§ ZPF 973
¥ iR & % (Assurance
Level ) # F X L3 REE
& 2_ GPKI Certificate Policy
OID

A2k Z_% non-critical
extension » #7114 critical g
% 7_&_FALSE

.subjectAltName Subject Alternative Name #§ v |4* # == % Optional » % & %
i > 2 GPKI Fc %M & |59 Subject i 3 Email
AN AR & Address » & & % # ¥ ¥
Subject =7 Email Address Email Address = i 2& 3%
¢ R ﬂ\#%»»%&”':“’ g %

.extnld BN &P =en OID
id-ce-subjectAltName
(2.5.29.17)

.critical % GPKI ¥ > subjectAltName /2 & d ** FALSE &_

DEFAULT VALUE > #f 12
DER $n#% # > - 4§ i g 4%
CAGKis
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.extnValue extnValue 3 2 3) fi & ¥+ subjectAltName iz
OCTET STRING Extension @ = » & ff i *
SubjectAltName =7 DER %
s - OCTET STRING
.SubjectAltName SubjectAltName 7 423 & |GPKI & &

%_GeneralNames @
GeneralNames 3 #L 4] i
SEQUENCE
SIZE (1..MAX) OF
GeneralName

SubjectAltName
GeneralNames ¥ ¢ ¢ 7z 11
GeneralName

.GeneralName

GeneralName #_- # CHOICE

FRAE

GPKl:iE * CHOICE ¢
rfcB22Name » # @t # 3=
i Subject 7 Email Address

.SubjectDirectoryAttributes

Subject Directory Attributes #§
S 0 * Kk Ze4% Subject £
BT A

7 RGBT TR T R
Wig g er

.extnld B~ R & oty eh OID
id-ce-
subjectDirectoryAttributes
(2.5.29.9)

.critical A& GPKI ¥ A% d 3 FALSE &_
subjectDirectoryAttributes # |DEFAULT VALUE > #7111
# %% non-critical DER $f§ ® > s 4§ i & 4
extension » #71Z critical ehiE |74 v -
< _&_FALSE

.extnValue extnValue 4L 4 i _ ¥

OCTET STRING

subjectDirectoryAttributes iz
#a Extension @ 3 > & Jf i
* SubjectDirectoryAttributes
e DER %45 s ¢+ OCTET
STRING g

.SubjectDirectoryAttributes

SubjectDirectoryAttributes
R A A
SEQUENCE
SIZE (1..MAX)
OF Attribute

I I AT
ERE R e

.subjectType Subject #F %] 1+ - H type &7 [ BT Kk ® A P BFE
values 4- Subject 5 &)
type OID id-chtpki-at-subjectType [#t % i % Subject Type
(2.16.886.1.100.2.1) Attribute z. OID
.values OID id-chtpki-et- ¢+ OID # 71 /& # Subject e

publicCorporation
(2.16.886.1.100.3.2.2.3)

I A OF S

.cardHolderRank

H

FH Ar Rt s

BB KRS EE
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RAREARIE

type ¥ values 4= :

Subject 2. + # #F 3 % e g
LAty X

type OID id-chtpki-at- #t & % 4 Card Holder Rank
cardHolderRank Attribute z. OID
(2.16.886.1.100.2.2)
.values # ~ printable 5 #° ‘primary’ # ¢+ BG4
primary’ &’ secondary’ SN B
secondary’ #7r + B G A
,f‘_'\xﬁ—k ﬁ’}; A
.entityOID 4 OID it » H typesr ot B ke fipt B3
values 4- Subject 7 OID
type OID id-chtpki-at-entityOID # 5 A 4 Entity OID
(2.16.886.1.100.2.102) Attribute 2. OID
.values ¥~ (T3 A 2. OID 4 GPKI Naming Authority

% Hhafie2 7 5% A OID

.CRLDistributionPoints

CRL Distribution Points # v
Wi *?si‘?"i‘ L3R
2. CA 2wt iGasp il 2
CRL syt

LL%/UJ{?I«&]L)& }f&’ﬂjﬁ
W@ 4p W CRL &gy 31 -
p = GPKI #1i# * 2. CRL

Distribution Points ¥ & 7 1
i 27 URL

.extnld B Aoty = 0ID
id-ce-cRLDistributionPoints
(2.5.29.31)

.critical & GPKIl ¥ > iR d » FALSE £_
cRLDistributionPoints 4% 2% 7_ |DEFAULT VALUE - #1112
= nhon-critical extension » #7 |DER $a#% @ » S f = € A
r2 critical i & T_F_FALSE | 7§ v& -

.extnValue extnValue s L 4 ik _ ¥} cRLDistributionPoints

OCTET STRING

ie#d Extension @ % > % F

i¢ * CRLDistributionPoints
1 DER % #% 5 ¢t OCTET
STRING G

.CRLDistributionPoints

CRLDistributionPoints 3 L
8L
SEQUENCE
SIZE (1..MAX) OF
DistributionPoint

A GPKIG NP > i
CRLDistributionPoints 7 7
1 2 2 i DistributionPoint -
ek 2 B
DistributionPoint ¥ » % 1
= Partitioned CRL
URL > % 2 i 5 Complete
CRLenURL ; 4r% 2 3 1
& DistributionPoint pF » B
% Complete CRL =7 URL

.DistributionPoint

DistributionPoint % —
SEQUENCE > p %

GPKIl gz = i *
distributionPoint # = > @ 7
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RAREARIE

distributionPoint ~ reasons £2
cRLIssuer = ##

i# * reasons £2 cRLIssuer i&

SN

.distributionPoint

distributionPoint #§ - s34
A A AL
DistributionPointName »
DistributionPointName # ¥ %
- f CHOICE 441 & >+
% * fullName &
nameRelativeTOCRL Issuer

GPKI & # 1 CRL
distributionPoint £_# *
fullName

fullName

fullName =% 4L 4] i &
GeneralNames @
GeneralNames 3 423 i £_
SEQUENCE

SIZE (1..MAX) OF
GeneralName

GPKI & # 1 CRL
distributionPoint - fullName
r ¢ ¢ 7 11 GeneralName

.GeneralName

GeneralName #_- # CHOICE
7R3

GPKI £ * CHOICE ¥ =
uniformResourceldentifier »
T g P et CA 2w
CRL#«URL > ® 3%
CRL % Partitioned CRL
ERNUIS Rl s L
URL « 7f ¥23% CRL 2
issuingDistributionPoint #§ ~v
¢ st URL = 2
ip e

.authorityInfoAccess

Authority Info Access #§ v #

s
(had

GPKI i # pt 3% v = ke
?‘- CAxmH AELFGHFE
bk CABH gy - ¥
AFE R A P H W fézgﬁm 3 B~
T > b4e - OCSP

H
¥

.extnld B~ & P L 20 OID  |authoritylnfoAccess & PKIX
id-pe-authorityInfoAccess #7 %_s ¢ Private Extension
(1.3.6.1.5.5.7.1.1)

.critical & GPKI ¥ » 1% ¢ 3 FALSE &_
authoritylnfoAccess /& % non- [IDEFAULT VALUE - #7112
critical extension > #f12 DER % @ > 4§ = ¢ 4%
critical =g & % ¥_FALSE CRAE:

.extnValue extnValue % L 4] ik A ¥+>+ authoritylnfoAccess &

OCTET STRING

& Extension @ % > & ff 2
H
AuthorityInfoAccessSyntax
11 DER % #5 it 5 ¢t OCTET
STRING i

AuthorityInfoAccessSyntax

AuthoritylnfoAccessSyntax e
H4 ik .- % SEQUENCE

A

7 1 1% calssuers izf&

150

E: e SR



GPKI G 3% 2 & 7 A 1

_P.l ﬁg_«\ v‘w]f@

SIZE (1..MAX) OF
AccessDescription

AccessDescription » T ¥ 4R
RS PHE D
AccessDescription » 4
ocsp AccessDescription

. AccessDescription

AccessDescription & -
SEQUENCE > p 3
accessMethod &
accessLocation =

L R RRERY I
5~ 8 Issuing CA ~ ¥ 5 %
2+ CA Gz adp sl

.accessMethod

accessMethod # > 3% 4 4|
it %_OBJECT IDENTIFIER -
# 2 ~ OID id-ad-calssuers
(1.3.6.1.5.5.7.48.2)

id-ad-calssuers = PKIX RFC
5280 =1 #_& < accessMethod

.accessLocation

accessLocation #§ - e L 3]
it %_GeneralName » @
GeneralName & £ § - B
CHOICE F #14] & » GPKI £
* CHOICE # =

uniformResourceldentifier »

i calssuers

R S A
=7 URL

$ URLipe - B & fs
CA % % % Issuing CA mi
TRAEOF O IR OR
7 H_PKCSHT g7 ® 71 5 2
URL+ ¥ 18~ Bdy e
LDAP ¢ CAEntry i

crossCertificatePair Attribute
1 URL % 4t

.accessMethod

accessMethod # i+ e #4 4)
it ¥_OBJECT IDENTIFIER -
# i~ OID id-ad-ocsp
(1.3.6.1.5.5.7.48.1)

id-ad-ocsp = PKIX RFC
5280 *1 %_z 7 accessMethod

.accessLocation

accessLocation #§ - e L 3]
it #_GeneralName » @
GeneralName & £ § -

# URL4pw - B3 E#H
fE A3 sza(ocsp) PR
%51 URL e 5t > 2 OCSP

>,¢

CHOICE ?ﬂ‘iii‘J@ » GPKI i |RPR B £ = A G FE TR I
# CHOICE ¥ i Fa
uniformResourceldentifier »
bt P se - B OCSP IR
7+ URL

1.3.17 To-Be-Signed # # 23 & BB HEH# N

1 i nE P
version v3(2) GPKI G # 254 ¢ # X.509

V3w (LR V3aig
£2m*E3)

serialNumber

8 ¥ B 55 (Certificate Serial
Number )

GPKI ¢ #1i¢ * 2_ 153 B 5L
- BER: 16 Bytes g
e > 1995 DER %048 %1 1

BeHTié * e 2°s Compliment
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GPKI & % 1§ 8 Ak 1 i

N
I %‘J:‘E}

BB F LR g
w47+ 0x00 > @ i
Bytes et e 5+ ik H
17 Bytes e % fF

signature

CA §# #t% 2 § 3w 8 i*
Z_ Algorithmldentifier

A B L 8 vk
SIGNED & #% 2.
algorithmldentifier # & 4p
&

.algorithm

&% w8 2a0ID
sha256WithRSAENcryption
(1.2.840.113549.1.1.11)

% %% 822 OID > GPKI
paier gy
sha256WithRSAEnNcryption

.parameters

NULL

GPKI & * e % /% & i% 4
2 & parameters » iz #
parameters <& p 3
NULL > 7 ¥ %4 %% » NULL
2_ DER %% % 0x0500

issuer

& &% (CA) 2 X500

Name

CA ~ £ enDN(#-4 CA &

BB T )

(i PKIX 3Z 2 #7%
ASN.1 DirectoryString < F
il - =i * UTF-8 %
)

validity

BRI P BB
i

Gk RALGHEITK

T

.notBefore

BT AR S i
(GMT) > A pFlz o g

BT

% PKIX 2 2_f 2049/12/31
23:59:59 (7 ) 2w i *
UTCTime 742 3] i - . 5¢
= YYMMDDHHMMSSZ >
#+2050/01/01 00:00:00
()2t ™
GeneralizedTime ' #2
’h‘—';r ﬁr
YYYYMMDDHHMMSSZ -
DR A LA 7%
SSZ 005 # ¥ gk » @
fsehZ %1 GMT R 5
A

A8

.notAfter

BB A PTORARR o
(GMT>’ Ltbﬁfm Ivf&

T

i PKIX 4 2_# 2049/12/31
23:59:59 (7 ) 2w i *
UTCTime F AL & - #45¢
= YYMMDDHHMMSSZ -
% 2050/01/01 00:00:00
() 2i @™
GeneralizedTime 7 4] f& -
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LI
YYYYMMDDHHMMSSZ -
PRER A RN
SS 5 00+ # ¥ w5 @ g
isenZ % GMT R+ 2

- /!:I{E)/z

subject

B 7 % % % % (Subject) 2
X.500 Name

H i e 2 B4 < X.500
Name ’Fé-;\ L

C=TW

L=£#7 ZA(EHMLF
Ef e B
)

L=784E7 2 FL(F # 2
/ﬁyﬁjﬂz“#?/’fy 2 51
/377?#’)
O=. E7
r%ﬁ*
serialNumber=4 ﬂﬁéﬁ«/?ﬁ]
B 0[D 35 (* 17

F Z e, —6 @Y
option /g_) (& PKIX %
Z_» *15 ASN.1
DirectoryString < F %8 —
Ei#* UTF-8 %f5 )

2B ;U E e

subjectPublicKeyInfo

1§ ¥ 2 4 e Public Key Info

i ;‘ Subject = Public Key
# %W 2 Public Key ehig

STRING p % Subject Public
Key 1 DER %45 &

.algorithm i~ % subjectPublicKey #g %]
1 Algorithmldentifier
.algorithm OID rsaEncryption Public Key #g %]z OID -
(1.2.840.113549.1.1.1) GPKI p % & ¢ #
rsaEncryption 2. Public Key
.parameters NULL rsaEncryption ;% & ;2 B2 2% %
Z & parameters > iz #
parameters <& g 3
NULL » # ¥ %% » NULL
2_ DER % #% % 0x0500
.SubjectPublicKey BIT STRING > ¢ BIT GPKI p = © % * RSA

Public Key » #7112 p BIT
STRING i #-p 5 12T &
#4) i 9 DER %05
RSAPublicKey ::= SEQUENCE {

modulus INTEGER,
publicExponent INTEGER }

extensions

SEQUENCE OF Extensions

REL-BBARE F S
YU g R e fE A (F %
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GPKI & % % 1 # A 1

ol ﬁg_«\ v‘w]f@

BT TVERE T A A AR
T IR )

.authorityKeyldentifier

Authority Key Identifier # v
# - > Key Identifier 24 2
3 Nk PKIX &8 > B
Issuing CA = Public Key =
SHA-1 Hash & 5 Key
Identifier

L4 A DR R
CA™ % §# AEH TR
E‘ﬁfﬁ%{‘—'}’fi— F o g 4

CA{H# &42HA2EHE
P ST is e % CA ewi—

% CABHE X%k BHE

.extnld BN R4 oLy =0 0ID
id-ce-authorityKeyldentifier
(2.5.29.35)

critical & GPKI # A % d % FALSE &_
authorityKeyldentifier «+ 7_ |DEFAULT VALUE - #712
H_non-critical extension > #7 |DER %afg ¢ > s ff i € 4%
2 critical eiE & % _F_ CREE: 2
FALSE

.extnValue extnValue 3 #43) fi & ¥+>+ authorityKeyldentifier

OCTET STRING

ie#d Extension @ % > %

i * AuthorityKeyldentifier
e DER %75 w5 ¢ OCTET
STRING s7iE

AuthorityKeyldentifier

AuthorityKeyldentifier e
#4737 = B Optional &
b IV

keyldentifier ~
authorityCertlssuer ¥
authorityCertSerialNumber

B

GPKI & % = 4 PKIX » ¥ #
* keyldentifier = > @
i¢ * authorityCertlssuer £2
authorityCertSerialNumber ##

s
1~

.keyldentifier

keyldentifier #§ % 3 424
it %_Keyldentifier » @
KeylDentifier » £ 5 -
OCTET STRING F#14] f

Keyldentifier en g 4 = ;% i%
e PKIX &% > B~ Subject
11 Public Key 7 SHA-1
Hash i& # 5 Keyldentifier =
OCTET STRING &

.SubjectKeyldentifier

Subject Key Identifier #§ ~w 1§
iz » Key ldentifier eng 4 =
74z BB PKIX 28 > e
Subject 7 Public Key =
SHA-1 Hash & #3 Key
Identifier

P3P e P S E T
Subject #7i¢ * 14 A IR
- ;}u

.extnld B N &P =en OID
id-ce-subjectKeyldentifier
(2.5.29.14)

.critical & GPKI *® > 1% d 3 FALSE &_

subjectKeyldentifier & % _&_
non-critical extension » #t14

DEFAULT VALUE > #f 12
DER $n#% # - - 4§ i ¢ 4%
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GPKI /& % % 1§ 8 i 1

RAREARIE

critical =iz % ¥_¥_FALSE

A

.extnValue

extnValue s34 ik £_
OCTET STRING

¥+ subjectKeyldentifier i&
f& Extension @ 3 - & Jf ¢
* Keyldentifier 77 DER %,
s - OCTET STRING

g

.Keyldentifier

KeylDentifier » & % — i
OCTET STRING F #14] f&

Keyldentifier s0# # > ;% i%
P PKIX &% > B~ Subject
11 Public Key 7 SHA-1
Hash i& # = Keyldentifier =
OCTET STRING &

Named BIT STRING F #3]

-
Ry

.keyUsage Key Usage ## “e 1§ = » ze % |GPKI=* i Subject 2=k i¢ *
Subject Public Key 4p ¥l 2. |04 % £ 4 & B & 5%
Private Key =% i *24 (Dual Key Pairs) & %t > &
SERE fEBmAE o HY
% % % * 5% 2 Key Usage
#-¢ 7 digitalSignature > @
4v f# % 5 7 2. Key Usage #-
¢ 7 keyEncipherment £
dataEncipherment = & * i¢

.extnld B AP L en OID
id-ce-keyUsage (2.5.29.15)

.critical % GPKI # > keyUsage % z_[i & ¢ ** TRUE 7 &_
+&_critical extension » #7172 |DEFAULT VALUE » #12
critical eniE % T #_TRUE |DER %/&*® » =2 ¥

i
.extnValue extnValue 5 L 4 i _ ¥+ keyUsage i& 44
OCTET STRING Extension @ % » & Jf i *
KeyUsage 7 DER a5 i %
# OCTET STRING g
.KeyUsage KeyUsage ~ £ % — 1 FLEELHKET T BE

At Named BIT STRING 2
digitalSignature (0)iz i# Bit
Wl S L E R BES
e * g 0 Rt Named
BIT STRING 2.
keyEncipherment(2) £
dataEncipherment (3)i& = @
Bit #-¢ 42K 5 1

.certificatePolicies

Certificate Policies 3 ~-
&’*§CA?%L§ﬁw
fé * m)& \:.E_JT{ ﬁ\

B~ CAR# & BERTR
¥5 =1 GPKI Certificate Policy
2. 0ID

.extnld

B (A P g en OID
id-ce-certificatePolicies
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GPKI B % % 5 %A 1§

RAREARIE

(2.5.29.32)

.critical =i Ae L » & GPKI [JZ & ¢ Y FALSE &_
¢ certificatePolicies 4 % DEFAULT VALUE » #7112
¥_% non-critical extension > |DER %% @ » M HF = € A%
Sl critical eniE % 2 5 CAEE: R
FALSE

.extnValue extnValue 3 4 3) i & ¥+ certificatePolicies i& &

OCTET STRING

Extension @ = » & ff i *
CertificatePolicies =77 DER %,
5 s OCTET STRING

.CertificatePolicies

CertificatePolicies 3 2 3]
i -
SEQUENCE
SIZE (1..MAX) OF
Policylnformation

% GPKIl &% *® - EE
Certificate = sc 7 3 1 1
Policylnformation

.PolicyInformation

PolicyInformation % -
SEQUENCE - p 2
policyldentifier &2
policyQualifiers = 4§

GPKI g 7 it *
policyldentifier # = » @ %
i¢ * policyQualifiers ¢ i

.policyldentifier

policyldentifier #f % 7 #L
3 i &_CertPolicyld -
CertPolicyld ~ £ 5 -
OBJECT IDENTIFIER % #t

A FE
B

195 CA & 3 2L I PF T
* iRz % B (Assurance
Level ) £ F} X L Z %RFEXE
2 2_ GPKI Certificate Policy
OID

.SubjectAltName Subject Alternative Name 3% | 1 == 5 Optional > & & &%
A 0 B GPKI s B |5 Subject -‘“ﬁ Email
BEY LAF Rt |Address 0 & 27 F Y K
Subject = Email Address Email Address W rls
¢l ﬂ\%w%&gc" B

.extnld B AP en OID
id-ce-subjectAltName
(2.5.29.17)

.critical % GPKI # A% d 3t FALSE &_
subjectAltName 4 % =_3 DEFAULT VALUE » #7112
non-critical extension » 714 |DER $%#8 ¢ - U = € 4L
critical enig & 7 &¥_FALSE |4 H

.extnValue extnValue % L 4] ik A ¥+ subjectAltName & 48
OCTET STRING Extension @ % » & Jf i *

SubjectAltName =7 DER
i s ¢+ OCTET STRING
.SubjectAltName SubjectAltName 3 #L 4] i |GPKI & g

&_GeneralNames @
GeneralNames % #2 3] i

SubjectAltName
GeneralNames ** ¢ ¢ 7z 113
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RAREARIE

2

SEQUENCE
SIZE (1..MAX) OF
GeneralName

GeneralName

.GeneralName

GeneralName ¥ - &
CHOICE 7 #14] i

GPKI £ * CHOICE ¥
rfc822Name » & fpt 4§ ¢ 3=
¢ Subject 52 Email Address

.subjectDirectoryAttributes

Subject Directory Attributes
P ks
Subject 4 3 T AL

3 B EBA TR Y PRI
Wig3 17

.extnld BN R4 oLy =0 0ID
id-ce-
subjectDirectoryAttributes
(2.5.29.9)

.critical & GPKI ® 3% d > FALSE &_
subjectDirectoryAttributes 4% [DEFAULT VALUE - #712
2% Z_% non-critical DER $afg @ > s i € 44
extension » #1r2 critical e | g v -
& % §_FALSE

.extnValue extnValue 3 4L 7] & A s

OCTET STRING

subjectDirectoryAttributes iz
#8 Extension @ =% 5 & f i@
* SubjectDirectoryAttributes
e DER %% s ¢ OCTET
STRING g

.SubjectDirectoryAttributes

SubjectDirectoryAttributes
TR A A
SEQUENCE
SIZE (1..MAX)
OF Attribute

u,;r&g——:é g, g i?f'} » Hois
A WG § kT A
Y el

.subjectType Subject sz | 1+ > H type [MHEF KR AP EFE
22 values 4-F : Subject =3 %]
type OID id-chtpki-at-subjectType [¢#* % % % Subject Type
(2.16.886.1.100.2.1) Attribute 2. OID
.values OID id-chtpki-et- #+ OID % - /& # Subject e

otherOrganization(2.16.886.1.
100.3.2.49)

Aol s H e ek B

.cardHolderRank

FE A F S 2
type £ values 4o :

R TER A SE RN T 4
Subject 2_ + P #FF £ g
ARG Il

type OID id-chtpki-at- 5 7 % Card Holder Rank
cardHolderRank Attribute z. OID
(2.16.886.1.100.2.2)
.values # ~ printable 5 #° ‘primary” # o+ PG A
primary’ #’ secondary’ Can = B
secondary’ 4 1+ H4FF 4
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RAREARIE

EETE ST

.entityOID 48 OID it » H type sz [t BiE* ket g
values 4- ™ Subject 17 OID
type OID id-chtpki-at-entityOID  |}* % & % Entity OID
(2.16.886.1.100.2.102) Attribute 2. OID
.values o e EEz OID d  GPKI Naming Authority
%— Shfie2 gk BAY OID

.CRLDistributionPoints

CRL Distribution Points # ~v
,}ﬁﬂlﬁ s c?ﬁ’% Wy ] )&—73
2. CA im0 M 2

CRL e ub

PR R EEREREY K
e @ip b CRL chdp 3l »

p = GPKI #7i¢ * 2_ CRL
Distribution Points ¥ & 7 1
i 27 URL

.extnld B Aoty = 0ID
id-ce-cRLDistributionPoints
(2.5.29.31)

.critical & GPKI # 1% 4 > FALSE &_
cRLDistributionPoints 42 |DEFAULT VALUE » #71u
T_& nhon-critical extension > |DER %% @ » M HF g A%
112 critical ehig & F_F_ CREE: R
FALSE

.extnValue extnValue e 2 3] & &_ ¥1+* cRLDistributionPoints

OCTET STRING

izfd Extension @ % - &

i¢ * CRLDistributionPoints
11 DER %75 i #+ OCTET
STRING HiE

.CRLDistributionPoints

CRLDistributionPoints 3
A E - B
SEQUENCE
SIZE (1..MAX) OF
DistributionPoint

A GPKIG NP > i
CRLDistributionPoints 7 7
1 % 2 i DistributionPoint -
ok T3 B
DistributionPoint p¥ » % 1
= Partitioned CRL
URL > % 2 & 5 Complete
CRL#URL; 4% 7 7 1
i# DistributionPoint pF > B
% Complete CRL 7 URL

.DistributionPoint

DistributionPoint % —
SEQUENCE > p %
distributionPoint ~ reasons £#
cRLIssuer = 1§

GPKIl Gz & & *
distributionPoint # = > @ 7
i# * reasons ¥2 cRLIssuer i&

A B

.distributionPoint

distributionPoint #§ i+ e L
A A A
DistributionPointName > =
DistributionPointName A ¥

£

% - i CHOICE

GPKI /& 3 1 CRL
distributionPoint &_$x *
fullName
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GPKI /& % % 1§ 8 i 1

RAREARIE

i > ¥ E * fullName &
nameRelativeTOCRL Issuer

fullName

fullName &3 4 4] i &
GeneralNames
GeneralNames =3 #24) fk

2

SEQUENCE
SIZE (1..MAX) OF
GeneralName

GPKI & # 7 CRL
distributionPoint = fullName
¥ ¢ ¢ 7z 11 GeneralName

.GeneralName

GeneralName &_—- i
CHOICE <ok Ak

GPKI £ * CHOICE ¥
uniformResourceldentifier »
T g e et CA i
CRL#«URL > ® 3%
CRL % Partitioned CRL
2=l M@B% “rie e e
URL % CRL z
lssunglstrlbutlonPomt '
e s URL = 2
10 Fe

Y Ip g

.authorityInfoAccess

Authority Info Access # v #

s
(s

GPKI i * s 3 2 fff = % 25
FCAXGH ALEHS B
K CAB#ESEy > £ 7
AT R 4 b 38 R R T B

F3 o bi4he : OCSP

.extnld #o~ & g L 260 OID |authorityInfoAccess &_PKIX
id-pe-authorityInfoAccess #1 Z_% 1 Private Extension
(1.3.6.1.5.5.7.1.1)

.critical % GPKI # A% d 3t FALSE &_
authoritylnfoAccess /& = DEFAULT VALUE > #11u
non-critical extension » #7142 |DER %8 ¢ - U i € 4L
critical =g & 7 §_FALSE |4 w2 #

.extnValue extnValue % L 4 ik & ¥4+ authoritylnfoAccess &

OCTET STRING

#4 Extension @ 3
#

AuthorityInfoAccessSyntax
11 DER % #5 it 5 ¢t OCTET
STRING i

AT

AuthorityInfoAccessSyntax

AuthoritylnfoAccessSyntax
A A - B
SEQUENCE
SIZE (1..MAX) OF
AccessDescription

& GPKlg#®? » #31 > 7
3 1 1% calssuers izfa
AccessDescription ) I AR
”T?-Qﬁ FH W féampm
AccessDescrlptlon v B4
ocsp AccessDescription

. AccessDescription

AccessDescription 3 -
SEQUENCE > p 2

USRS Suk. ¥ ¥ R
P~ {7 Issuing CA # £ 15 %
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GPKI &2 % B A 1t |

BEEIE

accessMethod £2
accessLocation = 1

2+ CAG# sl

.accessMethod

accessMethod # i+ 3% 4 4|
it ¥_OBJECT

IDENTIFIER > p* EJE »
OID id-ad-calssuers
(1.3.6.1.5.5.7.48.2)

id-ad-calssuers = PKIX RFC
5280 =1 #_& < accessMethod

.accessLocation

accessLocation f e
4| & ¥_GeneralName > @
GeneralName ~ & ¥ - B
CHOICE 7#.4] & > GPKI
i## * CHOICE *# e
uniformResourceldentifier »
B RUS S A

calssuers 7 URL

P URL#ﬁ’?"‘H}E g is
CA % 3 % Issuing CA m’i
IREAE O R OR
N E PKCS#H7 B# e 7] ;5 b
URL + ¥ 12 8 - i
LDAP # CAEntry

crossCertificatePair Attribute
1 URL % 4t

.accessMethod

accessMethod #§ i c% L 4]
it 4_OBJECT
IDENTIFIER >
OID id-ad-ocsp
(1.3.6.1.5.5.7.48.1)

P RJE N

id-ad-ocsp = PKIX RFC
5280 #1 %_2& 1 accessMethod

.accessLocation

accessLocation f e
4| 5 ¥_GeneralName > @
GeneralName ~ ¥ § - B
CHOICE % #.4] i > GPKI
i## * CHOICE *# e
uniformResourceldentifier »
T f P e - B OCSP

PR 33 URL

2 URLd4pe - A G 3
% f % 34 PR7%(OCSP) 7 PR
5 URL x> ¢ OCSP
FURE N AR

=1

A

1.3.18 To-Be-Signed f # * B # . 3N

i

R %

e

version

v3(2)

GPKI 5 # . 54 # + X.509
V3E#E#N (LR V3amiE
£2m*E3)

serialNumber

B ¥ B 5L (Certificate Serial
Number)

GPKI ¢ 718 * 2 1§ 2 /& 5
- BER: 16 Bytes g
$ i > 1345 DER %fS # 0

#eorie * 0 2°s Compliment

BP0 AT A E A
Gt 0X00 + A i 16

Bytes it F#icg E ik H
17 Bytes e ¥
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signature

CA ## 57 2§ 3w 8 i
Z_ Algorithmldentifier

R e JE 8 o
SIGNED & # 2
algorithmldentifier # g 4p
fe

.algorithm

E3wE2a0ID
sha256WithRSAEnNcryption
(1.2.840.113549.1.1.11)

& 3% %22 OID > GPKI
P it BRIAEE
sha256WithRSAEnNcryption

.parameters

NULL

GPKI # * 1§ % ;% & i% 4
% & parameters > e H
parameters <& p 3+
NULL » % ¥ %4 v » NULL
2_ DER % #§ % 0x0500

issuer

BB %;Uﬁ (CA) 2z X.500
Name

CA ~ £ en DN(#-¢4 CA &

BT EL)

(% PKIX 2% > #5
ASN.1 DirectoryString ~ =
b - i * UTF-8 %
)

validity

BRI P BB
i

Gk RALGHEITK A

T

.notBefore

f&;ﬁ}éi’% ‘;’I/"ﬁi’*ﬁi\/;%@
(GMT) > Atz g

o

iz PKIX 3 2_# 2049/12/31
23:59:59 (7 ) 2w g *
UTCTime F# 3] f& > 5
%= YYMMDDHHMMSSZ -
% 2050/01/01 00:00:00
() zi @™
GeneralizedTime 7 #L 4] & -
s
YYYYMMDDHHMMSSZ -
TR R A IR Y
SSL 00+ 7 4z @ f
fs e Z %57 GMT R~ 7

b
¥ g e

.notAfter

B A PTARARS IR
(GMT) > faptprmFz 1515

o

iz PKIX 2 2_ 2049/12/31
23:59:50 (5 ) 2 W i *
UTCTime 3 #23] f& - . 5¢
= YYMMDDHHMMSSZ >
# 2050/01/01 00:00:00
() 2% 1@
GeneralizedTime 744 f& -
i s
YYYYMMDDHHMMSSZ -
DEEE SRR
SS% 00~ # 7 gt » @
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GPKI G 3% 2 & 7 A 1

_P.l ﬁg_«\ v‘w]f@

{genZ %57 GMT PR = 7

A

subject

B & % ¥ % (Subject) 2
X.500 Name

A 2% 4 53 X.500 Name #& 3¢
4T
C=TW
CN= »—»7@74/* 7 ¢ o2
serialNumber= 7 < 7 (%
,/(gf‘sf,/;/ AN 2 ?,rf7/()
(i PKIX 70 7%
ASN.1 DirectoryString ~ %
il — =i * UTF-8 %
75 )

subjectPublicKeyInfo

1§ ¥ 2 4 0 Public Key Info

7& §° Subject = Public Key
# %W 2 Public Key ehig

Key 77 DER %78 &

.algorithm % subjectPublicKey #f %]
1 Algorithmldentifier
.algorithm OID rsaEncryption Public Key #g %]z OID -
(1.2.840.113549.1.1.1) GPKIp % 7 ¢ #
rsaEncryption z. Public Key
.parameters NULL rsaEncryptlon B2 EER T
Z & parameters - iz H
parameters «& Jf 4}
NULL » # ¥ 2 » NULL
2. DER %#§ % 0x0500
.subjectPublicKey BIT STRING - * BIT GPKI p 7+ ¥ # * RSA
STRING p % Subject Public |Public Key » #r12 gt BIT

STRING ehig #-p 7 1T F
LA A5 e DER %0 -
RSAPublicKey ::= SEQUENCE {

modulus INTEGER,
publicExponent INTEGER }

extensions

SEQUENCE OF Extensions

RRE-BHABE o F
YU e g e fE g (F
LR VR A AR
T HVER )

.authorityKeyldentifier

Authority Key Identifier # -t
# i > Key Identifier en & 4
> ViR e PKIX &% 5 B
Issuing CA =1 Public Key =
SHA-1 Hash & 5 Key
Identifier

L
CA™ % §# kEa~fit »
ik sgEIR- o U B

CA{H# &42HA2EHE
PFA T % ¢ * CA evhi—
R CAGEREHR ! GHE

authorityKeyldentifier <& z_

.extnld BN &P =en OID
id-ce-authorityKeyldentifier
(2.5.29.35)

.critical # GPKIl ¢ > 1% d » FALSE &_

DEFAULT VALUE » #7111
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£_non-critical extension » #7
4 critical hHiE & T_A_
FALSE

DER % ¢ - s f = g 4%
CREELS

.extnValue

extnValue 3 ¥4 i &
OCTET STRING

¥4+ authorityKeyldentifier
izfd Extension @ 7 » %
iz * AuthorityKeyldentifier
1 DER %78 i ¢ OCTET
STRING =i

AuthorityKeyldentifier

AuthorityKeyldentifier %
#4737 = B Optional e
i AP

keyldentifier ~
authorityCertlssuer &2
authorityCertSerialNumber

B

GPKI & # % 35 PKIX > ¥ #
* keyldentifier i > @
i¢ * authorityCertlssuer £
authorityCertSerialNumber

(=

.keyldentifier

keyldentifier # % 3 423
it _Keyldentifier »
KeylDentifier # ¥ % - &
OCTET STRING F #14] fx

Keyldentifier ez 4 = ;% iz
P PKIX &% > B~ Subject
11 Public Key 7 SHA-1
Hash i& w5 Keyldentifier =
OCTET STRING &

.SubjectKeyldentifier

Subject Key Identifier # v
= » Key ldentifier eng 4 =
P ik B PKIX {228 » B~
Subject = Public Key =
SHA-1 Hash & # 5 Key
Identifier

P P T
Subject #7i& * & 4 2T
- ;IFU

.extnld B & oty 2 0ID
id-ce-subjectKeyldentifier
(2.5.29.14)

.critical % GPKI # A% d 3t FALSE &_
subjectKeyldentifier & z_&_ |DEFAULT VALUE > #7112
non-critical extension » #7127 |DER % © - U {F i € 4%
critical =g & 7 §_FALSE |4 w2 #

.extnValue extnValue 3 4L 4 ik _ ¥1>% subjectKeyldentifier i&

OCTET STRING

#8 Extension @ % > & ff i¢
* Keyldentifier 77 DER %,
7§ s ¢+ OCTET STRING

R

.Keyldentifier

KeylDentifier # ¥ 3 -
OCTET STRING F #14] ik

Keyldentifier e g 4 = ;% ix
e PKIX &% > B~ Subject
11 Public Key =7 SHA-1
Hash i& # 5 Keyldentifier =
OCTET STRING i&

.keyUsage

Key Usage # o f§ = » 2§
Subject Public Key #p % & 2.

GPKI & i Subject 2=z ¢ *
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GPKI B % % 5 %A 1§

RAREARIE

Private Key 7% i "4

(Dual Key Pairs) & % > &
SERE famAay, 2
% & i?r * 1§ % 2. Key Usage
#e 7z dlgltaIS|gnature’ M
4v 3% 1 3 2. Key Usage #-
¢z keyEnmpherment-%i’
dataEncipherment = & * 2

Named BIT STRING F #3]

i

.extnld B~ R & oty eh OID
id-ce-keyUsage (2.5.29.15)
critical % GPKI ® > keyUsage % z_|iL &, d ** TRUE # &_
&_critical extension » #1172 IDEFAULT VALUE > #712
critical thiE % = TRUE |DER % *® > st i=72 &
ARG v
.extnValue extnValue 3 2 3) fi & ¥+ keyUsage i&44
OCTET STRING Extension @ % » & Jf i *
KeyUsage 7 DER a5 i %
#* OCTET STRING #ig
.KeyUsage KeyUsage & ¥ % — i FHrEBHELIKETY BE

Al ¢+ Named BIT STRING z
digitalSignature (0)iz # Bit
e s 1 FLEBES
fe kg > Bt Named
BIT STRING z
keyEncipherment(2) ¢
dataEncipherment (3):& = &
Bit #-¢ 423k 5 1

.certificatePolicies

Certificate Policies 4§ -~ ##
[hafi) ?‘ ?\} CA ;éi?tb f&;)émr
Té # m?& J}{ \7\

g~ CAEH»EREM TR
#5 c7 GPKI Certificate Policy
2. OID

OCTET STRING

.extnld B~ R & PPty eh OID
id-ce-certificatePolicies
(2.5.29.32)

.critical TAPE AR > A GPKI [jZ g 4 ** FALSE &_
¢ o certificatePolicies #23% |DEFAULT VALUE > #712
¥_% non-critical extension > |DER 78 ¢ > JU 4 - g A%
#rr2 critical siE ¢ T A CRTE: 2
FALSE

.extnValue extnValue % L 4 ik &_ ¥+ certificatePolicies i&4d

Extension m = > & Zf & *
CertificatePolicies =7 DER 3,
5 s OCTET STRING

R

.CertificatePolicies

CertificatePolicies % 4L 4]
e d - B
SEQUENCE

& GPKl 5 # * - EE
Certificate Z it 77 1
PolicyInformation

164

B B

-n\y



GPKI &2 % B A 1t |

RAREARIE

SIZE (1..MAX) OF
PolicyInformation

.PolicyInformation

PolicyInformation 3 -
SEQUENCE > p 2
policyldentifier £
policyQualifiers = 4

GPKI g 5 i¢ *
policyldentifier # i > @ =
i¢ * policyQualifiers # =

.policyldentifier

policyldentifier # = 7§ L
4| i %_CertPolicyld »
CertPolicyld ~ £ 5 -
OBJECT IDENTIFIER F#t

A 5
EYIEY

1395 CA & 3 M G H PFo74x
* iRz % % (Assurance
Level ) # F N 4 3Zi%EE
i z2_ GPKI Certificate Policy
OID

F_GeneralNames @

GeneralNames 3 42 4) fk

2

SEQUENCE
SIZE (1..MAX) OF
GeneralName

.subjectAltName Subject Alternative Name #% |[¢* # == 5 Optional > & & &%
i 0 & GPKI p 2% £ & | Subject ;2 3 Email
AU SRS A Address > & F_ 74 # ¥ #
Subject 7 Email Address Email Address w g E
¢ R ﬂ‘#%w’rﬁgl:”‘ A

.extnld B Aoty = 0ID
id-ce-subjectAltName
(2.5.29.17)

.critical A& GPKI ¥ » 3% d > FALSE &_
subjectAltName ## 3% #_% DEFAULT VALUE » #12
non-critical extension » 714 |DER %8 ¢ - U4 i € 4L
critical ehiE & 7 §_FALSE |4 w2 #-

.extnValue extnValue % 4L 4 i _ ¥+ subjectAltName iz &
OCTET STRING Extension @ % » & Jf i *

SubjectAltName =7 DER %
7B ¢ OCTET STRING
.SubjectAltName SubjectAltName 3 4 4] i |GPKI & #

SubjectAltName
GeneralNames ¥ ¢ #
GeneralName

51

.GeneralName

GeneralName ¥ - &
CHOICE 7417 &

GPKl1:iE * CHOICE ¢
rfc822Name » I A pL f ¢ &
7* Subject 2 Email Address

.subjectDirectoryAttributes

Subject Directory Attributes
o kesr
Subject # § 1 F AL

7 b B EBATATR R

7

# i 3

.extnld

B~ & 3 =eh OID
id-ce-
subjectDirectoryAttributes
(2.5.29.9)
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GPKI /& % % 1§ 8 i 1

RAREARIE

.critical & GPKI ® 3% d > FALSE &_
subjectDirectoryAttributes 4% [DEFAULT VALUE - #712
2k Z_% non-critical DER %78 ¢ » S f = g 4%
extension » #1r2 critical e |4 v H-
& Z_§_FALSE

.extnValue extnValue 3 2 3) fi & ¥

OCTET STRING

subjectDirectoryAttributes &
& Extension @ 3 - & Jf ¢
* SubjectDirectoryAttributes
1 DER %% a5 ¢ OCTET
STRING g

.SubjectDirectoryAttributes

SubjectDirectoryAttributes
TR A A
SEQUENCE
SIZE (1..MAX)
OF Attribute

LT e 5 - 8 B p oA
LG E G T S R

.subjectType Subject #F W] 1+ - H type [ BT K ®R AL EHE
22 values 4o Subject 3 &)
type OID id-chtpki-at-subjectType [¢#* % i~ % Subject Type
(2.16.886.1.100.2.1) Attribute z. OID
.values OID id-chtpki-et-citizen ¢t OID # 7+ /& # Subject e
(2.16.886.1.100.3.1.1) AEw) 4 J_;x]%
.cardHolderRank FH AL T H o type st Hit 5 Optional » & #

27 values 4c*

A E e BlepE o RIARG 1+
B FRE SRR
At & 7 Subject 2 + 3 4%
FAST AF A FRE
iAo

type OID id-chtpki-at- ¢t & % £ Card Holder Rank
cardHolderRank Attribute z. OID
(2.16.886.1.100.2.2)

values # ~ printable 3 8’ ‘secondary’ % 7r + 5 4F

secondary’ ' mobile’

&{xﬁ—;%‘;«}; Ao’
mobile’ # 7+ P43 A &
F@fi%?4

tailOfPersonalID

o R AR R A
type £ values 4= :

Y e i%&f‘ B
Subject shE A Bu| B E E
2!

(B R A chi A aivz s v
FARRR LA F o
Uk ARSI L s B
5Lk 75)

(GE:d SRS AgT i
,? B‘/\x—%‘f‘g‘f' s 25 Z%’\)&
}ﬁé S 'T"ﬁf B 0 ¥
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GPKI 2 2 B ok 9 2 20%
A KE)
type OID id-chtpki-at- #t & # £ Tail of Personal ID
tailOfPersonal ID Attribute z. OID
(2.16.886.1.100.2.51)
.values # ~ Subject ¢ FA R |[blicd A BT EL

VEAETRA A

A123456789 P A~
6789

.CRLDistributionPoints

CRL Distribution Points # -
Wiz i a# I 8E
2. CAx w5z 4p M 2
CRL syt

B R R ERET I
e @ip bl CRL chdp 3l »

p = GPKI #7i¢ * 2_ CRL
Distribution Points ¥ & 7 1
i 2% URL

.extnld B Aoy =5 0ID
id-ce-cRLDistributionPoints
(2.5.29.31)

.critical # GPKIl ¢ > ;1% d > FALSE &_
cRLDistributionPoints #%3% |DEFAULT VALUE - #11u
_% non-critical extension » |DER $a#§ @ - gt HF i € AL
#1120 critical ehiE & 7§ CRAE:
FALSE

.extnValue extnValue e L 3] & 2_ ¥1+* cRLDistributionPoints

OCTET STRING

izfd Extension @ % - &

i¢ * CRLDistributionPoints
11 DER %78 i #+ OCTET
STRING =i

.CRLDistributionPoints

CRLDistributionPoints %
A A - B
SEQUENCE
SIZE (1..MAX) OF
DistributionPoint

A GPKI gzt » i
CRLDistributionPoints z 7

1 2 2 i DistributionPoint -
ek 2 B
DistributionPoint f& » % 1 i
% Partitioned CRL #»

URL > % 2 & 5 Complete
CRL#URL; 4% 7 7 1
i# DistributionPoint & » B
% Complete CRL 7 URL

.DistributionPoint

DistributionPoint 3z —
SEQUENCE » p 2
distributionPoint ~ reasons £2
cRLIssuer = ##

GPKl G & & *
distributionPoint 4§ i~ » @ %
¢ * reasons ¥ cRLIssuer iz
IR

distributionPoint

distributionPoint #§ i+ e L
A A AL
DistributionPointName » =
DistributionPointName ~ &
- i CHOICE
AL o FIEH fuIINamez\

i<

3l

Er

GPKI /& 3 1 CRL
distributionPoint &_$x *
fullName
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GPKI /& % % 1§ 8 i 1

RAREARIE

nameRelativeTOCRL Issuer

fullName

fullName 3 4] i 2_
GeneralNames
GeneralNames =73 #24) fk

2

SEQUENCE
SIZE (1..MAX) OF
GeneralName

GPKI & # 57 CRL
distributionPoint = fullName
¥ ¢ ¢ 7z 11 GeneralName

.GeneralName

GeneralName &_—- i
CHOICE <ok Ak

GPKI £ * CHOICE ¥
uniformResourceldentifier »
T e e CAD
CRL 41 URL » * %%
CRL % Partitioned CRL

Bj;‘,: B b 4@9 ol ’:‘1’_%&?; 1
URL % Jp ¥23% CRL 2
issuinngstrlbutlonPomt i
e s URL = 2
10 Fe

.authorityInfoAccess

Authority Info Access # v #

s
(had

GPKI & * ' 4% & 1 i & 22
fCAéﬁﬁ%E@%A
2R CAlBES R » 3
AREEA R fé@gm,;ﬁx
o bl4e : OCSP

.extnld #o~ & g L 260 OID |authorityInfoAccess &_PKIX
id-pe-authorityInfoAccess #1 Z_% 1 Private Extension
(1.3.6.1.5.5.7.1.1)

critical % GPKI # A % d ** FALSE #_
authoritylnfoAccess /& = DEFAULT VALUE > #112
non-critical extension » #7142 |DER %8 ¢ - U i € AL
critical =g & 7 §_FALSE |4 w2 #

.extnValue extnValue % L 4 ik A ¥+>+ authoritylnfoAccess &

OCTET STRING

#4 Extension @ 3
#

AuthorityInfoAccessSyntax
1 DER %8 i ¢t OCTET
STRING i

AT

AuthorityInfoAccessSyntax

AuthorityInfoAccessSyntax

PR E- B

SEQUENCE

SIZE (1..MAX) OF
AccessDescription

& GPKl gy » #31 " 3
3 1 1% calssuers izfa
AccessDescription » # ¥ 4R
FEA T HB D
AccessDescription @ &4
ocsp AccessDescription

. AccessDescription

AccessDescription 3 -
SEQUENCE > p 3
accessMethod &2

PR R TR R T
§9 5~ ¥ Issuing CA ~ ¥ 1§ %
% 1k CA G,
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GPKI &2 % B A 1t |

RAREARIE

accessLocation = ##

.accessMethod

accessMethod # i+ 3% 4L 4|
it ¥_OBJECT

IDENTIFIER » p* AuE »
OID id-ad-calssuers
(1.3.6.1.5.5.7.48.2)

id-ad-calssuers = PKIX RFC
5280 =+ #_& < accessMethod

.accessLocation

accessLocation f e
4| 5 ¥_GeneralName > @
GeneralName ~ & ¥ - B
CHOICE 7#.4] & > GPKI
i## * CHOICE *# e
uniformResourceldentifier »
EGRUS R A

calssuers 7 URL

# URLipre - e 3 2 i
CA % % ¥ Issuing CA LI
IREIHE Fx#’éﬁ*ma‘é«
H_PKCSH#H7 Gz R 7 ¢
URL » ¥ 11 & - l@;;}ﬂ &
LDAP ® CAEntry ¢
crossCertificatePair Attribute
7 URL %kt

.accessMethod

accessMethod #§ e % L 4]
it #_OBJECT
IDENTIFIER >
OID id-ad-ocsp
(1.3.6.1.5.5.7.48.1)

IR~

id-ad-ocsp = PKIX RFC
5280 #1 %_z 1 accessMethod

.accessLocation

accessLocation f e
7] & €_GeneralName > @
GeneralName ~ ¥ § - B

2 URL 4o — B3 B3
& R %39 PR3 (OCSP) 7 PR
® 1 URL g5t >+ OCSP

CHOICE F#13] & » GPKI |7 PR B it 3% i ~ G 7 ok i
% * CHOICE #? A
uniformResourceldentifier -
BN €€:$“— i OCSP
PR 7% URL
1.3.19 To-Be-Signed ¢t % 2 v p 2k A F# 5\
i M W

Version

v3(2)

GPKI & 54 & * X.509
V3 #ER: (LR V3aiE
2ma 7% HE3)

serialNumber

8 ¥ B 5 ( Certificate Serial
Number )

GPKI ® #7i¢ * 2_ G % F 55
- BER S 16 Bytes g
#1395 DER %/b $H10

$cirig * g1 2°s Compliment

SRR YL S R
Gt 0X00 + A it 16

Bytes it F#icg E ik H
17 Bytes e ¥

Signature

CAE#H=* 2 i

ﬁb%ﬁﬁﬁ?ig.ugggﬁﬂ%
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GPKI B * Bt P 154315

z_ Algorithmldentifier SIGNED & # 2.
algorithmldentifier # & 4p
&
.algorithm %378 240ID %% %22 OID > GPKI
sha256WithRSAENcryption |p = &% * & % /% & ;2
(1.2.840.113549.1.1.11) sha256WithRSAEncryption
.parameters NULL GPKI i * chE £ /782 %

% & parameters > e H
parameters & 7f 3
NULL » # ¥ % v » NULL
2_ DER %#% % 0x0500
Issuer & & F F (CA) z X.500|CA A~ £ :-1DN(#-¢ CA i
Name BT EL)

(& PKIX 22> #7%
ASN.1 DirectoryString ~ =
okl - =% UTF-8 4

)
Validity BEECT P BB E AL P Bl £ ARG EFR A
7 cd
.notBefore G R o |1k PKIX 3 7_% 2049/12/31
(GMT)» fep @2 3G [23:59:59 (7 ) 2% @ *
% | UTCTime F 4214 i » £5¢

= YYMMDDHHMMSSZ »
. 2050/01/01 00:00:00
() 2 i@
GeneralizedTime F#£4] i >
IR
YYYYMMDDHHMMSSZ -
DR A LI 7%
SSL 00+ 7 4z @ f
feenZ % GMT R~ %

A
-notAfter B4 s AR R R |2 PKIX 2 %% 2049/12/31
(GMT) > fp Ry 2 (51§ (23:59:59 (7 ) 2o & *
T UTCTime 74241 & » & 5¢

= YYMMDDHHMMSSZ >
# 2050/01/01 00:00:00
(z) 2t @™
GeneralizedTime 744 f& -
A
YYYYMMDDHHMMSSZ -
A fE T
SS 4L 00+ 77 gk o @ ke
feenZ % GMT R+ %

170 B B3N



GPKI 6 3 % 16 A ok i+ 15531

A

Subject

B K% ¥ % (Subject) 2
X.500 Name

bk A o p 2R 4 e X500
Name & ;% 4 F

C=TW

CN=p rchfs & F 5 7e2 ¢
vlE AL

serialNumber= 7 < 7 (%
KB F A LT
(i PKIX 37> #77

ASN.1 DirectoryString ~ %
il — =i * UTF-8 %

75 )

subjectPublicKeyInfo

1§ ¥ 2 4 0 Public Key Info

7& §° Subject = Public Key
# %W 2 Public Key ehig

.algorithm i % subjectPublicKey #f 4|
1 Algorithmldentifier
.algorithm OID rsaEncryption Public Key #g %]z OID -
(1.2.840.113549.1.1.1) GPKIp % 7 ¢ #
rsaEncryption z. Public Key
.parameters NULL rsaEncryption ;& & ; B2 2% %

% & parameters » e H
parameters «& Jf 4}
NULL » # ¥ %% » NULL
2_ DER ¥a#§ % 0x0500

.SubjectPublicKey

BIT STRING - ¢* BIT
STRING p % Subject Public
Key 77 DER %78 &

GPKI p ¢ ¥ # * RSA
Public Key » #7172t BIT
STRING shig #-p 7 11T F
#4) i ¢ DER %#§ -
RSAPublicKey ::= SEQUENCE {

modulus INTEGER,
publicExponent INTEGER }

extensions

SEQUENCE OF Extensions

RRE-BHABE o F
YU e g e fE g (F
LR VR A AR
T HVER )

.authorityKeyldentifier

Authority Key Identifier # -t
# i > Key Identifier en & 4
> ViR e PKIX &% 5 B
Issuing CA =1 Public Key =
SHA-1 Hash & 5 Key
Identifier

L
CA™ % §# kEa~fit »
ik sgEIR- o U B
CA{H# &42HA2EHE
P ST 2% i F CA chvi—
2 CAERH Rk G

.extnld BN &P =en OID
id-ce-authorityKeyldentifier
(2.5.29.35)

.critical # GPKIl ¢ > 1% d » FALSE &_

authorityKeyldentifier <& z_

DEFAULT VALUE » #7111
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GPKI B * Bt P 154315

£_non-critical extension » #7
4 critical hHiE & T_A_
FALSE

DER % ¢ - s f = g 4%
CREELS

.extnValue

extnValue 3 ¥4 i &
OCTET STRING

¥4+ authorityKeyldentifier
izfd Extension @ 7 » %
iz * AuthorityKeyldentifier
1 DER %78 i ¢ OCTET
STRING =i

AuthorityKeyldentifier

AuthorityKeyldentifier %
#4737 = B Optional e
i AP

keyldentifier ~
authorityCertlssuer &2
authorityCertSerialNumber

B

GPKI & # % 35 PKIX > ¥ #
* keyldentifier i > @
i¢ * authorityCertlssuer £
authorityCertSerialNumber

(=

.keyldentifier

keyldentifier # % 3 423
it _Keyldentifier »
KeylDentifier # ¥ % - &
OCTET STRING F #14] fx

Keyldentifier ez 4 = ;% iz
P PKIX &% > B~ Subject
11 Public Key 7 SHA-1
Hash i& w5 Keyldentifier =
OCTET STRING &

.SubjectKeyldentifier

Subject Key Identifier # v
= » Key ldentifier eng 4 =
P ik B PKIX {228 » B~
Subject = Public Key =
SHA-1 Hash & # 5 Key
Identifier

P P T
Subject #7i& * & 4 2T
- ;IFU

.extnld B & oty 2 0ID
id-ce-subjectKeyldentifier
(2.5.29.14)

.critical % GPKI # A% d 3t FALSE &_
subjectKeyldentifier & z_&_ |DEFAULT VALUE > #7112
non-critical extension » #7127 |DER % © - U {F i € 4%
critical =g & 7 §_FALSE |4 w2 #

.extnValue extnValue 3 4L 4 ik _ ¥1>% subjectKeyldentifier i&

OCTET STRING

#8 Extension @ % > & ff i¢
* Keyldentifier 77 DER %
7§ s ¢+ OCTET STRING

R

.Keyldentifier

KeylDentifier # ¥ 3 -
OCTET STRING F #14] ik

Keyldentifier e g 4 = ;% ix
e PKIX &% > B~ Subject
11 Public Key =7 SHA-1
Hash i& # 5 Keyldentifier =
OCTET STRING i&

.keyUsage

Key Usage # o f§ = » 2§
Subject Public Key #p % & 2.

GPKI & i Subject 2=z ¢ *
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GPKI B % % 5 %A 1§

RAREARIE

Private Key 7% i "4

(Dual Key Pairs) & % > &
SERE famAay, 2
% & i?r * 1§ % 2. Key Usage
#e 7z dlgltaIS|gnature’ M
4v 3% 1 3 2. Key Usage #-
¢z keyEnmpherment-%i’
dataEncipherment = & * 2

Named BIT STRING F #3]

i

.extnld B~ R & oty eh OID
id-ce-keyUsage (2.5.29.15)
critical % GPKI ® > keyUsage % z_|iL &, d ** TRUE # &_
&_critical extension » #1172 IDEFAULT VALUE > #712
critical thiE % = TRUE |DER % *® > st i=72 &
ARG v
.extnValue extnValue 3 2 3) fi & ¥+ keyUsage i&44
OCTET STRING Extension @ % » & Jf i *
KeyUsage 7 DER a5 i %
#* OCTET STRING #ig
.KeyUsage KeyUsage & ¥ % — i FHrEBHELIKETY BE

Al ¢+ Named BIT STRING z
digitalSignature (0)iz # Bit
e s 1 FLEBES
fe kg > Bt Named
BIT STRING z
keyEncipherment(2) ¢
dataEncipherment (3):& = &
Bit #-¢ 423k 5 1

.certificatePolicies

Certificate Policies 4§ -~ ##
[hafi) ?‘ ?\} CA ;éi?tb f&;)émr
Té # m?& J}{ \7\

g~ CAEH»EREM TR
#5 c7 GPKI Certificate Policy
2. OID

OCTET STRING

.extnld B~ R & PPty eh OID
id-ce-certificatePolicies
(2.5.29.32)

.critical TAPE AR > A GPKI [jZ g 4 ** FALSE &_
¢ o certificatePolicies #23% |DEFAULT VALUE > #712
¥_% non-critical extension > |DER 78 ¢ > JU 4 - g A%
#rr2 critical siE ¢ T A CRTE: 2
FALSE

.extnValue extnValue % L 4 ik &_ ¥+ certificatePolicies i&4d

Extension m = > & Zf & *
CertificatePolicies =7 DER 3,
5 s OCTET STRING

R

.CertificatePolicies

CertificatePolicies % L 4]
e d - B
SEQUENCE

& GPKl 5 # * - EE
Certificate Z it 77 1
PolicyInformation
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GPKI &2 % B A 1t |

RAREARIE

SIZE (1..MAX) OF
PolicyInformation

.PolicyInformation

PolicyInformation 3 -
SEQUENCE > p 2
policyldentifier £
policyQualifiers = 4

GPKI g 5 i¢ *
policyldentifier # i > @ =
i¢ * policyQualifiers # =

.policyldentifier

policyldentifier # = 7§ L
4| i %_CertPolicyld »
CertPolicyld ~ £ 5 -
OBJECT IDENTIFIER F#t

A 5
EYIEY

1395 CA & 3 M G H PFo74x
* iRz % % (Assurance
Level ) # F N 4 3Zi%EE
i z2_ GPKI Certificate Policy
OID

F_GeneralNames @

GeneralNames 3 42 4) fk

2

SEQUENCE
SIZE (1..MAX) OF
GeneralName

.SubjectAltName Subject Alternative Name 3% |+ # =~ 5 Optional > & &%
o ff > GPKI #F % 4 ¢ |0 Subject ;2 3 Email
BARAGEY e 3 |Address 0 & FF F %
& ¢ Subject £ Email Email Address g
Address LA 1) zkﬁ;uf&ﬁ A E
.extnld B Aoty = 0ID
id-ce-subjectAltName
(2.5.29.17)
.critical A& GPKI ¥ » A% d 3 FALSE &_
subjectAltName # 3% %_5  |DEFAULT VALUE > #714
non-critical extension » #712 |DER %% @ - st 4§ i & 4%
critical ehiE & 7 §_FALSE |4 w2 #-
.extnValue extnValue % 4L 4 i _ ¥+ subjectAltName iz &
OCTET STRING Extension @ % » & Jf i *
SubjectAltName =7 DER %
7B s ¢ OCTET STRING
.SubjectAltName SubjectAltName 3 4 4] i |GPKI & #

SubjectAltName
GeneralNames ¥ ¢ #
GeneralName

51

.GeneralName

GeneralName ¥ - &
CHOICE 7417 &

GPKl1:iE * CHOICE ¢
rfc822Name » I A pL f ¢ &
7* Subject 2 Email Address

.subjectDirectoryAttributes

Subject Directory Attributes
o kesr
Subject # § 1 F AL

7 b B EBATATR R

7

# i 3

.extnld

B~ & 3 =eh OID
id-ce-
subjectDirectoryAttributes
(2.5.29.9)
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GPKI /& % % 1§ 8 i 1

RAREARIE

.critical & GPKI ® 3% d > FALSE &_
subjectDirectoryAttributes 4% [DEFAULT VALUE - #712
2k Z_% non-critical DER %78 ¢ » S f = g 4%
extension » #1r2 critical e |4 v H-
& Z_§_FALSE

.extnValue extnValue 3 2 3) fi & ¥

OCTET STRING

subjectDirectoryAttributes &
& Extension @ 3 - & Jf ¢
* SubjectDirectoryAttributes
1 DER %% a5 ¢ OCTET
STRING g

.SubjectDirectoryAttributes

SubjectDirectoryAttributes
TR A A
SEQUENCE
SIZE (1..MAX)
OF Attribute

BT E - BBk
Ao g RAREE T P
B

.subjectType Subject #F W] 1+ - H type [ BT K ®R AL EHE
22 values 4o Subject 3 &)
type OID id-chtpki-at-subjectType [¢#* % i~ % Subject Type
(2.16.886.1.100.2.1) Attribute z. OID
.values OID id-chtpki-et- #+ OID # -1 i& # Subject e

alienResident
(2.16.886.1.100.3.1.9)

zk\F[‘QJ‘_}‘Fj\&\_"E]'{{“K

.cardHolderRank

FFAoprgt Es o H
type £ values 4= :

ST A AN
Subject 2. + 3 4F 3 A
TG A o e
% Optional » % &% % 3
BRI &+ % -

type OID id-chtpki-at- 5 % Card Holder Rank
cardHolderRank Attribute z. OID
(2.16.886.1.100.2.2)
.values # »~ printable ¥ 8’ ‘primary” £+ F#F A
primary’ #’ secondary’ S = B
secondary’ 4 1 + H4FF 4

Lt £7 4

.tailOfPersonalID

I A - Y
type £ values 4= :

LL}%]\'}’% j;f‘"ci\‘. 1L 2&%}3
Subject e ¥ & Bu|E B E
E%(Pikrgﬁtkmﬁw\
WEELRAETE Fl o B

[
H % 475 i% % _E/,{;,\"‘,\‘V_JJ—L‘&%{
% 78)
(;'_ E}‘r&ﬁ? %’;u:r'@?&

ERTH O A EEY
i H RIS 0 RBA A
)
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GPKI /& % % 1§ 8 i 1

RAREARIE

type OID id-chtpki-at- #t & # & Tail of Personal ID
tailOfPersonal ID Attribute z. OID
(2.16.886.1.100.2.51)

.values # »~ Subject er B F I A |Bldo A THEILS

475

AA12345678 > B| - 3E »
5678

.CRLDistributionPoints

CRL Distribution Points #§ -«
B pds s sk
2. CA = iw b ’& ZEAR B 2.

PP R ERERT I
H5 17 49 B CRL ey 51 >
P+ GPKI #7¢ * 2. CRL

CRL syt Distribution Points ¥ & 7 1
2 2% URL

.extnld BN R4 oLy =0 0ID
id-ce-cRLDistributionPoints
(2.5.29.31)

.critical & GPKI ® > 3% 4 3 FALSE &_
cRLDistributionPoints #%3% |DEFAULT VALUE > #1114
¥_% non-critical extension > |DER %% @ > M HF = € A%
Sl critical eniE % 7 5 CRACE: S
FALSE

.extnValue extnValue 3 #43) fi & ¥} cRLDistributionPoints

OCTET STRING

izfa Extension
i# * CRLDistributionPoints
1 DER %48 @i ¢ OCTET
STRING ﬁﬂfﬁ

—_ . =
S ) :\/»}F"

.CRLDistributionPoints

CRLDistributionPoints %
A A - B
SEQUENCE
SIZE (1..MAX) OF
DistributionPoint

A GPKI Gz Y > i
CRLDistributlonPomtS 7
1 2 2 i DistributionPoint -
ek 2 B
DistributionPoint ¥ » % 1
% Partitioned CRL

URL > % 2 i# 5 Complete
CRL#URL; 4% 7 7 1
i# DistributionPoint pF » }]
% Complete CRL 7 URL

.DistributionPoint

DistributionPoint 3z -
SEQUENCE » p 2
distributionPoint ~ reasons £2
cRLIssuer = ##

GPKl g » i& *
distributionPoint 4§ i~ » @ %

i# * reasons ¥ cRLIssuer i&

RS A

distributionPoint

distributionPoint § i e L
DistributionPointName » =
DistributionPointName # ¥
% — & CHOICE F #4]

i# * fullName g
nameRelativeTOCRL Issuer

A"—-—I
fi o

GPKI & # 7 CRL
distributionPoint &_3x *
fullName
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GPKI /& % % 1§ 8 i 1

RAREARIE

fullName

fullName =3 43 ik &_
GeneralNames =
GeneralNames 13 # 4] f&
A
SEQUENCE
SIZE (1..MAX) OF
GeneralName

GPKI & # 1 CRL
distributionPoint - fullName
¥ ¢ ¢ 7 11 GeneralName

.GeneralName

GeneralName ¥ - &
CHOICE 7 #14] i

GPKI i * CHOICE # ¢
uniformResourceldentifier »
T g e et CA i
CRL #«URL » ® 3%
CRL 3 Partitioned CRL

P Rl el en
URL = /g #23% CRL 2
issuinngstrlbutlonPomt E7
¢ st URL = 2
P e

.authorityInfoAccess

Authority Info Access ¥ v {#

>

GPKI & * jt 3 oy ik e
?\: CA;\,’;’,,tlj\ﬁ,z&%»&;fl_
R CAg#ESEn > 7
ARG &S P BB ARy B
T 0 blde @ OCSP

.extnld Fo~ & gL P L 260 OID |authorityInfoAccess & PKIX
id-pe-authorityInfoAccess #7 %_3 ¢ Private Extension
(1.3.6.1.5.5.7.1.1)

.critical # GPKIl ¢ > ;i ® d % FALSE &_
authoritylnfoAccess /& = DEFAULT VALUE » #11
non-critical extension » #7r/ |DER $nf§ ¢ - U4 - € 4%
critical v & % T §_FALSE |4 & 3

.extnValue extnValue % L 4 ik & ¥+>+ authorityIlnfoAccess &

OCTET STRING

#4 Extension &
H

AuthorityInfoAccessSyntax
e DER %045 s ¢+ OCTET
STRING g

= LR

AuthorityInfoAccessSyntax

AuthoritylnfoAccessSyntax
ET‘JF ,}l.m Hi{— )£
SEQUENCE
SIZE (1..MAX) OF
AccessDescription

& GPKl g™ » #1313
3 1 1% calssuers i&fa
AccessDescription » I ¥
RS PHE D
AccessDescription » &4
ocsp AccessDescription

AR

. AccessDescription

AccessDescription 3 -
SEQUENCE > p 3
accessMethod &2
accessLocation = 1§

USRS Sk Sy 8 R

9 2~1¥ Issuing CA ~ ¥ 5 %

2+ CA B # it sl
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GPKI &2 % B A 1t |

RAREARIE

.accessMethod

accessMethod # i+ 3% 4L 4|
it ¥_OBJECT

IDENTIFIER » p* AuE »
OID id-ad-calssuers
(1.3.6.1.5.5.7.48.2)

id-ad-calssuers = PKIX RFC
5280 =1 #_& < accessMethod

.accessLocation

accessLocation f e
4| & ¥_GeneralName > @
GeneralName ~ ¥ § - B
CHOICE F#44] & + GPKI
i##* CHOICE ¥ ¢
uniformResourceIdentifier )
Jl L+_ L,}.&B v 2z ?

calssuers = URL

## URLipre - e 3 8
CA % % % Issuing CA mi
SR wEaOE % o % %mﬁi
“ §_PKCS#7 i&; Bzl
URL » ¥ 11 & - Bipe
LDAP ® CAEntry ¢
crossCertificatePair Attribute
7 URL %kt

.accessMethod

accessMethod #§ e % L 4]
it #_OBJECT
IDENTIFIER >
OID id-ad-ocsp
(1.3.6.1.5.5.7.48.1)

P RJE N

id-ad-ocsp = PKIX RFC
5280 #1 %_ 1 accessMethod

.accessLocation

accessLocation t§ - e 4
4| i ¥_GeneralName > @
GeneralName # ¥ & -
CHOICE 7 #.2] f& » GPKI
i## * CHOICE *® &
uniformResourceldentifier »
T f P e - B OCSP

PR 33 URL

B URL#,aréw B IGHE
% # 38 FRA3(OCSP) 2 1R
® 1 URL st > p+ OCSP
PR A E R

i

1.3.20 To-Be-Signed F ¥ + f @

o

r %

version

v3(2)

GPKI 5 & . 54 i# + X.509
V3E#E#N (LR V3amiE
£2m*E3)

serialNumber

8 ¥ B 55 (Certificate Serial
Number )

GPKI ¥ #7i¢ * 2 B3 5 55
¥ - BE R 5 16 Bytes et
f e > 1945 DER %85 %+ 1
Heirig * e 2’s Compliment
HP o A AEEBET 0§ A
& 4+ 0x00 > @ & 16
Bytes it F#icg S ik H
17 Bytes e ¥

signature

CA§# 5% 2 R iwE 2
z_ Algorithmldentifier

P B e R 2 v R
SIGNED & # 2.
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GPKI & % G A ) i+

Y b e sa
PRV

algorithmldentifier # & 4p
&

.algorithm

E3wE2a0ID
sha256WithRSAEnNcryption
(1.2.840.113549.1.1.11)

& 3% %522 OID > GPKI
P i FRwE 2
sha256WithRSAEnNcryption

.parameters

NULL

GPKI i¢ * en g 7 5 iz 7
% & parameters > e H
parameters & 7f 3

NULL » # ¥ %% » NULL
2_ DER #§ % 0x0500

issuer

& & FF (CA) 2z X.500

Name

CA # £ :nDN(#-4 CA 1
R T2

(1 PKIX 2.3 #1
ASN.1 DirectoryString ~ =
G- i * UTF-8 %
)

validity

BRI P BB
i

Gk RALGHEITK A

T

.notBefore

BHKCH RARR e
(GMT) > fpt pFR¥ 2 i g

F-E—‘:ﬂi-“ S

iz PKIX L %_f 2049/12/31
23:59:59 (7 ) 2w i *
UTCTime 34 & » #5
= YYMMDDHHMMSSZ >
% 2050/01/01 00:00:00

() zi @™
GeneralizedTime 3 #14] & -
s
YYYYMMDDHHMMSSZ -
AR TRk
SS L 004 7 4z @ f
fsenZ %57 GMT pFREF+ 2
A

.notAfter

A e e
(GMT) » Bt PR 2 (508

g% e a2
7E T

i PKIX 3R 2_f 2049/12/31
23:59:59 (7 ) 2w i *
UTCTime 34 & » #£5¢
%= YYMMDDHHMMSSZ -
. 2050/01/01 00:00:00
(F) 2t @&
GeneralizedTime F#4] i >
IR
YYYYMMDDHHMMSSZ -
RSN A ARt U 'S
SS5 00~ % ¥ gz @ &
fsenZ 457 GMT FEFERF % 7
GRS
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GPKI & % % 1 # A 1

ol ﬁg_«\ v‘w]f@

subject

B & % ¥ % (Subject) z
X.500 Name

%5?32 4 B ¢ X.500 Name #
N o
C=TW
CN—;«‘EW;W ¢ v'zéi?
(2 zﬁf/"@/yfig
BT g fe it L5 )
serialNumber= 7 < 7 (%
KGR IUF L L)
(i PKIX 3Z > #7%
ASN.1 DirectoryString = F
kg - = * UTF-8 %
7B )

subjectPublicKeyInfo

1§ ¥ 2 4 0 Public Key Info

7& 1° Subject = Public Key
# %W 2 Public Key enig

.algorithm % subjectPublicKey #f %]
1 Algorithmldentifier
.algorithm OID rsaEncryption Public Key #g %] 2_ OID »
(1.2.840.113549.1.1.1) GPKI p % F & *
rsaEncryption z. Public Key
.parameters NULL rsaEncryptlon B EEAR T
Z & parameters - iz H
parameters «& Jf 4}
NULL > # ¥ 2 » NULL
2. DER %#§ % 0x0500
.SubjectPublicKey BIT STRING - #* BIT GPKI p @ ¥ # * RSA
STRING p 7 Subject Public |Public Key » #7142 gt BIT

Key 77 DER %78 &

STRING &ig #-p
LA A5 e DER %0 :
RSAPublicKey ::= SEQUENCE {

modulus INTEGER,
publicExponent INTEGER }

/A\H—L—,E‘\

extensions

SEQUENCE OF Extensions

RELS-BWAREE & 3§
YU g g e fE g (F
LB FVER T A A R
1 E'—,’qm;.j)?},):

.authorityKeyldentifier

Authority Key Identifier # v
# = » Key Identifier s74 2
= Vi R PKIX &8 5 B~
Issuing CA = Public Key =
SHA-1 Hash & # 5 Key
Identifier

S 4 AR enp DT
CA™ % % AB i ¥
g ETR- F o U A
CA{H# &42HEA2EFE
Pl g Rz 7 CA wi—
R CAGEREHR ! GHE

.extnld B N E P =en OID
id-ce-authorityKeyldentifier
(2.5.29.35)

.critical # GPKIl ¢ > 1% d » FALSE &_

authorityKeyldentifier <& z_

DEFAULT VALUE » #7111
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GPKI B * Bt P 154315

£_non-critical extension » #7
4 critical hHiE & T_A_
FALSE

DER % ¢ - s f = g 4%
CREELS

.extnValue

extnValue 3 ¥4 i &
OCTET STRING

¥4+ authorityKeyldentifier
izfd Extension @ 7 » %
iz * AuthorityKeyldentifier
1 DER %78 i ¢ OCTET
STRING =i

AuthorityKeyldentifier

AuthorityKeyldentifier %
#4737 = B Optional e
i AP

keyldentifier ~
authorityCertlssuer &2
authorityCertSerialNumber

B

GPKI & # % 35 PKIX > ¥ #
* keyldentifier i > @
i¢ * authorityCertlssuer £
authorityCertSerialNumber

(=

.keyldentifier

keyldentifier # % 3 423
it _Keyldentifier »
KeylDentifier # ¥ % - &
OCTET STRING F #14] fx

Keyldentifier ez 4 = ;% iz
P PKIX &% > B~ Subject
11 Public Key 7 SHA-1
Hash i& w5 Keyldentifier =
OCTET STRING &

.SubjectKeyldentifier

Subject Key Identifier # v
= » Key ldentifier eng 4 =
P ik B PKIX {228 » B~
Subject = Public Key =
SHA-1 Hash & # 5 Key
Identifier

P P T
Subject #7i& * & 4 2T
- ;IFU

.extnld B & oty 2 0ID
id-ce-subjectKeyldentifier
(2.5.29.14)

.critical % GPKI # A% d 3t FALSE &_
subjectKeyldentifier & z_&_ |DEFAULT VALUE > #7112
non-critical extension » #7127 |DER % © - U {F i € 4%
critical =g & 7 §_FALSE |4 w2 #

.extnValue extnValue 3 4L 4 ik _ ¥1>% subjectKeyldentifier i&

OCTET STRING

#8 Extension @ % > & ff i¢
* Keyldentifier 77 DER %,
7§ s ¢+ OCTET STRING

R

.Keyldentifier

KeylDentifier # ¥ 3 -
OCTET STRING F #14] ik

Keyldentifier e g 4 = ;% ix
e PKIX &% > B~ Subject
11 Public Key =7 SHA-1
Hash i& # 5 Keyldentifier =
OCTET STRING i&

.keyUsage

Key Usage # o f§ = » 2§
Subject Public Key #p % & 2.

GPKI & i Subject 2=z ¢ *
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GPKI B % % 5 %A 1§

RAREARIE

Private Key 7% i "4

(Dual Key Pairs) & % > &
SERE famAay, 2
% & i?r * 1§ % 2. Key Usage
#e 7z dlgltaIS|gnature’ M
4v 3% 1 3 2. Key Usage #-
¢z keyEnmpherment-%i’
dataEncipherment = & * 2

Named BIT STRING F #3]

i

.extnld B~ R & oty eh OID
id-ce-keyUsage (2.5.29.15)
critical % GPKI ® > keyUsage % z_|iL &, d ** TRUE # &_
&_critical extension » #1172 IDEFAULT VALUE » #7112
critical thiE % = TRUE |DER % *® > st i=72 &
ARG v
.extnValue extnValue 3 2 3) fi & ¥+ keyUsage i&44
OCTET STRING Extension @ % » & Jf i *
KeyUsage 7 DER a5 i %
#* OCTET STRING #ig
.KeyUsage KeyUsage & ¥ % — i FHrEBHELIKETY BE

Al ¢+ Named BIT STRING z
digitalSignature (0)iz # Bit
e s 1 FLEBES
fe kg > Bt Named
BIT STRING z
keyEncipherment(2) ¢
dataEncipherment (3):& = &
Bit #-¢ 423k 5 1

.certificatePolicies

Certificate Policies 4§ -~ ##
[hafi) ?‘ ?\} CA ;éi?tb f&;)émr
Té # m?& J}{ \7\

g~ CAEH»EREM TR
#5 c7 GPKI Certificate Policy
2. OID

OCTET STRING

.extnld B~ R & PPty eh OID
id-ce-certificatePolicies
(2.5.29.32)

.critical TAPE AR > A GPKI [jZ g 4 ** FALSE &_
¢ o certificatePolicies #23% |DEFAULT VALUE > #712
¥_% non-critical extension > |DER 78 ¢ > JU 4 - g A%
#rr2 critical siE ¢ T A CRTE: 2
FALSE

.extnValue extnValue % L 4 ik &_ ¥+ certificatePolicies i&4d

Extension m = > & Zf & *
CertificatePolicies =7 DER 3,
5 s OCTET STRING

R

.CertificatePolicies

CertificatePolicies % L 4]
e d - B
SEQUENCE

& GPKl 5 # * - EE
Certificate Z it 77 1
PolicyInformation
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RAREARIE

SIZE (1..MAX) OF
PolicyInformation

.PolicyInformation

PolicyInformation 3 -
SEQUENCE > p 2
policyldentifier £
policyQualifiers = 4

GPKI g 5 i¢ *
policyldentifier # i > @ =
i¢ * policyQualifiers # =

.policyldentifier

policyldentifier # = 7§ L
4| i %_CertPolicyld »
CertPolicyld & ¥ 5 — &
OBJECT IDENTIFIER F#t

A

1395 CA & 3 M G H PFo74x
* iRz % % (Assurance
Level ) # F N 4 3Zi%EE
i z2_ GPKI Certificate Policy
OID

F_GeneralNames @

GeneralNames 3 42 4) fk

2

SEQUENCE
SIZE (1..MAX) OF
GeneralName

.subjectAltName Subject Alternative Name #% |[¢* # == 5 Optional > & & &%
“uf i A GPKI i‘,—;}ﬁii A R |eh Subject ;2 3 Email
BEY LRt |Address 0 & 27 F Y K
Subject 7 Email Address Email Address w g E
¢ R ﬂ‘#%w’rﬁgl:”‘ A

.extnld B Aoty = 0ID
id-ce-subjectAltName
(2.5.29.17)

.critical A& GPKI ¥ » 3% d > FALSE &_
subjectAltName ## 3% #_% DEFAULT VALUE » #12
non-critical extension » 714 |DER %8 ¢ - U4 i € 4L
critical ehiE & 7 §_FALSE |4 w2 #-

.extnValue extnValue % 4L 4 i _ ¥+ subjectAltName iz &
OCTET STRING Extension @ % » & Jf i *

SubjectAltName =7 DER %
7B ¢ OCTET STRING
.SubjectAltName SubjectAltName 3 4 4] i |GPKI & #

SubjectAltName
GeneralNames ¥ ¢ #
GeneralName

51

.GeneralName

GeneralName ¥ - &
CHOICE 7417 &

GPKl1:iE * CHOICE ¢
rfc822Name » I A pL f ¢ &
7* Subject 2 Email Address

.subjectDirectoryAttributes

Subject Directory Attributes
o kesr
Subject # § 1 F AL

7 b B EBATATR R

7

# i 3

.extnld

B~ & 3 =eh OID
id-ce-
subjectDirectoryAttributes
(2.5.29.9)
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GPKI /& % % 1§ 8 i 1

RAREARIE

OCTET STRING

.critical & GPKI ® 3% d > FALSE &_
subjectDirectoryAttributes 4% [DEFAULT VALUE - #712
2k Z_% non-critical DER %78 ¢ » S f = g 4%
extension » #1r2 critical e |4 v H-
& Z_§_FALSE

.extnValue extnValue 3 2 3) fi & ¥

subjectDirectoryAttributes &
& Extension @ 3 - & Jf ¢
* SubjectDirectoryAttributes
1 DER %% a5 ¢ OCTET
STRING g

.SubjectDirectoryAttributes

SubjectDirectoryAttributes |
TR A A
SEQUENCE
SIZE (1..MAX)
OF Attribute

SRV RE Y
CRBE G T B

(2.16.886.1.100.3.1.7)

.subjectType Subject #F W] 1+ - H type [ BT K ®R AL EHE
22 values 4o Subject 3 &)
type OID id-chtpki-at-subjectType [¢#* % i~ % Subject Type
(2.16.886.1.100.2.1) Attribute z. OID
.values OID id-chtpki-et- i OID % 51 & % Subject e
medicalPerson ) ?gi A R

.medicalPersonID

FE QLB AR
2> 2 type & values 4
LI

LTRSS AR 5 id
Subject R % £ 4 T BE
A RS > BN 5 XX-
YYYY» H? XX 52 R &L
wFHoepg 245 0 YYYY &
R E LSBT OR 4G
GL:d "R L HEF I
BB ERTH S &30
P oo H 2INnEIE)

UTF8String #& ;% enx 8 >
F PR R XXYYYY s #
XX & X LA %3 8 g
275 > YYYY F R L o2
FE SR 475

H
d

type OID id-chtpki-at- 5 % Medical Person ID
medicalPersonID Attribute z. OID
(2.16.886.1.100.2.57)

.values PLFE i E 5 - % ASN.L Gl4o b & T B4

A123456789 P A
Al1-6789

.CRLDistributionPoints

CRL Distribution Points # -
LA A B U 4
2. CA=im gz Ap b 2.
CRL eyt

P R ERERT IO
R 2~ % 4p b CRL sy 31 >
p = GPKI #7i¢ * 2. CRL
Distribution Points ¥ & 7 1
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RAREARIE

2 2% URL

.extnld B~ A PP L en OID
id-ce-cRLDistributionPoints
(2.5.29.31)

.critical & GPKI # > ;1% 4 3 FALSE &_
cRLDistributionPoints 42k |DEFAULT VALUE » #712
Z_% non-critical extension > |DER $n#8 @ > 4§ € 4k
“r 1 critical shiE & 2§ G
FALSE

.extnValue extnValue 3 2 3) fi & #¥1-++ cRLDistributionPoints

OCTET STRING

ic#4 Extension @ % > % Z

i¢ * CRLDistributionPoints
11 DER % #% s ¢t OCTET
STRING &g

.CRLDistributionPoints

CRLDistributionPoints 3
A - B
SEQUENCE
SIZE (1..MAX) OF
DistributionPoint

& GPKIE#ER: T » i
CRLDistributionPoints 7 7

1 2 2 i DistributionPoint -
N a3 g & B
DistributionPoint ¥ » % 1 &
% Partitioned CRL

URL > % 2 i# 5 Complete
CRLeURL; 4r% 2 3 1
# DistributionPoint pF » B
% Complete CRL =7 URL

.DistributionPoint

DistributionPoint % —
SEQUENCE > p %
distributionPoint - reasons £7
cRLIssuer = ##

GPKl Gz & & *
distributionPoint # = > @ 7
i# * reasons ¥# cRLIssuer i&

SRR i

distributionPoint

distributionPoint 4§ - e3¢

DistributionPointName »

DistributionPointName ~ &
- # CHOICE ¥ 1‘”*'

AL 0 ¥ 3E * fullName ¢

nameRelativeTOCRL Issuer

GPKI & 7 7 CRL
distributionPoint &_$x *
fullName

fullName

fullName =3 43 i &_
GeneralNames =
GeneralNames % #2 3] i
A
SEQUENCE
SIZE (1..MAX) OF
GeneralName

GPKI & # 1 CRL
distributionPoint = fullName
¥ ¢ ¢ 7 11 GeneralName

.GeneralName

GeneralName ¥ - &
CHOICE F #13] i

GPKI:£ * CHOICE ¥ &
uniformResourceldentifier »
RN g::;“ CA = i
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GPKI G 2 A P 38 21%

CRL # = URL » ® 3%
CRL % Partitioned CRL
PFo Rt R s e
URL & 7 ¥23% CRL 2
issuingDistributionPoint #§ -«
e e fteh URL = 2
10 F

.authorityInfoAccess

Authority Info Access # “- 1§

s
(had

GPKI & * L“:}?%fuﬁ?i*‘*i*‘

;\ CAomHANELGHE H
L CA’&Fs.mJ%h_ 0 ¥
AREEA P H B R B
T > b4 - OCSP

.extnld Fo~ & gL P L 260 OID |authorityInfoAccess - PKIX
id-pe-authorityInfoAccess #7 %_3 ¢ Private Extension
(1.3.6.1.5.5.7.1.1)

.critical # GPKl ¢ > 3% 4 3 FALSE &
authoritylnfoAccess /& = DEFAULT VALUE » #11
non-critical extension » #7r/ |DER $nf§ ¢ - U = € 4%
critical vi& % 7 §_FALSE |4 vt 3

.extnValue extnValue 3 #43) fi & ¥+>+ authoritylnfoAccess &

OCTET STRING

# Extension & 3
*

RN S

AuthorityInfoAccessSyntax
e DER %45 s ¢+ OCTET
STRING g

AuthorityInfoAccessSyntax

AuthoritylnfoAccessSyntax

SE A A - B

SEQUENCE

SIZE (1..MAX) OF
AccessDescription

& GPKlg#® » #3137
3 1 1% calssuers i-fa
AccessDescription » & ¥
FERAHE
AccessDescription » 4
ocsp AccessDescription

AR

. AccessDescription

AccessDescription & -
SEQUENCE > p %
accessMethod &2
accessLocation = 1§

PHAF R EEERY I
9 2~1¥ Issuing CA ~ ¥ 5 %
2 R CAlgzEehdp 5l

.accessMethod

accessMethod #§ i c% L 4]
i £_OBJECT
IDENTIFIER » * a8 »

OID id-ad-calssuers
(1.3.6.1.5.5.7.48.2)

id-ad-calssuers = PKIX RFC
5280 #t %_3& 1 accessMethod

.accessLocation

accessLocation {§ - e
4] i €_GeneralName » @
GeneralName ~ ¥ § - B
CHOICE F#4l & » GPKI
i# * CHOICE *® e

P URL:}FIF%—II%E 7 His
CA % % % Issuing CA mi
T REAEE 0 T F
VB _PKCSH#H7 5z e 7] 5 o
URL » ¥ M & - i
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uniformResourceldentifier »
BN €&$“— i
calssuers =7 URL

LDAP ¢ CAEntry e
crossCertificatePair Attribute
77 URL 4 xt

.accessMethod

accessMethod # i+ 3% 4 4|
it ¥_OBJECT

IDENTIFIER > p* EJE »
OID id-ad-ocsp
(1.3.6.1.5.5.7.48.1)

id-ad-ocsp = PKIX RFC
5280 =+ #_& <5 accessMethod

.accessLocation

accessLocation t§ - e
4] it ¥_GeneralName >
GeneralName ~ & § - B
CHOICE % #24] f& » GPKI
#* CHOICE # =
uniformResourceldentifier »
I et - i OCSP
PRF2 7 URL

o

“URL4zw - B&L BHE
f& % 39 JR7%(OCSP) 7 IR
#1URL 4 > 3 OCSP

W

PR E B A G R
T

1.3.21 To-Be-Signed &R B A& * HHMEH N

B w5 oM () 2 SO PR E T g0 AL PR

HEE A

X amA G T S

(1) SSL/TLS #F PR B s * 40 iG % -

%%%%\%%ﬁaéﬁiiww§imﬁ?ﬁﬁ@m$@?ﬁ%’

BE Y BN (3) FORE erE § eh SSLITLS RIRE -

(2 B HEFIRER" TG HE -

EH G5 FOHEN () SO s SR BT R Bk B2

FPRER SR (bldot Kf B L S BB PRIANEIRESR ) o

(B) FRPILE " 58

REHE S Sl () sl = S F R fporz i o R RIR

¢ (Timestamp Server) -
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GPKI & 7 % & 78 A ok o

N
I %‘J““?}

1.3.21.1 To-Be-Signed SSL/TLS # # IR B s * ##Y

CEEALES

i

r %

R

\Version

v3(2)

GPKIl &z #34# * X.509 V3
R (LR V3 i 2
m A E_3)

serialNumber

& 7 5 55 (Certificate
Serial Number )

GPKI 7 SSL/TLS #f & PR
et G E T Y 2 8%
Fo.E - BEEHRE 2
SR M

( Cryptographically Secure
Pseudorandom Number
Generator » CSPRNG ) #1#&
4 2. £ & 5 16 Bytes e
#ic > 1395 DER 0% 4 & #icir
i * 1 2’s Compliment 2
Al 3 BREELT & € &9
A4+ 0x00 » @ & 7716 Bytes
chl FEECH R b 17
Bytes 173 R

Signature CAEB MY 2 FRFE | HFDELFEE
% 2_ Algorithmldentifier  |SIGNED & % 2.
algorithmldentifier § =& 4p
e
algorithm R &5 20ID %3 iw¥iz2 OID GPKI B
sha256WithRSAENcryption |+ & i¢ * & % /% & ;2
(1.2.840.113549.1.1.11) sha256WithRSAEncryption
.parameters NULL GPKI# * chE 5527 3
& parameters > iz #
parameters & Zf 3 + NULL >
% ¥ 4% > NULL 2. DER %
7% % 0x0500
issuer ] ’;\ * (CA) z CA » £ 1DN(#-d CA 3 ¢
X.500 Name WA 3T T 2)
(& PKIX %> #7
ASN.1 DirectoryString <~ F
- =i * UTF-8 %% )
validity Gy BFREG A T |G R RARGEICR D
P Y T
.notBefore B EELH R R o |2 PKIX 2 2_t 2049/12/31

(GMT) > B pt PFRF 2w

:)& FE. ',ﬂ’- "I

23:59:59 (7 ) z @it *
UTCTime 73] & - $23% &
YYMMDDHHMMSSZ » %
2050/01/01 00:00:00 ( 7 ) 2
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GPKI & 7 % & 78 A ok o

N
I %‘J““?}

s > # * GeneralizedTime 3
A e E
YYYYMMDDHHMMSSZ -
A NP W ig §) i SS
2005 2V B @ Btsin
Z %5+ GMT R 2 7 7 7§ u%

.notAfter

BEA SRR R e
(GMT) > fgtpFRF 2 {2
TR S

i PKIX # 2 % 2049/12/31
23:59:59 (3 ) zmig *
UTCTime 342 3] i& - #2554
YYMMDDHHMMSSZ » %
2050/01/01 00:00:00 ( 7 ) =
ts > & * GeneralizedTime F
A o RS
YYYYMMDDHHMMSSZ -
YA fER P iR ) #k SS
2004 2 F 4k @ Etsen
Zi 7 GMT PR 2 7 gk

subject

& % &% ¥ % (Subject)
Z_ X.500 Name

FoR R (1) & ol =
% SSL/TLS PRE » H
X.500 Name #& ;8 4
C=TW
L=4 4 77 i g §F % #( o)/ 4rs
CRiR FERT L P &
Bl DA TZ)
L= 47 & § (2 5 S (F A
B Bk SRR * R
EF LFH)
O=g B (F£) 792 T 2
OU= %t f #8 B () 2 & 1 572
L EREFE Ty
7 4)
CN= R Z e 48 2 AL
(Domain Name ) 2¢ . £ 1
% (1P Address )
serialNumber= 7 /& Z & # #
f# 4@/,4%(#;/;4,\#;__
et DAL R A T
TIEPR L # B AY)

(& PKIX 2R 2> #77%
ASN.1 DirectoryString ~ F %
- i * UTF-8 %)

subjectPublicKeylInfo

1§ ¥ 3 4+ Public Key
Info

7= §¢ Subject £ Public Key #f

B 2 Public Key sig
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RAREARIE

Public Key 51 DER 4 &

.algorithm % subjectPublicKey #g %]
11 Algorithmldentifier
.algorithm OID rsaEncryption Public Key #g %] 2. OID -
(1.2.840.113549.1.1.1) GPKI p # ¥ f& *
rsaEncryption 2_ Public Key
.parameters NULL rsaEncryption ;5 & ;* k22X %
Z & parameters - iz H
parameters & Zf 3 F NULL >
% ¥ 4% » NULL 2. DER %
#5 % 0x0500
.SsubjectPublicKey BIT STRING > * BIT GPKI p # ¥ % * RSA Public
STRING p # Subject Key » #7123t BIT STRING &

iR § 0T F A

DER 75 :
RSAPublicKey ::= SEQUENCE {
modulus INTEGER,

publicExponent INTEGER }

extensions

SEQUENCE OF Extensions

'R Y R
T g AR (7%
hBEY FVERT a4 R
1T HUE B ) :

.authorityKeyldentifier

Authority Key Identifier 7%
s > Key ldentifier 9
A2 7 bR PKIX 4%

#®& 5 B~ |ssuing CA =
Public Key =7 SHA-1 Hash
% Key ldentifier

PU 4 L ehp s E 4R CA
P REFAREATRY hE
AT 4= o il &2 CA L
Hhigr HALIGREPEIY
@ 51 * CA chwR— 3k CA G

HEREHRSEHE

OCTET STRING

.extnld RPN . B8 d=r
OID id-ce-
authorityKeyldentifier
(2.5.29.35)

critical A& GPKI ¥ 73 & 9 3 FALSE &_
authorityKeyldentifier < z_ |DEFAULT VALUE » #712
H_non-critical extension > |DER $a#% ® » s 4F € AL H
#4124 critical ehig & T E_ [vEH
FALSE

.extnValue extnValue sHF #13] s & | ¥+ authorityKeyldentifier i&

#& Extension @ % 5 & R i@ *
AuthorityKeyldentifier 77 DER
St s v OCTET STRING

R

AuthorityKeyldentifier

AuthorityKeyldentifier s
#%# 7 7 = # Optional
xSRIV
keyldentifier ~
authorityCertlssuer

GPKI 5 ## iz 45 PKIX » 5 4
* keyldentifier § = > @ 7 i
* authorityCertlssuer ¥

authorityCertSerialNumber ##

(>
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authorityCertSerialNumber

i

keyldentifier

keyldentifier # % cHF 413
it ¥_Keyldentifier » @
KeylDentifier = £ 5 - i
OCTET STRING F #4] fx

Keyldentifier c0& 4 = ;% &
PKIX & # » B~ Subject
Public Key =7 SHA-1 Hash &
# s Keyldentifier sn OCTET
STRING i&

.subjectKeyldentifier

Subject Key Identifier 4§ v
# = » Key Identifier <14
43 ke PKIX A% -
B~ Subject = Public Key
SHA-1 Hash & 5 Key
Identifier

P LR ehp o E R
Subject #7i¢ * 4 4 H IR -
:I"U

.extnld PSRBT B fud=r
OID id-ce-
subjectKeyldentifier
(2.5.29.14)

critical & GPKI # > 2% d 3t FALSE #_
subjectKeyldentifier ¢ #_&_|[DEFAULT VALUE » #712
non-critical extension » #7 |DER %% ® » M {F i € A% 4
r4 critical e0iE % 7_&_ (EF 8
FALSE

.extnValue extnValue sH§ 4L 4] i & |$+3% subjectKeyldentifier iz f&

OCTET STRING

Extension @ = » & fp i *
Keyldentifier 17 DER % #5 #4
%t OCTET STRING i

.Keyldentifier

KeylDentifier » £ % — i
OCTET STRING F #3] i

Keyldentifier s0# 4 = ;% iz
PKIX & # » B~ Subject
Public Key #7 SHA-1 Hash &
% Keyldentifier 7 OCTET
STRING &

.keyUsage Key Usage #% “c #§ = » 3 |SSL/TLS G & 4+ 11 1F
i Subject Public Key 1p ¥t | = #ici= & % ~ &4+ 7 *
& 2_ Private Key e i %2 |i& » #112 Key Usage #-¢ 2
1 Digital Signature ~
keyEncipherment * 2
.extnld B~ R PP AR e
OID id-ce-keyUsage
(2.5.29.15)
.critical & GPKI # > keyUsage % |/ ¢ * TRUE 7 &_
%_4_critical extension » #7 |DEFAULT VALUE > #7114
12 critical 0iE & T_H_ DER %5 ¥ > M 27 ¥ 4%
TRUE CRER-#
.extnValue extnValue sH3 1 4] is & |$3 keyUsage iz 4a Extension

OCTET STRING

m % 0 & 2R * KeyUsage 1
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RAREARIE

DER %% i s ¢+ OCTET
STRING i

.KeyUsage

KeyUsage » ¥ 5 —
Named BIT STRING F #2

AN 7x
= &

SSLITLS e # & 4+ £ 5
g{ff_gg:j—_ N 5@%4‘17%?3,3 ,
F]#t Named BIT STRING 2.
digitalSignature (0) 2
keyEncipherment(2):z # bit
:Izkg MEE Lo

.certificatePolicies

Certificate Policies 3 ~- 1§
o CARE I ERE
ST iR TR

2~ CA &3 )G PFITik
47;;;:7 GPKI Certificate Policy
2 OID 7 2 CA/Browser
Forum #_s 2 Certificate
Policy OID

OCTET STRING

.extnld RPN ST 0% da=r
OID id-ce-certificatePolicies
(2.5.29.32)
critical SO ERARL 0 A AR 4 % FALSE £
GPKI # > DEFAULT VALUE - #1112
certificatePolicies # 3% Z_% |DER %fg ¢ > p“{f = € 4L 4
non-critical extension » #1 |v& 4
2 critical ehiE & 2 F_
FALSE
.extnValue extnValue s L34 & £ ¥ certificatePolicies i&4&

Extension @ = » & fp i *
CertificatePolicies =7 DER %,
5 s 2 OCTET STRING =

P
N

.CertificatePolicies

CertificatePolicies e #*
- B
SEQUENCE
SIZE (1..MAX) OF
PolicyInformation

& GPKl &% ¢ » SSL/TLS
Ee 73 2B

PolicyInformation

.PolicyInformation

PolicyInformation % -
SEQUENCE > p 3
policyldentifier &2
policyQualifiers = ##

GPKI Gz © i *
policyldentifier # iz > @ % i
* policyQualifiers # =

.policyldentifier

policyldentifier # = 7 #L
7| & €_CertPolicyld » =
CertPolicyld & ¥ 5 —
OBJECT IDENTIFIER F

Sl A A
e

1395 CA & 2t G B P T4
i % % (Assurance
Level ) # F X L% %%
2 z_ GPKI Certificate Policy
OID

.PolicyInformation

Policylnformation 5 -
SEQUENCE > p 2
policyldentifier &
policyQualifiers = 4

GPKl Gz © i *
policyldentifier # i~ > @ % i
* policyQualifiers # =

192

B B

-n\y



GPKI &2 % B A 1t |

RAREARIE

.policyldentifier

policyldentifier # & 7 L
4| i %_CertPolicyld »
CertPolicyld & ¥ 3 -
OBJECT IDENTIFIER ¥

DR 1]
A i

i 5 CA/Browser Forum s #7
g2 ML Em 2 A

p_w;ﬂ n| 2 CA/Browser Forum
¥_s 1 Certificate Policy OID

it 4_GeneralNames m

GeneralNames % L 4] i

)3
=k

SEQUENCE
SIZE (1..MAX) OF
GeneralName

.subjectAltName Subject Alternative Name #% [ 1 i~ % Required
i 0 & GPKI
SSL/TLS gz » » M i
* 3t 2zdk Subject sh s
e ~-F~=Pv Z #-(Fully Qualified
Domain Name) g% 4 g2 i ht
(IP Address)
.extnld RPN ST 0% dai=r
OID id-ce-subjectAltName
(2.5.29.17)
critical A& GPKI ¥ » 3% 9 > FALSE &_
subjectAltName # 3% % 5 |DEFAULT VALUE » #12
non-critical extension » #7 |DER %% ® » M {F i € A% 4
v critical ehiE & 2 A i H
FALSE
.extnValue extnValue sHF #43] fx & |$+*F subjectAltName &4
OCTET STRING Extension @ = » & ff i *
SubjectAltName 7 DER % %5
s ¥ OCTET STRING ehig
.SubjectAltName SubjectAltName 7% #23] |GPKI & %% - SubjectAltName

er1GeneralNames v # 3 1 %
% 1 GeneralName

.GeneralName

GeneralName &_—- i
CHOICE F 414 & » ¥ iF
#* dNSName & iPAddress

5 Al

GPKI £ * CHOICE #
dNSName # iPAddress

A T b
? 32§43% SSL/TLS #RFE e
Fully Qualified Domain Name
£ IP address

.subjectDirectoryAttributes

Subject Directory Attributes
o kesr
Subject # § L F AL

T R 1
Wigs 13

.extnld

o~ A QPR CLE en
OID id-ce-
subjectDirectoryAttributes
(2.5.29.9)

.critical

% GPKI #

LR d % FALSE 4
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RAREARIE

subjectDirectoryAttributes
K F_5 non-critical
extension » #71r2 critical €7
iz 7_¥_FALSE

DEFAULT VALUE - #714
DER $af§ @ > s f € AL
LS

.extnValue

extnValue s L 3] & 2_
OCTET STRING

¥
subjectDirectoryAttributes &
#& Extension @ % > & Zf ¢ *
SubjectDirectoryAttributes =
DER % 5 ¢ OCTET
STRING i

.SubjectDirectoryAttributes

SubjectDirectoryAttributes
SE R A A
SEQUENCE
SIZE (1.MAX)
OF Attribute

FWE - B
SSL/TLS #F 25 B fis * 48
)& pE— g %‘T 7 @7' r}

4] i 2 SEQUENCE SIZE
(1..MAX) OF KeyPurposeld

.subjectType Subject #g & Bt > H type |[M BT K F A L IEE
22 values 4o Subject #3F &)
type OID id-chtpki-at- 5 & Subject Type
subjectType Attribute 2. OID
(2.16.886.1.100.2.1)
.values OID id-chtpki-et- p OID % 5T & % Subject e5g
applicationProcess % pga@;@w E
(2.16.886.1.100.3.3.1)
.extKeyUsage Extended Key Usage 4% *=  |#* # = % & SSL/TLS & 2 ¢
1 = » z=§* Subject Public |Private Key ezt i # i
Key 1p r‘“@& Private Key
EF=37 SARY
.extnld B~ A o e
OID id-ce-extKeyUsage
(2.5.29.37)
.critical 20 AR krEup g d 3 TRUE # &
BFEFFIRT R DEFAULT VALUE » #11
Extended Key Usage %k % |DER %#g ¥ > pff =7 *
&_critical extension » #1121 |74 v f
critical #hiE % & TRUE
.extnValue extnValue sH§ #1 4 i £ |37 extKeyUsage &4
OCTET STRING Extension m =% > & Jf & *
ExtKeyUsageSyntax 7 DER
kB s ¢+ OCTET STRING
R
.ExtKeyUsageSyntax ExtKeyUsageSyntax =715 #L|SSL/TLS & 3% ¢

ExtKeyUsageSyntax ¢ ¢ 7z 2
% KeyPurposeld

.KeyPurposeld

KeyPurposeld % 4L 4] i
&_OBJECT

id-kp-serverAuth % PKIX
RFC 5280 #1 %_% 1 Key
Purpose OID
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RAREARIE

IDENTIFIER > pt EJ# »
OID id-kp-serverAuth

.KeyPurposeld

(1.3.6.1.5.5.7.3.1)
KeyPurposeld =% #4] f
%_OBJECT

IDENTIFIER > p* EJE »
OID id-kp-clientAuth
(1.3.6.1.5.5.7.3.2)

id-kp-clientAuth 5 PKIX RFC
5280 #1z_% =1 Key Purpose
OID

.CRLDistributionPoints

CRL Distribution Points :}7%

/u’}'&a l"' ) Cg\‘ l,LL‘ kS,
Gz CAxiplg Fﬂ_#ﬁ

LA R B AR W
WP 4p B CRL i 51 -
7 GPKI #11& * 2 CRL

OCTET STRING

B 2. CRL et Distribution Points # # 7 1 %
2 # URL

.extnld PN BN fud=r
OID id-ce-
cRLDistributionPoints
(2.5.29.31)

.critical A& GPKI ¥ > 71 % 9 » FALSE &_
cRLDistributionPoints 4% 2% |DEFAULT VALUE » #112
¥_5 non-critical DER ¥a#g @ » s HF = ¢ 4L 4
extension » #7112 critical £ |v& H-
iz <% 7_%_FALSE

.extnValue extnValue snF #13] i 2 |¥+** cRLDistributionPoints i&

#& Extension @ % 5 & SR i@ H
CRLDistributionPoints 7 DER
Y s ¢ OCTET STRING

e

.CRLDistributionPoints

CRLDistributionPoints %

HalE - ®
SEQUENCE

SIZE (1..MAX) OF

DistributionPoint

& GPKIG#E Y > i
CRLDistributionPoints 7 7 1
X 2 % DistributionPoint ¢ 4
% 7 & i DistributionPoint
P> % 1% 5 Partitioned
CRL#URL» % 2B %
Complete CRL =7 URL ; 4%
¥ 7 1 i DistributionPoint
f > p] 2 Complete CRL
URL

.DistributionPoint

DistributionPoint % —
SEQUENCE > p 3
distributionPoint ~ reasons
22 cRLIssuer = ##

GPKIl Gz & & *
distributionPoint # = > @ 7
i# * reasons ¥ cRLIssuer i&

SR

distributionPoint

distributionPoint §# i e
A A AL
DistributionPointName » =
DistributionPointName #

GPKI /& 3 7 CRL
distributionPoint &_$x *
fullName
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ol ﬁg_«\ v‘w]f@

£ % - i CHOICE 7 #4)
i > ¥ * fullName &
nameRelativeTOCRL Issuer

fullName

fullName =% 4L 4] i £
GeneralNames =
GeneralNames % 2 3] i
A
SEQUENCE
SIZE (1..MAX) OF
GeneralName

GPKI & 7 =7 CRL
distributionPoint = fullName
¥ ¢ ¢ %z 1 i GeneralName

.GeneralName

GeneralName ¥ - &
CHOICE 7 #*74] &

By

GPKI £ * CHOICE *# e
un|formResourceIdent|f|er » I

Gt ¢ e CA = CRL
;}g,mURL » ® 23% CRL %
Partitioned CRL P » R gt 4
oz i URL & Jf 22 3%
CRL z
issuingDistributionPoint #§ >«
e Aref a URL = 2 4p
&

.authorityInfoAccess

Authority Info Access # v
i

GPKI & # ﬁb%fbfﬁal’ikgaf
CA/A\I/#-H j\ﬁ/)&%}i&; -[;I ',é?l
CA)§PE_L’J’J}¥—;[1|—_a T' %ﬁ_‘lﬁ‘t
e bR R E TR

)4 : OCSP

.extnld B~ (& L L e |authorityInfoAccess £ PKIX
OID id-pe- #1 Z_% 1 Private Extension
authoritylnfoAccess
(1.3.6.1.55.7.1.1)

.critical & GPKI ® > 1% d > FALSE &_
authoritylnfoAccess /& =  |DEFAULT VALUE > #112
non-critical extension » 7 |DER %u#§ ¢ > p i € L 4
14 critical ehiE & 7_&_ i
FALSE

.extnValue extnValue s L 3] i 2 |$+3% authorityInfoAccess i&#&

OCTET STRING

Extension @ =% > & Jf & *
AuthorltylnfoAccessSyntax e
DER %% & ¢+ OCTET
STRING i

AuthorityInfoAccessSyntax

AuthoritylnfoAccessSyntax
SE A A - B
SEQUENCE
SIZE (1..MAX) OF
AccessDescription

& GPKlg#™Y » #3 " 3
3 1 1% calssuers iz fd
AccessDescription » & ¥
B4 P BB fspen
AccessDescription > )4 ocsp
AccessDescription

wF
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. AccessDescription AccessDescription 3 — PR R EEERY
SEQUENCE - p % 5187 Issuing CA ~ ¥ g %
accessMethod £ %t A CAB# sl
accessLocation = 1§

.accessMethod accessMethod # ¢3¢ |id-ad-calssuers = PKIX RFC
7] i 2_OBJECT 5280 #7 ¥_% ¢« accessMethod

IDENTIFIER > p* i »

OID id-ad-calssuers

(1.3.6.1.5.5.7.48.2)

.accessLocation accessLocation =3 4 [ URL :}F, w- Be 7 HB
7] i §_GeneralName » @ |CA % % % Issuing CA mi 3

GeneralName &~ & ¥ - B |[G#EITHE » Zfh % rm‘;;

CHOICE ”?1‘»'1']& » GPKI |H_PKCS#7 5z 8 7] ;5 ¢

£ * CHOICE # URL » ¥ 11 &~ i

uniformResourceldentifier |LDAP # CAEntry ¢

c IR e - B (crossCertificatePair Attribute

calssuers =7 URL e URL &t

.accessMethod accessMethod # = ¢nF #¢ |id-ad-ocsp = PKIX RFC 5280
A iy ¥_OBJECT #1 F_g& 1 accessMethod
IDENTIFIER > p* EJE »
OID id-ad-ocsp
(1.3.6.1.5.5.7.48.1)

.accessLocation accessLocation f =% 42 |t URL dpre - BARIGER

4] & ¥_GeneralName > # |f& # 39 PRi%(OCSP) # R B
GeneralName & £ § - & URL eyt > o OCSP PR E
CHOICE F#44] f » GPKI |45 4% & & B & ek i T2

i## * CHOICE ¢ e
uniformResourceldentifier
T e L’}'&ﬂt‘ 2z ;\._ i
OCSP R 7%= URL

1.3.21.2 To-Be-Signed % B IR ER* W EBHERL N

1 = nE o
version v3(2) GPKI B X.509V3
GFE ;Y (AF V3ehiEd 2
@A E_3)
serialNumber & 7 B 55 (Certificate GPKI # #1i % 2_ 15 % B 5%
Serial Number) - B& & 5 16 Bytes e

#c o 1295 DER S #8 $ & #ici7
¢ * e12’s Compliment 4

Y ’41H');-‘Ez’;u" Ebg T
A+ 0x00 > @ & &1 16 Bytes
S R E L i 17
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Bytes e 7 [
signature CAEBMY 2 FRFE (M HFDELFEE
2 z_ Algorithmldentifier  |[SIGNED & % 2.
algorithmldentifier 4 <& 4p
e
.algorithm E % %8 250ID B% %22 OID GPKI p
sha256WithRSAENcryption |+ & i¢ * & & ;% & %
(1.2.840.113549.1.1.11)  |sha256WithRSAENcryption
.parameters NULL GPKI# * chE F§ 527 3
& parameters > e #
parameters & ‘g 3 F NULL >
% ¥ 4% > NULL 2. DER %
% % 0x0500
issuer BB F Jﬁ (CA) z CA » £ 7 DN(#-d4 CA 2 ¢
X.500 Name R 3T T 2)
(1 PKIX 2.3 %5
ASN.1 DirectoryString <~ F
- i@ * UTF-8 %)
validity BB BRI REL T |Gl L BALGEAK D
P T
.notBefore G R o |2 PKIX 2 2 % 2049/12/31
(GMT)» tp P2 [23:59:59 (5 ) 2 % i *
R S UTCTime F4 3] f& » #3545
YYMMDDHHMMSSZ » &
2050/01/01 00:00:00 ( 7z ) =z
g > @ * GeneralizedTime 3
AR 0 Fe R
YYYYMMDDHHMMSSZ -
kA GNP iR §) 8 SS
5004 FF B0k o @ dfhh
Z %57 GMTEFRF 2 2 ¥ 42
.notAfter G A s R o R | PKIX 42 % 2049/12/31
(GMT)» AptpFRFz {5 [23:59:59 (7 ) z =g *
(R N UTCTime T3] f& - 3% 5
YYMMDDHHMMSSZ » &
2050/01/01 00:00:00 ( 7z ) 2
s » & * GeneralizedTime 3
AR 0 RS A
YYYYMMDDHHMMSSZ -
AR Y Wié f 8 SS
2005 2V B @ Btsin
Z%7 GMT R 2 7 4%
subject B 5% $ % (Subject) |4r% i M (3) ik
2_ X.500 Name FrH raE g 2 RIRERY K
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> plH X.500 Name #& 3% 4
T

C=TW

L=£i7 ZA(EFHSF F
@ )

L=F%sg7 % 2 (EFHELHF
o B RE R

O= M () 7% T 2

OU= 1 8 B (1) 2° & =579
CLF(FREFE Ty
5 )

CN= /R Bt * Jekl 72 2 4
(7 4 {//ﬁ'ﬂ/gﬁ,ﬁ,g/@ El /o
¢ 24D

serialNumber= #/K Z & * #
BT e R BE(# A -
et DAL REER A T
IR IRl )

ek LFF RS E 2 PR

Ek* 5 0 plH X500

Name # ;4 4

# F #7£77X.500 Name (£

7V FF fE G E 7 Subject

Name)

CN=Z/R EJ * et 77 2 L

(F i LFRER " 2 ¥
)

serialNumber= #7/8 Z /& # #c

BT B G R A -

R LA R H P T

TP IR FJE T )

(i PKIX %> 7}
ASN.1 DirectoryString ~ F %
- i * UTF-8 %)

subjectPublicKeylInfo & 7 3 % 0 Public Key 751 Subject <7 Public Key #¢
Info w2 Public Key enig
.algorithm & % subjectPublicKey g %]
e Algorithmldentifier
.algorithm OID rsaEncryption Public Key #g %] 2. OID -

(1.2.840.113549.1.1.1) GPKI p % ¥ i *
rsaEncryption 2. Public Key
.parameters NULL rsaEncryption ;i & j* B2 2% 7
Z & parameters » fe
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parameters & g b NULL >
7 ¥ 4 vt > NULL 2. DER %
#5 % 0x0500
.subjectPublicKey BIT STRING - ¢+ BIT GPKI p =+ © % * RSAPublic
STRING p % Subject Key » #712¢¢ BIT STRING 7

Public Key =7 DER % #5 &

s A = )y s .
R S PR NS (92

DER 45 :

RSAPublicKey ::= SEQUENCE {
modulus INTEGER,
publicExponent INTEGER }

extensions

SEQUENCE OF Extensions

21

PES-BH R SR
P e e fE AT (F %
LY AT T

T EVER )

B

A

.authorityKeyldentifier

Authority Key Identifier #
o = 0 Key ldentifier e
A4 3 ViR PKIX %

& B~ |Issuing CA =
Public Key =7 SHA-1 Hash
2 % Key ldentifier

P AR ih P ehE Rt CA

FREHENEETRT g

AV - 3 o i & CA L

Bhdgr H AL

)@ %16 * CA cR— 58 CA &
ERRH S BE

.extnld B A P en
OID id-ce-
authorityKeyldentifier
(2.5.29.35)

.critical # GPKIl ¢ > i & d > FALSE &_
authorityKeyldentifier ¢ _|DEFAULT VALUE > #712
H_non-critical extension > |DER $a#& ¢ > st HF = € AR
#rrL critical g & T H_ (R AL
FALSE

.extnValue extnValue sHF L 4] i & |$+3% authorityKeyldentifier i&

OCTET STRING

#& Extension @ % > & Jf i¢ *
AuthorityKeyldentifier 77 DER
k% s ¢ OCTET STRING

R

AuthorityKeyldentifier

AuthorityKeyldentifier e
L fs“,kf#g 3 = i# Optional
sl o A W]
keyldentifier ~
authorityCertlssuer &2
authorityCertSerialNumber

i

GPKI & # & 45 PKIX > ¥
* keyldentifier == > @ % i
* authorityCertlssuer £2

authorityCertSerialNumber ##

]’v‘v

.keyldentifier

keyldentifier § % 13 424
it _Keyldentifier »
KeylDentifier » ¥ % - i
OCTET STRING F#L4] f&

Keyldentifier sh 2 4 = ;% i& e
PKIX & % > B~ Subject
Public Key 7 SHA-1 Hash &
# % Keyldentifier 0 OCTET
STRING i&
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RAREARIE

.subjectKeyldentifier

Subject Key Identifier 4§ v
# = » Key Identifier <&
43 ke PKIX A% -
B~ Subject = Public Key £
SHA-1 Hash & 5 Key
Identifier

P L eh P hE T
Subject #7i¢ * 4 4 H IR -
;}’U

.extnld Hor N A PP e
OID id-ce-
subjectKeyldentifier
(2.5.29.14)

.critical % GPKI @ > 2% d > FALSE £_
subjectKeyldentifier & #_&_|DEFAULT VALUE > #712
non-critical extension » 7 |DER %u#§ ¢ > p i € 4L 4
2 critical ehiE & 2 F_ (EF: A
FALSE

.extnValue extnValue sHF L 3] i & |$+3% subjectKeyldentifier i f&

OCTET STRING

Extension @ = » & ff i *
Keyldentifier 77 DER %78 i
% ¢ OCTET STRING i

.Keyldentifier

KeylDentifier ~ £ % - i
OCTET STRING F #14] fx

Keyldentifier 502 4 = ;% iz g
PKIX &% » B~ Subject
Public Key 7 SHA-1 Hash &
# % Keyldentifier e7 OCTET
STRING &

.keyUsage

Key Usage #% “ f§ i~ » 3%

i Subject Public Key 4p %t
& 2. Private Key e# 2 72
#

ViR FPRERT M7 R
#* H £ ¥ (Single Key
Pair) & B % &%t (Dual Key
Pairs) 43> 2 5 ¥ £44
¥ P # 3% Subject #i¢ * ih
SRR ARERE
H KeyUsage #-¢ 7
digitalSignature » %= % 4c f3 %
B EJ;E! KeyUsage
#-¢ 7 keyEncipherment £
dataEncipherment = & * & >
FEREEDEY - R
H Key Usage #-¢ 2
digitalSignature ~
keyEncipherment £2
dataEncipherment = f& * % ;
F 5 B L4¥ > RI3Z Subject
ERDEGFHEL L EFE
RIEEE RN £ R
7 2. Key Usage #-¢ 2
digitalSignature > @ 4c 2% &
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RAREARIE

7# 2. Key Usage #-¢
keyEncipherment 2
dataEncipherment = & * %

.extnld RPN N BN =y
OID id-ce-keyUsage
(2.5.29.15)
critical % GPKI ® > keyUsage % [/ & ¢ ** TRUE 7 &_
F_#&_critical extension » #t |DEFAULT VALUE » #712
12 critical e & T_H_ DER % ¥ » JF 273 ¥ 4%
TRUE L
.extnValue extnValue snF #14] fs 2 |$3 keyUsage iz #a Extension
OCTET STRING m 3 0 &Rt KeyUsage 5
DER %8 w5 ¢+ OCTET
STRING e¢ie
.KeyUsage KeyUsage & ¥ 5 — F PR AT H £

Named BIT STRING F #2

A s

4% ¥+ (Single Key Pair) » ®
LRELHRET Y BE R
#* Named BIT STRING 2.
digitalSignature (0)iz i# Bit #-
g’?ﬁ‘r/&: » L FREES R
* 8% 0 P Named BIT
STRING 2z
keyEncipherment(2)
dataEncipherment (3):& = &
Bit#-¢g 43k 5 1 Fr &%
R.Eg,ﬁ_q_b"’%tﬁgpﬁ? A
P ¢+ Named BIT STRING 2.
digitalSignature (0) ~
keyEncipherment(2)2
dataEncipherment (3)i& = &
Bit 3i#-g Ak 5 1o
FRRERT OHME T &

4% ¥+ (Dual Key Pair) »
LRELHRET Y BE R
¢t Named BIT STRING z
digitalSignature (0)iz i# Bit #-
EMEE L FLBREL LT
* &% > Pyt Named BIT
STRING z
keyEncipherment(2) £
dataEncipherment (3):& = i
Bit Bk sl

.certificatePolicies

Certificate Policies 3 ~u 1§
o CARF N ERE

7~ CA & & B TiR
:}f;}m GPKI Certificate Policy
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ol ﬁg_«\ v‘w]f@

TR BRI

z 0ID

.extnld N B s
OID id-ce-certificatePolicies
(2.5.29.32)

critical TARE AL 0 & i1 4 * FALSE &
GPKI # > DEFAULT VALUE - #1121
certificatePolicies # 3% ¥_% |DER %/ ® » s HF - g A 4
non-critical extension » #7 |v& -
r2ocritical g & 74
FALSE

.extnValue extnValue sHF 1 3] fs & |¥+>+ certificatePolicies i& 44

OCTET STRING

Extension @ = » & fp i *
CertificatePolicies =7 DER %,
75t s 2 OCTET STRING =

e
N

.CertificatePolicies

CertificatePolicies 5 L

AN - B

SEQUENCE

SIZE (1..MAX) OF
Policylnformation

& GPKIl&#" - EE
Certificate 7 it 7 7 1
Policylnformation

.PolicyInformation

PolicyInformation % -
SEQUENCE - p 2
policyldentifier &2
policyQualifiers = 4§

GPKI gz iE *
policyldentifier ## = > @ % i#
* policyQualifiers # i

.policyldentifier

policyldentifier # = 3 L
7| & _CertPolicyld » =
CertPolicyld & ¥ 5 -
OBJECT IDENTIFIER %

195 CA & 3 2L I HPF 974
* hikzE % % (Assurance
Level )» 3 F X &% %%
s 2_ GPKI Certificate Policy
OID

.SubjectAltName Subject Alternative Name 3% |t # = 5 Optional » & @R %

i . GPKIRPRE ™ #icdiz3 URL > R~ 4
e H @»gé‘n& =g, LLJ@B % fu%&“n’i? /L q%
F% 2 2sdk Subject 1
URL =&t

.extnld PN ST B fud=x
OID id-ce-subjectAltName
(2.5.29.17)

.critical A& GPKI ¢ 2% d > FALSE 2_
subjectAltName #43% _5 |DEFAULT VALUE > #712
non-critical extension » #7 |DER %% ® - M i € A% 4
2 critical e & 2 _H_ v H
FALSE

extnValue extnValue s #14) i £ ¥4 subjectAltName iz f&

OCTET STRING

Extension m = > & Jf & *
SubjectAItName 11 DER % 7%
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GPKI G 2 A P 38 21%

s v OCTET STRING eig

.SubjectAltName SubjectAltName 77 #23] |GPKI & # ¢ SubjectAltName
it 4_GeneralNames = 1 GeneralNames = ¢ ¢ 7 1
GeneralNames =% #13] i |# GeneralName
A
SEQUENCE

SIZE (1..MAX) OF
GeneralName

.GeneralName GeneralName #_—- & GPKI:E * CHOICE ¥ &
CHOICE 7 #3] un|formResourceIdentlf|er » T
B e PR E
#48 « URL
.SubjectDirectoryAttributes Subject Directory Attributes | % I & & f g =7 * c/fd

Foodp o * Riesr Bigtrrk
Subject 4% 3 e T A
.extnld B~ A o i
OID id-ce-
subjectDirectoryAttributes
(2.5.29.9)

critical A& GPKI ¥ > 1% 9 > FALSE &_
subjectDirectoryAttributes |DEFAULT VALUE » #1112
3K ZT_& non-critical DER %085 * » J* 4 = & 4% 74
extension » #7r critical £ |vx H

iz < ¥ ¥_FALSE
.extnValue extnValue sH3 L 4] fs & |$3°

OCTET STRING subjectDirectoryAttributes &
#8 Extension @ % > & Zf ¢ *
SubjectDirectoryAttributes =n
DER $a#8 s ¢+ OCTET

STRING i
.SubjectDirectoryAttributes  |SubjectDirectoryAttributes [@ v & 2 - 8 B &5
RN S ee;l IPPRB?)’%’*@%W& £ 3e
SEQUENCE 7 4
SIZE (1.MAX)
OF Attribute
.subjectType Subject g =] Bt > H type |[M BT K F A L IEFE
2 values 4T Subject g %)
type OID id-chtpki-at- 5 & Subject Type
subjectType Attribute 2. OID
(2.16.886.1.100.2.1)
.values OID id-chtpki-et- ¥t OID # 7+ & 7% Subject g
applicationProcess ul % i p;ﬁﬂ?)@w R
(2.16.886.1.100.3.3.1)
.CRLDistributionPoints CRL Distribution Points # |s* 4% v 3% &G R * &

A R EF ST (M- M CRL ddg sl o B
G2 CA2 W iga#ap |3 GPKI#ri¢ * 2. CRL

204 BB B 2R



GPKI /& % % 1§ 8 i 1

RAREARIE

OCTET STRING

M 2. CRL eyt Distribution Points # ¢ 2 1 %
2 # URL

.extnld Hor N A PP e
OID id-ce-
cRLDistributionPoints
(2.5.29.31)

.critical A& GPKI ¥ > 7 &% d >t FALSE &_
cRLDistributionPoints 4% 2% |[DEFAULT VALUE » #11/
¥_% non-critical DER ¥a#g @ » s fF = € 4L 4
extension » #7112 critical £ |v% H-
g % Z_%_FALSE

.extnValue extnValue s #13] i #_ | ¥+ cRLDistributionPoints iz

#8 Extension @ % > % Jp ¢ *
CRLDistributionPoints =7 DER
MG s ¢ OCTET STRING

e

.CRLDistributionPoints

CRLDistributionPoints %

A - B
SEQUENCE
SIZE (1..MAX) OF
DistributionPoint

® GPKIG#ER NP » i
CRLDistributionPoints 7 7 1
3 2 # DistributionPoint o 4
% % & i DistributionPoint
oo % 11 5 Partitioned
CRL=URL % 2 3
Complete CRL =7 URL ; 4%
¥ 7z 1 i DistributionPoint
pF o B % Complete CRL =0
URL

.DistributionPoint

DistributionPoint % —
SEQUENCE > p 3
distributionPoint ~ reasons
£ cRLIssuer = 1§

GPKIl &% & & *
distributionPoint # = » @ 7
& * reasons ¥2 cRLIssuer i&

5B

distributionPoint

distributionPoint #§ = e 3
AL A A A
DistributionPointName > =
DistributionPointName +
¥ % - i CHOICE F#1 4]
AL 0 ¥ 3£ * fullName ¢
nameRelativeToCRLIssuer

GPKI & 7 =7 CRL
distributionPoint &_3x *
fullName

fullName

fullName =% L 4] ik &
GeneralNames @
GeneralNames % #2 3] i
A

SEQUENCE

SIZE (1..MAX) OF
GeneralName

GPKI {5 3% 5 CRL
distributionPoint = fullName
¥ ¢ ¢ 7z 11 GeneralName
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GPKI &2 % B A 1t |

RAREARIE

.GeneralName

GeneralName &_—- i
CHOICE p”*‘ LA A

GPKI £ * CHOICE ¥ =
un|formResourceIdentlf|er »
G ¢ e CA =i CRL
#eURL > ¥ £3% CRL %
Partitioned CRL & » Rt 4%
e e URL & 7 22 3%
CRL z
issuingDistributionPoint #§ v
fe? et URL = 249
e

.authorityInfoAccess

Authority Info Access # v
i

GPKI i& * gt ¥ L = i;""ci\l
CAxmH AL GHEE H L+ R
CA &% mﬁ‘ﬁi v T ;fﬁ-‘rﬁ-g
SRR B N N

|4 : OCSP

.extnld o~ A QL L F e |authoritylnfoAccess 2 PKIX
OID id-pe- 1 %_% ¢ Private Extension
authoritylnfoAccess
(1.3.6.1.5.5.7.1.1)

.critical & GPKI # > ;1% 4 > FALSE &_
authoritylnfoAccess /& =  |DEFAULT VALUE > #112
non-critical extension » 7 |DER %a#§ ¢ > p i € 4L 4
r4 critical #hiE & T_F_ (EF 8
FALSE

.extnValue extnValue shF 4L 4] i & |¥+3% authorityInfoAccess i&#&

OCTET STRING

Extension @ = » & fp i *
AuthorityInfoAccessSyntax
DER % %5 # x ¢+ OCTET
STRING =i

AuthorityInfoAccessSyntax

AuthorityInfoAccessSyntax

S L

SEQUENCE

SIZE (1..MAX) OF
AccessDescription

& GPKIGz#"? » #31 > 3
3 1 1% calssuers iz fd
AccessDescription » I #
B4 P H B AR
AccessDescription > )4 ocsp
AccessDescription

wF

. AccessDescription

AccessDescription 3 -
SEQUENCE > p 3
accessMethod &
accessLocation = ##

PR AR EEERT I
P~ Issuing CA ~ £ 15 3%
2 bk CAlgzE i3l

.accessMethod

accessMethod 4 i % L
3] i £ OBJECT
IDENTIFIER > p* i >

OID id-ad-calssuers
(1.3.6.1.5.5.7.48.2)

id-ad-calssuers = PKIX RFC
5280 #1 %_2 < accessMethod

.accessLocation

accessLocation #§ i~ m§1

WURLI - e 5 8¢
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GPKI &% 2 1§ % A )k i P #5521 %

7] i ¥_GeneralName » @ |CA % % % Issuing CA #13 =
GeneralName ~ ¥ ¥ - B |@#E % > %0 % r’?’?ﬁ» 3
CHOICE F#13] & » GPKI |£_PKCS#7 5% ¢ 71 ; }
i#* CHOICE ® 1 URL » ¥ 12 & - Bdpe
uniformResourceIdentifier LDAP # CAEntry
JEGNRS s A crossCertificatePair Attribute
calssuers URL 7 URL e nt

.accessMethod accessMethod # 1% L |id-ad-ocsp = PKIX RFC 5280

A i §_OBJECT
IDENTIFIER > }* EJf ~
OID id-ad-ocsp
(1.3.6.1.5.5.7.48.1)

#1¢_% ch accessMethod

.accessLocation

accessLocation f e
4| 5 ¥_GeneralName > @
GeneralName ~ ¥ § - B
CHOICE 7 #2] fi » GPKI
i## * CHOICE *® ¢
uniformResourceldentifier

Tt gt A = €a§,
OCSP PR 3% URL

# URL 5% - B&R B3R
i 434 PRzZ»(OCSP) P PR i
URL 45t » ocsp o PR
R ENGEIRLE TR

1.3.21.3 To-Be-Signed pF &

PIRERT R

BEFR

i

r %

L

version

v3(2)

GPKIl &z 34 # * X.509 V3
BERN (LR V3T g 2
m A E.3)

serialNumber

&7 B % (Certificate
Serial Number )

GPKI ¥ 5% % 2 g2 B 5.2
- B B 5 16 Bytes ert &
#0139k DER S8 4 & #icir
i * ¢h12°s Compliment 2

Pl B RELT i 6 LG

A4+ 0x00 » @ i# &0 16 Bytes
xn f&‘:@t‘? B b ik w17
Bytes e R
signature CAEHFTH 2 FRFE | HFDELFENE
7% 2_ Algorithmldentifier ~ [SIGNED & % 2.
algorithmldentifier # =7z 4p
&
algorithm R &5 i20ID B3 w22 OID> GPKI P
sha256WithRSAENcryption |+ & i¢ * & % /% & ;2
(1.2.840.113549.1.1.11) sha256WithRSAEncryption
.parameters NULL GPKI & * chE 7827 3
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GPKI & 7 % & 78 A ok o

N
I %‘J““?}

& parameters > i #
parameters & Zg 3
7 ¥ gz > NULL 2.
# % 0x0500

NULL -
DER

issuer

& & FF (CA) =
X.500 Name

CA & £ DN(#%-d CA 1 #
W2 2)

(% PKIX %0 %77
ASN.1 DirectoryString < F %
- =i * UTF-8 % )

validity

BEEC PEIT 2 B A o
pt

GE )k RALGHEITK A

T

.notBefore

G SRR R
(GMT) » tog o ¥ 2
I& 78 ‘. 3

iz PKIX 3 2_#x 2049/12/31
23:59:59 (7 ) 2w @ *
UTCTime 42 3] i& - 5% &
YYMMDDHHMMSSZ » &
2050/01/01 00:00:00 ( z ) 2
ts > & * GeneralizedTime F
#:im Ht« s ’]Vé';r‘ %
YYYYMMDDHHMMSSZ -
A GNP g §) 8 SS
2004 27 4k o @ ffsen
Z% 7 GMT RS 2 7 4k

.notAfter

e AT gl O § ey
(GMT) > Byt pEm 2 18

1§ & T

= PKIX . 2_f 2049/12/31
23:59:59 (7 ) 2= *
UTCTime 342 3] f& » #5% &
YYMMDDHHMMSSZ » %
2050/01/01 00:00:00 ( 7z ) =
s » & * GeneralizedTime 3
AAE - Rt R
YYYYMMDDHHMMSSZ -
A fEe N Y i f) 8 SS
2004 2 F 4k @ Etsen

Z%57 GMTEERF» 2 7 4%

subject

& % &% ¥ % (Subject)
Z_ X.500 Name

ok Arrrs e () 2
Frl g2 PIRERY 5
18 > p] 2 X.500 Name #& ;% 4
- o
C T™W

L=pi7 ZH(EHLEE ¥
R 2
L=F%g 7 & 2 F(EALHF
S R )
O=H () 774 T 2
OU= % f #8 B (#F) 2° H 1= 5792
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GPKI 6 3 % 16 A ok i+ 15531

CEUERLY = T F
5 4)

CN=#/R Z e # pHd 77 2 L
(F oy LFRER " iz
ML R A
F 27D

serialNumber= #/g Z & * #
YA K # R A -
BB AL EE L T
TR IR B # B HY)

ok LF T BipE R 2 FIR
ER* gk 0 B X.500
Name & 3% 40

# E #57#£77X.500 Name (7
7t /F;ﬁi 5 1£.18 7 s77Subject
Name)

CN= /R ZJ * g4 577 2 i
(7-’_’;; TZ/};’/%ZE@ * gAYz R
i Eﬁ?;%: R AL W2
# 240

serialNumber= 7#/k Z /& * #c
B rk w) (A BE(# 10 B 4N —
s LRI RER pl LT P
1R E b B A

(& PKIX 2R 2> #77
ASN.1 DirectoryString < F %
- =i UTF-8 %8 )

subjectPublicKeyInfo

1§ ¥ 3 %8 9 Public Key
Info

7z ¢ Subject £ Public Key #f
b % Public Key i

.algorithm * % subjectPublicKey #g %]
11 Algorithmldentifier
.algorithm OID rsaEncryption Public Key #g %] 2_ OID -
(1.2.840.113549.1.1.1) GPKI p 7 ¥ ¢ #
rsaEncryption z_ Public Key
.parameters NULL rsaEncryption ;& & ;= &2 X %

Z & parameters » iz H
parameters & Zg 3 + NULL >
? ¥ 4 %% > NULL 2. DER %,
# 5 0x0500

.subjectPublicKey

BIT STRING - ¢ BIT
STRING p 7 Subject
Public Key 7 DER % &

GPKI p =+ ¥ $ * RSAPublic
Key » #712¢¢ BIT STRING =

ERR G T TR
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GPKI /& % % 1§ 8 i 1

RAREARIE

DER 78 :
RSAPublicKey ::= SEQUENCE {
modulus INTEGER,

publicExponent  INTEGER }

extensions

SEQUENCE OF Extensions

RER-PH e
T R A (R

wigE? VER T N AR
VAR E'?"!“'E!TF?- ) :

.authorityKeyldentifier

Authority Key Identifier 7%
o = 0 Key ldentifier e
A2 75 ie R PKIX %

#& > B~ Issuing CA 1
Public Key =7 SHA-1 Hash
2 % Key ldentifier

PP LB e e E R CA

ok EPF ABTEATR Y ahk

E 8- 3 5 Uif 2 CA Y

Hhdpr 2 AR

)@w% * CA erw%— 58 CA g
AN A

OCTET STRING

.extnld PSRBT B fud=r
OID id-ce-
authorityKeyldentifier
(2.5.29.35)

critical & GPKI ¢ 71 % 9 » FALSE &_
authorityKeyldentifier < z_ |DEFAULT VALUE » #712
H_non-critical extension > |DER $a#% ? » p4F = € AL H
11l critical eniE & 2 A R H
FALSE

.extnValue extnValue sHF #13] fs & | ¥+ authorityKeyldentifier i&

#8 Extension @ % > & Zf ¢ *
AuthorityKeyldentifier 77 DER
Sk w5 ¢4 OCTET STRING

R

AuthorityKeyldentifier

AuthorityKeyldentifier %
#-’i,f%ﬁg % = 1% Optional
=2 BRI B
keyldentifier ~
authorityCertlssuer ¥2
authorityCertSerialNumber

i

GPKI 5 # iz 45 PKIX » 7 4
* keyldentifier # == > @ % {2
* authorityCertlssuer ¥2

authorityCertSerialNumber ##

s
(had

keyldentifier

keyldentifier #f = n3 L3
it ¥_Keyldentifier > @

KeylDentifier » £ % - i
OCTET STRING F #4] fx

Keyldentifier 502 4 = ;% iz
PKIX & # » B~ Subject =
Public Key =7 SHA-1 Hash &
# s Keyldentifier sn OCTET
STRING &

.SsubjectKeyldentifier

Subject Key Identifier 4§ ~
# = > Key Identifier (12
4 33V ik e PKIX &2
B~ Subject = Public Key 7
SHA-1 Hash & 5 Key
Identifier

PR L e P R AR T
Subject #1i¢ * 14 i H IR -
;flu
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GPKI &2 % B A 1t |

RAREARIE

.extnld EIDNRTIE AN LR % =t
OID id-ce-
subjectKeyldentifier
(2.5.29.14)

.critical & GPKl ¢ > 1% d > FALSE &_
subjectKeyldentifier & #_&_|DEFAULT VALUE > #712
non-critical extension - #t |DER % ® » s {§ g AR
r2 critical enig & 7 E_ v H
FALSE

.extnValue extnValue sH 7 4L 4] i & |¥3% subjectKeyldentifier i f&

OCTET STRING

Extension @ = » & fp i *
Keyldentifier =57 DER %78 2
% OCTET STRING i

.Keyldentifier

KeylDentifier = £ 5 - i
OCTET STRING F#L4] &

Keyldentifier chz 4 = ;% &
PKIX &% » B~ Subject
Public Key 7 SHA-1 Hash &
# % Keyldentifier 0 OCTET
STRING i&

.keyUsage Key Usage # o ff i > 3¢ |[FFR FIRFIGFE L 4T T
1 Subject Public Key 4p ¥t | 5 & T % i qr Key Usage
2. Private Key e1% 22 [#-1 ¢ 7 digitalSignature *
1 i#
.extnld B AP e
OID id-ce-keyUsage
(2.5.29.15)
critical % GPKI ® > keyUsage % [/ & ¢ ** TRUE 7 &_
%_&_critical extension - #t |DEFAULT VALUE » #712
2 critical e & T_E_ DER % ¥ » JF 273 ¥ 4%
TRUE CREE:
.extnValue extnValue s L 3] i 2 | ¥ keyUsage i #& Extension
OCTET STRING Mm% o0 e p i % KeyUsage ¢
DER %5 i 5 ¢ OCTET
STRING e
.KeyUsage KeyUsage ~ ¥ % - & PFRPIREGFE DL 4T
Named BIT STRING F#L |5 & & * & > ¥]* Named
7| A BIT STRING z
digitalSignature(0)iz # bit #-
gMK 1

.certificatePolicies

Certificate Policies 3 ~v 1§
o e  CABH B
“ti¢ % e R

o~ CAEH P BERTE
#% < GPKI Certificate Policy
z. OID

.extnld RPN AU ES fhd=z
OID id-ce-certificatePolicies
(2.5.29.32)
.critical SOAREEARL > A A% d > FALSE &_
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GPKI & % % 16 3% s 1t |

_P.l ﬁg_«\ v‘w]f@

GPKI # >
certificatePolicies # %X Z_%
non-critical extension » #1
4 critical g & T_A_
FALSE

DEFAULT VALUE - #714
DER $af§ @ > s f € AL
LS

.extnValue

extnValue s L 3] & 2_
OCTET STRING

¥+ certificatePolicies iz fa
Extension m =% > & Jf & *
CertlflcatePoI|C|es 7 DER %
F& i ¢t OCTET STRING =

A
N

.CertificatePolicies

CertificatePolicies e #*
- @
SEQUENCE
SIZE (1..MAX) OF
Policylnformation

& GPKIl&#" - EE
Certificate 7 5c 7 7 1
Policylnformation

.PolicyInformation

Policylnformation 5 -
SEQUENCE > p 2
policyldentifier &
policyQualifiers = 4#

GPKl gz« i *
policyldentifier # iz » @ % i
* policyQualifiers # =

.policyldentifier

policyldentifier # = 7 L
it €_CertPolicyld » #

CertPolicyld & ¥ 5 —

OBJECT IDENTIFIER #

LA Ak

1395 CA § % 0L BB T3
i % s (Assurance
Level ) 3 + A & %% E
& 2_ GPKI Certificate Policy
OID

i _GeneralNames @
GeneralNames % #2 3] i

2

.subjectAltName Subject Alternative Name | # = 5 Optional > & & /R %
Zff it & GPKI RIRE | #7482 F URL » B~ 4%
e HHEEY S S eRT e
P 32z 4% Subject 0
URL ikt
.extnld PSRBT B fud=x
OID id-ce-subjectAltName
(2.5.29.17)
.critical A& GPKI ¢ A% d > FALSE 2_
subjectAltName #£ 3% = 5 |DEFAULT VALUE » #7112
non-critical extension » 7 |DER %a#§ ¢ > p = € L 4
4 critical enig & 2 & i
FALSE
.extnValue extnValue sHF L 3] i & |$+3 subjectAltName izf&
OCTET STRING Extension m =% > & Jf & *
SubjectAltName 7 DER % #5
# i ¢ OCTET STRING i
.SubjectAltName SubjectAltName 3 #4] |GPKI & % mSubJectAItName

«f1GeneralNames »* ¢ ¢ 7 1
i GeneralName
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GPKI &2 % B A 1t |

RAREARIE

SEQUENCE
SIZE (1..MAX) OF
GeneralName

.GeneralName

GeneralName ¥ - &
CHOICE 7 #14] i

GPKIl:E * CHOICE ¢ e
un|formResourceIdent|f|er » T

G R RIRE R
#48 h URL
.SubjectDirectoryAttributes Subject Directory Attributes | 7 I & g 7 * /L
:}j%fr_,’]f]‘}jl'f'_’ * j\;\’:" *&B,’ig»‘ A e

Subject 4 3 T AL

.extnld PN U B fud=z
OID id-ce-
subjectDirectoryAttributes
(2.5.29.9)

critical A& GPKI ¥ » 3% 9 » FALSE &_
subjectDirectoryAttributes |DEFAULT VALUE » #112
3K T_& non-critical DER $ff @ » s 4§ = € 4 %
extension » #7r2 critical £ |vx H
g % Z_§_FALSE

.extnValue extnValue s L 4] fg 2 |3

OCTET STRING

subjectDirectoryAttributes iz
#& Extension @ % 5 & R i@ *
SubjectDirectoryAttributes
DER %% i = ¢+ OCTET
STRING =g

.SubjectDirectoryAttributes

SubjectDirectoryAttributes
TR R A

HHET e - B B R
PR R BRI R € e

SEQUENCE = 5§ 1

SIZE (1..MAX)

OF Attribute
.subjectType Subject 2z | 1+ > H type [ B kRS EFE
22 values 4-T Subject 5 &)
type OID id-chtpki-at- #t 5 % Subject Type
subjectType Attribute 2. OID
(2.16.886.1.100.2.1)
.values OID id-chtpki-et- ¢t OID # 7+ & #% Subject g
applicationProcess WL RIRE R B
(2.16.886.1.100.3.3.1)
.extKeyUsage Extended Key Usage #% - | i% 45 RFC 3161 r’v’ﬂ%ffjﬁ%” EANCY
1§ = » sz 4" Subject Public PR EGE L 7 7 2
Key #p ;1‘/’@ Private Key |1 =
Gk ik
.extnld BHon &P R e
OID id-ce-extKeyUsage
(2.5.29.37)
.critical gl ko rEupt g d 3 TRUE 7 &
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GPKI &% 2 1§ % A )k i P #5521 %

BT IR 4 DEFAULT VALUE » #1112

Extended Key Usage % @_ |DER %5 ¥ » J' 1§ 2% 7 4%

&_critical extension » #1121 |74 vt f

critical &g % =_¥_TRUE

.extnValue extnValue s #13] i 2 |$3% extKeyUsage =&

OCTET STRING Extension @ = » & fp i *
ExtKeyUsageSyntax 7 DER
G s ¢ OCTET STRING
B

.ExtKeyUsageSyntax ExtKeyUsageSyntax % #2| pF 2R o PR B 1f 7

4| i 2_SEQUENCE SIZE

(1..MAX) OF KeyPurposeld|1

ExtKeyUsageSyntax ¥ ¢ ¢ 2
i# KeyPurposeld

.KeyPurposeld

KeyPurposeld % 4L 4] i
&_OBJECT

IDENTIFIER > gt EJE »
OID id-kp-timeStamping
(1.3.6.1.5.5.7.3.8)

id-kp-timeStamping = PKIX
RFC 5280 2 RFC 3161 #+%_
# 1 Key Purpose OID

.CRLDistributionPoints

CRL Distribution Points 47%
Z‘L’]ﬁa [N i\‘ 1, kol
872 CA; i ”"& p_#B

AR R EEERY I
BB~ @4p M CRL ehdg il > B
7 GPKI #7# * 2. CRL

K 2. CRL e nt Distribution Points # & 7 1 %
2 % URL

.extnld B AP e
OID id-ce-
cRLDistributionPoints
(2.5.29.31)

.critical & GPKI ® > 1% d > FALSE &_
cRLDistributionPoints 4% 2% |DEFAULT VALUE > #1114
¥_% non-critical DER %fg ¢ » s {F = € 4L 4
extension » #71Z critical e |12 H-
@< 7_§_FALSE

.extnValue extnValue shF 41 4] is #_  |$+*> cRLDistributionPoints i&

OCTET STRING

#8 Extension @ % > & Zf ¢ *
CRLDistributionPoints = DER
SkG s OCTET STRING

e

.CRLDistributionPoints

CRLDistributionPoints %
KAl 2 B
SEQUENCE

SIZE (1..MAX) OF

DistributionPoint

& GPKlI G #ER Y - =
CRLDistributionPoints 7 7 1
2 2 i DistributionPoint o 4r
% % & B DistributionPoint
2= S - Partitioned
CRL=»URL > % 2B 3%
Complete CRL # URL ; 4%
© 7 1 i@ DistributionPoint
FF > f % Complete CRL =
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GPKI G 2 A P 38 21%

URL

.DistributionPoint

DistributionPoint 3 —
SEQUENCE » p 3
distributionPoint ~ reasons
£ cRLIssuer = {#

GPKIl &% & & *
distributionPoint 1 = » @ 7
& * reasons £# cRLIssuer i&

BB

distributionPoint

distributionPoint f§ i 3
LA Ry A
DistributionPointName > =
DistributionPointName
£ % - i CHOICE 7 #4)
i > ¥ & * fullName
nameRelativeTOCRLIssuer

GPKI & 7 =7 CRL
distributionPoint &_3x *
fullName

fullName

fullName =% L 4] i &_
GeneralNames =
GeneralNames % #2 3] i
A
SEQUENCE
SIZE (1..MAX) OF
GeneralName

GPKI & 7 57 CRL
distributionPoint = fullName
¥ ¢ ¢ 7 11 GeneralName

.GeneralName

GeneralName &_- i
CHOICE F #14 &

GPKI £ * CHOICE ¥ 1
uniformResourceldentifier »

Gt ¢ e CA = CRL
;}g,mURL » 2 #3% CRL &
Partitioned CRL F# » pY gt 4
= #7ze 44 e URL & 22 3%
CRL z
issuingDistributionPoint #§ >«
e e URL = 2 4p
&

.authorityInfoAccess

Authority Info Access # -
i

GPKI i& * Lbﬁfaﬁ%"ik*ai\:
CAOHALGZHEL AL A
CAlG#E s » T ¥ RLT &
e P H BT
|4 © OCSP

.extnld B~ A PP L e |authorityInfoAccess 2 PKIX
OID id-pe- #1 F_% 11 Private Extension
authoritylnfoAccess
(1.3.6.1.5.5.7.1.1)

.critical A& GPKI ¢ 2% d > FALSE 2_
authoritylnfoAccess /& =  |DEFAULT VALUE » #712
non-critical extension » #7 |DER %% ® » M i € A% 4
4 critical enig & 2 & v
FALSE

.extnValue extnValue sHF #43] fx & | ¥+ authorityInfoAccess iz fa

OCTET STRING

Extension m = > & Jf & *
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AuthorityInfoAccessSyntax £
DER ¥ s ¢+ OCTET
STRING =g

AuthorityInfoAccessSyntax

AuthoritylnfoAccessSyntax
mF. ‘}"1‘ ng\'— l[ﬁ;
SEQUENCE
SIZE (1..MAX) OF
AccessDescription

& GPKl Gz "Y » #-31 " 3

3 1 1 calssuers izfé
AccessDescription » T ¥ AL F
L R kgl
AccessDescription > )4 ocsp
AccessDescription

. AccessDescription

AccessDescription 3 —
SEQUENCE > p 2
accessMethod &
accessLocation = {§

SR R R
§ P~ 18 Issuing CA ~ ¥ 5 3%
2 R CA G g 5l

.accessMethod

accessMethod # i e L
3| & & OBJECT
IDENTIFIER > p* i »

OID id-ad-calssuers
(1.3.6.1.5.5.7.48.2)

id-ad-calssuers = PKIX RFC
5280 #1 %_z 11 accessMethod

.accessLocation

accessLocation t§ - e 42
4| & ¥_GeneralName > @
GeneralName # ¥ & -
CHOICE 7 #14] & » GPKI
i## * CHOICE *# e
uniformResourceldentifier
R ) i\— i
calssuers =77 URL

# URLdp - B e 320
CA % % % Issuing CA mi ]
G iﬁmﬁ_’ic , pxﬁ?i" mah_g,
H_PKCS#7T &z 8 7] ;5 ¢

URL =~ ¥ & - g+
LDAP ¥ CAEntry
crossCertificatePair Attribute
e URL % ht

.accessMethod

accessMethod 4 i e L
3| & & OBJECT
IDENTIFIER > #* i »
OID id-ad-ocsp
(1.3.6.1.5.5.7.48.1)

id-ad-ocsp = PKIX RFC 5280
s F_& ¢ accessMethod

.accessLocation

accessLocation {§ - e
4| & ¥_GeneralName > @
GeneralName ~ ¥ § -
CHOICE F#24] f& » GPKI
i## * CHOICE *¢ ¢
uniformResourceIdentifier
» T AEY 2 e AR

OCSP PR 4% URL

st URL g e — B3R G ER
i hi PRji»(OCSP) PR e
URL Jent >} OCSP &R E
e o N m;P—ng"“‘IL

1.3.22 To-Be-Signed OCSP R B & # 3

\ e
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version v3(2) GPKIl &z #;# * X.509 V3
GRS (LR V3miE4d 2
m A E.3)
serialNumber & 7 5 55 (Certificate GPKI # #1i % 2_ 15 % K 52 &_
Serial Number ) - B& & 5 16 Bytes erit &
# > 1245 DER %5 $ 1 it
i * 1 2’s Compliment 2
E'J’Jﬁl’ﬁf-%{" Hbg T H
A _F 0x00 » @ i e 16 Bytes
SOt FRCH R R 17
Bytes 113
signature CAEFT* 2Z ERFE | HFTELFHENE
7% 2_ Algorithmldentifier ~ [SIGNED & % 2.
algorithmldentifier 4§ 1 4p
&
.algorithm ERmE 250D R FE22 OID> GPKI
sha256WithRSAEnNcryption |+ & & * % ,ﬁ;sﬁ pES
(1.2.840.113549.1.1.11)  |sha256WithRSAEncryption
.parameters NULL GPKI @& * chE FH 527 3
& parameters » iz #
parameters & Zg 3 F NULL >
% ¥ 4% » NULL 2. DER %
7 % 0x0500
issuer ] ’;\ * (CA) = CA » £ 1DN(#-d CA L ¢
X.500 Name WA 3T T 2)
(i PKIX 70 77
ASN.1 DirectoryString ~ F %
- i * UTF-8 %)
validity G PR RIGE A o BB R RARBHEICRK D
PF R T
.notBefore G R R o | PKIX 42 % 2049/12/31
(GMT)» A ptpFRFz a0 [23:59:59 (7 ) z =g *
&7 & AT UTCTime F413] & » 3% &
YYMMDDHHMMSSZ » #&
2050/01/01 00:00:00 ( z ) =z
s » & * GeneralizedTime 3
LA 0 Bl E
YYYYMMDDHHMMSSZ -
7 A R Y T ) Hi SS
2004 2 F 4k @ Etsen
Z%7 GMT R 2 7 4%
.notAfter 1874 sene bk m‘fﬁfﬁ % PKIX 3 2_t 2049/12/31
(GMT) » A PR 2 23:59:59 (7 ) 2w @ *
B % UTCTime 4 4] fi - 54 3
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GPKI /& % % 1§ 8 i 1

R

YYMMDDHHMMSSZ >
2050/01/01 00:00:00 ( z ) 2
g > # * GeneralizedTime 3
Bl g3
YYYYMMDDHHMMSSZ -
DR RIS IF
2004 37 gk 0 @ Btsen
Z%7 GMTERFs 2 7 fga:;

subject

& # & % # % (Subject)

Z_ X.500 Name

ok Arcis i () &
FrE R 2 PIRER® @
£ > P2 X.500 Name #& 5% 4
-
C=TWwW
L=4£%7 7#—(@?&&7%&/&: s K
F RS R
L=r%427 & ZF(FHILHF
P B RK SRR
0= () 712 L £
OUs= it 5 48 B (1) # I 1= 27732
T L(ERSEPE T
7 %)
CN= /R F & * #ckd 77 2 L
(Fay L /RER* grflz ¥
¢ 2 A
serialNumber= =7 /k Z & * #
f’f" TR L EE(# R A -
Pedet LALECRER AL T
m/,ﬂﬁ/,z B g AY)

kL F T PSR 2 PR
E* gt > A1H X500
Name & ;% 40

# F #57#£77X.500 Name (7
7O B E 5 16 7 7 Subject
Name)

CN=F/RZER * pcl 77 2 Ji
(Fae £LF/RERE* iz #
< L,,%’g_)

serialNumber= #7/8 Z /& # #c
£ 7 L A A AN
s LR A PR
1R B J * AY)

(i PKIX 70 7%
ASN.1 DirectoryString = F %
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ol ﬁg_«\ v‘w]f@

- i UTF-8 %#5 )

subjectPublicKeyInfo

1§ ¥ 2 4+ Public Key
Info

7= 3¢ Subject = Public Key %
L] 2 Public Key e

.algorithm % subjectPublicKey #g %]
11 Algorithmldentifier
.algorithm OID rsaEncryption Public Key #g %] 2. OID -
(1.2.840.113549.1.1.1) GPKI p 70 ¥ ¢ #
rsaEncryption z_ Public Key
.parameters NULL rsaEncryption ;& & ;= 827X 7
Z & parameters - iz H
parameters & Zf & F NULL >
7 ¥ 4 vt > NULL 2. DER %
# % 0x0500
.subjectPublicKey BIT STRING - * BIT GPKI p #+ ¥ % * RSAPublic
STRING p 7 Subject Key » #7121t BIT STRING =

Public Key 77 DER % #5 &

BN F T FORA] e

DER 78 :
RSAPublicKey ::= SEQUENCE {
modulus INTEGER,

publicExponent  INTEGER }

extensions

SEQUENCE OF Extensions

ﬁ?é—gﬁiﬁ&’ég
YU g P g sE (B

LG GVEE T o A AR
TLTF HiE B ) :

.authorityKeyldentifier

Authority Key Identifier 3
s = > Key ldentifier 7
A4 5 ViR PKIX %

# > P~ Issuing CA =
Public Key =7 SHA-1 Hash
2 % Key ldentifier

P PECLF e P ehE 4R CA
PREHFAEGEATRY Dk
MR IR— Jo > 1] A& CA g

A2 H A LG R
@HMQWCAQWW—ﬁCA@
HA%EE

.extnld RPN . B8 d=r
OID id-ce-
authorityKeyldentifier
(2.5.29.35)

critical A& GPKI ¥ 73 & 9 3 FALSE &_
authorityKeyldentifier < z_ |DEFAULT VALUE » #7112
A_non-critical extension > |DER 378 ¢ » Ui € 4R
“rr4 critical g e ¥ A [ H
FALSE

.extnValue extnValue shF L 4] i #_  |$3% authorityKeyldentifier iz

OCTET STRING

#& Extension @ % 5 & SR i@ *
AuthorityKeyldentifier 77 DER
SnFh s ¢ OCTET STRING

R

AuthorityKeyldentifier

AuthorityKeyldentifier e
#2472 3 = B Optional

GPKI 5 # it 45 PKIX » 7 4
* keyldentifier § == > @ 7 i
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Sl AL
keyldentifier ~
authorityCertlssuer ¥
authorityCertSerialNumber

i

* authorityCertlssuer £
authorityCertSerialNumber ##

(+

keyldentifier

keyldentifier # % 3 443
it ¥_Keyldentifier » @
KeylDentifier = £ % - i

OCTET STRING 7 #273] i

Keyldentifier c0& 4 = ;% &
PKIX & # » B~ Subject »
Public Key =7 SHA-1 Hash &
# s Keyldentifier 7 OCTET
STRING &

.subjectKeyldentifier

Subject Key Identifier 4§ v
# = » Key Identifier <14
43 kR PKIX % -
B~ Subject = Public Key
SHA-1 Hash & # 5 Key
Identifier

P L ehp h A T
Subject #7i¢ * 4 4 H IR -
;I"u

OCTET STRING

.extnld Hor N A LR e
OID id-ce-
subjectKeyldentifier
(2.5.29.14)

.critical & GPKIl ¥ > iR d >t FALSE &_
subjectKeyldentifier & z_&_|DEFAULT VALUE > #712
non-critical extension » 7 |DER %a#§ ¢ - p i € 4L 4
r2critical ehiE & 7 A EF: A
FALSE

.extnValue extnValue sHF 41 4] i & |$3% subjectKeyldentifier iz f&

Extension @ = » & fp i *
Keyldentifier 57 DER % #5 #4
% ¢t OCTET STRING i

.Keyldentifier

KeylDentifier » £ % — i
OCTET STRING F#.4] &

Keyldentifier 502 4 = ;% iz
PKIX &% » B~ Subject
Public Key 7 SHA-1 Hash &
# % Keyldentifier e7 OCTET
STRING &

#_&_critical extension » #t
r2 critical enig & T_H_
TRUE

keyUsage Key Usage # "o == » 3 |OCSP IR BG4 45" T

1 Subject Public Key #p 4+ | & & % * i& » #72 Key Usage
&2 Private Key #n% 42 [#-r & 7 digitalSignature *
1 i

.extnld RPN S B8 daar
OID id-ce-keyUsage
(2.5.29.15)

.critical % GPKI # > keyUsage % |/ & ¢ * TRUE 7 &_

DEFAULT VALUE » #11/
DER ¥ #5 ¢ > M =73 ¥4

B
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.extnValue extnValue sHF #13] fs & |$+** keyUsage i& 44 Extension
OCTET STRING m3 o0 & JE R+ KeyUsage en
DER %0 #% & ¢+ OCTET
STRING =i
.KeyUsage KeyUsage ~ ¥ 5 - B OCSP # FR%’& g v T
Named BIT STRING F A4 |5 ki & & * i¢ » Fpt
A ik Named BIT STRING 2
digitalSignature (0)i&—- & bit
Regmx s 1o
.extKeyUsage Extended Key Usage # *« |- #f =@ & OCSP #FRE &
1§ = » &4 Subject Public |3 Private Key ehaf i * i
Key #p ﬁ){% 2_ Private Key
FIRF i
.extnld B~ A o i
OID id-ce-extKeyUsage
(2 5.29.37)
.critical 2O AIRY ksamept LR d 3 TRUE # &
B FE IR B DEFAULT VALUE > #714
Extended Key Usage 3% ©_ |DER %5 ¢ > ML 27 ¥ 4%
_critical extension » #114 |4 vt H
critical #iE % ¥ &¥_TRUE
.extnValue extnValue snE 41 3] i 2 |$3% extKeyUsage &8
OCTET STRING Extension @ = » & ff i *
ExtKeyUsageSyntax 7 DER
Sk w5 ¢+ OCTET STRING
B
.ExtKeyUsageSyntax ExtKeyUsageSyntax 1% #2|OCSP i R % i§ 7 7

4] & €. SEQUENCE SIZE
(1..MAX) OF KeyPurposeld

ExtKeyUsageSyntax ¢ & 7 1
# KeyPurposeld

.KeyPurposeld

KeyPurposeld e #L4] ik
%_OBJECT

IDENTIFIER » p* AJE »
OID id-kp-OCSPSigning
(1.3.6.1.5.5.7.3.9)

id-kp-OCSPSigning = PKIX
RFC 5280 1 %_& 7 Key
Purpose OID

.CRLDistributionPoints

CRL Distribution Points 3%
28 S AR - S
Byez CA D0 g AR
M 2. CRL eyt

PHAF R EEERY K
1P~ 8 4p e CRL chdp sl » p
@ GPKI #7¢ * 2. CRL
Distribution Points ¥ # 3 1 %
2 i URL

.extnld

B~ A g e
OID id-ce-
cRLDistributionPoints
(2.5.29.31)

.critical

% GPKI #

2% d » FALSE &_
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ol ﬁg_«\ v‘w]f@

cRLDistributionPoints 4 3%
%_% non-critical
extension » #1 12 critical &7
w < #_&_FALSE

DEFAULT VALUE - #714
DER $af§ @ > s f € AL
LS

.extnValue

extnValue =13 L3 ik £_
OCTET STRING

¥+ cRLDistributionPoints &
#& Extension @ % 5 & R i@ *
CRLDistributionPoints =i DER
kG s 4 OCTET STRING

e

.CRLDistributionPoints

CRLDistributionPoints %

HAE L #
SEQUENCE
SIZE (1..MAX) OF
DistributionPoint

w GPKIG#E#EN Y » i
CRLDistributionPoints 7 7 1
2 2 i DistributionPoint o 4-
% % & i DistributionPoint
P % 1% % Partitioned
CRL=HURL: > % 2B 3
Complete CRL 7 URL ; 4-%
¥z 1 i DistributionPoint
pF > B % Complete CRL
URL

.DistributionPoint

DistributionPoint % —
SEQUENCE > p %
distributionPoint ~ reasons
£ cRLIssuer = {#

GPKIl &% & & *
distributionPoint # = » @ 7
& * reasons £# cRLIssuer i&

SRy

distributionPoint

distributionPoint § i+ e
A e 2
DistributionPointName » =
DistributionPointName #
¥ % - 1 CHOICE F #3]
AL 0 ¥ iE * fullName gt
nameRelativeTOCRL Issuer

GPKI {53 5 CRL
distributionPoint &_3x *
fullName

fullName

fullName #9384 s £
GeneralNames
GeneralNames 3 424 fk

2

SEQUENCE
SIZE (1..MAX) OF
GeneralName

GPKI & 7 =7 CRL
distributionPoint = fullName
¥ ¢ ¢ 7 11 GeneralName

.GeneralName

GeneralName ¥ - &
CHOICE # #:7] #

GPKI:iE * CHOICE ¥ =
uniformResourceIdentifier ) T
e et CA CRL
;}%mURL » ® 23% CRL 3
Partitioned CRL p# > B 4§
e URL & JF 2132
CRL z
issuingDistributionPoint #§ >«
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GPKI 538 % B s b AP #5204

’H?ia (= 9 g%gei\‘. g URL = > 4p
e

.authorityInfoAccess

Authority Info Access #§ v
i

GPKI i #* gt % o fj_j@gagu
CA =i # #Lig@s 1 K
CA g #E e nt

OCTET STRING

.extnld B~ A L P L e |authorityInfoAccess 2 PKIX
OID id-pe- 1 2_% ¢ Private Extension
authoritylnfoAccess
(1.3.6.1.5.5.7.1.1)

critical A& GPKI ¥ > 71 % 9 » FALSE &_
authoritylnfoAccess /& = DEFAULT VALUE » #1112
non-critical extension » #7 |DER %% ® » M i € A% 4
4 critical ehiE & € A i H
FALSE

.extnValue extnValue <73 4 3] & £ |$+>% authorityInfoAccess i&f&

Extension m =% > & Jf & *
AuthorltylnfoAccessSyntax e
DER %% 4 = ¢ OCTET
STRING =i

AuthorityInfoAccessSyntax

AuthoritylnfoAccessSyntax
L’I‘JFI FLA e H - B
SEQUENCE
SIZE (1..MAX) OF
AccessDescription

& GPKl gz "Y » #-31 " 3

3 1 1 calssuers izfé
AccessDescription » T ¥ AL F
B4 P H B fARE D
AccessDescription » ]+ ocsp
AccessDescription

. AccessDescription

AccessDescription & -
SEQUENCE > p %
accessMethod &2
accessLocation = 1§

PR EREEERY K
8 2~19 Issuing CA ~ £ 15 3%
5+ CA G #ed, 3l

.accessMethod

accessMethod 4 i e L
7| i ¥_OBJECT
IDENTIFIER » p* AJE »
OID id-ad-calssuers
(1.3.6.1.5.5.7.48.2)

id-ad-calssuers = PKIX RFC
5280 #1 %_% 11 accessMethod

.accessLocation

accessLocation {§ - e
4| i5 ¥_GeneralName > @
GeneralName ~ ¥ § - B
CHOICE F# 4l & » GPKI
i## * CHOICE ¥ &
uniformResourceldentifier
» T By L,h}a ¢ 2z ? B h
calssuers URL

M URLJ}FNB’—IB;G 7 HE
CA % 3 ¥ Issuing CA m’i =

ARG R R mi‘é;\
KPKCS#? BER 7]
URL» ¥ 7 & - l[&:}ﬂ =
LDAP ¢ CAEntry en

crossCertificatePair Attribute
1 URL 44t
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1.3.23 To-Be-Signed -

HERRBEAERS

i

M %

o

version

v3(2)

GPKI g3 54 ¢ * X.509
V3 izt (g V3ahig
F2a % E3)

serialNumber

B ¥ B 55 (Certificate Serial
Number)

GPKI ¥ #7i& * 2 1§ % /B 55
¥ - BEAE 5 16 Bytes ehit
# i > 1395 DER %0/ %1 1
ot i * e 2°s Compliment
A FERET M W
w4+ 0x00 > @ ¢ 1116
Bytes st B #cg S ik H
17 Bytes th7 &

signature CABETY 2 §FIFE 2 [V HFhiE etk
z_ Algorithmldentifier SIGNED & % 2.
algorithmldentifier {§ s e 4p
[
algorithm ERwE 50D % %% %42 OID > GPKI
sha256WithRSAENcryption | p = &% * & & /% & ;2
(1.2.840.113549.1.1.11) sha256WithRSAEncryption
.parameters NULL GPKI @ * chE £ /7 5 2 7
Z & parameters - iz H
parameters & p 3
NULL > # ¥ 2 » NULL
2_ DER ¥a#§ % 0x0500
issuer & T ﬁ’? (CA) z. X.500|CA & ¥ 57 DN(#-d CA 4
Name BT EL)
(i PKIX %> 7%
ASN.1 DirectoryString ~ =
Skl - =% UTF-8 4
)
validity Gk R R A LPE |G £ RALGHEICK
i T
.notBefore BEECH R AR AR |k PKIX 2R % & 2049/12/31

(GMT) > feptpFF 2 o i

TE T

23:59:59 (7 ) 2w ig *
UTCTime F A4 & - #45¢
% YYMMDDHHMMSSZ >
7+ 2050/01/01 00:00:00
() 2fs @™
GeneralizedTime 3
(e
YYYYMMDDHHMMSSZ -
A fER G i Ak

e
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BRI

SS % 00+ # ¥ Huk > @ &
{$enZ 45 GMT % 7

— b o
F’kj\!é

.NotAfter B dnef kS SRR |k PKIX 3% & 2049/12/31
(GMT)» A p PRz {515 (23:59:59 () 2= id *
& UTCTime F# 3] & » 34
= YYMMDDHHMMSSZ >
# 2050/01/01 00:00:00
(g) 2t @™
GeneralizedTime 74 4] i >
IR
YYYYMMDDHHMMSSZ -
IV ;fﬁ_ﬁ;;k v oI ﬂ@;
SS:7 00~ # ¥ gz @
ng %7 GMT P/~ %
GAE
subject G EF ¥ % (Subject) 2 4ok E 2P Y FH2 - sl g
X.500 Name Bt - B E X500
Name # ;4 4+
C=TW

=N T }L/ 2z r’%‘g_
serialNumber=4§ 72 7 22 © .~
FHLETH P2 rh— FEE
CN:;}ﬁ‘/—;;;JJ 4:74»2%
- st ’%i_fg—$ e 5L FE
e ?’ﬁ

4ot A F ’E—i— L
Bk o PE X500
Name # ;8 4+
C-TW

L=4£%7 ?757—
O=pF #7117V 57 ZFL
serialNumber=4§ 72 7 22 # .=
fHLZTr 22— 5B
CN=z2* & /,vgjé; 2L
— VRV T E L g2
R ”—ﬂi/

ok B REPY 2 -
rEEEEEE P
X.500 Name #& 3% 40T @
C=TW

#
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CN==2> 7 » i —»‘!572;;;;
- "Eé'»}('ﬁ.—l E/ /?L i%"ﬁé?‘"’
witr#

(i PKIX 3 Z > #7%
ASN.1 DirectoryString = F
kg - & * UTF-8 %
)

subjectPublicKeyInfo

& ¥ 2 48 en Public Key Info

7z §¢ Subject £ Public Key
# w2 Public Key ehig

.algorithm * % subjectPublicKey #f %
11 Algorithmldentifier
.algorithm OID rsaEncryption Public Key #g %] 2_ OID »
(1.2.840.113549.1.1.1) GPKI p % F & *
rsaEncryption 2. Public Key
.parameters NULL rsaEncryption ;% & ;2 B2 2% %
Z & parameters - iz H
parameters «& Jf 4}
NULL » # ¥ 2 » NULL
2. DER %#§ % 0x0500
.subjectPublicKey BIT STRING - * BIT GPKI p @ ¥ # * RSA
STRING p % Subject Public |Public Key » #7142 gt BIT

Key ¢ DER %73 i&

STRING g #-p 7 1T ‘g“\

FLA Ay e DER %0 #5 -

RSAPublicKey ::= SEQUENCE {
modulus INTEGER,
publicExponent INTEGER }

extensions

SEQUENCE OF Extensions

REL-BBAWE &3
YU g g e fE g (F s
LR VR A AR
YU VIR )

.authorityKeyldentifier

Authority Key Identifier # =t
# = > Key ldentifier (72 #
= N ik PKIX &8 > B
Issuing CA = Public Key =n
SHA-1 Hash & % Key
Identifier

P A R A AR
CA™ % §# &G it »
I V- f o 1T B
CA{H#&42HALEHE
PR g% CA awi-
%2 CABZE kHash 8%

.extnld BN &P =en OID
id-ce-authorityKeyldentifier
(2.5.29.35)

.critical & GPKIl ¢ > ;1% d * FALSE &_
authorityKeyldentifier & 7_ |DEFAULT VALUE - #7112
A_non-critical extension - #7 [DER Sa#% # > 4§ € 4t
2 critical eniE & % _F_ PRS2
FALSE

.extnValue extnValue % 4L 4 i &_ ¥+t authorityKeyldentifier
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OCTET STRING

ic#4 Extension @ % > % Z

i¢ * AuthorityKeyldentifier
e DER %% w5 ¢ OCTET
STRING i

AuthorityKeyldentifier

AuthorityKeyldentifier %
#4737 = B Optional e
i AP

keyldentifier ~
authorityCertlssuer ¥
authorityCertSerialNumber

e

GPKI & # & 35 PKIX > ¥ #
* keyldentifier #f =~ > @ %
i¢ * authorityCertlssuer £
authorityCertSerialNumber

(>

keyldentifier

keyldentifier #f % 3L 4]
it 2_Keyldentifier » &
KeylDentifier ~ £ % - i
OCTET STRING 7 #*3] i

Keyldentifier c02 4 = ;% i%
P PKIX &% » P~ Subject
1 Public Key 7 SHA-1
Hash & i = Keyldentifier e
OCTET STRING &

.SubjectKeyldentifier

Subject Key Identifier #§ ~« 1§
iz » Key ldentifier eng 4 =
Nk PKIX 28 > B
Subject =7 Public Key =
SHA-1 Hash & i3 Key
Identifier

PIE e E R T
Subject #7i& * 34 4 H o™
- th’-‘

OCTET STRING

.extnld B~ R & PPty eh OID
id-ce-subjectKeyldentifier
(2.5.29.14)

.critical % GPKI ® A% d Y FALSE &_
subjectKeyldentifier & z_%_ |DEFAULT VALUE > #7112
non-critical extension » #7r/ |DER ¥nf§ ¢ > U = € 4%
critical =g & 7 §_FALSE |4 w2 #

.extnValue extnValue % L 4 ik A ¥+% subjectKeyldentifier iz

#8 Extension @ % » % f ¢
* Keyldentifier 7 DER %,
7 i s v OCTET STRING

.Keyldentifier

v

KeylDentifier # ¥ 3 - &
OCTET STRING F #14] f&

Keyldentifier eh g 4 = ;% i%
e PKIX &% > P~ Subject
er1 Public Key =7 SHA-1
Hash i& # 5 Keyldentifier =
OCTET STRING &

id-ce-keyUsage (2.5.29.15)

keyUsage Key Usage # 1§ i » 3o % |- N B BRBEE LMK
Subject Public Key tp ¥t 2. "2 5 & % * &2 » #7111 Key
Private Key 1% 32 24 Usage #-% ¢ 3
digitalSignature * %
.extnld B~ V& PP 0 0ID
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Named BIT STRING F #3]

.
g

critical % GPKI ® > keyUsage % z_|i &, d ** TRUE # &_
&_critical extension » #1172 IDEFAULT VALUE » #7112
critical eniE % ¥ £ TRUE |DER %" » p =2 ¥
R
.extnValue extnValue 93 4 3) fi & ¥+ keyUsage i& 44
OCTET STRING Extension @ = » & jf i *
KeyUsage 7 DER a5 i %
#* OCTET STRING =i
.KeyUsage KeyUsage & ¥ 5 - -3 @%#z%&’& m!% %

rl,,\,,//::_

EF*iko T

Named BIT STRING z
digitalSignature(0) iz i# bit #-
g K 1o

.certificatePolicies

Certificate Policies 3 ~-
o e CA R & BET
Fe’ * g TE TR

7~ CA &3 2 BT ik
#;m GPKI Certificate Policy
z. OID

OCTET STRING

.extnld B~ R & oty eh OID
id-ce-certificatePolicies
(2.5.29.32)

.critical 2 E AR & GPKI i % 4 » FALSE &_
¢ o certificatePolicies #23% |DEFAULT VALUE > #712
Z_& non-critical extension » |DER $n#§ @ o M HF i g AR
#1120 critical ehiE % 2 & (AR
FALSE

.extnValue extnValue % L 4 ik & ¥+ certificatePolicies i& 4

Extension @ % » & Jf i *
CertificatePolicies 7 DER %
i s ¢ OCTET STRING

=g fﬁ

.CertificatePolicies

CertificatePolicies e #+ 4|
i - B
SEQUENCE
SIZE (1..MAX) OF
PolicyInformation

& GPKI&G#"» » EE
Certificate " it 27 1
Policylnformation

.PolicyInformation

Policylnformation 5 -
SEQUENCE > p 2
policyldentifier &
policyQualifiers = 4#

GPKl Gz & & *
policyldentifier #f i+ » & 7
i¢ * policyQualifiers ## i

.policyldentifier

policyldentifier # = 7 #L
7| & €_CertPolicyld » =
CertPolicyld & ¥ 5 —
OBJECT IDENTIFIER F#t

Al JE
EYIEY

195 CA &4 1 G PR
* hikE % % (Assurance
Level ) # F X L3 %EE
2 z_ GPKI Certificate Policy
OID

.SsubjectDirectoryAttributes

Subject Directory Attributes
E7 IR A ¥ o

7 kG R TR T R
Wieg s 13k
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ol ﬁg_«\ v‘w]f@

Subject 4 3 T AL

.extnld B A P =en OID
id-ce-
subjectDirectoryAttributes
(2.5.29.9)

critical & GPKI # 2% 9 > FALSE &_
subjectDirectoryAttributes 4% | DEFAULT VALUE » #712
* %% non-critical DER ¥f§ ¥ > s i i ¢
extension » #7 12 critical e0iE | 4 w2 H-
< _§_FALSE

.extnValue extnValue 3 2 3) fi & E Sy

OCTET STRING

subjectDirectoryAttributes &
#8 Extension @ % > % ¢
* SubjectDirectoryAttributes
e DER %08 w5 ¢ OCTET
STRING i

.SubjectDirectoryAttributes

SubjectDirectoryAttributes =g

oA i AL
SEQUENCE
SIZE (1..MAX)
OF Attribute

LL,H}B'—:[;—; /z\_ g sn]v} ,__e-‘!;,
4\‘-% #’—"}—g)&pﬂ-g
B

.subjectType Subject sg %] 1+ > H type [MHEF K FR AV EFE
22 values 4o Subject #35F &)
type OID id-chtpki-at-subjectType [#* % i~ % Subject Type
(2.16.886.1.100.2.1) Attribute 2. OID
.values OID id-chtpki-et- ¢ OID % 7+ & % Subject ]

enterpriseUserForOnestopSer
vice (2.16.886.1.100.3.3.3)

S A S Nl

frbRiE R F

.cardHolderRank

FHAmprgt s H
type £ values 4- T :

SR kw4 B
Subject 2. + #4535 A e d
Jl—kg\:lf;qt—k#w}; Ao g -
HAEBREEELGRE
Subject 2. + 455 A L
éﬁ*%*&’#wvﬁ
values #-¥ it 3 » printable
Fe’ secondary

type OID id-chtpki-at- #t & % & Card Holder Rank
cardHolderRank Attribute z. OID
(2.16.886.1.100.2.2)

.values ¥ ~ printable x 8’ secondary’ %1+ FiF3 4

secondary’

Lot 57 4

.uniformQOrganizationlD

- WsLR1E 0 A type &
values 4-F :

UL R S T 4

Subject (- = @+ ¥ i
FRRER T 200
?ﬁ#‘\.?lﬁb%})_ -
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RAREARIE

5o
type OID id-chtpki-at- P % % 4 Uniform
uniformOrganizationID Organization ID Attribute 2
(2.16.886.1.100.2.101) oID
.values BriZad ~FESG UL |FP TR hli- %5ls 8

¥ ini- il B ¥
.CRLDistributionPoints CRL Distribution Points # v [ 4 L if -k BB FER T 40

Wi P AE AT ER
L CA R i B s 2

(44 B~ 17 4p B CRL 551 -
p % GPKI “ff * 2 CRL

CRL syt Distribution Points # & 3 1
3 21 URL

.extnld B Aoty = 0ID
id-ce-cRLDistributionPoints
(2.5.29.31)

.critical # GPKIl ¢ > ;1% d > FALSE &_
cRLDistributionPoints #%32% |DEFAULT VALUE > #11u
T_& nhon-critical extension > |DER %% @ » M F g A%
112 critical ehig & T_F_ CREE: R
FALSE

.extnValue extnValue e L 3] & 2_ ¥1+* cRLDistributionPoints

OCTET STRING

izf8 Extension @ % 0 &

iz * CRLDistributionPoints
1 DER %45 i ¢ OCTET
STRING _'rﬁa"ﬁ

.CRLDistributionPoints

CRLDistributionPoints %
i | D
SEQUENCE
SIZE (1..MAX) OF
DistributionPoint

& GPKI Gz P » =
CRLDistributlonPomtS 7
1 % 2 7 DistributionPoint -
ok 73 B
DistributionPoint f& » % 1 i
% Partitioned CRL #»

URL > % 2 & 5 Complete
CRL#URL; 4r% =2 5 1
i# DistributionPoint & » B
% Complete CRL 7 URL

.DistributionPoint

DistributionPoint 3z —
SEQUENCE > p 2
distributionPoint ~ reasons £#
cRLIssuer = 1§

GPKIl g7 ¥ i *
distributionPoint 4§ i~ » @ %
¢ * reasons £ cRLIssuer i&

A B

distributionPoint

distributionPoint #§ i+ e L
A A AL
DistributionPointName » =
DistributionPointName ~ &
- i CHOICE LA

AL o FIEH fuIINamez\

i<

Er

GPKI /& 3 1 CRL
distributionPoint &_$x *
fullName
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RAREARIE

nameRelativeTOCRL Issuer

fullName

fullName &3 4 4] i &
GeneralNames
GeneralNames =73 #24) fk

2

SEQUENCE
SIZE (1..MAX) OF
GeneralName

GPKI & # 57 CRL
distributionPoint = fullName
¥ ¢ ¢ 7z 11 GeneralName

.GeneralName

GeneralName &_—- i
CHOICE <ok Ak

GPKI £ * CHOICE ¥
uniformResourceldentifier »
T e e CAD
CRL 41 URL » * %%
CRL % Partitioned CRL

Bj;‘,: B b 4@9 ol ’:‘1’_%&?; 1
URL % Jp ¥23% CRL 2
issuinngstrlbutlonPomt i
e s URL = 2
10 Fe

.authorityInfoAccess

Authority Info Access # v #

s
(had

GPKI & * ' 4% & 1 i & 22
fCAéﬁﬁ%E@%A
2R CAlBES R » 3
AREEA R fé@gm,;ﬁx
o bl4e : OCSP

.extnld #o~ & g L 260 OID |authorityInfoAccess &_PKIX
id-pe-authorityInfoAccess #1 Z_% 1 Private Extension
(1.3.6.1.5.5.7.1.1)

critical % GPKI # A % d ** FALSE #_
authoritylnfoAccess /& = DEFAULT VALUE > #112
non-critical extension » #7142 |DER %8 ¢ - U i € AL
critical =g & 7 §_FALSE |4 w2 #

.extnValue extnValue % L 4 ik A ¥+>+ authoritylnfoAccess &

OCTET STRING

#4 Extension @ 3
#

AuthorityInfoAccessSyntax
1 DER %8 i ¢t OCTET
STRING i

AT

AuthorityInfoAccessSyntax

AuthorityInfoAccessSyntax

PR E- B

SEQUENCE

SIZE (1..MAX) OF
AccessDescription

& GPKl gy » #31 " 3
3 1 1% calssuers izfa
AccessDescription » # ¥ 4R
FEA T HB M
AccessDescription @ &4
ocsp AccessDescription

. AccessDescription

AccessDescription 3 -
SEQUENCE > p 3
accessMethod &2

PR R TR R T
§9 5~ ¥ Issuing CA ~ ¥ 1§ %
% 1k CA G,
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RAREARIE

accessLocation = ##

.accessMethod

accessMethod # i+ 3% 4L 4|
it ¥_OBJECT

IDENTIFIER » p* AuE »
OID id-ad-calssuers
(1.3.6.1.5.5.7.48.2)

id-ad-calssuers = PKIX RFC
5280 =+ #_& < accessMethod

.accessLocation

accessLocation f e
4| 5 ¥_GeneralName > @
GeneralName ~ & ¥ - B
CHOICE 7#.4] & > GPKI
i## * CHOICE *# e
uniformResourceldentifier »
EGRUS R A

calssuers 7 URL

# URL g - B & FH W
CA % % ¥ Issuing CA 1
3 BRSSP R
;CZ_PKCSH#7 5% # 71 ;5
URL -~ ¥ & - Bipe
LDAP ¢ CAEntry e

crossCertificatePair Attribute
1 URL % 4t

.accessMethod

accessMethod 4 i % L
ft £ OBJECT
IDENTIFIER -
OID id-ad-ocsp
(1.3.6.1.5.5.7.48.1)

IR~

4] |id-ad-ocsp = PKIX RFC

5280 #1 %_z 1 accessMethod

.accessLocation

accessLocation f e
7] & €_GeneralName > @
GeneralName ~ ¥ § - B

S URLFpw - Bat B3
5 i % 38 FRA3(OCSP) 7 1R
® 1 URL g5t >+ OCSP

CHOICE F#13] & » GPKI |7 PR B it 3% i ~ G 7 ok i
% * CHOICE #? A
uniformResourceldentifier -
BN €€:$“— i OCSP
PR 7% URL
1.3.24 To-Be-Signed B * £ » B & BB HEE N
1 i P e

version

v3(2)

GPKI B #* X.509V3
r'a\‘ (/——,& V3 "ﬁtﬁ.{z
@A {3)

serialNumber

B 7% 5 5. (Certificate
Serial Number )

GPKI ® #1i¢ * 2_ 57 B 58
- BER G 16 Bytes Sl B
#c o 1295 DER S #8 $ & #ici7
i * e12’s Compliment 2

Bl 32 BELF € i g
A4+ 0x00 » m i &0 16 Bytes
o BEECR iR 17
Bytes 173

signature

CAE#™* 2 §F ¥

P eiE 8 b K
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GPKI & 7 % & 78 A ok o

N
I %‘J““?}

:# 2_ Algorithmldentifier

SIGNED & # 2.
algorithmldentifier 4§ 12 4p
e

.algorithm

E3wE2a0ID
sha256WithRSAEnNcryption
(1.2.840.113549.1.1.11)

% /w822 OID> GPKI B
R E R
sha256WithRSAEnNcryption

.parameters

NULL

GPKI & * chg R %527 3
& parameters > i #
parameters & ‘g 3 F NULL >
% ¥ 4% > NULL 2. DER %
#5 % 0x0500

issuer

& & F F (CA) =
X.500 Name

CA ~ £ :h DN(#%-d CA % ?
PR T2 )

(& PKIX 2R 2> #77%
ASN.1 DirectoryString = 3 %
- it UTF-8 %08 )

validity

BEEC PEIT 2GR A o
pt

G L RARGHEIK D

e

L.

.notBefore

f&;ﬁ}éi’% ‘;’I/"ﬁi’*ﬁi\/;%@
(GMT)» feyt pF 2 7

222 5 27
&7 | T

ix PKIX 3 2_% 2049/12/31
23:59:59 (7 ) 2w @ *
UTCTime 723 f > £3% 5
YYMMDDHHMMSSZ » #&
2050/01/01 00:00:00 ( z ) 2
s » & * GeneralizedTime 3
AAE - Rt R
YYYYMMDDHHMMSSZ -
VI E RN Y i 4k SS
5005 37 4k o @ Bts e
Z%57 GMT R+ 2 ¥ 4%

.notAfter

B A PTARAR IR
(GMT) » Byt R 2 i

157 & T

% PKIX 4 2 - 2049/12/31
23:59:59 (7 ) 2w i¢ *
UTCTime 731 & » 125% &
YYMMDDHHMMSSZ » &
2050/01/01 00:00:00 ( z ) 2
6 » ¢ * GeneralizedTime ¥
AL 1S
YYYYMMDDHHMMSSZ -
kA AP i £ 8 SS
2004 2 ¥ Eekoom Efsn
Z# 7 GMT RS 2 7 4 v

subject

&% & % ¥ % (Subject)
2z_ X.500 Name

S {‘a M2 WA § IR
P-4 k8 r&’* » Bl H X.500
Name%fﬂ AT

C=TW
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RAREARIE

L=Fi7 ZR(E#LEE 7
R R )

L= prig 2 gE R
R s R g B
O=.2. 3 X B 7122 JL;;F# 2

#
serialNumber= ﬂfﬁ\('f(' V7K 4
770ID 7 5/ 45

CN=F 2 * gt =57 2

TR e
oW
A (E

(w. ==

‘33_1‘_
[

#
™ i A
Sy &y
-4
N &
]
B e e =
Vﬂ)‘.’ﬁ?

(4
x=
)

{E
* 5 plH X.500 Name % ;¢

T

C:TW

L=fi7 7 fL(E 22
RS A F e
ZR?)

O= ZEIFBf1/62 227 ~
fﬂ—(,/v; mtif»’mrﬁf
CN=f 27« g # 2 f
REPHZ - 7w Y
serialNumber=4g 72 » 22 ¥ .~
LT 52— B

s B

(i PKIX %> #75
ASN.1 DirectoryString < F %
- =i UTF-8 %8 )

subjectPublicKeyInfo

1§ ¥ 3 %8 9 Public Key
Info

7z ¢ Subject £ Public Key #f
u] % Public Key i

.algorithm i~ % subjectPublicKey #g %]
1 Algorithmldentifier
.algorithm OID rsaEncryption Public Key #g %] 2. OID »
(1.2.840.113549.1.1.1) GPKI p 50 ¥ ¢ #
rsaEncryption z_ Public Key
.parameters NULL rsaEncryption ;& & ;2 22X 7

Z & parameters » iz H
parameters & Zg 3 + NULL >
? ¥ 4 %% > NULL 2. DER %,
# 5 0x0500

.SubjectPublicKey

BIT STRING - ¢ BIT

GPKI p =+ ¥ $ * RSAPublic
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STRING p % Subject
Public Key =7 DER % #5 &

Key » #7112 ¢t BIT STRING &

BHR F LT TR

DER 78 :

RSAPublicKey ::= SEQUENCE {
modulus INTEGER,

publicExponent INTEGER }

extensions

SEQUENCE OF Extensions

RER-PHABE S F
T Y A (R

HRED TVERT a2 AR
VAR E'?"!“'E!TF?- );

.authorityKeyldentifier

Authority Key Identifier 7%
o - > Key ldentifier 0
A2 75 ie R PKIX %

#& > B~ Issuing CA 1
Public Key =7 SHA-1 Hash
2 % Key ldentifier

PR e p ad 47 CA
R EFABHEATRY DA

dHAVT- o 0 i & CA{

g R R ARl
3% * CA 75— 3 CA G
ERGRL IR

OCTET STRING

.extnld Hor N A LR e
OID id-ce-
authorityKeyldentifier
(2.5.29.35)

critical & GPKI # > A& d ¥t FALSE #_
authorityKeyldentifier «¢ 7_|DEFAULT VALUE > #712
#_non-critical extension > |DER $u#& ¢ > st HF = € AR
#rrLocritical enie @ T 4 (24
FALSE

.extnValue extnValue sHF L 4] i E_  |$+3% authorityKeyldentifier i&

#8 Extension @ % > & Zf ¢ *
AuthorityKeyldentifier 77 DER
SnFh s ¢ OCTET STRING

B

AuthorityKeyldentifier

AuthorityKeyldentifier %
11-‘;*#3 3 = i# Optional
2l RIS
keyldentifier ~
authorityCertlssuer ¥?
authorityCertSerialNumber

i

GPKI 5 # iz 45 PKIX » 7 4
* keyldentifier = > @ % i
# authorityCertlssuer £2

authorityCertSerialNumber ##

s
(had

.keyldentifier

keyldentifier # 5 03 #47]
it ¥_Keyldentifier >
KeylDentifier » & 5 —
OCTET STRING F#4] fx

Keyldentifier sn 2 4 = ;% ix e
PKIX & # » B~ Subject =
Public Key =7 SHA-1 Hash &
# s Keyldentifier 7 OCTET
STRING &

.subjectKeyldentifier

Subject Key Identifier # ~-
# i » Key ldentifier en &
22 kR PKIXAR%
B~ Subject = Public Key 7

P A LR eh P R
Subject #1i¢ * 4 4 A IR -
;}u
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GPKI & % % B3 s L i

Y e an
Rk Sk

SHA-1 Hash & w5 Key
Identifier

OCTET STRING

.extnld Hor N A PP e
OID id-ce-
subjectKeyldentifier
(2.5.29.14)

critical % GPKI ¥ > A% d > FALSE &_
subjectKeyldentifier ¢ % &_|[DEFAULT VALUE > #712
non-critical extension » #7 |DER %% ® - M i € A% 4
2 critical eniE & 2 & ¥ 1
FALSE

extnValue extnValue 55 4] i & |$F*% subjectKeyldentifier 48

Extension @ % > & p i *
Keyldentifier 77 DER %78 i
% OCTET STRING i

.Keyldentifier

KeylDentifier ~ £ % - i
OCTET STRING 7 #* 3] i

Keyldentifier 502 4 = ;% iz g
PKIX & # » B~ Subject
Public Key #7 SHA-1 Hash &
# % Keyldentifier 7 OCTET
STRING &

.keyUsage

Key Usage 4 o #§ i+ » 3%
i Subject Public Key #p %t
J& 2. Private Key e £ '3
!

ViRPIRBRT 27 R
F#* H £ ¥ (Single Key
Pair) g ‘% % 4%t (Dual Key
Pairs) 3> 2 5 ¥ &44

¥ > PI3% Subject #7i¢ * g
TEGHLERY A4
oo P H KeyUsage #-5 2
digitalSignature » % = “c f& %
£ 4¥PF o B E KeyUsage
#-5 7 keyEncipherment £
dataEncipherment # & * % >
FEREEDEY - Ho R
H Key Usage #-¢ 2z
digitalSignature -
keyEncipherment £
dataEncipherment = f& * % ;
F 5 B L4 RI3Z Subject
ERDEHHELS L ET A
4ﬂ$aﬁ’ﬁﬁ§ﬁ%@
7 2. Key Usage #-¢
digitalSignature » @ 4¢ ﬁ’ % &
7 2. Key Usage #-¢
keyEncipherment £2
dataEncipherment & f& * 4

.extnld

B~ A oA e
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OID id-ce-keyUsage
(2.5.29.15)

critical % GPKI ® > keyUsage = [/ & ¢ ** TRUE 7 &_
¥_H&_critical extension » #t |DEFAULT VALUE » #11/
2 critical &g & 7 F_ DER %5 ¥ > M 27 ¥ 4%
TRUE g v i
.extnValue extnValue sHF #13] fs & |$+** keyUsage i& 44 Extension
OCTET STRING m 3 0 &R * KeyUsage e
DER 8 # 5 #* OCTET
STRING eie
.KeyUsage KeyUsage & ¥ % — & FRIRFRT il H £

Named BIT STRING F #2

A 7
EY R

4% ¥+ (Single Key Pair) » ®
LRELHRET Y BE R
¢t Named BIT STRING z
digitalSignature (0)iz i Bit #-
ERE S 1 FLBEZ R
* g% 0 Pl Named BIT
STRING z
keyEncipherment(2) 2
dataEncipherment (3):& = &
Bit#-¢g 423k 5 1> Fr &%
RERERERERYRE
P ¢ Named BIT STRING 2.
digitalSignature (0) ~
keyEncipherment(2)
dataEncipherment (3)i& = &
Bit g4k 5 1
FRILERY oHHE* B4
4 %+ (Dual Key Pair) » @
HEEIRETTIEE R
¢t Named BIT STRING 2.
digitalSignature (0)iz # Bit #-

ERKE L FHLBHEL NG
* g3 0 Pt Named BIT
STRING z

keyEncipherment(2) £z
dataEncipherment (3):& = &
Bit #-¢g 423k 5 1

.certificatePolicies

Certificate Policies 3 ~-
e CARH M EHE
EL?_ ]é * m)& \:.E_JT{ ﬁ\

AL IS

B~ CAE# L BER TR
#5 7 GPKI Certificate Policy
z_ OID

.extnld AP AU EOS fhd=z
OID id-ce-certificatePolicies
(2.5.29.32)
.critical SO EMRARL A A% d > FALSE &_
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GPKI & % % 16 3% s 1t |

_P.l ﬁg_«\ v‘w]f@

GPKI # >
certificatePolicies # %X Z_%
non-critical extension » #1
4 critical g & T_A_
FALSE

DEFAULT VALUE - #714
DER $af§ @ > s f € AL
LS

.extnValue

extnValue s L 3] & 2_
OCTET STRING

¥+ certificatePolicies iz fa
Extension m =% > & Jf & *
CertlflcatePoI|C|es 7 DER %
F& i ¢t OCTET STRING =

A
N

.CertificatePolicies

CertificatePolicies e #*
- @
SEQUENCE
SIZE (1..MAX) OF
Policylnformation

& GPKIl&#" - EE
Certificate 7 5c 7 7 1
Policylnformation

.PolicyInformation

Policylnformation 5 -
SEQUENCE > p 2
policyldentifier &
policyQualifiers = 4#

GPKl gz« i *
policyldentifier # iz » @ % i
* policyQualifiers # =

.policyldentifier

policyldentifier # = 7 L
it €_CertPolicyld » #

CertPolicyld & ¥ 5 —

OBJECT IDENTIFIER #

LA Ak

1395 CA § % 0L BB T3
i % s (Assurance
Level ) 3 + A & %% E
& 2_ GPKI Certificate Policy
OID

i _GeneralNames @
GeneralNames % #2 3] i

2

.subjectAltName Subject Alternative Name | # = 5 Optional > & & /R %
Zff it & GPKI RIRE | #7482 F URL » B~ 4%
e HHEEY S S eRT e
P 32z 4% Subject 0
URL ikt
.extnld PSRBT B fud=x
OID id-ce-subjectAltName
(2.5.29.17)
.critical A& GPKI ¢ A% d > FALSE 2_
subjectAltName #£ 3% = 5 |DEFAULT VALUE » #7112
non-critical extension » 7 |DER %a#§ ¢ > p = € L 4
4 critical enig & 2 & i
FALSE
.extnValue extnValue sHF L 3] i & |$+3 subjectAltName izf&
OCTET STRING Extension m =% > & Jf & *
SubjectAltName 7 DER % #5
# i ¢ OCTET STRING i
.SubjectAltName SubjectAltName 3 #4] |GPKI & % mSubJectAItName

«f1GeneralNames »* ¢ ¢ 7 1
i GeneralName
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RAREARIE

SEQUENCE
SIZE (1..MAX) OF
GeneralName

.GeneralName

GeneralName ¥ - &
CHOICE 7 #14] i

GPKIl:E * CHOICE ¢ e
un|formResourceIdent|f|er » T

G R RIRE R
#48 h URL
.SubjectDirectoryAttributes Subject Directory Attributes | 7 I & g 7 * /L
:}j%fr_,’]f]‘}jl'f'_’ * j\;\’:" *&B,’ig»‘ A e

Subject 4 3 T AL

.extnld PN U B fud=z
OID id-ce-
subjectDirectoryAttributes
(2.5.29.9)

critical A& GPKI ¥ » 3% 9 » FALSE &_
subjectDirectoryAttributes |DEFAULT VALUE » #112
3K T_& non-critical DER $ff @ » s 4§ = € 4 %
extension » #7r2 critical £ |vx H
g % Z_§_FALSE

.extnValue extnValue s L 4] fg 2 |3

OCTET STRING

subjectDirectoryAttributes iz
#& Extension @ % 5 & R i@ *
SubjectDirectoryAttributes
DER %% i = ¢+ OCTET
STRING =g

.SubjectDirectoryAttributes

SubjectDirectoryAttributes
TR R A

PETE -8 Bl B
éﬁ PIRER HHIGEE e

SEQUENCE T A
SIZE (1..MAX)
OF Attribute
.subjectType Subject 2z | 1+ > H type [ B kRS EFE
22 values 4-T Subject 5 &)
type OID id-chtpki-at- #t 5 % Subject Type
subjectType Attribute 2. OID
(2.16.886.1.100.2.1)
.values OID id-chtpki-et- p OID % 7 & 7% Subject s5E

applicationProcess
(2.16.886.1.100.3.3.1)

v
B

PPRE T i

.CRLDistributionPoints

CRL Distribution Points #
A P EF LT
Bz CA 2 i b & e

K 2. CRL e gt

B R ERERY K
W7 4p i CRL ﬁ”:f%%l > f
@ GPKI #7¢ * 2. CRL
Distribution Points ¥ #
2 % URL

F1z

.extnld

B~ N A QPR CLE e en
OID id-ce-
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cRLDistributionPoints

(2.5.29.31)

.critical & GPKI # iR d » FALSE &
cRLDistributionPoints 4% 2% |[DEFAULT VALUE » #11/
¥_% non-critical DER ¥a#g @ » s fF = € 4L 4
extension » #7112 critical £ |v% H-
w < % &_FALSE

.extnValue extnValue sHF #13] fs & |¥+>* cRLDistributionPoints &

OCTET STRING

#& Extension @ % > & Jf i¢ *
CRLDistributionPoints =7 DER
SokE ta s OCTET STRING

e

.CRLDistributionPoints

CRLDistributionPoints %

HAE L ®

SEQUENCE
SIZE (1..MAX) OF
DistributionPoint

& GPKI G &R > i
CRLDistributionPoints 7 7 1
2 2 i DistributionPoint ° 4
% % & i DistributionPoint
oo % 11 5 Partitioned
CRL#URL: > % 2 %
Complete CRL # URL ; 4-%
¥ 7 1 i DistributionPoint
pF o B % Complete CRL =
URL

.DistributionPoint

DistributionPoint % —
SEQUENCE > p 3
distributionPoint ~ reasons
£ cRLIssuer = 1§

GPKIl &% & & *
distributionPoint # = » @ 7
& * reasons ¥2 cRLIssuer i&

S

distributionPoint

distributionPoint § i+ e
A L
DistributionPointName » =
DistributionPointName #
¥ % - i CHOICE ¥ #14]
i > ¥ E * fullName
nameRelativeTOCRL Issuer

GPKI {53 51 CRL
distributionPoint &_3x *
fullName

fullName

fullName #9344 g £
GeneralNames =
GeneralNames % #2 3] i
A
SEQUENCE
SIZE (1..MAX) OF
GeneralName

GPKI & 7% 77 CRL
distributionPoint = fullName
¥ ¢ ¢ 7z 11 GeneralName

.GeneralName

GeneralName ¥ - &
CHOICE ??ﬁiiﬂ AL,

GPKI:iE * CHOICE ¥ =
uniformResourceldentifier » T
Bt g e szt CA =i CRL
#henURL > ¥ 3% CRL 3
Partitioned CRL & » R st 4%
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= #rze L eh URL & 7 22 3%
CRL 2
issuingDistributionPoint #§ v
e et h URL = 249
e

.authorityInfoAccess

Authority Info Access #§ v
i

GPKI & * s 4 % 1§ = k32 f°
CAXFHKEGHE H &
CAlG#hgn » ¥ VAT &
SRR B N N

)4 OCSP

.extnid B~ V& PP e |authorityInfoAccess #_PKIX
OID id-pe- 1 2_% ¢ Private Extension
authoritylnfoAccess
(1.3.6.1.5.5.7.1.1)

critical % GPKI ¥ A% d > FALSE &_
authoritylnfoAccess /& = DEFAULT VALUE » #1112
non-critical extension » #7 |DER %% ® » M {F i € A% 4
4 critical ehiE & € A i H
FALSE

.extnValue extnValue sHF 4L 3] i & |$+3% authorityInfoAccess i&#&

OCTET STRING

Extension @ = » & ff i *
AuthorityInfoAccessSyntax
DER ¥ s ¢« OCTET
STRING =i

AuthorityInfoAccessSyntax

AuthorityInfoAccessSyntax

HER LG B

SEQUENCE

SIZE (1..MAX) OF
AccessDescription

& GPKl gz "Y » #-31 " 3
3 1% calssuers iz fd
AccessDescription » T
B4 P H s fagEen
AccessDescription » ]+ ocsp
AccessDescription

Kﬁa,ﬁ

. AccessDescription

AccessDescription 3 -
SEQUENCE - p 2
accessMethod &
accessLocation = {§

PP U R R ER Y B
2~ 18 Issuing CA & ¥ 15 &%
2 1k CAG %3

.accessMethod

accessMethod # i35 L
7| i ¥_OBJECT
IDENTIFIER » p* g »
OID id-ad-calssuers
(1.3.6.1.5.5.7.48.2)

id-ad-calssuers = PKIX RFC
5280 #t %_% 11 accessMethod

.accessLocation

accessLocation {§ - e
4| 4 %_GeneralName »
GeneralName » £ ¥ -
CHOICE F #44] & > GPKI
i * CHOICE *® ¢
uniformResourceldentifier

M URLJ}FN%—IB;G 7 H
CA % ¥ 4 Issuing CA mi 3

L % 3
KPKCS#? B 7]
URL » ¥ 7 §_— l]}a‘ﬁ i
LDAP ¢ CAEntry en
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» T ’é_ﬁl"]“l‘}j ¢ ?‘3?“‘ [E3
calssuers =7 URL

crossCertificatePair Attribute
7 URL 4 4t

.accessMethod accessMethod 4 i+ sH37 L
3] i %_OBJECT
IDENTIFIER > g fitsi »
OID id-ad-ocsp
(1.3.6.1.5.5.7.48.1)

id-ad-ocsp % PKIX RFC 5280
#r F_g& ¢h accessMethod

.accessLocation accessLocation f e
A i ¥_GeneralName » =
GeneralName ~ £ § -
CHOICE F#13] & » GPKI
i## * CHOICE *# e
uniformResourceldentifier
» T é_lgbsﬁ}ﬂ ¢ gai\‘._ i
OCSP R 7%= URL

i URL#H?" R eTE Rk
it % 34 PRF%(OCSP) ' PR B e
URL #at > ¢+ OCSP @R E
i S - A g F o L |

BELFP NS

21 BHA L FP A

el T o
ik F# (Delta CRL).u 3

2.2 gL FP

70 i X509 tRE[1]2 - GPKI 2!

—T},%'E'J.

ETTRS

L EZ R

I IEE AL T
A B R L i

Sk 3 R ORY

}%} Fy

# (COmpIete CRL) ~ 508 A
# (Partitioned CRL) -

F T g

® 1 & IETF PKIX Certificate and CRL Profile (RFC 5280)2. CRL 1%
[2] -

® ¢ Asia PKI Consortium 2. CRL 2% [4]4p % ©

® 2 NIST FPKI z. CRL #.#:[5]48 % -

® gz CRLAER[6]4FE -
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GPKI & % 2 b 2 5% 215

® 7 \Web Browser 4p % o

23 BEA L FP
- 4 n\*q;}%\u 3 hﬁ—;d}%}ﬁ]ﬁ'—, f‘:‘l"‘i ':_7@7_' &%}J}_ o #}glﬂ o H H ¢ ’F%L
Vi REELE 0 s R P e & = (Required Field) 5 L T x

+

%%ﬁ’m%ﬁﬁﬁﬁﬁ@ﬁ@ A RS R

&7 A&t FP (CRL)
B = & 4-(Field Name) Complete | Delta CRL Partitioned
CRL CRL
version v v v
signature v v v
issuer v 4 v
thisUpdate v v v
nextUpdate v v v
revokedCertificates v v v
crlExtensions v v v
L E = fABEA L FP ¢ revokedCertificate f§ =¥ % — @ Entry 7 *

7 CRL Entry # “L 1 - (CRL Entry Extensions) » H# ¥ &zx v/ EELE 0 LU
Rk Entry s & 4 e - (Required Extension Field) ; #%3x "O | 3=

X
y =

L] &R P Entry iE 3 4 45 w4 = (Optional Extension Field) ;
FoOTxy R RIATRBEAL P Entry ¢ A Y SR T A
FTHET LA LT 5 ocritical » ¢ TTRUE £ 7 %@ % 3Fn
Wi PJEiksr 5 critical ;TFLASE | £ Tt L mp @ * Pl iRy A

non-critical ; " N/A ;| (Not Applicable) # 7+ # GPKI #-7 >t gzt Fp ¢ @ #
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GPKI G # % B @A 8 B2

% CRL Entry 4% “ #f i » ]2t & #73 critical & non-critical 5% :

CRL Entry 4§ = 4 = B &A1 FP (CRL)
EX‘I%EIS_I(E)?ITS\E(LD) Cocr:an)Il_ete Delta CRL PargtF;?_ned Critical
reasonCode v v v FALSE
holdInstructionCode x x x N/A
invalidityDate x x x N/A
certificatelssuer x x x N/A

’H}Efic’ﬂ: :}\'

= fEEE R P frit ¥ oh CRL #f 1§ = (CRL Extensions) » # ¢
R
5 EARIR AL P E B 24 o = (Optional
Extension Field) ; #%7 [ x| FEELE o R A R IRAIE AL P P R R
TR LAY L A F o 5 critical - H
RO AR o AR

v ?E’?fu‘ﬁ R R
;——‘FOJ FU%EUFI ’

T = critical ;

F0 e & P o - (Required Extension

"FLASE | %

#» TTRUE | % 7+ %
_‘ LL%)U,}—%@lﬁ

non-critical ; " N/A ; (Not Applicable) # 7 % GPKI #-7 > g 3% & 1+
% % 3% CRL # ~o 4§ == » F]et & #73) critical & non-critical e :
B AL FP (CRL)
CRL %~ i & Critical
(CRLEXTNESION FIELD) | Complete | Delta CRL | Partitioned
CRL CRL
authorityKeyldentifier v v v FALSE
issuerAltName x x x N/A
cRLNumber v v v FALSE
deltaCRLIndicator x v x TRUE
issuingDistributionPoint x x v TRUE
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freshestCRL @) x x FALSE

24 BREA L FP S

GPKI 4 * g % A i+ 5 X.509 CRL [1] - X.509 CRL ¥_- 4
SIGNED F# » # #3840

B hE e
toBeSigned To-Be-Signed CRL (& * % & |To-Be-Signed CRL £ 3¢ ¢ —EJ\@‘} & X.509
1 CRL) & > e p F % CRL 5 Complete CRL &t

Delta CRL c9% e @ 5 #7£ £ » % #F To-
Be-Signed CRL A % 38 {4 & ez

algorithmldentifier [CA ¥+ CRL % & #7%* 2. & | eni& & Jf 22 toBeSigned CRL p
E signature 1 < 4p e
Algorithmldentifier

algorithm FEMNTERFHFEZODL |[EFAEZ2 0D GPKIpw R i* T
- CESLE SR
shalWithRSAEncryption shalWithRSAEncryption ~
(1.2.840.113549.1.1.5) ~ sha256WithRSAENcryption

sha256WithRSAEnNcryption
(1.2.840.113549.1.1.11)
.parameters NULL B R IFE2EER 7 F & parameters > fe H
parameters & g3 F NULL » % # 4% »
NULL 2. DER %#% = 0x0500

signature A¥ CRLe % F % % _CA ¥ toBeSigned # = ¢ &1 To-

Be-Signed CRL #f s F

1 ¥ 3443 Complete CRL ~ Delta CRL £ Partition CRL #% £.Ap e e > iz

o

£ = #f CRL p #%¢h To-Be-Signed #%4 ¢ A £ & - ¢ = £ To-Be-Signed CRL

o 302 BEP 4T
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2.4.1 To-Be-Signed % & # & 1+ i+ (Complete CRL)p %

B rF i
version v2(1) CRL sk & » GPKI & * v2
2. CRL#: (A3 V2ehiE
Fl1m*E2)
signature %5 CRLzZ 3% %% 22

Algorithmldentifier » gt 4 e

B Jp ek & SIGNED & #

z_ algorithmldentifier # i

10 F

algorithm VAT ERFEEOID |FF %522 OID GPKI B
Z_- R LT ERIFY L

shalWithRSAEncryption  |shalWithRSAEncryption ~

(1.2.840.113549.1.1.5) ~  |sha256WithRSAEncryption
sha256WithRSAENcryption
(1.2.840.113549.1.1.11)

.parameters NULL GPKl# * chE F§ 5 : % 32
& parameters » e #

parameters & Zf & + NULL >
7 ¥ 492 > NULL 2. DER %
# % 0x0500
issuer CA 51 DN ¢ DN = 7f & &2 CACRLSIign
Certificate 2. issuer f = 2_
DN 4p F¢

(3£ & GPKI ¥
keyCertSign Certificate &2
cRLSign Certificate €_F -

5% )
thisUpdate &= CRL { Aretetrdsn 1 i PKIX 2 f
PR (GMT) 2049/12/31 23:59:59 2. %

i * UTCTime ¥ L 3]
o Fe3t 5
YYMMDDHHMMSSZ >
HP W8 SS 5 00
S AT R S A b7
%7 GMTERF - 2 7 4§
w% °

2. CA %% % thisUpdate 2.
g 4 e 8
1 (Revocation ) £ %7 i%
i# * (Suspension) ¥
#0 € & 4t Complete
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CRL" -

3. % CA A2 Complete
CRLPF » 4% 3 B#H R
AALT B > (e A
thisUpdate z_ 5 4t P 1 12
*  (Resumption) » B g
BB & &5—%%
gfrﬁ»ﬁ%“ﬁ% v m T R e
#t Complete CRL # # {3
e CRLY ",f b plog
AL AR AT
B o

4. % CA &# 4 Complete
CRLFF » 4% 5 B# R
AR L B TR0 *
e % thisUpdate 2. # & 2%
i #p (Expiration »
thisUpdate pF & = 4216 !5
% e notAfter FF R ) > B
R AR
" B § RASE 0
7 % 45 Bt Complete
CRL" -

nextUpdate

3T = CRL { ATenfetk
R japER (GMT)

1. & PKIX 3R Z_ &
2049/12/31 23:59:59 z_ =
g * UTCTime 7 #3]
PRI A
YYMMDDHHMMSSZ >
#¢ Wiz f; 8 SS & 00
s AT Bk @ s Z
%7 GMTEFRF» 2 ¥ 4
u’é o

2. ek R oo
nextUpdate p ¥ #- ¢ % =
T =t A 4 2. Complete
CRL = thisUpdate p*
¥ o

revokedCertificates RevokedCertificate ::= # thisUpdate 2. w g7 4 ey
SEQUENCE OF % 7 »= (Effective) & % s
RevokedCertificate |, (Revocation) 2 %5 % i¢ *
(Suspension) ¥ % ¢ ' &
# revokedCertificates ¥
(3= @ #73) 7 »c (Effective)
ARZREY AEY > N
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RAREARIE

Bt B L] ARARAL
*)

* RevokedCertificate

HEr-ippen
RevokedCertificate s 4% -
& — B RevokedCertificate
& 5’—:’1%]1\ FACT L

.userCertificate

)\ ;1,}5)%\ 8 ’&”‘{‘L f&—iﬁ
%ﬁ CertificateSeriaNumber

GPKI ® #7i¢ * 2 1§ % & 58
- BE & 5 16 Bytes e 5
#c > 1345 DER Y8 ¥+ 1 dicr
¢ * 12’s Compliment 31

Bl > 7oAt § g A

0x00 > @ i =716 Bytes et
R v ik 17 Bytes ¢n
Z R

.revocationDate

G A AT
Ptk a R (GMT)

1. i PKIX L2 f
2049/12/31 23:59:59 2_

i * UTCTime ¥ L 3]
EP ’ ’ffm’r oS
YYMMDDHHMMSSZ

He Wi §#SS 5 00

AT R oA Btz
7 GMT R 2 7 %4
\l% o

2. ¢ revocationDate pF R §_

CA JT 3| B 1k 2% i i
AR

invalidityDate iz
CRLEnNtryExtension ;& ;%
(z:x: Az rmd
GPKI & 7 i #
invalidityDate iz
CRLEnNtryExtension ) e
3. revocationDate pF ¥ §_
B % - =t~ CRL &
BrenpE oo ok G - 5k
B }%vdw;t%‘n&,’-lé o
e AL MRAR 1€ * w0 T
His@d (blhom 25
BEHA H) LR
o RGeS
CRLReason #- ¢ 44 ix
¥ R EHED
revocationDate p& FF J& 3%
/r'q*};‘?'j\)& %fr”%léq*
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RAREARIE

1 % 4% e revocationDate
PE R o

.crlEntryExtensions

SEQUENCE OF
CRLEnNtryExtension
( 2z : CRLEnNtryExtension
7R A] i s 35 22 Public-
Key Certificate
Extension 3 4] iy % 54
z2Apk)

FH -
CRLEntryExtension » e GPKI
¥ & * reasonCode iz i#
CRLEnNtryExtension

OCTET STRING » #3¢
reasonCode iz & Extension

r_ﬁ—:‘; ’ :\/gfﬁiéq"’ J‘»(—L_

CRLReason 1 DER %55 2

— # % ¢ OCTET STRING
ie » CRLReason & ¥ %
- 1 ENUMERATED

.reasonCode GPKI ¥ i * reasonCode

iz # CRLEnNtryExtension >
HBpF e o

.extnld 3# » id-ce-reasonCode (=
e 25.29.21)iz # OID

.critical reasonCode % Z_&_non- iR d » FALSE £_
critical extension » #7114 DEFAULT VALUE - #1112
critical et & % §_FALSE |DER %% ® > s 4§ = ¢ 44 4

K kin
.extnValue extnValue 3 2 4] s £ | & GPKI ¢ Rz 5 &

CRLReason # ¥ i * %
Complete CRL ¥

(Gt T g iR 0 A
& 4F W P > Rl e 2 Public-
Key Certificate 2 Attribute
Certificate = & )

unused(0)

& R PKIX 932> & GPKI
¢ 2 @i % 1t CRLReason

keyCompromise(1)

¥ EE s i 45l 4 SRR
?K%E"E“kiﬁi R S
#% > Bl * ¢ CRLReason

caCompromise(2)

=
& CRLSign % £ 4l fh
B R F

CRLReason » e gt
CRLReason # & i * > gg i
EE Certificate » ¥ &t * *> ¢ it
CA Certificate

(340§ st S FE T CA
keyCertSign § % & 4 5=
WELIE A R & S R
ety EE G 0 £ATA W
CA £4x% > T EXTEF T
EE 5% pF > P EE & 2 A 0

2 fx ©_CA keyCertSign
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GPKI G 3% 2 & 7 A 1

_P.l ﬁg_«\ v‘w]f@

51 CRLReason & 3% i¢ *
superseded )

affiliationChanged(3)

VEEZBER R L LA
FoAleg (bldezz &~ B
H%% N *‘/{Fl T’E‘) P B Bk b

superseded(4)

é EE r]+7f§ -@ (x;l]{ir{:}'ﬁ'
#r+ ~ CAHand-Over @ & %
73 8% ~CA: T {ATEE
f25 5 £ 9 B £
BIBEBRE F R LA R
R LT TS
B) @ L ATIRE & I AR
Rokz g o @y W
CRLReason

cessationOfOperation(5)

% EER#ET X Eiv Rl
d @ A B s
(Glde T+ ) 2 @2 0%
e o i % b CRLReason

certificateHold(6)

¥ EEBmiiei »
(Suspension) pFig * p
CRLReason ( &4 T# % )

removeFromCRL(8)

#* CRLReason ¥ 5t J 3 A
DeltaCRL ¥ » # & #* 3%
Complete CRL

privilegeWithdrawn(9)
(3£ : X.509 4™ Edition)

1. % EE enprivilege 42~y
(B4l fesd 7 e Ak
TojE) pFoofe
CRLReason

2.  CRLReason i % # &_
d EEaidgFder aid F
¥ 4 CA/RA & AA T
TR  EERERA €
e

3.  CRLReasonii i #* »t
B 1+ Attribute
Certificate » e » ¥ 5y %
>+ Bx 1k Public-Key
Certificate

aACompromise(10)
(3£ : X.509 4™ Edition)

% s AA % Attribute
Certificate * z % & &2
CRLReason :# sﬁ‘gé AL fiF e
i¢ * pt CRLReason » iz pt
CRLReason # 8 #* > px i+

Public-Key Certificate > ¥ &
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* gk b AA &~ £ 2 Public-
Key Certificate ¥ EE 2.
Attribute Certificate

crlExtensions

SEQUENCE OF
CRLEXxtensions

(3£ : CRLEXxtension !
3] & 0 3¢ &2 Public-Key
Certificate 7 Extension &
FAB RS = 240 F)

REL-BBAWEF S
YU e g e fE e (F
LB ER T i A R
YL VIR )

.authorityKeyldentifier

Authority Key Identifier #
"o = > Key ldentifier en
A2 2 3V ik e PKIX 4

# > B~ |ssuing CA &
Public Key = SHA-1 Hash
2 % Key ldentifier

S 4h A enp iR CA
* % §% A CRL#T# * chg
AR o I B CA 4
E4f2 Lok DGR S
% CAdwn— 36 CARH
k5% G

OCTET STRING

.extnld PN T BN A
OID id-ce-
authorityKeyldentifier
(2.5.29.35)

critical % GPKI # > A% d 3 FALSE &_
authorityKeyldentifier «¢ z_ |[DEFAULT VALUE > #712
H_non-critical extension > |DER %78 ¢ > M g AL 4
#rrl critical e % T Wi AL
FALSE

.extnValue extnValue s L 4] i & | ¥+ authorityKeyldentifier iz

# Extension @ % > & i@ *
AuthorityKeyldentifier 77 DER
B s ¢ OCTET STRING

AuthorityKeyldentifier

AuthorityKeyldentifier s
#5477 = # Optional
L SR -
keyldentifier
authorityCertlssuer &2
authorityCertSerialNumber

i

% GPKI ¢ > CRL it 5
PKIX » 5 # * keyldentifier
Wiz @2
authorityCertlssuer ¥2
authorityCertSerialNumber ##

i

.keyldentifier

keyldentifier # % e #L 3]
it ¥_Keyldentifier »
KeylDentifier ~ £ 5 —
OCTET STRING F#4] i

Keyldentifier e & 4 = Vi
PKIX 1% » B~ Subject =
Public Key =7 SHA-1 Hash &
# % Keyldentifier 7 OCTET
STRING &

.CRLNumber CRLNumber CRLExtension [cCRLNumber # “c {§ &= cp %
2l A% ket CRL (R 5L
.extnld 3# » id-ce-cRLNumber (=
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RAREARIE

#4_25.29.20)iz i OID

OCTET STRING

.critical cRLNumber « z_&_non- [+ & ¢ ** FALSE &_
critical extension » #71 DEFAULT VALUE - #1112
critical =g % ¥ #_FALSE DER %5 ¢ » st ff = € 4% 4
Ein
.extnValue extnValue s 4L 4] i 2 1395 X.509 %% » CRL
OCTET STRING » #3% Number & /g & - &
cRLNumber :z#& Extension|monotonically increasing
R T sequence number - # GPKI
CRLNumber ¢+ DER %#% |* ° &&EELL 7 o
# % ¢ OCTET STRING #|CRLNumber & /& 5 - B & &
i@ » m CRLNumber & & |-]' % & %% 7 bytes ern &
% — 1 INEGER (0..MAX) |# °
I RE R A A
freshestCRL freshestCRL freshestCRL #§ ~L 1 = &
CRLExtension » # A % 4c |Optional » % CA*ﬁ # & Delta
I CRL P4 % & % Complete
CRL ® & % pLyp-vif iz pt
o iy R EGER
* g P~ i¥ Delta CRL 4y
51 > p @ GPKI #7i% * 2_
Delta CRL Distribution Points
% — B URL s nt
.extnld 3# » id-ce-freshestCRL (~
e E_2.5.29.46)iz i# OID
.critical freshestCRL % z_&_non- ;3 & o > FALSE &_
critical extension » #11 DEFAULT VALUE » #1112
critical sie % = &_FALSE |DER %78 ¢ > S - g 44 4
kin
.extnValue extnValue sF #L3] f 2_ |4+ freshestCRL &8

Extension @ =% » & Jf i *
CRLDistributionPoints =7 DER
kG s OCTET STRING

.CRLDistributionPoints

CRLDistributionPoints %
AL B
SEQUENCE
SIZE (1..MAX) OF
DistributionPoint

% GPKI # > freshestCRL #
R S A

DistributionPoint

.DistributionPoint

DistributionPoint 3 —
SEQUENCE > p 2
distributionPoint ~ reasons
22 cRLIssuer = #

% GPKI ¥ > freshestCRL #
O A M
distributionPoint 4§ i~ » @ %
¢ * reasons ¥ cRLIssuer iz
IR
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.distributionPoint

distributionPoint #§ = %
3L
DistributionPointName » @
DistributionPointName # ¥
% — & CHOICE % #13]

i > 7 E * fullName s
nameRelativeTOCRL Issuer

i GPKI # - Delta CRL
distributionPoint &_# *
fullName

fullName

fullName =% L 4] ik 2_
GeneralNames
GeneralNames =13 424 fk
2

SEQUENCE

SIZE (1..MAX) OF
GeneralName

% GPKI # > Delta CRL
distributionPoint 7 fullName
r ¢ ¢ 7 11 GeneralName

.GeneralName

GeneralName ¥ -
CHOICE #2731

GPKI i * CHOICE ¥ 3

uniformResourceldentifier »

Bt ¢ s CA 2 i Delta
CRL # =7 URL

2.4.2  To-Be-Signed £ #: 1§ & 1t i # (Delta CRL)hp %

nE

B

version

v2(1)

CRL sk & > GPKI i * v2
2. CRL %3¢ (A& V2 ahiE
{1 m A E_2)

signature

ECRLZ ERwbix2
Algorithmldentifier > y* 4
B p &t & SIGNED & #
z_ algorithmldentifier # g
1P I

.algorithm

FeMT ERFEEOID
shalWithRSAEncryption
(1.2.840.113549.1.1.5) ~

sha256WithRSAENcryption
(1.2.840.113549.1.1.11)

% -ﬁ-/ﬁﬁ/z 2. OID » GPKI p
R T EFRE
shalWithRSAEncryption ~
sha256WithRSAENcryption

.parameters

NULL

GPKl# * chE 582 % 3
& parameters > iz H
parameters & Zg 3 + NULL -
7 ¥ 4% > NULL 2 DER ¥
7 % 0x0500

issuer

CA DN

* DN = 7f & 22 CACRLSIgn
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RAREARIE

DN #

)

Certificate 2. issuer f§ = 2_

(==
keyCertSign Certificate &2
cRLSign Certificate €_F -

e
& GPKI #

thisUpdate

k=t CRL { #7erfath s
B (GMT)

1.

iz PKIX 32t
2049/12/31 23:59:59 2_
i * UTCTime 7L 4]
LRI
YYMMDDHHMMSSZ >
He Wi f#SS 5 00
JAT g @ BT
%7 GMTHERF~ 27 %4
W%
CA %% 7 Base CRL =
thisUpdate 3] #* Delta
CRL = thisUpdate 2 ¥
22F Se Kbl i I R4 .
(Revocation ) ~ #7 i ¢
* (Suspension) ¥ 14k
i# * (Resumption) ¥ i
¥ ¢ & &t Delta CRL
a
CA %& 4r% 7yt Delta
CRL 1 thisUpdate 2z
o e BE R MR
PR 0 A
Base CRL ¢ thisUpdate
F|+ Delta CRL =
thisUpdate 2. & s* 1§ 3% %
4 ¥ (Expiration >
© 3§ 7 G #F e notAfter
PER) % i B
- 4 % 4t Delta
CRL *

nextUpdate

33T = CRL { ATentetk
RieEF (GMT)

iz PKIX #z2_%
2049/12/31 23:59:59 2_ =
i * UTCTime ¥ #L4]
i B A
YYMMDDHHMMSSZ -
He wig$;# SS 5 00
AT R @ R tinZ

# GMT RS 2 7 4
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BEIE

g

2. &r%,;’ﬁ fé/’l" )y L
nextUpdate p ¥ #- ¢ % =
< = A& 4 2 Delta CRL
thisUpdate p& &

revokedCertificates

RevokedCertificate ::=
SEQUENCE OF
RevokedCertificate

1. % Base CRL =1
thisUpdate ] 4+ Delta
CRL & thisUpdate 2. @
g 4 Ty IR

(Revocation ) ~ #7i% i

* (Suspension) ¥ }&4k
i# * (Resumption) ¥ i
7§ &yt Delta CRL
cl

2. 7t DeltaCRL #
thisUpdate 2_ 7 > 43 i§
TERAAE A B AT
* » e & Base CRL
thisUpdate 3] ¢+ Delta
CRL s thisUpdate 2 /¥
e 2 Y

(Expiration » 2 & i
7 1§ ¥ e notAfter pFRY )
I PP E R
A gk Bt DeltaCRL ¥

* RevokedCertificate

BEr-@p
RevokedCertificate . 4% -
% — i# RevokedCertificate
KA ap B Ao

.userCertificate

Bk B2 B EA
5. CertificateSerialNumber

GPKI # it * 2 j 3 A 5.0
- B & R 5 16 Bytes ek &
#ic > 1995 DER %75 ¥ 1 fic¥r
i * 12’s Compliment 4.

Bl T A g e A

0x00 » ™ i 716 Bytes et
FEHcR v ik 17 Bytes 0
e

.-revocationDate

BEAAE L NG o
B ioER (GMT)

1. & PKIX 22t
2049/12/31 23:59:59 2_

i * UTCTime ¥ 4L 4]
M‘ ’ ’Fé’} S
YYMMDDHHMMSSZ »

H¢ i F#SS 5 00
R RN VN s 4
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RAREARIE

%7 GMT R 2 7 4§
%

2. revocationDate pF & H_
CA | Ak Ao im &
U2 pE Ry Wy
invalidityDate iz
CRLEnNtryExtension ;& ;%

(30 A3z rmd
GPKI & % i& *
invalidityDate iz
CRLEntryExtension )

3./ revocationDate pF R 5_

By % - tie» CRL %
@‘mﬂgﬁ& '!'lr'% P 3k
B R MRETIRRF
e Al RAp & * o W)
Hwad (bldorg T
T EMHA %ﬁ;) AT GRS
i PG
CRLReason #- ¢ 4% ix
% LG
revocationDate R R

B RORIGEAT IR
#1 % 4% e revocationDate
e Y

.crlEntryExtensions

SEQUENCE OF
CRLEntryExtension
(3x @ CRLENtryExtension

Al i e 24 & Public-
Key Certificate = Extension
oA R R R 2 AR
)

FHE -
CRLEntryExtension » e GPKI
7 ¢ * reasonCode iz
CRLEnNtryExtension

OCTET STRING > 3¢
reasonCode iz f& Extension

.reasonCode GPKI & i * reasonCode

iz B CRLEnNtryExtension >
LN

.extnld 3~ id-ce-reasonCode (=
FE_25.29.21)i% % OID

.critical reasonCode % #_&_non- 3% d » FALSE &_
critical extension » =1/ DEFAULT VALUE > #1112
critical ¢hi& & % 8_FALSE |DER %6 ¢ > s 4§ = € L %

&S H
.extnValue extnValue shF 414 fs & | & GPKI ¢ Rz 3 &

CRLReason # ¥ i¢ * ** Delta
CRL ¥
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Ao IR H LT

CRLReason =7 DER %45 2_

- #a % ¢ OCTET STRING
erie > CRLReason » £ 4
- i# ENUMERATED

(Gt T T iR 0 Ao
& FBEP > Rl e 7 Public-
Key Certificate &2 Attribute
Certificate = & )

unused(0)

ﬁ BB PKIX 2870 & GPKI
¢ 7 {## * ) CRLReason

keyCompromise(1)

% EE 3 £ 453 4 &
?ﬁt%ﬁ’*i\lﬁiﬁi I Y- LY
fig * b CRLReason

caCompromise(2)

?&‘7 st & /2 7 CA keyCertSign
& CRLSign % £ 4% # T;gg
ABLfRPE G gL

CRLReason » fe gt
CRLReason # ¥ i¢ * > g i
EE Certificate > ¥ i * > ok
CA Certificate

(L@ ¥ st &/ T CA
keyCertSign + % £ 48 i =
WRLIRA A R
73 EER#E > £ATAH
CA £4% > T ERTEF T
EE &3 F% » B EE & % A& ot
e CRLReason & 3% i€ *
superseded )

affiliationChanged(3)

% EEZGEEN FM2Z 0
e (bldeic &~ BH
AR H ) PR R
&z 0 B * - CRLReason

superseded(4)

% EEFIR AT & (b4l #
#7+ ~ CAHand-Over m & %
383 ~CAZ T {ATER
fiim £ 75 BE ~ &5

BIBALfE > F R A
BT H iJz }_mlﬁﬁﬁﬁé EME

NG A ANy
lﬁziéif ;‘éiff?? o fE
CRLReason

cessationOfOperation(5)

% EER#ET LG T FrRiE
d ooom A R s
(Gl4e T+ ) &2 87 0T
BepE o i3 % b CRLReason

certificateHold(6)

L EEBREY B Y
(Suspension ) p& g * pb
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CRLReason ( &4e T 2 )

removeFromCRL(8)

1.

ho% - REBHER S B
#* Delta CRL 1 Base
CRL ¥ # e 45 #7ik &
* ek ik 0 fe 4 Base
CRL s thisUpdate ] #*
Delta CRL = thisUpdate
2. g AR PRAR &
(Resumption) » B A&
DeltaCRL © 4 » - &
CRLReason 3
removeFromCRL &~
RevokedCertificate %
RevokedCertificate . 4%
& revocationDate B| % 77
IR EARRAR @ P
B
ek - REBHER & A
#* Delta CRL 7 Base
CRL ¥ 4t % & 5 Bk &
ﬁ‘“’% e > LF BT A
Base CRL ¢ thisUpdate
3]t Delta CRL &
thisUpdate 2. 7" i #f

( Expiration » ¥ #_Delta
CRL ¢ thisUpdate p B
SEBED
notAfter pF ¥ ) » A1) CA
¢ 2 # &yt Delta CRL ¥
ber = &
RevokedCertificate %
4> 2 CRLReason 3%
removeFromCRL » #H
revocationDate F¥ ¥ ] &
3% 1& 7 9 notAfter pF
#* CRLReason ¥ & 4138
. DeltaCRL ¥ » 7 {72
* 3~ Complete CRL

. ooz o
[
7_ [

privilegeWithdrawn(9)
(3£ : X.509 4™ Edition)

% EE #hprivilege A B~
(B4l fesd 7 e Ak
BEoe) pFooor

CRLReason

#* CRLReason id % # &_
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3. ¢ CRLReason:ii # * **

d EEaidgfde» ail F
F 4 CA/RA ¢ AA TiZ
AR EEBER ¢
i

J 1k Attribute
Certificate » e » ¥ 3¢ %
** kb Public-Key
Certificate

aACompromise(10)
(zx : X.509 4" Edition )

¥ IR AA % & Attribute
Certificate * 2 % £ 4& "
CRLReason i f &% 4 £k i3
i¢ * pt CRLReason » iz gt
CRLReason # {8 i# #* > px ik
EE Public-Key Certificate » =
o Al AA A E 2
Public-Key Certificate ¥2 EE
z_ Attribute Certificate

crlExtensions

SEQUENCE OF
CRLEXxtensions

3x : CRLEXxtension 7 #&
A & e0$ 3% 22 Public-Key
Certificate > Extension

PAL AR 24 )

F\"“‘é—g:}%fufﬁgf“”ég
u'fm:}i%/uﬁj?wfé@ﬁ (7%

LR FVEE T 4 A BB
M HVE R )

.authorityKeyldentifier

Authority Key Identifier #
s = > Key ldentifier e
A2 23V ik PKIX 4%

#& » B~ |ssuing CA =
Public Key = SHA-1 Hash
% Key ldentifier

P L e p s E R CA
* Kk EF A CRL#T# * g
AR 50 0 i CA {3
S AL BRPFLH SR

%1 * CA chwi— 32 CABZH
Kt 5

.extnld o S AP en
OID id-ce-
authorityKeyldentifier
(2.5.29.35)

.critical & GPKI ¥ > A% d 3 FALSE &_
authorityKeyldentifier ¢ z_ |DEFAULT VALUE - #7112
H_non-critical extension > |DER % © » p{F i € A% 4
sl critical i T E. A
FALSE

.extnValue extnValue % #14] i 2 |$+*% authorityKeyldentifier iz

OCTET STRING

& Extension @ 3 > & JE (¢ ¥
AuthorityKeyldentifier 77 DER
n#G s ¢ OCTET STRING
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AuthorityKeyldentifier

AuthorityKeyldentifier <%
%47 7 = B Optional
S o A ] E
keyldentifier
authorityCertlssuer &2
authorityCertSerialNumber

e

% GPKI # > CRL i&¥x
PKIX » 5 # * keyldentifier
Wi m 2 i
authorityCertlssuer £2
authorityCertSerialNumber

i

keyldentifier

keyldentifier # & % 4 3
it 2_Keyldentifier » @
KeylDentifier & £ % — i
OCTET STRING F#14] f&

Keyldentifier e & 4 = ;Y iz
PKIX & # » B~ Subject e
Public Key =7 SHA-1 Hash &
# % Keyldentifier &7 OCTET
STRING &

.CRLNumber cRLNumber CRLEXtension

P e

.extnld 3# » id-ce-cRLNumber (=
Fe_2.5.29.20)iz # OID

.critical cRLNumber & 7_&_non- [+ d ** FALSE &_
critical extension » #1114 DEFAULT VALUE - #1112
critical ere % % &_FALSE |DER %af§ ® > M i € 4% 4

Ein
.extnValue extnValue s L4 i 2 (1345 X.509 # 2 » CRL

OCTET STRING » #3¢
cRLNumber :z#& Extension
RV
CRLNumber 7 DER %5
& - OCTET STRING &
® > m CRLNumber # £
%= — 1# INEGER (0..MAX)
& REET S

Number 2 g § - &
monotonically increasing
sequence number - % GPKI

L -8 S
CRLNumber & & 5 - B & &
o] #E g E AT 7 bytes et B

#eo

.deltaCRLIndicator

deltaCRLIndicator
CRLExtension erp % 4

L

.extnld # ~ id-ce-
deltaCRLIndicator (~ fi}u{
2.5.29.27):= % OID
.critical deltaCRLIndicator ¢ = &_ |;+ & d ** TRUE % &_
critical extension » =1/ DEFAULT VALUE - #1112
critical ¢hig ¢ ¥ #_TRUE |DER % ¢ > 2 =72 ¥ %
2 > @ A DER %5 7 TRUE
7 DER Value < ’f % 5 OXFF
.extnValue extnValue <73 4 4] i £ |BaseCRLNumber & * %35 ¥

OCTET STRING - #+**
deltaCRLIndicator iz &
Extension @ % » & Jf i *

# Delta CRL #_rvR—
Complete CRL #x % Base CRL
( BaseCRLNumber =
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BaseCRLNumber 72 DER
kB st OCTET
STRING #ig (» *

Base CRL =7 CRLNumber
i@ )» m CRLNumber ~ £
% — 1 INEGER (0..MAX)
B I

CRLNumber of the Complete
CRL used as the Base CRL for
this Delta CRL )

2.4.3 To-Be-Signed % 4 1§ 38 A 1+ -;i-w (Partitioned CRL) s p %

nE

o

version v2(1) CRL #3x & » GPKI # * v2
2. CRL#: (A3 V2ehiE
F1lm2HE2)

signature %5 CRLzZ 3% %% 22
Algorithmldentifier » pt ## e

B Jp ek & SIGNED & #
z_ algorithmldentifier # &
10 e

.algorithm FTAENMNTERZFEEOID [EFiFE 22 OID GPKI B
- W UT ERIFE
shalWithRSAEncryption  |shalWithRSAEncryption ~
(1.2.840.113549.1.1.5) ~  |sha256WithRSAEncryption
sha256WithRSAEnNcryption
(1.2.840.113549.1.1.11)

.parameters NULL GPKI & * ch 3 /7 82 %

& parameters > iz #
parameters & Jp 3+ NULL >
¥ 412 > NULL 2. DER %,
i% % 0x0500
issuer CA 7 DN ¢t DN« & &2 CACRLSIign
Certificate 2. issuer f§ = 2.
DN #p F&

(:x: f GPK] ¥
keyCertSign Certificate £
cRLSign Certificate ¥_F —

5% )
thisUpdate A= CRL { 37ehfatha a5, 2 PKIX R T4
R (GMT) 2049/12/31 23:59:59 2_
i * UTCTime F #L 3]
’”« ’ ’Fév:r m
YYMMDDHHMMSSZ »
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PR 4 g R A
i (Revocation) £ %7 i%
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CRL ¥ -
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CRLPF > 4v% F B H R
P
thisUpdate z_ # 4tk 4h 2
* (Resumption) » Rt
BT Y e b
gﬁﬁ%,azﬁ&i
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s CRL" > *f PR
BEA R B AR R
Wik r o
% CA {2 4 Partitioned
CRLFF > 4r% 7 B#R
AALEL R AR
e % thisUpdate 2. + & &
i ¥p (Expiration »
thisUpdate p* ¥ ¢ 4285
f‘;fair’v’ﬂ notAfter pF /¥ ) » B
716 78 kb B #"‘r =g
ﬂhygwﬁ%’m
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CRL ¥ -
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R ip R (GMT)
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FJB ’ Jﬁ;} S
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CRL = thisUpdate p*

revokedCertificates

RevokedCertificate ::=
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RevokedCertificate

B o
& thisUpdate z_ % 9 4 e
3 7 »x (Effective) il % A
it (Revocation) £ #7i @ *
(Suspension) ¥ = ¥k ¢ ' &
% revokedCertificates ¥

(3= @ #73) 7 »c (Effective)
”n*ﬁﬁ%%ﬁﬂ’ﬁﬁ
B gL MR R
*)

* RevokedCertificate

Hr-ipeh
RevokedCertificate & 4% -
4 — i# RevokedCertificate
K AFOPN B AeT L

.userCertificate

BB BT BER
g CertificateSeriaNumber

GPKI ® #1i¢ * 2_ 153 B 5.4
- & & 5 16 Bytes et &
# > 1395 DER M8 4 & #icit
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Al ¥ e € a4
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gy v b ikt 17 Bytes eh
z B
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B R AL XA P e
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fs 0 R34 5
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5. ¢ revocationDate pF f¥ §_
CA YT I B ok B iR g H
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|nvaI|d|tyDate B
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(32 Az >3y
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f?‘mfﬁf’? %lr'-‘ac}a 3k
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Humd (1;141\?,{“«1\?‘
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¥ A EED
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R kg EAT R R
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PERY o

.crlEntryExtensions

SEQUENCE OF
CRLEnNtryExtension
(3x : CRLENtryExtension
74 £ g0t 35 & Public-
Key Certificate
Extension L 4] fi e 3¢
= 2A k)

VHE - @B
CRLEntryExtension > e GPKI
¥ 8 * reasonCode iz B
CRLEntryExtension

OCTET STRING > #+3%

reasonCode iz & Extension
r_rr]'g 9:‘\4‘3?‘??%?’]'/‘—1.

CRLReason =71 DER %75 Z_

- i ¢t OCTET STRING
er1ie > CRLReason ~ ¥ %
- i ENUMERATED

.reasonCode GPKI ¥ i * reasonCode

iz 1 CRLEntryExtension -
EP FdoT

.extnld 3 ~ id-ce-reasonCode (=
4_25.29.21)iz % OID

.critical reasonCode < Z_&_non- A% d 3t FALSE &_
critical extension » #1114 DEFAULT VALUE - #1112
critical eie % = &_FALSE |DER %78 ¢ > S - g 44 4

K Ein
.extnValue extnValue sn3 L 3] fx 8. | & GPKI # 2R 2 5 &

CRLReason 7 i * %
Complete CRL *

(Lt T R 0 A
& FFw BEp o> Pl e 3 Public-
Key Certificate &2 Attribute
Certificate = & )

unused(0)

B R PKIX 942> & GPKI
¢ 2 @i % it CRLReason

keyCompromise(1)

¥ EEhf A4l 4 AR
?ﬁt%%éﬁﬁiﬁi Iy LY
p i * pt CRLReason

caCompromise(2)

é fRLE 2
& CRLSign % £ 4% # sﬁsz
AP fEPER * gL
CRLReason » e gt

Fz %_CA keyCertSign

264

B B

-n\y



GPKI B % % 5 %A 1§

_P.l ﬁg_«\ v‘w]f@

CRLReason # {8 & # % gk
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CA Certificate

(Lt 3 st &/ L CA
keyCertSign § % & 48 =
USRI Y S £
975 EE ’&”3 €374 H
CAL4H > ZEXTEFTH
EE Gz P » | EE 1§ 3% A ot
&7 CRLReason & 3% i¢ *
superseded )

affiliationChanged(3)

3 EEZ2REN FAAM 2 L0
FAleg (bldriz &~ B F
SIE 0T PR g R
&z > R ie * ¢ CRLReason

superseded(4)

% EEF IR AT & (b4l #
#7+ ~ CAHand-Over m & %
3 8% ~CA T %??&%’i
fsim £ 975 BE -~ & F
3 f%ﬁi)? SRS & E'_
EEE R LT Tk
B) @ { 3TIE % > & ARt
o NE A = N T
CRLReason

= 3
;\@»

cessationOfOperation(5)

’é EE )&FE-T' /}»4’1 E‘:_ fF’»]Li‘;f’;%EEJ_
dooom A B s
(B4 T+ ) &2 @207
BxpE 5 {6+ b CRLReason

certificateHold(6)

t EEB#ELing
(Suspension) pFi¢ * b
CRLReason ( &4c TH 2 )

removeFromCRL(8)

#* CRLReason ¥ 5t J1 3 A
DeltaCRL ¥ » # & #* 3%
Complete CRL

privilegeWithdrawn(9)
(3£ : X.509 4™ Edition)

4. ¥ EE =hprivilege #& B~}
(4ol et 7 e ik
o) oo
CRLReason

5. ¢ CRLReason:ii % # &_
d EE A &84 il F
F 4 CA/RA &8 AA TiZ
TRk  EERERA €
i #

6. 1 CRLReason:ii § * »%
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Certificate » = » # it *
¥ B¢ b Public-Key
Certificate

aACompromise(10)
(3x : X.509 4™ Edition)

3 [Rst AA 3 Attribute
Certificate * 2 % & &2
CRLReason 1§ i & 4 #L 2 pF
i¢ * pt CRLReason » ie pt
CRLReason 7 ¥ i # > gk ik
Public-Key Certificate > ¥ s¢
* gk b AA &~ £ 2 Public-
Key Certificate ¥ EE 2.
Attribute Certificate

crlExtensions

SEQUENCE OF
CRLEXxtensions

(:x : CRLExtension 7 #

IJ A-t«

ent: ;4 22 Public-Key

Certificate - Extension
PAE PR 240 R )

PES-BHEREE T

rmef%fw@ﬁmﬁﬁ( 1
e A e FVEREF a A AR
ij}l'E}fI,).

.authorityKeyldentifier

Authority Key Identifier #
L = 0 Key ldentifier &7

A4 2 Vi R PKIX %
#& 5 B~ Issuing CA e

Public Key =7 SHA-1 Hash

% Key ldentifier

PHE AR ehp chE 4R CA
* Kk EF A CRLA##* g
A VR- 355 i 2 CA T #
42 B AL RERIETR

‘le% * CA 8- 35k CA f&“;ﬂ_
sk ot 16

OCTET STRING

.extnld PN R TR i
OID id-ce-
authorityKeyldentifier
(2.5.29.35)

.critical & GPKI ® > A% d 3t FALSE &_
authorityKeyldentifier < z_ |[DEFAULT VALUE » #712
H_non-critical extension > |DER $#8 ¢ > M = g AL 4
#rr) critical ehiE & T F_ (R
FALSE

.extnValue extnValue s L 4] i & | ¥+ authorityKeyldentifier iz

8 Extension @ 3 - & JE (¢ *
AuthorityKeyldentifier 77 DER
#5552t OCTET STRING

R

AuthorityKeyldentifier

AuthorityKeyldentifier s

ez =
g IR

keyldentifier .
authorityCertlssuer ¥

IL% Optlonal

authorityCertSerialNumber

% GPKI ¢ > CRL &5
PKIX » ¥ ¢ * keyldentifier
Wiz m 2@
authorityCertlssuer ¥
authorityCertSerialNumber ##

P
>
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keyldentifier

keyldentifier #§ % 3L 3
it ¥_Keyldentifier » @
KeylDentifier = £ 5 - B
OCTET STRING F #L4] i

Keyldentifier th g 4 = ;% iz &
PKIX & # » B~ Subject e
Public Key =7 SHA-1 Hash &
# % Keyldentifier &7 OCTET
STRING &

.CRLNumber CRLNumber CRLExtension [cRLNumber #§ ¢ {§ = ep %

SRR L F % kizskt CRL 05 5L

.extnid 3# » id-ce-cRLNumber (=
FeH_2.5.29.20)iz # OID

.critical cRLNumber & z_&_non- |;Z & ¢ > FALSE %_
critical extension » #114 DEFAULT VALUE - #1112
critical et & % §_FALSE |DER %% ® > s 4§ = ¢ 44 4

N Ein
.extnValue extnValue s 1 4] i 2 1345 X.509 %% » CRL

OCTET STRING » #3¢
cRLNumber :z#& Extension
Mg &R
CRLNumber =7 DER %5
& ¢ OCTET STRING &
® > m CRLNumber # ¥
% — & INEGER (0..MAX)

B EETAE

Number 2 ‘g & - B
monotonically increasing
sequence number # GPKI
P BT R AR h
CRLNumber u_a_},@ - BER
o] # g E AT 7 bytes et B

i o

JissuingDistributionPoint

issuingDistributionPoint
CRLExtension » # p % 4r

L

issuingDistributionPoint #§ >
WiE* kR EEREEY I
o ) CRLEFEE %
g CRL 2k Ap 4 &
p @ Partitioned CRL #ti& *
z_ Issuing Distribution Point %
- # URL x> & ¢ CRL
eVF I BE i hb

.extnid # ~ id-ce-
issuingDistributionPoint (=
e E_2.5.29.28)iz i# OID

.critical = Partitioned CRL ¥ > AR d 3 TRUE 7 &
issuingDistributionPoint «¢ |DEFAULT VALUE - #71
F_&_critical extension > #7 |DER %% ¢ » ML 273 ¥ 4%
4 critical eiE & % & CRTE: 2
TRUE

.extnValue extnValue s L4 i 2 |¥+>% issuingDistributionPoint

OCTET STRING

i Extension @ % 5 & R i@
* IssuingDistributionPoint
LA i 0 DER Y% s o
OCTET STRING i
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IssuingDistributionPoint
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- SEQUENCE > p %
distributionPoint ~
onlyContainsUserCerts -
onlyContainsCACerts -
onlySomeReasons £
indirectCRL 7 #

% Partitioned CRL # >

issuingDistributionPoint #§ -«
W =7 & * distributionPoint
Wimoarr due faf

i

.distributionPoint

distributionPoint i+ e
H2iL
DistributionPointName > @
DistributionPointName # ¥
%= — 1 CHOICE F#4]

ik o ¥ 3E * fullName ¢
nameRelativeTOCRL Issuer

# GPKI ¢ > Partitioned CRL
s distributionPoint #_fx *
fullName

fullName

fullName 3 L3 A5 £_
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GeneralNames 9% 4L 4 &
2
SEQUENCE
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% GPKI # - Partitioned CRL
err distributionPoint 4 = 2.
fullName © ¢ ¢ 7 1
GeneralName

.GeneralName
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Bt AE Y e A CRL e i
2 URL - & * pt
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MPE > R G
cRLDistributionPoints § = =7
s B URLE L 25
- B e URL =
ik o
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