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712 BEH W =

1. B - E B ITU-T X509 « RFC 5280 2 4 jhaf & 4t
WAL AR MR

2. pREBHE PHEEE T REEREEENE LT GETR
2 BPFA R HAF AR ) R TR
WP SR AL RIBEE A RN, 2 e

(1) B FRPgFaffizfima b @ Ay Law

EER UL B S

70 P B3N



GRCA CPS

(2 wREAHEBEF W AT T M SR S HAH
EXRBHEE BHEA %X;“%'J.%%J  RTH O PR CLRF 2

R ¥ ‘\ﬂ%ﬁg'“lﬁwx

/ﬂ}
4
R
=

RFLY < F R EE THA BB LER

(1) B i p 7 &2 % 30 R K

(2) G F e VA ERREFANCZERET A

S RFRS CHRELFL -

BAEP A KR 2 RFE2L FFTE 717 RFC 6962

“7 ¥ % 2 3F % & % (Pre-certificate) s & 3 -
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W o
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MIBEAEPSTTBFIRE | REBERER LY BPREL L
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A Gl P B (Produced Time)

TRALEFERE

# % 29 & % 35 %) ~ (Identifier)

cHRMETEE CBBREFH L
o BREEFF OB EGE F A

BHEZBFEREE

1 7 sk 15 75 (Certificate Status)

16 vt 1 A (0:F /1R b /2:
A FT)

sz dp (ThisUpdate/NextUpdate)

P R L ERZ A RER 0 2 S
4 »zpF i (ThisUpdate) ¥ T = { #7
P& ¥ (NextUpdate)

% % % & /% (Signature
Algorithm)

FRALZERZFEZ TG
sha256 WithRSAEncryption

% 3 (Signature)
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15 7 (Certificates)
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FE
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fx#s 34 (Activation Data): o5 B~ % 78 Bl pF (B 4o 1L B s
DEMUEFEFTNED) Kf!ﬁﬁ% harZ 2 SRR AL o

® 3 F (Applicant) © » GBI FEE > A A AT S ERE
TERRE2ZF P o
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Heo

P (Audit) © 776 6 R AT EF 0 REERR ST LT
REYERE  THRG 23 R EERE  FRE

1y
sl REEN S

e dr(Audit Log) © 23 3 BFEE R 2k SiER L 0 T
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® g I 484F £ (Certificate Problem Report) @ £ &8 2. (% ~ &
FAGET MR R BRI B g R PR

® 5 A& iF P (Certificate Revocation List, CRL)
n BEBEIEEC SRR XV RRHEREFRY L R
g EA ] .
m JEEWEAE G E o G HE Y e S EEBETES
ENE R AL 2 B

o LE#HI ﬁ.(Certification Authority, CA)
m EFETEZ M
m éi%*ﬁb’%f'gfii%%é%}%ﬁ_’ﬂ?‘éﬁé &% ¥ 12 X.509
Rl R E4&E6F - BEBEAL Y 2 BERL T
Foo
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® BRI+t ¥ A B (Certification Practice Statement, CPS)
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CISA) : F'% % *uf&+% + € (Information Systems Audit and
Control Association, ISACA)** 1978 & 4 ! 2_ 7?‘%* WwE o H
T R BB AL A 0 AR S TR \FE
WAL 2EELAAEF L TRIFE - FUERET 7?“?1‘%%
2 YT R R ot & R4V R o
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BT - G HRT o RERRRTIET Y Y2 ko

® LigH(KeyPair) @ @ 5 V5 AnB 22 &40 H e
L
n AP R e EEFER LA AR LT Y-
R
N EREE Y RS L GO ERY L AL

3T (T o
¢ O

® i i g (Object Identifier, OID)
- ANFA AT A2 vE- BRI E R R RS
[ A R i S o R R S S R
- B2 W2 BEICK o
o R ##(International Organization for
Standardization):If 2_ 8|2, N B > FHRE S E A

N
-

‘\"

KEw| P > WOl plel— 2 BoRE R (TR o Glde3t O B
EMGAATFEY BB P Y R B R 2R
W

ESE

&

3

)W

® A} g ¥ ik ¥ = (Online Certificate Status Protocol,
OCSP): - s G &1+ REFEEF R HilV

F]:
/‘Li-ﬁ' %f&;ﬁi%,@(&d'&ré }%\_,E N —'}g ,43;3;) o

® M IB#HE K T ¥ & FFR B (Online Certificate Status
Protocol Responder, OCSP Responder): d G ¢ 1= ¢ <44
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ME M PIRE BB ALE R S

® M IGEM,F LK (OCSP Stapling)

m - B TLS/SSL G &K i fHp L ¥ TR 5HEK
feth T+ 5 ¥ - filR B X509 Gk 2 o HiF RS
FldeT

Ve R BRK LY B PIRERETL Y TR
R, 2R BFERER T BAL T e
vV o E =t TLS s A dpiEAz e o bRt iz Mg
HHRERETY BALGELY 2K ZHTE) ¢
R REGT B L LG Rl B F v REBEY
ERBHEMRER LA o
BT EERFETREFRE R T BRIRE T
&2 TLS/SSLB#EF softsu Lo % » o WA
79 TLS/SSL G #2475 > FimiG @2 f 4 -

(\x

o .i@.%“ﬁ&%‘;(Organization Validation, OV) : SSL & & % % F 42
Pk B gn Y S e LTI T R
BORHEE BB EENY S RN B AL o i R
Ko7 SSL B H 2 2k 74k i TLS 4e i if > 4rif

PR B G DREBETA L R
o

® B X &85 (Personal Identification Number, PIN) : & - B #ic
FHF UL TR RE&E S FE R F s R R

S 2 %2, Lz
3E- » ,Ji ROT
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o ’f“%ﬁﬁﬁ(Private Key) : TR o R M bARIDFE R o
u T AAEY Y LA S B
| 4\:}?@%5%}"1’\:‘ * 1) ,j. H—

foi 8
o —\mb
_“7.
&

® 2 44 (Public Key): ™ it = i T gt A4RIDF S BT B (-

. gii%%é%uﬁﬁ&&%
iR AT T AR T

w» -

’ﬁ A ¥ K
B2 ko
® 2 44T S 1% (Public Key Cryptography Standards,
PKCS) : & RSA T % > 2 @3 T O RSA 7 5% 3 &4 £ 4k
PpFRR * L EEF - J A B &S SRR -
® [ &4 #23% (Public Key Infrastructure, PKI): ¢ j &~
FOR S AR~ AR S S 308~ O~ TR AR R R JRAR
ZEEBRARRIBFRELSPEAHFENTHELE R &
&I HE

® B ¢ (Pseudonym): g FFEF L LhmtE SIS L A
?'li'%f« CE LA 2 LU IR o R E iR
¥ AR - RS R T OAF AE TR R

£y mﬁ&?

® :irp ¢ . (Registration Authority, RA)
m PG A AN E R e B RET
FPERGHE PP AT LEFASE TR A

2 P RO 2 B A R -

R p T HEHEA WAL AR g [ B EEF -
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® 4471 ¥ (Re-keya Certiﬁcate) FREEGUE g R -k
BERELF RS REL R ZRTERE > MTRELR LT
PEARZOR ﬁﬁﬁ(%}@-ﬁ@ P F R LR D
o T ARGy A 2 F o Lo

® 12 #f 8% ¥ (Relying Party)
n RIETRRZEHEET P REY TR O S UK E
ZHEERE O ARREEY Th LA PARE R
)2 G HATE OB 4L HRM Y
" @‘ﬁﬁﬁﬁﬂéiﬁ**&W?ii?ﬂ,g?ﬁgﬁ
T RO R TS B I OB R R
)o

/'T

i

® &3 E ¥ (Renew a Certificate) : iy ¥4 - 22 FEEL §
WBFEEAM A B M TR # R
P B > XA - BATREL o

® i3 B (Repository)

P UREEERABEAL G BEAMTALT SR
(Trustworthy System) o

m F P ARBRREEEMMT TR

\_.

E_ o

® i3 B ¥ i (Repository Responsibilities)
m P EET ’F‘:,_““uﬁ"ly‘q’f £ mé}ﬁﬁéﬁ’w'&r’& ’gT‘l’
vz B B A ip—rgx,« EETOBIPNE o
o ## A I (Revoke a Certificate) - flg7E2 7 > Fp > & o

5 2 5 E
BHIG T2 FIT o

® R ALBE 2 (Request for Comments,RFC): o % 4
B 1 42 @) w(IETF)E % dhe 4 7| & 24k o H% e 1
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¢

S

BE e e Ap B 3L 0 12 &2 UNIX foide % 4 B Ad 3 cnii # 4
= SRV

1918 # 18 1 (Root Certification Authority, Root CA) : = B &
SEAHIZERY BB R R %ﬁ’””?@T%CA@ﬁﬁ
BRSSP BEE T BWERR L FACE AT
FeBREA gy AT BEBE -

B 3 1§ @ (Self-Issued Certificate) : p 3 &% > 11E E B H {
HEAGEBBEIRFLEPFTEF2ZERE J A A REERHE
AP R AT BF o Y N2 ATEEHF N BHER
S IGEGIRREZ T o

p % &3 (Self-Signed Certificate) : p % B3 idq G g 4
FEFREEIMD LA AP eh- G - TR -
EHHOF R EGEHE SREM BB 4B E R TR
%E%ﬁ@ﬁo—%aﬁﬁﬁﬁﬁéfmmégﬁﬁ’?&
SREREGHEAR BEFHE IR FEY AL P
FRERLY wm m$%’“@@ﬁ%i’#ﬁ@”'%
FAplk > PGB EF Y TRERFEY CRF LA HE
T ORBEBIHEE I B E BEB AL F
Qi e

TREE # 18 #(Subordinate Certification Authority) : [ % 7
‘f#& SR EGAFERY B FES V- BER ﬁ&v}#*ﬂrﬁ)’«} ;
2R ER U T - BRI BB

# > (Subscriber)
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R BEEY TA LAWY AR P HEF HERY TR
CRVTE) RN YR

DT AR (e 2 PL) B A A R R
B
VEF BB AP IR -
VT BEHE OB GBI A4
VAL FEHERES A o

® % 23&/: & (Secure Sockets Layer, SSL) : d = F =& &
(Netscape)* 73k 3+ » A & * » 23R 330 e (Web)2 & 238 32
AT HBREEFRRET L R MEFREL TR
FH > TVRPIREREY 7 b omkE o B h
R BT R R > T HEE 2R T
A RAE UG RRLIE 2 PIRERETE - RS A
Fri A 5 SSL3.00 232014 & 10 * 5 Google % Bk -4

Pt iR R Y > S g TLS 1.3 K% 2 s o

o @ﬁ.‘]éﬁ % 2 (Transport Layer Security, TLS) : % - &% >id

2 HL R0 1999 & e e FL 1 A7 40| o4 SSL it (7R L
~ 2 % - SR TLS %8 (77 2 RFC 2246) » S§fs g = RFC
4346 ~ RFC 5246 ¥2 RFC 6176 % { #7%< 4 > & &|# @ TLS 1.1

N

$ TLS 1.2 58 » B4 S 375K & 5 2018 # s it 1 f2 3 14|
f4 2 RFC8446 > 5 TLS 1.3 HArfer 5 ipFet 7 %
203 it (¢ 45 MDS 22 SHA-224 4c % 74 it )» #78 %+ ChaCha20 -
Poly1305 ~ Ed25519 ~ Ed448 ~x25519 % x448 z_ * 4% > Jo p¥

£ 3 1-RTT~O0-RTT » 128> RIRBep e % = =i 2 6 B
¥ o
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® i iF42kh(Trust Anchor) @ Z iR/ 2 42483 > 5 R H
Ferp o 2 gd X 2V R ®%*$%@’*?é%ﬁ£
2t o

® %8 T Mk L% 235 ¥ P(Trusted Computer System
Evaluation Criteria, TCSEC) : 3 7

pg‘} l‘ ‘j—u:é: ’J:‘lp E’f’)%ﬁ—- ‘I;;

4151985 £ d

.

TR ES 1970 £ d 2 RRAPFAE LR ¢ 2
FRApINE - BT g 2 % 230 5
BE2FE > AIRFENTE LBhE 2> 25

$2 4 K2
FER o

® ¥ i 3#f % $i(Trustworthy System) : TR 2 T A R

TR 2R

mOE O BREIEY G oAR g 2 R

n REAEL VT LAR DT

n G ERHETAAN

B - ARSI EDRE - R o

® % (Zeroization): 77 T F S RE T T L 22 FRd ¥
FTHEG P FTHARRR -
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B |24

AIA Authority Info Access

CA Certification Authority

CARL Certification Authority Revocation List

Common Criteria for Information Technology Security

cC Evaluation

CISA Certified Information Systems Auditor
CP Certificate Policy

CPS Certification Practice Statement

CRL Certificate Revocation List

CSPRNG | Cryptographically Secure Pseudorandom Number Generator

DN Distinguished Name

EE End Entities

FIPS (US Government) Federal Information Processing Standard
IETF Internet Engineering Task Force

OCSP Online Certificate Status Protocol

OID Object Identifier

PIN Personal Identification Number

PKCS Public-Key Cryptography Standard

PKI Public Key Infrastructure
RA Registration Authority
RFC Request for Comments
SSL Security Sockets Layer

TCSEC | Trusted Computer System Evaluation Criteria
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TLS Transport Layer Security
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